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Vault A& %}
vault A} & 21= 214 &7 2 2o

574 el 220 Vault A4 g 27t A g ok

$ ipa vault-show my_vault
Vault name: my_vault
Type: standard
Owner users: user
Vault user: user
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o] A A o) A = IdM(Identity Management) 22 4 28-S #Ag)sl= vl AR S = A= 7] E HH o) of
) Ayt ol el = 8= Aol £3Hd ipavault-* & E5o] £3tE o AFUT

23

ipa vault-* | & & A8 517] ol IdM | Q1 o] A F syt o] el 7] B+ 7] #(KRA) <1
SH A 2E 4 225 AAFUT A RS [dMe 7] B 713 A S sk

k! =3

IPA =32 24 57 IdM 24 578 2& 5 A Z A4 % 2 880 dd /g A s aA g
X

ipa vault-add --help, 4 ipa vault-* 4 3 o --help A& F718ld &4 2 sl G W H o AHg 7153

ipa vault-find --help ApA g =g o] ZAH Y Th

ipa vault-show AH T ESHE A S B 7AYo R A4 S 2ol A A o 2
user_vault --user A S8 EE 2fAE AR s oF FYth vault 2FAHS A HA] o oW [dMel A A
idm_user A3 Ees 2A XSS dHsUY

[admin@server ~]$ ipa vault-show user_vault
ipa: ERROR: user_vault: vault not found

IPA vault-show ThAA S ol QAL ) A AetE e A S ol FF A T
shared_vault -- E3AA XA o FUth 18 A oW [dMo A A4 5 R3S S & glux
shared gt}

[admin@server ~]$ ipa vault-show shared_vault
ipa: ERROR: shared_vault: vault not found
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o FoNHE D AN A AEA A T B8-S ALESHE WS AP G T 53] A8 A7} M A
Z7 mgo) A0S AGShe WS A AL ol 8 A A e B e AR T AHE A F A9l o
2 |dM Z oA Eo| A A Ast A e 5= 9l o)
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Yk ZHA S U 82 [dMe]] 7] B 7] A A5 FEREHAl L
21 A& A} A4 S mgeol] A A8 A %
o] Aol = A}d‘lx}ﬂ st} o] 23 9] HCL A F
BRE ALE o] B & b AT F de d
idm_user A}-&- 2} = fmz- Fd e A4 %%‘ RS AU 2 A4 T8 2 @8 S M E 9
o] AA| 28 o idm_user 7} Q1= & ¢ 7} g5 Ut idm_user &= AL &2 7 22¢138 R E M SEgo]
EA #dg AT AFHTH

date] 7

e idm user= A4 =9 222 AAsEE ALY YT

A 27 Ab

e idm_user 9] ¢} E &1 FYTh

1. idm_user o tjj &+ Kerberos E] 7l F-of €]7 (TCGT)S WO A4 A Q.

I $ kinit idm_user

L
v

2. 24 v

ofN

o
=]

o

A 43 5le ™ ipa vault-add & % S --type standard 341 7} §HA4] A&

B

N

Added vault "my_vault"

Vault name: my_vault
Type: standard
Owner users: idm_user

o}
$ ipa vault-add my_vault --type standard
Vault user: idm_user
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= A EUTH AR Ao AESE A7 35BS Ao 9] & 4§ A7t Hui

A 3 A AL A4 39 wgel SAT AL A SR Y

o] 2 So] admin 9} 7+& ThE A8 27} user of] thak A WA AL A A S
B25g A= A AR X} S Ea A olH o AfA = admln o] & 3L
user! & A&} A4 21 ® ool oAl 2 A AFE A A FE e A
& 4 glgyith

3. ipa vault-archive = & & --in 84 2} a7 A& 51 secret.txt o} & =24
p

U,

ofN

g Egol Hagt

$ ipa vault-archive my_vault --in secret.txt

Archived data into vault "my_vault"

22 487} 42 2 w G o A Al =

,
x

IdM(ldentity Management) & & AF&-2} 7R Q1 244 S B4 22218 B & IdM S2tol A E o t &
ANZRES AT = dFHH

o] Ao A = idm_user E}‘— IdM A}-g-2} =2, |dm _client.idm.example.com o my_vault &= AF8-=} 7l
A AA T B A ARS A st IS RoFU

A 27 Abg
e idm_user = my_vault &] &~/ A<J Y}
® idm_user = A7 57 B A AE S B dHYTh

R A7 FW 2ol H, ol idm_user 7} A7 £ wo] 2ulzo] ol 4] 2 5)7]

1. idm_user 2 idm_client o] SSHZ = 121 o}
I $ ssh idm_user@idm_client.idm.example.com
2. idm_user 2 212034}

I $ kinit user

3. ipa vault-retrieve --out & % & --out &4 2} 7 A}&-3ke] 24
secret_exported.txt 3} < of] A &g o}

ofN
ol
td
oo
o
ru
T
[N
FU[FU
ol
2
o
Rl

$ ipa vault-retrieve my_vault --out secret_exported.txt

Retrieved data from vault "my_vault"
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A 27 Ab

iy
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o] A A A= IdM(Identity Management) AF-8-2}7} Ansible &) o] &-& AF8-3Fo 3t o] A+<] 7l Q1 #H4
T B2 A5 TR HYRE AASA s HH S Roysyh O}ﬂ &} AFG-E o of A

¢

idm_user AH-&-2}= my_vault 2= & 3@ o A4 55 E%% AU 2+ A4 9 Ee 7 ¥
2 *}3 3t ol AA A ) idm_user 7} Q1= F @ 7} iS5 U T |dm_user = A 827 2ol s

PEIIM 2ol A A HQS P 5 Y&

APA @ AHsr
o Azt FAE A= 5 2AEQ] Ansible 71 E & # ¢ ansible-freeipa 3 7] X & A X gl & T}

e idm_user 9] ¢} E &1 YT

1. /usr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 534t}
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. AW E g IS A Y (4l inventory.file ):
I $ touch inventory.file

3. inventory.file 2 & 11 [ipaserver] &Aoo 4T IdM AHE A e
server.idm.example.com & 4] 3} == Ansibleol] x| A] 5}2 ¥ t}

o 1o
R
i
£
i
iy
=

[ipaserver]
server.idm.example.com

il

o] o}

4. ensure-standard-vault-is-present.yml Ansible =] o] & 1} o] A} Z& wt5 1t} o &

A AEUH
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o

I $ cp ensure-standard-vault-is-present.yml ensure-standard-vault-is-present-copy.yml

5.

=)

A

sk

s A = = ensure-standard-vault-is-present-copy.yml 3} & ¢4t}
6. ipavault 2+¢] A H oA & AT E A5t L& =P h

e ipaadmin_principal ¥ == idm_user £ 44 gt}

ipaadmin_password ¥ 4= idm_user ¢] &3 2 44 gt}

AHE A W2 idm_user = 44 T
e name ¥+ E my_vault 2 A4 3ok

e vault_type S XI5 o2 A FYh
o] = & A oo 3l 4 E Ansible =7 o] & 1} ¢t}

- name: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:

- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
vault_type: standard
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o] Al A o] & IdM(ldentity Management) AF-& 217} Ansible Z #] o] 28 A}-&-31o] 7] 91 244 F 2S8-0
A EE ARt S Bosyth ARS-E oA ol A idm_user A8 Ak= my_vaul
< °ll password.txt 2}= W17 s A Bt = Y S ob7fol B o
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A 27 Ab

o Hxalo AAE A3 st= T 2E Q] Ansible A E &7 9] ansible-freeipa 3| 7] 2] & A %] g 54 U}
e idm_user 9] ¢} E &1 HYTh

e idm_user = &f2o] At my_vault ©] 918 AR&-A- U T
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3%4. ANSIBLES AL-8-51o] IDM AHE 4 44 7 =g ¥hel: Mot 4%

"E

Ax

. lusr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 53t}

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

oW ED ddSs Ay A EHE IdM /\11:1%7} [ipaserver] 4] A of L& o] l=4] &elghy o
o = —‘é—cﬂ,server |dm example.com & 4 8t = & Ansibleo] 2| A &} W TS ¢ H g ot

I [ipaserver]

server.idm.example.com

. data-archive-in-symmetric-vault.yml Ansible = & o] & 1} o] A}E & wFE %] vk "symmetric" S

‘standard" 2 vl U th ol & S0 o3 ZEU T

I $ cp data-archive-in-symmetric-vault.yml data-archive-in-standard-vault-copy.ymi
. AR & J == data-archive-in-standard-vault-copy.yml 3 & 44t}

. ipavault 29 A AdoA b3 HFE A st IS =HFoh

e jpaadmin_principal H 4= idm_user = 47 34}

ipaadmin_password 4~ idm_user 9] ¢+ 5 2 A% 3t th

A8 W42 idm_user 2 A o).

® npame = my_vault £ A4 sy ok

o INHATE TR AR A= v AA 22 AP
H

o ¢ H4E member Z A3t
£ dA ool thal =74 F Ansible Zd| o] & I J Ut}

- name: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
in: /usr/share/doc/ansible-freeipa/playbooks/vault/password.txt
action: member

I $ ansible-playbook -v -i inventory.file data-archive-in-standard-vault-copy.ymi
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16

2}

3.3.ANSIBLES A}-8-51o] IDM9] B3 AL 7 47 21 w804 A 28 4

=
AH
XN
o] Al 4 o] A = IdM(ldentity Management) AF-8-2 7} Ansible =] o] 28 A}&-alo] AFE-A} 72 A4 =1
N AlZE LS AA st WS BolFuU ) ol &Aool AFEH o o A idm_user AF-8-#= my_vault 2}

Fo] A4 TH = °ﬂ*1 hostO1 o] 2}= IdM Z&to] A Eof ti gt T st Hlo]E 7} = T &
A o) idm_user = J‘ro‘ o A AT 1= I Q 7t 95Ut idm_user = Ansible S A}-4-31o
Ansibleo] A X € IdM Z&to] A Eof| A utd & HA T 4= Q) HF Ut

N rr
E
N
:|o

A 27 Abg

® Ansible ZA E E 2 9| ansible-freeipa I 7] X & AP HUTH ZE2AH 20 GAE APst= T2E
AU o

® idm_usero U3 E <&

o))

Y,

[}
A

Rl

e idm_user = my_vault &] &~FA<J Y}

I

e idm_user = my_vault o] A|Z 3 & A FIA HFL )
® Ansible2 Al A& A stH = IdM 2 E o] td g & + AdFH T

e idm_user= A 3L AT M 3 2AE tydE oA oS 4 UL

A3
1. /usr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 534t}
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
2. M EE B & i, Al AR S A = IdM Sto|d Egte ®HgatA Ao | A oA A
STt ol 2 £, Ansibleol] A] =81 & hostOlidm.example.com o] 7 M 3} = 2 2] A] 5} ¥ t}&
< dgdych

I [ipahost]

host01.idm.example.com

3. retrive-data-symmetric-vault.yml Ansible Z#| o] & 3} o] A} E-& vk5 Ut} "symmetric’ S

"standard" = W} T} 6 2 So] g3 paU

I $ cp retrive-data-symmetric-vault.yml retrieve-data-standard-vault.ymi-copy.yml

4. HZF s}7] ¢4l retrieve-data-standard-vault.yml-copy.yml 39 & 41t}

5. hosts 4= ipahost & 44 &lo] vld & =4 gyt

6. ipavault 2t¢] Al oA thg W4 E A st A 2P
e ipaadmin_principal ¥ <= idm_user £ A4 gt}

e ipaadmin_password £ idm_user ¢] ¢t5 2 A& )
o 182 HE idm_user 2 A4 Ut

® npame HE my_vault £ A4 sy
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3%. ANSIBLES Abg-3te] IDM AFg A 42 57 2.2 #el: Bt A1

"E

A A

o ANAzsHEE v WA 2R ok WS A

o

RElch

e state M= retrieved 2 A% I}
ol A A o o el =4 A Ansible =7 o] ¥ U Yt}

- name: Tests
hosts: ipahost
become: true
gather_facts: false

tasks:

- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
out: /tmp/password_exported.txt
state: retrieved

N
)

LS AR

U

L

8. Telol%e 4yt

$ ansible-playbook -v -i inventory.file retrieve-data-standard-vault.yml-copy.yml

A

ol\

A

1. SSH to hostO1 as userO1:
I $ ssh user01@host01.idm.example.com

2. Ansible Z# o] & 3} ol A out Wl A A4 & 9L & Iy o
I $ vim /tmp/password_exported.txt

o)A WH W A ZZE 2 5 gk

® Ansibles AF§-35te] IAM 244 F B 9 ARE- A B ] 9 Ed| o] 5 Wil o g ZpA| &
22 /usr/share/doc/ansible-freeipa/ t] @ €] 2] o 4] A}& 7|53 README-vaultmd v}= 5}
=} /usr/share/doc/ansible-freeipa/playbooks/vault/ t] @ Ej 2] o] 1= M= Z g o] &S %3}
AL

17
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473 IDM A 1] 2= 5.k Pre): Bok A% 2 7 A)
o]

AN
o] Aol M = el X}7} ansible-freeipa vault =52 A}-8 ko] A1) 2 Hoke =9 7154 9] %o kA
SHA A ete S BoFYth dAlol A AHSE e A4 S8 S 2

i ilie= XP7} ﬂr% OA = 28 8 of 3L o m gt o).

symmetrico] H, o] &= o] & Al&

1. openssl %9 €9} o] & Abg-akel el 7§ A BT

2. A 7% ez T 7 & AT
Bl A7t A4 Z9 wgo] ol7ho] Hg w) Au] 2 A ZB e FA) 712 FEFH U o] F mHle] 57
A 2ol B2 e A 2 Q1 2 E 2 Q1 7] 8 ARg Ste] A1 ZE1S A M P Th A H] 2 g e A
1 obol ol 4] 22
) A M 2 A ZY RS M o] & WA @ T £ A e ANE M2l
& gyt
AR 27 AR

o 7] BT A B(KRA) AZA A28 T4 @ a7k IdM E e el o] A H E st o] Aol A X of
Utk 2pA 3 82 (dMol] 7] 2 7] 9 A3 5 22 AL

0
zy

o] A Aol b A7t gk

L A A4 59 2ol [dM A Bj 2 Al =28 A 7

2. IdM A u] 2~ ol ~El 2~ 0] Au]| A~ A= 8 A

3. E4E AT IAM M| A= 24 S8 Bg Al 2B H A
gol ALg
kel 75

o TR =AU GEE et B AYULh

o prlvate key-to-externally-signed-certificate.pem-& A v] 2~ 51_0}0] 239 FAdgui(e] A4S
B ogEE ez ggk /el 7]). o] 1 715 AE 28 RS Al AL A o AL
=70l 7] 9F 5 5HA] uhA Al L
® secret_vault = A H] 2o tisl) AFE 24 T Z2d4th

e HTTP/webserver.idm.example.com & & ¢to] B 25 77 Q) &= A H] 2~ Yt}

® service-public.pem & password_vault o] A7 ¥ 45 E A4 F5lel= Ul A== AH] 2 F70

714 Ytk

® service-private.pem & secret_vault o] A4 H 4T E s S5l vl AR EHE A2 QA 1Y

U,

A 27 A

18
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47.IDM A u] 2 ot #a): et X4 2 A4

1. FYxE 22203t
I $ kinit admin

2. ARl & QI 29

ofl

7N 715 7FA & U T} o 2 Eo] openssl € 2 E] S A& T}
a. service-private.pem 7l ¢l 7] & A A g o}
$ openssl genrsa -out service-private.pem 2048

Generating RSA private key, 2048 bit long modulus
A+

e is 65537 (0x10001)

b. 7H<l 71& 71¥ S = service-public.pem ¥-71 7] & A4 g T}

$ openssl rsa -in service-private.pem -out service-public.pem -pubout
writing RSA key

3. AH| 2 A28 A A ZH B8O 2 symmetric 214 29 28-S AA S 2 7] E AT
c}.
$ ipa vault-add secret_vault --service HTTP/webserver.idm.example.com --type
asymmetric --public-key-file service-public.pem
Added vault "secret_vault"
Vault name: secret_vault
Type: asymmetric
Public key: LSOtLS1C...S0tLSOtCg==
Owner users: admin
Vault service: HTTP/webserver.idm.example.com@I|DM.EXAMPLE.COM
A7 5% Bgo BoE dFE V2 REgUT

$ ipa vault-archive secret_vault --service HTTP/webserver.idm.example.com --in
private-key-to-an-externally-signed-certificate.pem

Archived data into vault "secret_vault"

AlZZlo] Qg BE AH & I2E 2o gl o] B & vHE ]
symmetric 14 £ 258 vHEUTH

4.2.IDM A 8] 2~ Q1 A~El 2~ A H] A~ Al =8l A

19
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o] Ao A e 2] A Au] 2 9l 7] S Asho] A 8] 2 9l 2Bl v} Au) 2 Ah ] FY g A=
22 7 Ashe e A9 o

A 27 Ava

o Mu|XA A F BESE AF3E A H] 2 FA) 2] keytab(:
HTTP/webserver.idm.example.com)ol] o} 4] =& &= 9l &1 T},

® symmetric 274 S R55 A SkaL A4

ofN

G RE TR

)3
i
)

o My AA FY e AN AMeE o AL HE AR F)0] M2 F g

L &A= 2 a9 ok

I $ kinit admin
2. AH] 229 tf gt Kerberos E] 721 & 71434 t}.

I # kinit HTTP/webserver.idm.example.com -k -t /etc/httpd/conf/ipa.keytab
3. MM A AA T R d3E AN YT

= 1

$ ipa vault-retrieve secret_vault --service HTTP/webserver.idm.example.com --private-
key-file service-private.pem --out secret.txt

Retrieved data from vault "secret_vault"

[
il
M
o
p‘L
rr
ok
r¥
filo
(o

AFA @ AL
o |[dMIAFA 4EE L Y&HUT)
o AH] 2 HES A A3l7] 98] symmetric A4 EH 2SS A4 FAEUTh

o x| Al =B S A EIAL o] Al ZL B o] A 2T 4 9l &1 TH( o] new-private-key-an-externally-
signed-certificate.pem 3} ).

1Al A 2B A E) 2 2E 2 A A

ofN

g Eaol Bagy

$ ipa vault-archive secret_vault --service HTTP/webserver.idm.example.com --in new-
private-key-to-an-externally-signed-certificate.pem

Archived data into vault "secret_vault"
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47 IDM AMH] 2 Bl #a]: et AF

N2

oY
1

2. AL HA b2 Muj s A" B v A AR S AT vk AA E W82 [dM A H] 2 <l
=

o |

2Bl 0] A u] 2 WOt

4.4. 71 E A2

® AnsibleS AF8-3}] IdM A 8] 2 =}

Aol A &
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57 ANSIBLES A}-851o] IDM A u] 2= 27 27 =& 2a]: ek A
1=4]

o] AldoA = &g x}7} ansible-freeipa vault =52 A}&3lo] AMu] 2= WS FoF 54 9%
A A g et= MRS BolFUth dlAl oA ALSH = A4 S B 2 symmetrico] B, o] = o] & AHE
&t7] £1a & e XP7} ﬂr% A 2 =88 ofF L o) v g o).

[
2
2

2

1. openssl € 2] E] 9} 7Fo] & ALg-3le] A2l 7] S A AT T
2. M AN E 7oz 2ol 71 E A AT o)
FAE) A7t A A 28 2 G9 o}Flol BE u Ay A AR T 7|2 dE P o] T T ole] B4
= 2

N AR 5 A E S A H) 22 QAR AL S0l 76 ALE stel A 218 S 7 A g o A H) 2= )
wote] 94 23 5 gl

weko] £AME A% Bel e Al A A 29 R eolA o] % 2A D The EAHA e A Au Q)
2l o) oA W E S 5 U T
A 27 A
o 7] B /] TH(KRA) AFA A28 A 2 27HdM EH Q1o A F shuk o] o] A Ho] 94
Yk ZAA &2 [dMel] 7] B0 73 A A S FEs A 2
ol Aol = = AA7F 2 E Y
® Ansibleg AF&3Fo] Mo symmetric A H] 2~ 274 &£ 2-8-0] 9l E=X] &9l
® Ansibleg AF&3Fe] symmetric A4 £ 2L8-9 IdM A U] 22 A| =8 A
® AnsibleS AF&38to] M AR 22 0] A H] 2 A| S50 7 A
® Ansibleg A}-g&3fo] £+ 2 |dM AMH] 2 24 29 n e Al 38 WA
dare] 4
o BAR = N2 GEE Beete B AP
® private-key-to-externally-signed-certificate.pem-& A ] =~ 51_0}0] 239 FAdgui(e] A4S
- M E ASA ol e /HQl 7]). o] 7R 718 A T oA Al A8 A 5=t AHE-
9 el 7)ok EE A Al A
® secret_vault = A B2 B kS A gat7] el A A A4 578 B d Ut
o HTTP/webserverlidm.example.com & 27 £ ®2-90] A F22l AH] 2~}
e HTTP/webserver2.idm.example.com % HTTP/webserver3.idm.example.com & #}7 &4

& we v 2yt

® service-public.pem & password_vault o] A& 8 U435 = A5 3}5tE v AFEEH = AH] 2 T

Qe

® service-private.pem & secret_vault o] A4 H 4T E s S5l vl AR EHE A B2 QA 1Y

U,

22
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[‘J

e IdM(Identity Management) 2 A7} Ansible ‘é g o] B2 ALl ) o] Abe] Aol =14
S AHE St o B R E FASHA Aok WS HolFU o ofgl AAfol] AFE-H = o o
27} secret_vault F/} symmetric A4 £ —3—% AT T o] EA stH A =1 2L

S A EHE A4 T 2 W NQL 71 & AR ekl QlFEl o YT X4 S B W
IdM Zetol N ES) A d & P AT 5 AL Tk

A 27 AR

® Ansible Z1 E Z 2] o) ansible-freeipa 3| 7] A & A X3 HFUTH T2 A4 20 GA S AP sl TE
Aok

o |[dM AR 4E = A Y& T}

1. /usr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 53t}

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. A=l z=| 20 g 715 7HA Ut ol & £ openssl 2 2 E] & A& F U T

a. service-private.pem 7l ¢l 7] & A A g o}

$ openssl genrsa -out service-private.pem 2048
Generating RSA private key, 2048 bit long modulus
A+

e is 65537 (0x10001)
b. 7§¢l 712 7]¥ko & service-public.pem 37} 7] = A A gyl
I $ openssl rsa -in service-private.pem -out service-public.pem -pubout
writing RSA key
3. A8 A&k inventory.fileo] gl A5 AWM EE] YU & A g th(el: inventory.file ).

I $ touch inventory.file

4, AW ED FYS I3 [|paserver] AA A M A E F oYUt dE &
server.idm.example.com & 4 8} == Ansibleol] XA st t} & & Tt

1

[ipaserver]
server.idm.example.com

5. ensure-asymmetric-vault-is-present.yml Ansible =] o] & 5} o] AL S wk5 Ut} o 2 £

e 2ayTh

$ cp ensure-asymmetric-vault-is-present.yml ensure-asymmetric-service-vault-is-
present-copy.yml
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o

o
=)

A

sk

Z 9l == ensure-asymmetric-vault-is-present-copy.yml 39 & 1t}

7. service-public.pem F-7] 7] & Ansible ZA E £ o 4] server.idm.example.com A ¥ & &-A} 3} =

49l e Frhgeh

8. ipavault 23] A Aol N T WSS A4 ale] o] e A BES 54

et

Y.

e jpaadmin_password H= IdM #E] 2 4 E 2 A Ty o

® name W& AF8-3tod A4 ST B9 o] 8 A FY th(el: secret_vault).

vault_type H 45 symmetric & 2 AA 3}

MU 2 W8 A B Ree 2f T A H] 2 T ()

pus

HTTP/webserverlidm.example.com )2 A4 gt}

public_key_file & ¥7] 7]1<] $1x 2 A Yot
o= @A A A NA 74 E Ansible Z# o] & 2L P ot

- name: Tests
hosts: ipaserver
become: true
gather_facts: false
tasks:
- name: Copy public key to ipaserver.
copy:
src: /path/to/service-public.pem
dest: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem
mode: 0600
- name: Add data to vault, from a LOCAL file.
ipavault:
ipaadmin_password: Secret123
name: secret_vault
vault_type: asymmetric
service: HTTP/webserveri.idm.example.com
public_key_file: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem

©
)

Qe A%

s

et
10. Eeo] 32 A Fch

$ ansible-playbook -v -i inventory.file ensure-asymmetric-service-vault-is-present-
copy.yml

5.2. ANSIBLES- A}8-3}lo] SYMMETRIC 24 57 E5ol ®lH A2 F7}
3

o] A A= IdM(Identity Management) 2] 2} 7} Ansible = Eﬂ o] B-& AF&-3lo] A H] 22

o W Hu|AZ F7ete S HAFEE B A4 21 ool AZE A A0S HA T
o} o2 A A} /\} = o A Oﬂ/\ﬂ dM #a] A= HTTP/webserverZ.ldm.example.com ‘;l
HTTP/webserver3.idm.example.com 4] H] 2= 4] & HTTP/webserverl.idmexample.comol| A 43+
secret_vault vault.com o] F7}3 o}

A 27 Abg
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W ED IS E [lpaserver] A Ao A AAE IdM AW

57. ANSIBLES A}-8-5l IDM AU A R A S 22 FA2]: B A -

Ansible A E £ & 9] ansible-freeipa H| 7] X & A X P HFUTH ZEA 20 GA S A3l T2E
AU ok

dM #2| 4 do s 435U

A H]) 2~ B QS A sl 7] 918l symmetric A4 S 252 A U

. lusr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 53t}

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

. A8 Abgkinventory fileo] §l= 79 Al E 2] 7S A4 G oh(el: inventory file ).

I $ touch inventory.file
& 3 g
server.idm.example.com & -4 3} .= = Ansibleo] x| A s} ™ o2 o & gtk

[ipaserver]
server.idm.example.com

. data-archive-in-asymmetric-vault.yml Ansible Z | o] & 3} d & BAFY T o & £ U534

25U

I $ cp data-archive-in-asymmetric-vault.yml add-services-to-an-asymmetric-vault.yml

. " 3}7] 9138l data-archive-in-asymmetric-vault-copy.yml 3} & 4t}

. ipavault 2] A oA T WaE Aol Bl 44 .

e ipaadmin_password == |dM #8]2 42 & A4y}

e name HEE A4 9 o olEo7 AU ri(d: secret_vault).

AH) 2 4

2 274 =9 B&o] Au] A 22 HTTP/webserverlidm.example.com)
2 AR FYTH

® secrvices G E ALRSlo] A4 21 2o A8 o A AT 4 9= AU AE F Tt

Z¢] W2 member = A4 g o}
ol &R ool thall =4 A Ansible =7 o] & 3} ¢t}

- name: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:
- ipavault:
ipaadmin_password: Secret123
name: secret_vault
service: HTTP/webserveri.idm.example.com

25
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o

services:

- HTTP/webserver2.idm.example.com
- HTTP/webserver3.idm.example.com
action: member

~
)

e A%

ot

U
8. Eelol g AyFYch
I $ ansible-playbook -v -i inventory.file add-services-to-an-asymmetric-vault.yml
5.3. ANSIBLE & A}-&-3}o] SYMMETRIC #12 5 %20 IDM A 8] 2 A| 23
A7

o] A4 o) A = IdM(Identity Management) 2] 2} 7} LhZ=of] A H] 20| Al A e 4= 9l =& Ansible & ©]

=2 T MR
5& Ag 8t Mul A 2 A SR Bl Al B S A st S HolF Ut ofel d Ao /\}%lﬂ of| o)
A& Z A7 secret_vault = symmetric 244 = 280 A|mElo] 23E PEM 3 & A &gt}
olFA 3H A4 T EgoA Al B S HASEE Q] 71 & AFE-she] ARl &7} °1—°H°¥ RIS R= s
A5 ESEAHE ELE IdM Z2te] A EofA Ttd & AT 5 FY o

A 27 Abg

® Ansible ZA E £ & o) ansible-freeipa I 7] X & AP HUTH ZE2AH 20 GAE APst= T2E
AU ok

o IdM AR 455 LI lFUTh
o |2 Wk A7) 98] symmetric A7 T 222 A4 AHFU

o H oS Ansible AEE# o] =& 2 A AU tH(: /usr/share/doc/ansible-
freeipa/playbooks/vault/private-key-to-an-externally-signed-certificate.pem ).

1. /usr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 534t}
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
2. A9 Abgkinventory fileo] §l= 79 AW EZ S A4 Y th(ed: inventory.file ).

I $ touch inventory.file

3.AMED Y s g [|paserver] Ao AT IdM AW E AUt o & E9,
server.idm.example.com & 4 3l =& Ansibleo] 2| Al &8 ¥ TS ¢ H 3o}

server.idm.example.com

I [ipaserver]
4. data-archive-in-asymmetric-vault.yml Ansible = o] & 3} S HEAE Ut o & S0 ot
2o,

I $ cp data-archive-in-asymmetric-vault.yml data-archive-in-asymmetric-vault-copy.yml
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5%. ANSIBLES AL-§-5}o] IDM Al 2 42 7 =g ¥hel: et 43 % 74

[‘J

5. A 3l7] 93 data-archive-in-asymmetric-vault-copy.yml 2} & ¢t}
6. ipavault 2 A M A thS M4S A A3l 39S 543

¢ ipaadmin_password = IdM #ej#F o5 &2 A4 gy o)

® name W& A4 T B39 o] o= A FUth(e: secret_vault).

o MH| A WHIEE A 9 B30 AH] 2 AFAH(: HTTP/webserverlidm.example.com)
2 AT Y

o o in HE "{{ lookup('file', 'private-key-to-an-externally-certificate.pem’) |
b64encode }}" & A 3t} o] g A O}Eﬂ An5|ble0ﬂ A 1dM A ¥ 7} o} d Ansible A E & 2] 9]
2] T E 2ol A 719l 718 ALg-te] st 74 g o,

e ¢ W E member = A4 g )
ol= &R ool thall =4 @ Ansible Z# o] & 3} ¢t}

- name: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:
- ipavault:
ipaadmin_password: Secret123
name: secret_vault
service: HTTP/webserveri.idm.example.com
in: "{{ lookup('file', 'private-key-to-an-externally-signed-certificate.pem’) | b64encode }}"
action: member

~
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e A%
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T

[00)
ikl

dol&Hs Adduh

I $ ansible-playbook -v -i inventory.file data-archive-in-asymmetric-vault-copy.ymi

5.4. ANSIBLE & A}-8-3}] IDM A 8] 2= o] A 6] 2 A] =8 7] Al
A) A o] A &= IdM(Identity Management) AF& 2 7F A H] 22 t) 41 8Fo] AH] 22 244 S BS-o| A Al =
= A== Ansible Z8 o] 55 A&t W & EO%*HEP obell Hxpel] AbE-H ol Aol A Z | o]

2 23514 secret_vault 2F+= symmetric A4 S 2294 A28 S ALE-5Fe] PEM 32 & 7 4 &}
Ansible Q¥ £ 2] 1} o] ipaservers Z UE ¥ & S 2E Q] XA 9 X o AFd ).
t}.

ansible-

A 27 Avg

® Ansible Z1 E 2 2] o) ansible-freeipa 3| 7] A & A X3 HFUTLH T2 A4 20 GA S AP sl T2E
AU o
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o A W B Al AR S B AFYTh

® Ansible 71 E & 2] 2] private_key_file ¥ =0l A XA gt 9] x| o| A} Mu] 2= 244 SH B3 A]AE
A= H AREE = M 71E A AEFY o

filo

1. /usr/share/doc/ansible-freeipa/playbooks/vault t] g £ 2] & o] 534t}

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. 8 A&k inventory.fileo] gl A5 AWM EE] U -& A Y th(el: inventory.file ).
I $ touch inventory.file
3. MED FI & I TF T2EE P
e J[ipaserver] & Aof [dM AW & 7 o] gt}
o [webservers] Ao A A2 S AMST T AEES O} o & E0], Ansibleo]] Al =2

< webserverlidm.example.com,webserver2.idm.example.com %
webserver3.idm.example.com o] 7 sl == Al sl H t}2S 4 H gy}

[ipaserver]
server.idm.example.com

[webservers]
webserver1.idm.example.com

webserver2.idm.example.com
webserver3.idm.example.com

4. retrieve-data-asymmetric-vault.yml Ansible Z & o] & v} o] A2 S THEUTH o & E9] T
I ZAEFUh

I $ cp retrieve-data-asymmetric-vault.yml retrieve-data-asymmetric-vault-copy.yml

5. ®33&}7] 93l retrieve-data-asymmetric-vault-copy.yml 3} & ¢4t}
6. ipavault 2+ A M)A thS M5S A A sl 39S 543

¢ ipaadmin_password ¥1+5 |dM #2]2} 3 2 A gyt

® name WHFE A T B o] o2 A FYTH(l: secret_vault).

o MH|AWHIEE A F B30 AH] 2 AFAH(: HTTP/webserverlidm.example.com)
=43k

o private_key file i35 A v = A4 S8 B35 Al A8 S A= v AFSEH = 1< 719 9
A= A F Tt

® private-key-to-an-externally-certificate.pem A| Z 3l (o]: A A 24 v E 2])S A5
E1dM A H o] 93] 2 ob W AT
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- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: Secret123
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}"
out: private-key-to-an-externally-signed-certificate.pem
state: retrieved

. 1dM Aol A Ansible A EZ 2 2 o8 LS A st= S ol Hol 43S F7hgy o

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false
tasks:
[--]
- name: Retrieve data file
fetch:
src: private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: yes
mode: 0600

. A H private-key-to-an-externally-signed-certificate.pem 32 & Ansible 71 E £ & 2]
Ansible 71 E & & 9] Playbookel| &3st= A A& &4 o] & F7Fg oh

- name: Send data file to webservers
become: no
gather_facts: no
hosts: webservers
tasks:
- name: Send data to webservers
copy:
src: private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tls/private/httpd.key
mode: 0444
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10.

e

dlol 8¢ Ao,
I $ ansible-playbook -v -i inventory.file retrieve-data-asymmetric-vault-copy.yml
5.5. ANSIBLE S 2185l &34d - IDM A H| = 24 57 B3 A8 WA

o] Ao A = IdM(Identity Management) 2] 217} A 8] 2 I 2H 271 &35 1S 9| Ansible 3
o] 5-& A|AHE-8to] A H| 2 ZA T BJo AFHE A A S WA s S RAFUGL T3 oA 9
AU oA = AMA A A8 o] &45 webserver3.idm.example.com 9|4 3|3 A| 2L A A3 =
symmetric A4 £ 22-9] 7|7} obd Ao 2 7EAFU ). o] oA A B A= symmetric A7 S
B 5o AR S A st [dM S 2 E o o 3k symmetric A4 57 Z5 oA AR S A AT o AHE-H
= Ansible Z# o] 52 AAHE-FH T o] AAHE A1 ZE o] IdM &2 2= A Al 28-S AHS-351e] A PEM
v} & anyone A7 94 239 A F3l3, &49 A A8 webserverd.idm.example.com o] tjj g Aj
AR S AR =5 AW ED] FAd S 24 O3 F Axs g PP

A 27 A

[}
Ansible A E 2 & ) ansible-freeipa 3] 7] X & A AU Z2A| 29 GAZS AP sl=
s2EQUT.

IdM #2]2 ¢35 5 43 AFH
AH] 2 B kS A Fet7] 98] symmetric 214 58 252 A AFU

IdM 5 2=0)q A== 9 Au] 2o g A httpd 7 2 B4 ko] £48 ol 715 243
4t

A httpd 7] = Ansible AEZ o] 22 2 A& t}(d: /usr/share/doc/ansible-
freeipa/playbooks/vault/private-key-to-an-externally-signed-certificate.pem ).

/usr/share/doc/ansible-freeipa/playbooks/vault o] 2 &£ 2] 2 o] 53 ).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
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57%. ANSIBLEZ AL-§-5fo] IDM AH] 2 A7 S8 25 el Bt A3 2 A

IWEE }LdS A3 b5 I2EVFSHEA o Ho] A=A FAd

[ipaserver] A1 A €] IdM A ¥ J 1 o}

[webservers] A Ao A|ARS AT SAEYUT o & E0], Ansibleo] A 23S
webserveri.idm.example.com 2 webserver2.idm.example.com of] 7 X3} == X] A] 513

W e 4 gtk

[ipaserver]
server.idm.example.com

[webservers]
webserveri.idm.example.com
webserver2.idm.example.com

B o] £48 9 Au7t 3ol YN R AU @A) <A

webserver3.idm.example.com.

AR 3}7] 913 data-archive-in-asymmetric-vault-copy.yml 3} & g1}

ipavault 24} A A A g5 HFE 25t LS FHFUT

ipaadmin_password H= IdM #2]# 432 AA .

name W5 x4 59

&9 o]

ke
fil

S 2 AR (o : secret_vault).

A2 W4 E AA S el A 2 g
HTTP/webserver.idm.example.com )= 4 A g},

9] in H4E "{{ lookup('file', 'new-private-key-to-externally-signed-
certlflcate pem) | b64encode }}" = A A3t} o] 2 A 31'H Ansiblecl] A IdM A 1] 7} o} d
Ansible AE 22 2] 9] tjaA g oA 72l 7|2 AFL3te] AL A ).
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ZH9] Y45 member 2 A4 3.

ol= &AA) o9 U3 5% = Ansible Z 3 o] & 7t}

- hame: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:
- ipavault:
ipaadmin_password: Secret123
name: secret_vault
service: HTTP/webserver.idm.example.com
in: "{{ lookup('file', 'new-private-key-to-an-externally-signed-certificate.pem’) |
b64encode }}"
action: member

5.
sl A3
6.
Zdo] %2 Ak

I $ ansible-playbook -v -i inventory.file data-archive-in-asymmetric-vault-copy.yml

AR 35171 $13l retrieve-data-asymmetric-vault-copy.yml < & .

ipavault 2] A Aol A the W5 kel AL 54T

[}

ipaadmin_password H 4= IdM &2 # 432 AA 3.
[}

name W& 27 T4 259 o] o2 AA g h(: secret_vault ).
[}

Mu) 2 W5g A7 5 meo] Au 2 2Rl
HTTP/webserveri.idm.example.com )2 A4 3] t}.

private_key_file 52 Au| 2= A4 $9 2& A1ZRS AN 5= d AHEHE A9 7

o A= AR d
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71¥ A4 vl g ¥ ¢ 2o] new-private-key-to-an-externally-certificate.pem A] =21
< AAste = IdM A Bl o] X 2 o WS A FU

ZH9] Y45 member 2 A4 ).
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- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: Secret123
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}"
out: new-private-key-to-an-externally-signed-certificate.pem
state: retrieved

IdM A1 o 4] Ansible AEE# 2 Hlol6 & 74 aH Salol o] A4S FrHg

- name: Retrieve data from vault
hosts: ipaserver
become: yes
gather_facts: false
tasks:
[...]
- name: Retrieve data file
fetch:
src: new-private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: yes
mode: 0600

Z A = new-private-key-an-externally-signed-certificate.pem 319 -2 Ansible A E =] 9]
Ansible 71 E £ 2] 9] Playbookel A% 3t= A A& Ed ol &H F71yd.
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- name: Send data file to webservers

become: yes

gather_facts: no

hosts: webservers

tasks:

- name: Send data to webservers

copy:

src: new-private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tis/private/httpd.key
mode: 0444

1.

33 [e]
ds AR

g
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H

12.

o

Ut

ol 52 43

i

I $ ansible-playbook -v -i inventory.file retrieve-data-asymmetric-vault-copy.yml

/usr/share/doc/ansible-freeipa/ t] 2@ & 2] ol /1 README-vault.md v}=t} & 9 & =3}

AAL.

L= e)

/usr/share/doc/ansible-freeipa/playbooks/vault/ o] 2 g gl o] A A Z Z g o] 8-S F X354
AlQ.
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