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- name: Playbook to ensure the presence of a global forwarder in IdM DNS
hosts: ipaserver
become: true

tasks:

- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0 on port
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ipadnsconfig:
forwarders:
- ip_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53
state: present
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become: true

tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
action: member
state: absent
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action: member = A8 3% &2 =g o] B A state: absent &4 7t A8 51H
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I $ ansible-playbook -v -i inventory.file ensure-absence-of-a-global-forwarder.yml
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o] Az} forwarders

8.8.6.6 8.8.6.7
[.-.]
tasks:
- name: Ensure the presence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.7
state: present

8.8.6.6 8.8.6.6,
[.] 8.8.6.7

tasks:
- name: Ensure the presence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.7
action: member
state: present

8.8.6.6, EdoluEE

8.8.6.7 [...] AaPEE @
tasks: L

- name: Ensure the absence of DNS global forwarder 8.8.6.7 Yt A
ipadnsconfig:

/gzé _
forwarders: 8.8.6.6,
- ip_address: 8.8.6.7 8.8.6.7& W
state: absent d = X

8.8.6.6,
8.8.6.7 [...]
tasks:
- name: Ensure the absence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.7
action: member
state: absent
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DNS o] & &2 4= gl NXDOMAIN $-=Ho] vrstglych 29 & ALg 5 A 5yt

d] 1.1. o & 5 Scenario

rr

IdM 4] ¥} = test.exampled]] d] g @ sto] &1 th DNS ¢ o1, BIND: 192.0.2.254 IP 3247} 9]
DNSAH=E g & Agstes +A4g Ut

Ze}ol A E 7 EA 1A ¢ test.exampleo] ﬂ]ﬁl HYE A48 2 S DNS o] E9¢ BINDIA =
IdM A 1] 7} test.example. & & of] T &t A slo] YL A E 192.0.2.254. AW & AFalA] LSS

AUt 4344 0 2 DNS Z&o] ol E= NXDomain 2 7 W A| 2| & G241 8o A8}l Al 2]
HQlo] Ex)3HA] e5S dHY

=3
=

o

S

1.6. ANSIBLE Z | o] 22 A}-23}o] IDMDNS 229 A 3 ] 4= ol
A E o A=A AT

o] A A o) A = IdM(Identity Management) #2] 2} 7} Ansible =& o] & A}-8-3}o] IAM DNS¢] S 2 A
g Aol AA HAEHEE Y= HS AE T ok

Adg A UADNS A2 &S Aot 4 DNS F 2] 7F 4 & dextollA degyth AW o/ &=

L A7 22 A3 He vt Ao sld BINDE Q1Y o] W E Al&sle] A7 S| 2oz Eo}ﬂ—g;}.
forward first policy= 712 F AUt} o] = Egf I H 2 5ol 2 ot

AR QT AL
® Ansible 71 E 2] 9| ansible-freeipa 3 7] A & A %] ] & o}
o [dM#AA PFE L ALY TH
e |dM 3 dl= 535 DNS A B 7} 285 o] dHUTh

Azt

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] 2 g 2] 2 o] &5 &1t}
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1. ANSIBLE 3 o] 5-& Al-8-3l] IDM2] 2 =¥ DNS +4 &

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. AMED 39S 93 45 = IdM A ¥ 7} [ipaserver] A A o] U = o] 9= &<l gy ot
o 2 o], server.idm.example.com & 74 6t = 2 Ansibleol] A Al ale]H th&-< ¢ & g}
[ipaserver]
server.idm.example.com

3. set-configuration.yml Ansible Z & o] & 2} o] AHE& WhEUTH o & E0] tha 3 ZHFY T
I $ cp set-configuration.yml set-forward-policy-to-first.yml

4. AR L 9 set-forward-policy-to-first.yml 712 ¢t}

e forward policy HEE
ddol gl LY %fﬂlOlw
o] % sty ch

L X
£ Hﬂ
fu g
[y
i o

AHA G . o] = AR o Aol A =78 € Ansible

- name: Playbook to set global forwarding policy to first
hosts: ipaserver
become: true

tasks:
- name: Set global forwarding policy to first.
ipadnsconfig:
ipaadmin_password: Secret123
forward_policy: first

F7tEas
e |dM2] DNS A& g2 S Hz3HA] L.
e /usr/share/doc/ansible-freeipa/ t] @ & 2] ¢ README-dnsconfig.md 3} d & %314 Al 2.
o A3 M= =9 o] &< Jusr/share/doc/ansible-freeipa/playbooks/dnsconfig t] g g 2] S %
12

ESER

1.7. ANSIBLE Z g o] &2 A}-&-5}lo] IDM DNSo|A] =2 A D=}7} v &4 3}
H A=A &9l

AR

13



Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

o] A A o 4] = IdM(ldentity Management) 3#2] 2} 7} Ansible Z & o] &5 AF-8-3to] IdM DNSo| A 2213
A7 8|84 31 E 9 =A<l 8t WS A $y o) disable = forward_policy 142 none & &

M7 she] 58P o,

22 AL 124 5etE DNS F el 7t A YA gtk A v agsts 228 A T4 of
Fdol AR ol 2 f8 YT o] §HL BIND TN ¥l ALA 258 A g st 23 FAF dM
gt

=]

AP @ A
® Ansible 7 E Z ]9 ansible-freeipa | 7] A & 4 %] 3l 54 th

o |[dM #AYA LT E L JdFYTH

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] 2 g 2] 2 o] &5 &1t}

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. Al Eg 9YS d3 4 skE & IdM A B 7} [ipaserver] 4] A o] 11 5] o] gl :
o & £, serveridm.example.com & 74 3l =2 Ansibleo]] =] A] 3} 2] ¥ ‘jr%% dHEFY

[ipaserver]
server.idm.example.com

3. disable-global-forwarders.yml Ansible Z-#| o] & 3} o] AR S TtEUTH o & S0 53 2
sy
I $ cp disable-global-forwarders.yml disable-global-forwarders-copy.yml

4. Hx & disable-global-forwarders-copy.yml 3 -2 ¢t}

5. ipadnsconfig z+¢] Al o A T} HEE A A sle] 9y

mlo
>4
L
v
i

e jpaadmin_password S IdM #E] 2 S E 2 A Ty o

e forward_policy ¥ none & 2 4% T}
o] & AR oAl A =4 H Ansible Z | o] & 9} QU T}

- name: Playbook to disable global DNS forwarders
hosts: ipaserver
become: true

tasks:
- name: Disable global forwarders.
ipadnsconfig:
ipaadmin_password: Secret123
forward_policy: none
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1. ANSIBLE Z o] 22 A} 23} IDMe] 2213 DNS 74 32

7. B0l R APk

I $ ansible-playbook -v -i inventory.file disable-global-forwarders-copy.yml

F7teas

e |dM2] DNS A& & 2 &

]

Z3HA A Q.
e /usr/share/doc/ansible-freeipa/ t] @ & 2] ¢ README-dnsconfig.md 3} & %314 A <.
e /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] & E| g]ol| A 1 W& A= Z o] &S

FxHA L

1.8. ANSIBLE Z g o] && A}-&3}o] IDM DNSo| A ZHbaf @ o vbaf 23] of o
o] F718t7F v EA 3 E A=A Sl

Yo

l
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o |dM AR T E LA AFY T

o |[dM A ol= B3 DNS A8 7} £3H5 o] 95y th

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] 2 g 2] 2 o] &5 &1t}

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. AWMED Y-S D A5k & IdM A ¥ 71 [ipaserver] A A o] U< =] o] 2] :
o] 2 £ o], server.idm.example.com & 4 3} %= = Ansibleo]] #] A] &} DP%% PE Y

server.idm.example.com

I [ipaserver]

3. disallow-reverse-sync.yml Ansible Z & o] & 3} & HAIF YT o & E0] th&3} 25U Th
I $ cp disallow-reverse-sync.yml disallow-reverse-sync-copy.ymi
4. H3] & 93l disallow-reverse-sync-copy.yml 74 & 1t}
5. ipadnsconfig 4] Ao A T WSS A4 ste] g =Y Fh
e ipaadmin_password W2 IdM &2 2} ¢t & A4 gy o)

e allow_sync_ptr 5= no & 44 gyt
o]= & A o Aol A 44 @ Ansible =7 o] & w1 QI o},
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- name: Playbook to disallow reverse record synchronization
hosts: ipaserver
become: true

tasks:
- name: Disallow reverse record synchronization.
ipadnsconfig:

ipaadmin_password: Secret123
allow_sync_ptr: no

I $ ansible-playbook -v -i inventory.file disallow-reverse-sync-copy.yml

F7tEas
e /usr/share/doc/ansible-freeipa/ t] @ & 2] ¢ README-dnsconfig.md 3} d & %314 A 2.

o A3 M= =9 o] &< Jusr/share/doc/ansible-freeipa/playbooks/dnsconfig t] g g 2] = %
284 2.
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I $ ipa dnszone-add newzone.idm.example.com
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F7tEas

e jpa dnszone-add --help & =314 A] Q..
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[l Zone name Status
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(] | 2.0.192in-addr.arpa. + Enabled
[ || zone.example.com. «" Enabled
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v DNS Zone: zone.example.com.

DMN5 Resource Records Settings

+ Refresh || "D Revert ———

DNS Zone Settings

Zone name zone.example.com.
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227 F9 HdE Y3}

Allow transfer 192.0.2.1 Undo
198.51.100.1 Undo
203.0.1131 Undo
Add | Undo All

2.12. IDM CLI o] 4] G & {5 &%

X

o] Ao 4] = [dM CLI( % % & 9] B 7 o] =) & A}-& 3]-<F IdM(Identity Management) o] 4] & & #1 4
35l B S e o

ﬂ.l[o
ey
0%,

A 27 AL
o 1M FEl )2 2729l H0] YerLch

® 1 EDNS A/ H] o] el FE A= ¢ gko] Qg o)

® BIND #] 5] =0 ] &9 A4S &
transfer ferferferer 54 & AF-§
oj F Al BES XF ) o

J 31312 ¥ ipa dnszone-mod '3 %2 ¢ & 5} 37 --allow-
of 9 glZ=E 748 to-be-transferred ¥ & £/ Hoj 9l=

o] g7 2T

My Qo o5

$ ipa dnszone-mod --allow-transfer=192.0.2.1;198.51.100.1;203.0.113.1
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3} & DNS A1 ] 5= 8}1} o] SSHE 74 g1 of.
I $ssh 192.0.2.1
2. dig 7 €2 E| 9} Zh& &5 AFE5lef [dM DNS ¥ 9§15 g ot
I # dig @ipa-server zone_name AXFR
W&o 4] © FE prelalx] @80 ¥ zone_name 9 &) § 9 HEL HFF o2 YIS
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3%. ANSIBLE =3 o] 52 A}-4-3}o] IDMDNS 4 < 3

3. ANSIBLE Zzj] o] & & A}-& 3} IDM DNS ¥ % # 2]

IdM(Identity Management) & 2] X}+= ansible-freeipa =] 7] X] o] 4] A}-§- 8+ 5= 2l dnszone = & & A}§
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vHE, [dM #] 8] 7} o] o] Z o] b s ¢ $Fo] gi.© = = hostl.sub.test.example. o] o) tj] 3+ 7 2] 7}
5241 ¥ forwarder 192.0.2.254 = 7 gF g 1]c}].
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® padnszone X & & A& 3}+=Ansible E&]o] & ¢/ ] o} XA 1§ IdM <] DNS ¥ <] #2] & FF
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I e vE =l o5 TS A FHEU

ool /8 TTL gho] A=A &2 FF] =E Fholl o
ML Hsl 712 A1+ TTL(TTL)OEMW Ut WA
2 g&te] ™ 2 E |dM DNS A B o] 4] named-pkcs11 A v ==
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U ol ER 4 glsyh
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P AL 71 2H o= v @A s 72
allow_transfer 7+ none ¢ 4t}
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Ansible-freeipa ¥

=
T

FA dgAt forwarder=/P_add DNS 39 < 9js 59
ress o AbgE F2Y dgxels

forward policy forward_policy=  d2 425 Aok A A== A A o o g A4A g 8-& 1dM
none|only|first ©] DNS A& 4 2 & x4 Al L.

T} e

® /usr/share/doc/ansible-freeipa/ t] 2] = 2] ¢/ README-dnszone.md 5} & -5 &= 3}/ A] 2.

3.3. ANSIBLE & #}-§ 3} IDM DNS o] 7] 2 & o %%
o] 44 o] 4] = IdM(Identity Management) & 2] 2} 7} Ansible Z 2] o] 58 A}-& 3}of 7] DNS & < o] 9=

Z] 8}0) S}i= HFH S H of 1] T} o} Fx}ol] AF§-E of o 4] I[dM #2] X}= zone.idm.example.com DNS
g o o] gli=x] 3ol 51 o}

A 27 AL

® Ansible # EZ&] 9 ansible-freeipa 7] ] & H ) 5o} ZE24 20 G F JA sl TAE
i2arh=g

o (M #2] 3 5 E P YT

1. /usr/share/doc/ansible-freeipa/playbooks/dnszone ] 2] £/ 2] Z o] & g}1] C}.

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

2. oWl Ee FYL I FY e =IdM 4] B 7} [ipaserver] 4 o) 1} F =] o] $l=x] sFo] gfi] o).
o] & & o] server.idm.example.com & % 5} = Ansible of] x| A] 5}& 1 }5-S ¢/ & gF] ok

I [ipaserver]

server.idm.example.com
3. dnszone-present.yml Ansible &) o] % 7} Y& A3 ] o 5 Fof t]57 g o).
I $ cp dnszone-present.yml dnszone-present-copy.yml
4. 7 ¢ dnszone-present-copy.yml 7 Y& 1]l
5. ipadnszone 2}9] 10 A] O}.S W= E &5 5lo] 7L FF gL )
® jpaadmin_password W +E |[dM #2] X} ¢Fo 2 4 g ok

® zone_name ¥ 5=Z zone.idm.example.com © Z 7§ $} 1] O}
o] = & A o Ao 4] 7 ¥ Ansible Za] o] & 7} ¢ 1]}
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3%. ANSIBLE =g o] 22 A1 85}] IDMDNS 4« g

- name: Ensure dnszone present
hosts: ipaserver
become: true

lasks:
- name: Ensure zone is present.
ipadnszone:
ipaadmin_password: Secret123
zone_name: zone.idm.example.com
state: present

6. 7e A FH] o
7. Eeo]5e 4§

I $ ansible-playbook -v -i inventory.file dnszone-present-copy.yml

FIFEl =
* XH=DNS F 73 FEFHA L.
® /usr/share/doc/ansible-freeipa/ t] 2] = 2] ¢/ README-dnszone.md 5} & -5 &= 3} 4/ A] 2.
e /usr/share/doc/ansible-freeipa/playbooks/dnszone r] 2 E] 2] o] 4] 41 Z Ansible Z 2] o] 3 #
Fol A L.
3.4. ANSIBLE Z#]0] 52 A}-§ 5] IDMoj o] & W7} 2= 7] 2 DNS ¥ ¢
o] gli=A] &9l

o] 44 o] 4] = IdM(Identity Management) & 2] 2} 7} Ansible & 2] o] 58 A}-& 3}of 7] DNS & < o] 9=
Z] 8}0) S}i= HFH S H of 1] T} o} Fx}ol] AF§E of o 4] I[dM # 2] X}= zone.idm.example.com DNS

o H &

G o o] == g9 ] o] Ansible o] FS 2] of 2] v 7] W+E 7Y g
AR 87 AV

® Ansible # E Z &/ 9 ansible-freeipa 7] 7] %] & & 3] 31 & 1] O}.

o [dM #e] R} oFoE Uil g o)
=3

1. /usr/share/doc/ansible-freeipa/playbooks/dnszone ] 2] £/ 2] Z o] & g} 1] C}.
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone
2. ol Ez FYL F FY ke =IdM 4] B 7} [ipaserver] 4] o) 1} F =] o] ¢l=x] s}l gfi] o).

o] & & o] server.idm.example.com & % 5} 2 Ansible o] x| A] }& 1 0}SS& ¢/ & g} ).

[ipaserver]
server.idm.example.com

3. dnszone-all-params.yml Ansible & &) o] & 7} ¢/ o] A& vhFU o) o] & Eo] o} Z51 ot
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I $ cp dnszone-all-params.yml dnszone-all-params-copy.yml|

4. ¥ g dnszone-all-params-copy.yml 7 &) S 1] c}.
5. ipadnszone 2}9] <10 A] O}S W= E &5 5lo] 7L FF gL )
® ipaadmin_password ©=Z [dM 2] 3} ¢}5 2 &% g o

® zone_name ¥ 5=Z zone.idm.example.com © Z 7§ ¢} 1] O}

A ZAAAA B ZE2] F7]31EPTR & ZESLAAAA B ZE9] F7)31 5 5§ 318 W
allow_sync_ptr # Z true Z 87§ g1/ c}.

IdM Zalo] ol E ] 2 E] o 4] IP =25 & 7)3) AL} 9 5] o] E 5)+= ©]] dynamic_update % +-Z
true 2 &g gyl

9ol 2] Z=2] ¢]2}¢] DNSSEC 4] '3 < 5] & 3}2 ¥ dnssec ¥ true Z &g g1/t

allow_transfer 3 ~Z & o] 9l = H g o] 2 A B 9] IP =22 4% 1]}

allow_query W+ 2] E JA T = =IP F42 By EYZZ HF 10

Aol =2 Fz [Jorxlo] [P F2 2 45 5] o

serial W +ESOA #|ZE Y& v & =2 4% 3]}

% 97 2] DNS 2] 7= 9] o 3t

3

2 ZF AYA =, o2, F 2 it 2 default_ttl 7S % <] 571 -

nsec3param_rec 5 A}-§ 3} o] ¥ 9] o tjj ¢ NSEC3PARAM & Z =& g 2] 3} 1] 1.

Z]& 9 oG FH 2= F-2-o) = skip_overlap_check # 5=Z true Z &g g1 o}

o] F A1 B 7} 801 T = =GP =DNS §F Y ¥ G F& 5t H
skip_nameserver_check £ true Z g 31/ }.
o]= A o Ao 4] 575 E Ansible Z 2] o] & 5} ¢/ 1] ],

- name: Ensure dnszone present
hosts: ipaserver
become: true

lasks:
- name: Ensure zone is present.
ipadnszone:
ipaadmin_password: Secret123
zone_name: zone.idm.example.com
allow_sync_ptr: true
dynamic_update: true
dnssec: true
allow _transfer:
-1.1.1.1
-2222
allow_query:
-1.1.1.1
-2222
forwarders:
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- jp_address: 8.8.8.8
- ijp_address: 8.8.4.4
port: 52

serial: 1234
refresh: 3600
retry: 900
expire: 1209600
minimum: 3600
itl: 60
default _ttl: 90
name_server: server.idm.example.com.
admin_email: admin.admin@idm.example.com
nsec3param_rec: "1 7 100 0123456789abcdef"
Skip_overlap_check: true
skip_nameserver_check: true
state: present

6. Y2 A F ]k

7.

M

g o] 5-& & §] T

I $ ansible-playbook -v -i inventory.file dnszone-all-params-copy.yml
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o #¢H=DNS ¥ #F
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® 7/EIdMDNS ¥ 2] 74 &4 & FEIHAL.
® /usr/share/doc/ansible-freeipa/ t] 2] = 2] ¢/ README-dnszone.md &} & -5 &= 3} 4/ 4] 2.

e /usr/share/doc/ansible-freeipa/playbooks/dnszone ] 2 E] 2] o] X] 1 Z Ansible Z 2] o] -2 3
ZEFHAIL.

3.5. ANSIBLE Z&]o]E & A}-& 35l IP 2= 7F X] g 2 wf o HFsFDNS F 3] &
ofo] 9l=%] 2F¢9]
o] 4] o] 4] = IdM(Identity Management) 2] X} 7} Ansible Z &) o] 52 A}-& 3fof &I HF5EDNS & & o] 9/
=X oISl WS H o o) ofaf HRpo] ALEE o o 4] IdM HE] Rp= 1dM T2 E Q] P 4
FAL o] E AFE Bl o WEFDNS 23] ¥ 9 o] =X gl g
name_from_ip ¥ 5E A}-§-5} DNS A1 8] 9] IP T4 ] FAF A o] F A3} H F 9 o] F& Ao] & +
GO § AL Y o] & R G 51R] @ e A| 28-S DNS A8 & § 92 7 2] 5} 32 name_from_ip 7!
192.168.1.2 & 7]vto 2 Fe]= o}S-DNS ¥ 9 5 gfLpE el ek = 91/ o]

® 1168.192.in-addr.arpa.

® 168.192.in-addr.arpa.

® 192.in-addr.arpa.

el oAl vretE § < o] o]y} g = %17 wj# o] name_from_ip = &= ¥
73l present = &g £ state 5 oA vk AL & 5= 2l O

Ni%)
=
Y
My
oL
=
9f
~
X
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Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

A1 87 A1

® Ansible A E Z2&] o ansible-freeipa 7] X E H X 5Tk ZE24 20 GAE Hallsl= T2E
¢/ ot

o [dM #ej 3} eFo & & Sl o

3
1. /usr/share/doc/ansible-freeipa/playbooks/dnszone ] 2] £/ 2] Z o] & g}1] C}.

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

2. 9wlER] 7Ye o 75} = IdM A] vl 7] [ipaserver] 4 & o v} & ¥ o] l=x] 891§} o},
o] & & o] server.idm.example.com & %] 5} 2 Ansible o] x| A] }& 1 o}SS ¢/ & g} ).

I [ipaserver]

server.idm.example.com

3. dnszone-reverse-from-ip.yml Ansible Zzj]o]% 2} ¢) o] A} 2 - vrEL] ). o] E E9o] )57 s
1 of.

I $ cp dnszone-reverse-from-ip.yml dnszone-reverse-from-ip-copy.yml

4. ¥ & dnszone-reverse-from-ip-copy.yml 2 & S ¢ 1]},
5. ipadnszone 2}9] 10 A] O}S W= E &5 5lo] 7L FF gL )
® ipaadmin_password ©=Z [dM # 2] 3} ¢F5 2 &% g o)

® name_from_ip W E |dM o] F 4] v/ o] IPZ &g 5] 3 FFAF U o] E A& g ]
o] = & A o Ao 4] 3 ¥ Ansible Z ) o] 7} 9]}

- name: Ensure dnszone present
hosts: ipaserver
become: true

lasks:
- name: Ensure zone for reverse DNS lookup is present.
ipadnszone:
ipaadmin_password: Secret123
name_from_ip: 192.168.1.2/24
state: present
register: result
- name: Display inferred zone name.
debug:
msg: "Zone name: {{ result.dnszone.name }}"

Playbook2192.168.1.2 IP 752 ¥ 8 %5 5/ FAF 2 0] 24 9 4] 14 GFDNS 23] 9 & & ¢ §1] o}
FOZ Fo]FS 7§ o]FL EA FH

6. 7S A G
7. Edoj e Y
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3%. ANSIBLE =38 ©] 52 A}-8-3lo] IDMDNS 49 &
I $ ansible-playbook -v -i inventory.file dnszone-reverse-from-ip-copy.yml

e

o X FHEDNS ¥ £F2 FE

ol

F4] A1 L.

e /usr/share/doc/ansible-freeipa/ t] 2] = 2] ¢/ README-dnszone.md =} & -5 &= 3} 4/ A] 2.

® /usr/share/doc/ansible-freeipa/playbooks/dnszone rj 2] E] 2] 9] 4] #/ & Ansible & &) o] &S ZF

Z A L.
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Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

4% IDM 2] DNS 9] %] #2]

IdM(Identity Management) # 2] X}+=IdM €] Ul & IdM CLI( F & & <] E] 7)) o] =) & AFE-3}<F IdM(Identity
Management) DNS €] %] & #2] & 5= Sl &=1] T} o] FofA]= S F 4] & F 2ol g5l &% 31 -

® DNS 7] v} X H] 2 72
® DNS #/ =] o 3F v 2 372 A}

® DNS 4/ 7+(TTL)

® [dM ] UIE AF$-3}] DNS ]3] 4§
® [dM CLIE A}-§3}of DNS & x] A4

o [dM ] UIE A}-§3Fof DNS 9 ] IdM A1 1] &

%
ofl

o [dM ¢ UIE A}-§ 3} DNS &) =] f] IdM A] 1]

ot

g

[dM A1 1] & & &) & $] 3] o 4] 41§31 5 IdM F2Fo] o1 E 72

4.1. DNS 7] 5F ] H] 2~ A &)
DNS 7] gk 4] 5] 2= g 4.2 F8} 0] ¢ &7} DNS = 2 &= Z & A]-§ o] LDAP i = Kerberos <} 22 57 4]
H|AE A ZEpE Y EY T A E = T 9ok Jukx o] x9] 73_%—4 = Sl Fato] ol E 7]
O 352 # 2] FA V| ER A 0] 7] A| ke Fo]r] HA v]§& H el e 2 I)E 7}k v ER A ol 2
Al Q1 F AIBE S 7 YEE ol A Yo
A E] = HA ] F 2 S oS Py o

o S Ajne] o]FoE YA H oz A HeE gl

o DNS A1 FH0] 54 FFA2 AL FH T £ 5 DNS A4 & 4§ 5= Fe o] o == 4] ]
2 FFA) H IR Ao D EY S Ao AT 5 ]

IdM(Identity Management) %= 1) ¢] o] ] LDAP,Kerberos %! 7] E} 4] 5] 2 oj] ijj F DNS 4] 5] 2 #] Z =(SR v

P HZE) 7] Aok o & 59 tF2 F 2 IdM DNS =1 9] 9] TCP 7] 5F Kerberos 4] H] ~E ] 3% 3l+= &
2E 2] DNS A/ v] & 2] g1 o}

of 4.1. DNS 9/ =] &g 27
$ dig -t SRV +short _kerberos._tcp.idm.example.com

0 100 88 idmserver-01.idm.example.com.
0 100 88 idmserver-02.idm.example.com.

g o) & o 1 7} E FE ] o

o

o 0(9d EF)) g BEES 4 £ g o Be gho] {5 FH

o 100(7}3). Y3 2T} Sl FE9] Y& 7fa X E 2] F g ok XA oF S RFC
2782 #1493 o &) FESFH A L.

o 88(FE p3) AH] 20 FE W

o U] 2EFE A G TAEL] YA o] F ¢ )
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47, IDM<] DNS ¢ %] &3]

o] a7 o 4] BFEFE F FAE o] ZF& &Y F P =99 weight E Zhgr1] o) o] F-p- Falo] dE
&5 92 FES ARSI O

M

=

o] get ]k YA &3

Zalo] 9l E7]DNS ¢ 3o 724 H DNS A v] & # 2] 5} 74 H 55 =2
E = 9/ %] germany <jJ 4 DNS A7 1]

HIdM A1) 2] 55 25 zro] WeH LT, opey oA o)A Z2fo] el
2 A5l 74 H o] U]t

_kerberos._tcp.germany._locations.idm.example.com.
0 100 88 idmserver-01.idm.example.com.

$ dig -t SRV +short _kerberos._tcp.idm.example.com
50 100 88 idmserver-02.idm.example.com.

‘ of 4.2. DNS 2] =] 7] v} 2 7}

IdM DNS A} = ZZ A v] E {3 5F=DNS 9 X ¥ SRV glZ=E 7}2]7]+=DNS 2 3(CNAME) & x}l&°
Z pretgii] ol o] CNAME 2] Z == &9 9] A WA = Z A H 1t o] 9494 &2 Eidmserver-
Olidm.example.com & -2-%1 = 9] 7} 7}g W& gFo] 9l o m iz 22 ¢} idmserver-
02.idm.example.com & P31 =97} se5r ] of. ief] 7] SAEEZALE S 7 §le F - g e 2 Al

&

4.2. DNS ¢ =] o tj] g} vj 22 72 A} 8}

IdM(lIdentity Management) <% & ¢} DNS & Al & nj] 9/ X & 0] ~(SRV) glZE=E W5 T+ Y51 o
IdM DNS 4] 1] = 9] 2] ¥ SRV & =F 4 8}7] uf )] ZF DNS ¢/ =] o] 2] o] &= &} 1}9] [dM DNS 4] v] &
a0} 1]

DNS #]79] ] 8 Z2]0] ¢l =2] 415 1242 F20] ol =0 4] #2] 8 DNS & 2= o) 4] 7 3 & F1] . o] 2] &
o] - [dM DNS 4] 1]:& HlIdM DNS 6] 3} 4] 1] £} 2 35157 DNS A1) 2= 2 - 7> 5= Fef o] o1 = 7}
IdM DNS A7 4] $]3] 2 2] =& 89l 51w 474 & 7 2] o

IdM 5 B]IdM DNS 47 5] 22 7} 81t 5232-9] B 4] DNS 3] 7] 5pis g2 4] 21 ] E 812 A4 ho] 713
778 1dM DNS 4158 5.0 2 318 5] o ¢ vk 5 0.2 [dM o] of H DNS 4] 1] & 44§ iz F2po] o1
7} 715 7}7F$-DNS # 3 o] B8} 8 ZEF 74 5FE 2 H 9] [dM A v 4| EE 4§ T 7 2l L]

4.3. DNS ] 7}(TTL)

FoJo]QEL J o] o] 7 H A 7FEQDNS 2l g ZEEF A T 5= ] o] 2] 3 AL
Z 9]g] Fafo] ol EE=TTL(Time to live) zFo] PFE € w 7}x] B F A}gFS =21 6}x] 2 5= 9l 5 1] o}
IdM(Identity Management) 2] 7] TTL #-2 1Y ¢/}

Fe]o] o= 7 FE 7} APo) E Zhol] 2 W Sh= > 1dMDNS § 91 9] TTL 51 =g s oF 5] th Fefo] o=
S} ApOl E gho] ZHSh B B A ZLE T S H W GOz 83 gk o] 87 S T}E Apo] Eo]
o] 912 517] 2o F2fo] ¢1= 9] 7 4] € DNS §-40] vhiz2 52 2 DNS 41l & 7 2] 5t0] £]3] % SRV 2
HEEF A Z ZF

T} e

-

o JJEIIMDNS 99 74 4 2 FEFHA]L.

4.4. IDM ¢ Ul E A}-§ 3} <] DNS

L
N
o
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DNS 9 2] & A}-§ 3} I[dM(Identity Management) &2} /gf
o] 4441 i= IdM §] UIE 41§ 5-o] DNS £13] & 44 5=

% [m
EE
ﬂ.I[o

%,
of,

%
I
N

ALH 27 AL
o [dM 1] o] DNS 7} 5815 o] 2l 1]t

o 1dMo) 4] DNS ]38 44 & 7 2= Hae] Lert]oh o & S0l ldM e pz =229l 5] A5
] of.

1. IPA A/u] 5% ¢ 1] O}
2. Topology (=& 2X]) 89 ¥ Mg g1t
3. yju]A o] rHEo 4] IPA Locations (IPA ¢/ X)) & &g g1 ]
4. HA] HF Yoo FIE FY g O
5 #F o]FE YH g
6. F7F BlELS Fe ol FAE A F o
7. Y A A BHE 5Fo] FoF FAE FoFe O
FI} e
® [dM ¢ UIZ A}-& 3} DNS ] =] ol IdM ] v] grighs FZBF4/A] 2.

® [dM 9] 7} Sl=X] SF¢] 5} H Ansible AF§-S FE 34 A L.

4.5. IDM CLI Z A}-§ 35} DNS 9] %] 4
DNS ¢] %] & A}-& 8} o [dM(Identity Management) &2}o] 91 E B X n] 7F B 22 =9 = 9l 1] o).
o] 4 & o A= IdM CLI( 5 % & ¢1£] 5] o] =) o] 4] ipa location-add 7 % & A}-§ 5}<] DNS ] 3] & 45 3}
= WS gy
AFE Q7 AL
® [dM ¥ 3 o] DNS 7} & 315 o] 2l o

o 1dMo) 4] DNS ]38 44 & 7 2= Hete] deri]oh o & S0l ldM e pz =229l 5] A
) of.

1. o] & Eo] A $] %] germany & 7E 2 W o5

ﬂllo
iy
)
o
N
K

$ ipa location-add germany

Added IPA location "germany”

Location name: germany
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47%.1DM9] DNS ] x| 22

2. A A} BAE WHESIe] FI) 93] E F5

F7F e

® [dM CLIE A}-§35Fc] DNS £ 2] o] IdM A 1] gFghe zFZ

[0
N
X
N
ol
~~
>,
>
~
lo

o [dM £ 3] 7} 9l=x] 3+9] 512 H Ansible A}£-2 FE I AL,

4.6. IDM £ Ul & A}-£-51c] DNS <] ] o]l IDM 4] 1] &-cF

IdM(Identity Management) DNS ¢ %] & A}-§-3}<F IdM & &} o] 91 E SF A1 7F & E =
o}. o] A& o A]=IdM €] Ul E A}F§-5Fof DNS £/ ] o] IdM A] v] & g5t of= B S &g g o).

A 27 AL
o [dM 1] 2] DNS 7} 5§15 o] 2l 2:1] o

® DNS ¥ Z)(f: IdM admin AF-& X} of] 4] Bl E SFgrel = 9= Heto] 9l AlgR)Z 2295 0] 9]
& H o

o DNS 93 E §5sld]= T AEQ et FE A~ Hdlo] 9lsr]r)

o /B Z g5 IdMDNS YA E 4 sk

1. IPA AjH] & 911] 5}

2. Topology (E¥=2]) 59 & & g1t
3. galo)4] IPA A & 2¢ 31,

4. 1dM A1) o] 3-8 2¢ T 1.

5. DNS 9] & [ & 5}57 &) 5 0 2 AJu] = 7} & 44 g )
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28 4.1. DNS 8] x| o]] A] 1] &g

ZA Server:idmserver-01.idm.example.com
< Refresh | | D Revert || X Save

Server name idmserver-01.idm.example.com.
Min domain level 0

Max domain level 1

Managed suffixes domain
ca
Location germany e

Service weight

7. o]F GAoJA] TGt T AES CLI(E E = ¢ E] 7] o] ) o 4] named-pkes11 4] H] =& O} &] A] ZF
[2gR =g

I [root@idmserver-01 ~J# systemctl restart named-pkcs11

©
2

gl A}gk G & BHE 5Fo] F7FIdM A1 H] o DNS ] %] & &g gf i o

o FYT YA M A ] E AE SHEF M FEPo]AE YL FEFH AL,

4.7.IDM CLI E #}-§-5}-2] DNS $] %] o] IDM A] 5] &5}

IdM(Identity Management) DNS 9 X] & A}-§-8}of I[dM E2fo] o E9f A v] 7+ B3] &%

o o] 4410 4] IdM CLI( 5 5/ & 9181 ) 0] 22) & A}§-51o] DNS #] 3] o] [dM A/ 1] & &5-3pi= 5L 43
gt

lm

A 27 AT
e [dM 1] E o DNS 7} £ 815 o] 9lg1]h

® DNS ¥ )(f: IdM admin AF-&X}) o] 4] Bl & SFgrel 5= 9= Hgto] Q= AFgRlZ 2295 0] 9]
& H o

o DNS 978 ggeiel s 52Eq i i £E 4= 78] gzt

o «/B]Z 5 IdMDNS YA E 4 sk

1. MRl 73 EH 2 EDNS Yx]E 1} Lok
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47, IDM<] DNS ¢ %] &3]

[root@server ~J# ipa location-find

2 IPA locations matched

Location name: australia
Location name: germany

Number of entries returned: 2

2. A/BEDNS 9] =] g3} o] & 5o ¢/ %] germany = 4] 1] idmserver-
Ol.idm.example.com o] g55}2]H ]2 &3 g1 o).

# ipa server-mod idmserver-01.idm.example.com --location=germany
ipa: WARNING: Service named-pkcs11.service requires restart on IPA server
idmserver-01.idm.example.com to apply configuration changes.

Modified IPA server "idmserver-01.idm.example.com”

Servername: idmserver-01.idm.example.com
Min domain level: 0

Max domain level: 1

Location: germany

Enabled server roles: DNS server, NTP server

3. o)l BAo) 4] &5el E 204 named-pkes1l 4 H] & tpA] A ZF gtk DNS 9] 5= o2
o =g

I # systemctl restart named-pkcs11

4. € AFg: BAE v Spo] F7}HdM A]# o DNS §]5) & & 581 of

I

F7F e =

o FYG A 1AM A E AP FEF 1AM Fo| A E FH S FESFYAL

4.8. IDM A1 v] & & Y 5} 2] x| o 4] A}E-3} =5 IDM F 2} o] I E 7+

IdM(Identity Management) 4] Bl<=IdM ] Ul Z A}-& 5o DNS ) X] ] IdM ] B] &FgFof] 4 7 = ] Z DNS
?] =)o grer H ok o] A IdM 4] 8] 2} & Y 5F 2] X Yl+=DNS A Bl E Al& 3l EF Fefo]dEE 7+ T

F Y]

e DHCP 4] 4] 7}DNS 4] b] IP 74 e} o] 9l E o] @51 4 DHCP 4]1] & 74 §1]
DHCP 4] -] 4] DNS 4] 1] & &5-3}i= ol o 5 34 8 ] 82 DHCP A]1] 2 & 4] 2 3

Z AL,
o Z270] ¢l 0] 4] DHCP 4] b9 4] DNS 4] 1] IP & -4 515] F )1l F2fo] 91 E 9] v E £ 7

o IPE =& 2 4% ¢1] ) Red Hat Enterprise Linux o 4] 1] E-9] = 72 o] ] F =}4j] F 1] &
-2 Red Hat Enterprise Linux Y| E 7 7}o]E9] Y] E9] = 914 478 7% S FEFHA L.

7

£} $] 7o) - DNS A1 ) & A|-§- 6155 Z2o] I EE 74
o] IdM 41w o) 912 g1 .

Ji= g FEpoldE =

Ol
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Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

of 4.3. Z2}o] 9= 2] $1 o) mpe} T} o] £ A H] 5

C}S- o A o] ] = O} 2 9] x| of] 9li= Fa}o] 91 E 9] Jetc/resolv.conf 7 &) o x] T}Z o] F A B &2 H
of 1] o}

EEEEEE

nameserver 10.10.0.1
nameserver 10.10.0.2

o) 10 712);

nameserver 10.50.0.1
nameserver 10.50.0.3

Oslo 2] 227

I nameserver 10.30.0.1
201749128 21:

I nameserver 10.30.0.1

2} DNS A 8] 7FIdM 2] 2] Z] o] &g 5] ¥ &2} o] 91 E = &) & £] x| ol 4] IdM 4] ] & A}-&- g} L] o,

4.9. F7}F gl

® Ansible & A}-§-3}<f IdM 2] DNS 9/ =] Ze]E =814/ A L.
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5. ANSIBLES A}-8-5}o] IDM2] DNS 912 #2)

5% ANSIBLE & A}-§-3} 9] IDM 2] DNS ] %] # 2]

IdM(Identity Management) & 2] 1= ansible-freeipa 7 7] x] o] 4] A}-§& & 5= 9= location = &< A]-§& 5}
o IdM DNS 9/ 3] & Fe] e 7 U5 ok o] FoljA]= s 74 % F 2} gjs)] & 7F g1 o).

® DNS 7] 8} A1 H] A A

® DNS /Ao bj g} vj 3= 572 A}
® DNS A/ 7H(TTL)

® Ansible & A}§-35Fof IdM 9] X BF<]

® Ansible & AF-&3Fof [dM & %] S5

5.1. DNS 7] 5F X] H] 2 7] 20
DNS 7] gk A 5] 2= 7] &2 Fa}o] 91 E 7} DNS 2 2 &= F & A}-§ 35} o] LDAP 5= Kerberos <} 72 57 4]
H| 28 A & ol Y| ER T 0] A B E 5&‘: ZEZA g oh e el =} g] 7‘%%‘1 & o tfs Fefo] I ET}
o s5:& A 2] 7 V| ER = 0] 7] A& Fo] i HA B &< Hsprz 7pE 7}k Y] EY A o Zef v
oA 1S AP E FE 7 U EF & A YTk
ATH] = A o] F2 gFe gsF dey o

o 7} Al 9] o] oz HA|H oz Py H e flet

o DNS A/ji= § 2] 5 FFAE NG H T 55 DNS A 1] & A1 5= Ze}o] 1 E = 4] 1]
& FFA H B Ao B EE F A AT 5 YT,

IdM(Identity Management) %= 1)) ¢] o] ] LDAP,Kerberos %! 7] E} 4] H] 2 oj] ojj F DNS 4] 5] 2 #] 7 =(SR v

P ZE) 7] Aok o & 59 oF2 F &2 IdM DNS =1 9] 9] TCP 7] 5F Kerberos 4] H] =~EZ ] 3% 5l+= &
2E ] DNS A 0] & 2] g1 o}

oJ 5.1. DNS 9 =] =& 4=
$ dig -t SRV +short _kerberos._tcp.idm.example.com

0 100 88 idmserver-01.idm.example.com.
0 100 88 idmserver-02.idm.example.com.

Z o) g 17} U

® 0(F ) by ==EL 7

g

] Y1] T o 2o gro] A5

100 (7}%). & Y3 P19 7F Q= o) o & 7l X E X F g o A e i8S RFC
2782, 44 3 o] FZ 514/

Im
T
foy

o 88(FE W3) Au2o] ¥

o] o Ao A] ¥FrEE F S AE o] F&
FE20] 9le] o] IS AFE L O

°lﬂ
F%‘L'

221 Z=9] o) weight & ZF&-1] T} o] F -9 Falo]E= A7
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o] get ]k YA &7

Zalo] o] E 7} DNS 9] 2] of] 724 EI DNS A/ & A 2] sl == 255 79 =5
o] E = 2/ %] germany <j 4] DNS 4] ©]

HIdM A1) 9] 5 25 zro] Wl F L. ope e A o)A Zeto]
2 A5l 74 H o] U]t

_kerberos._tcp.germany._locations.idm.example.com.
0 100 88 idmserver-01.idm.example.com.

$ dig -t SRV +short _kerberos._tcp.idm.example.com
50 100 88 idmserver-02.idm.example.com.

‘ o 5.2. DNS ¢/ =] 7] vl A3}

IdM DNS A} 0= ZZ A B] E {3 5F+=DNS 9 X ¥ SRV glZ=E 7}2]7]+=DNS 2 3(CNAME) & x}l&5°
Z prelgii] ol o] CNAME 2] Z == &9 9] J WA = F A F 1 o o] 9494 &2 Eidmserver-
Olidm.example.com & 231 = 9] 7} 7}g W& gFo] 9l o m iz 22 ¢} idmserver-
02.idm.example.com & P31 =97} se5r o, plepa] 7] E SAEZALE S 7 §le - g e 2 Al

£

5.2. DNS £/ =] o] tj] F vjj 32 37 & A} 3F

IdM(Identity Management) <% & §} DNS & Al & nj] 9/ X] & A H] ~(SRV) glZEE W5 T+ Y51 o
IdM DNS 4] 1] = 9] 2] ¥ SRV &) Z =& 44 3] 7] W] 2} DNS ] %] o] = o] &= &}1}2] IdM DNS +] v =
g a0} 1]

DNS #1 2] tf 3F &2} o] 91 E L] {3 k== F e} o] 1 E o) 4] 723 3F DNS 2] Z = o 4] vk g 2] F 1] of. o] 2] g1
o/ 472 IdM DNS 4] 8] = B]IdM DNS =2 5] 2} 4] 8] 9} 2 ¢} 5} 32 DNS 4] 5] 2= Z 4] & = 5}+= F 2} o] A1 E 7}
IdM DNS #f v] ol 4] 121 ¥ 2] 2 =& 219l s} A 77§ & 5= 2l 51 -

M 21 1)idM DNS 41 5] 22 7} & 3] e -42.2] W) 0l 4] DNS ) 7] 2= G4 A 71 o] E 22 4}§ 5] 715
I17h-£ 1AM DNS 41] & 5.0 A8 5]k & yH3 0 2 [dM o] o}t DNS 41 5] AF§-3pi= Fepo] 912

7} 71 77H9-DNS $5]0] )9t #3228 74 52 2 359 IdM A v] A EE AE & 7 2] o

5.3. DNS ) 7}(TTL)

FoJo]QEL F o] o] {7 H A 7FEQDNS 2l g ZEE A S 5= Q]G] o) o] 2] 3 YL
Z 9]g] Fafo] ol EE=TTL(Time to live) zFo] PFE € w 7}x] B F A}gFS =21 6kx] 2 5= 9l 5 1] o}
IdM(Identity Management) 2] 7] TTL #-2 1Y ¢/}

Fe}o] 9 E FIFE 7} AFo] E 7Fo)] 2 Y )= G- IdM DNS 9 9] TTL #l& =g 3 of gf o). Felo] ¢ E
T} AFO] E ZFo] 25 = b R eF A FE T g O WS glo 2 HF gk o] @A) 5FH o2 AFo] E 9]
opr] 9148 7] F o] Zefo] (1 E L] 7 A]E DNS 3+ o] vkE ¥] 2 2 DNS A/ Bl F 2] 3}of ¢/ X% SRV 2]
FEEAE ZFH YO

e

N

o ZJEIAMDNS ¥ 74 &4 & FEHA L.

F

5.4. ANSIBLE & A}-§3}<f IDM ¢/ %] 3}¢]

IdM(Identity Management) 8] A] =& Z2] XF Z A] IdM DNS 9] 2] & 74 5f o] Z2}o] 91 E 7} 715 717k 1]
EfzZ olzZel o] QS A E ZS FAESE & 7 YFH ok
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/working_with_dns_in_identity_management/using-ansible-playbooks-to-manage-idm-dns-zones_working-with-dns-in-identity-management#configuration-attributes-of-primary-idm-dns-zones_using-ansible-playbooks-to-manage-idm-dns-zones

5. ANSIBLES A1-8-51o] IDM<] DNS 912 @2

O}+S Z 2} A] = Ansible & 2] o] & A& 3} IdM o] DNS 2] 2] 7} == 8} 9] 3} = & &g g o) o]
o & o] 4] == IdM ol germany DNS £/ 2] 7} 9l == 8} 9] 5} += W8S H g g 4745
O] AE T} A B SH A 7S Fol= b AlE T 7 HUEF EZJ/dM Al B & o] 9] Ao &

J
°¥l lo

ALE 2 AFSF
o [dM #2/ =} ¢Frs & 7 Q5]
® Ansible # EZ &/ 9 ansible-freeipa 7] 7] %] & & 3] 31 & 1] C}-

o o] 59 4] = ~/MyPlaybooks/ T €] ] 2] & 41 & £ 3] o] 5 5] HA}E X G6)7] 915 59 542
Wy 27y Aok 71 g o

® DNS 9/ =] oj] tjj 5 v Z 7] A}SHS o] &l i)

1. ~/MyPlaybooks/ ] &/ E/ 2] 2 o] & g} 1] .
I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/location/ tj 2] £/ 2] 9] /<= location-present.yml
7 9] ARG THE L T

$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-present.yml location-
present-copy.yml

3. #H g & location-present-copy.yml Ansible Z )] o] 2 792 &
4. ipalocation 3} ¢ 4]0 4] }S W45 4 5fe] Y-S 23
o i[g& Algo)] shA] ¢ o] & FF g
® jpaadmin_password #H =Z |dM # 2] x} o] ¢} = &7 gL o
® name ¥ +Z P/ o] F o2 HYgo)

o= @) o) Ao 4] 5= Ansible o] 5 72 9]1] T}

- name: location present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "germany" location is present
ipalocation:

ipaadmin_password: Secret123
name: germany

5. 2 4§
6. Fajoj% B P oluliZe] 5 Y2 X5 5] Ansible F ) o] %2 4 3] o

I $ ansible-playbook -v -i inventory location-present-copy.yml
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_idm_users_groups_hosts_and_access_control_rules/preparing-your-environment-for-managing-idm-using-ansible-playbooks_managing-users-groups-hosts

Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

N
® [dM ] UIE A58} DNS ¢ 3] o] [dM 4] 5] &gk FE=dM CLIE A}-$-5Fo] DNS ¢ 3] o] [dM 4] 5]
gl ghS FE 4 A L.
5.5. ANSIBLE & A}-§35}o] IDM € %] 9i-<

IdM(Identity Management) 8] A] =& Z 2] XF ZA] IdM DNS 9] 2] & 74 5f o] Z2}o] 91 E 7} 715 717k 1]
EfzZ olzZel jo] QS A E ZS FAES & 7 YFH ok

L}<& G Rl A= Ansible 2] o] 3-8 A}-§ 8} IdM 9 4] DNS ]3] 7} §li=3] 8} 91 8= BF 3 & &8 §F 1] o
o] al & o A1 &= IdM o] 4] germany DNS #] 3] 7} gl =X] 2} ¢l e}= g & &'d g ). 7422 &5 [dM

/(7]H77‘E§‘ O/ ‘1077/_%/0]/ Q%LQ{: I%J_Q_E#Eé]/dlw ‘%E}O[ﬂéof/x—/ o//(‘/lby_eg_/(]__og_g]_{: &J';—k‘l//ﬁ/—
A 27 AT

o [dM #ajx} ¢rs & Pt Sl o

® [dM A1 1]=germany DNS 9] =] o] g} g=] =] g 1] ).

® Ansible 71 EE& &] 9] ansible-freeipa 7] 7] x| & & ] i & 1] .}.

o <) A) 4] = ~/MyPlaybooks/ ©] €] E] 2] & 41 F3) 0] 58] H AN S X $517] 9] 5 F9 917 =2
9 E Y Ao 7 o

1. ~/MyPlaybooks/ r] g/ E] 2] & o] & g}1] .
I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/location/ t] 2] £/ 2] 9] $l+= location-absent.yml i+
Yo APE S PHEL O

$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-absent.yml location-
absent-copy.yml

3. 7§ & location-absent-copy.yml Ansible Z & o] 5 79 & ¢ 1] o).
4. ipalocation z}9] 4]0 A] ]S ¥ =& 4% s}of 7L Z4 gt
o i} & Al o)] BrA] XY o] F& =Y g ot
® jpaadmin_password #H =Z |dM # 2] X} o] ¢} = &7 gL o
® name ¥ +EDNS /%] o] F o= Hg g0
e state ¥/ 7} absent = g & o] l=X] Bl L]

o] = & A o Ao 4] 3 & Ansible Za] o] & 7} ¢ 1]}

- name: location absent example
hosts: ipaserver
become: true
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/working_with_dns_in_identity_management/managing-dns-locations-in-idm_working-with-dns-in-identity-management#assigning-an-idm-server-to-a-dns-location-using-the-idm-web-ui_managing-dns-locations-in-idm
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management

5%. ANSIBLEZ A}-8-3}o] IDM2] DNS 9] x| &3

tasks:
- name: Ensure that the "germany" location is absent
ipalocation:
ipaadmin_password: Secret123
name: germany
state: absent

5. 72 A5
6. Zao]4 7Y ¥ AW ED] 7S x5 5 Ansible Z o] 52 & & 1] T,

I $ ansible-playbook -v -i inventory location-absent-copy.yml

5.6. &7} g 42

e /usr/share/doc/ansible-freeipa/ t] 2] = 2] o] $!= README-location.md =} /-5 &7 5}/ A]

fo

e /usr/share/doc/ansible-freeipa/playbooks/location r] 2 E] 2] o] 4] #]Z Ansible Z &) o] <
Z AL,
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6 %% IDM o] %] DNS = & #2]

oS- & 2o 4] = IdM(Identity Management) ¢ Ul o] 4] DNS &2 ¥ 7 &3} @ DNS % & 4 <9
W, IdM CLI ¥ Ansible & A}§-3l= 8 & & 3 g1 o}

o
L
O
Y
fr

7%

® [dM DNS #f 8] 2] = 7}=] o &

® [dM2]DNS g g =

o [dM Ul =Y HYx}F F7}

o ClLloj =24 A F7}

® [dM ¢ Ul o] DNS Forward Zone =7}

® CL/9J4] DNS Forward Zone =7}

® Ansible £ A}-§ dF<of IdM of] 4] DNS Global Forwarder 47§

® Ansible & A}-§35}] IdM o] DNS Z2 8 G2} 7} $l=] 3-9]

® Ansible & A} 3} IdM o] DNS &2 ¥ 2 gz} 7} $l=x] sF¢]

® Ansible & A}-& 35F<f IdM o] 4] DNS Global Forwarders 7} H] 8% 3} & =] &F9]
® Ansible & A}-& 3} IdM o]] DNS Forward Zone o] 9l=x] }9]

® Ansible & A}-§35}of IdM o)l DNS Forward Zone ©] of & 2] &-x}-7} 9]=X<] 3F9]
® Ansible & A}-&35F<f IdM o] 4] DNS Forward Zone ©] H] 2% 3} &) 9 =X<] &9/

® Ansible & A}-§-3}0] IdM ] DNS H & & & o] l=x] 29I

6.1. IDM DNS #] H/ o] = 7}x] o &}

DNS # 22 DNS 4 H] 27} DNS 7 2] of] &5 5}= uri o] & sk o] F o) 7] 2= 0 2 |dM 7 & §F5
Berkeley Internet Name Domain(BIND) 4] 5] 2= 7 3} $l= DNS A1 82} 27 DNS 4] 1] & 842 §F1] ).
A3t 9= DNS A/ v]
DNS ZeFe] ¢ E o 4] [dM 4] 1] o] &5}z o] Z& 7 2] 5} ¥ BIND o 4] -7 & < o] g} ] o] ] 2
SEE T Ao Y= b o) E 7} 34 0E v o E 1) 2 5.
A1 7] DNS A] 1]
DNS 2}0] 1= ol 4] [dM A1 o] 7] 80] gli= o] 22 7 2] 57 BIND o] 4] TH2 DNS 4] 1] & A]-§- 3]
# 2| & 8ol stal 2 g ot xJﬂXH}/gJ,/E/x/ ore A9 BINDE OB ] ZE AW E 2 357 47
2 P e] 52 A& o] DNS 7 2] o] -5 3] o}
9.0 ml2l BIND 9 A] T2 DNS 4] 119 = 5 ¢1 21 5152 1B o] 3] A}-&- 7131 B o] E] & 7] vh0 = A 7]
E 7ol Ao A 51K Ggtjrh G2 DNS A H el [} & Algslo] 72 E 595l % BIND &
_F =

HYRE ALl =5F BINDE 78 5} [dM A v] 9} &=} 7k F 2] Bl & Fo] oA I g3z 1dM 4] H]
=E T 7 PlE E7’/°/E7’9/DNS THA] o] L FFi )

6.2. IDM <] DNS 7 g % 2
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67 IDM9j| 4] DNS A& 73]

JdM- H v A 2§ EZBIND d8 § 32 22 noneldM #& Hg §3& €51t

forward first (7] £z}
IdM BIND 47 1] 4= DNS ] 2] & 748 B3l Al A G Th A1 95 5= A 7F 272 93] 7]
27} A7 50 BIND = 91 B 1.2] 4 1] & A}§-5po] ] 7] s 402 Eopziiih X WA J3& 7] 5
o] DNS E 2] 7/ & & ] 5} 5} = tf] & gf o/ 1] o}

forward only
IdM BIND 4] F] == DNS # 2] & 74 & g2}l 7] & &g o) A5
27} 27817 BIND o] 5] Z2}o] E 0] © 78 vral i) t) ¢ e dg 9
= eHg o] HgH

none (forwarding disabled)
DNS 2]+ none ©/g § 4 0.2 A& 5] ger]oh 48 v F2d o
W )Y o) 2 vk 5§ FL Tk o] 54 BIND 72594 ¥l 1 &3} & 5

=

&

Jh
o
2
o
S
fr
>y I
LY
ol
e,
)
qQ
<
o
I

37

g A}§ 5] [dM 2] 5] o] E| & t}2 DNS 4 1].9] 1] o] 5] 9} 2§ 8 7 815 1] & [dM DNS
o] 7] Gl 2] 55 519 Felo) v et A2 vk WG 7 2l g

7] 5] 0 iz BIND 4] H] 2= 5] 2] €l DNS o] & 0] IdM 4] B of] @ $te] 9li= § 9 of] <5}= 7

- Ae]E o= A v 2 JG 8RR Gl o] 8 3 gl A IdM E) o] Bl H] o] 2= 0l 4] 7 2] E

DNS o] Z& Z& = g2 7 NXDOMAIN &5 o] pretH 1t} 2 2] o> AF§- 5] x| &5 1]
9] 6.1. o & & Scenario

IdM 4] H] = test.example o] gj gt @ gto] Sl51]]. DNS % &, BIND = 192.0.2.254 IP =47} $l+=DNS
AH 2 Fe]E dYelEF #YH Y o

Felo] 9] E 7} E A 5}X] gFi=.test.example o) o) 5} 7 2] & 74 5}= 4 -2 DNS o] & 9] BIND o] 4] = IdM
A1 1] 7} test.example. & & o] oj gF H gFo] Q37 F 2] & 192.0.2.254. 4] Bl =2 H G }X] &5 FA g
o). 472 o Z DNS &2}o] 9] E= NXDomain © 7 v A X] & 5=3] 8lof AL&xFoj] 7] Z 2] & =) ¢] o]

A} 22 dH T

6.3. IDM ¢ Ulo] =4 Gz} F7}

o] &9 of] A1 = IdM(Identity Management) ¥J Ul o] &Z ¥ DNS % 9x}& &7}

\O‘E‘
r
%
hy
ﬂllo
1,
of,
o
I
R

ALFl 2 7 AFGH
e [dM #2] =} 2 [dM Ul o) Zz9]F o] $]L1] ]

o 2] 2 3 DNS 4] # 2] IP(Internet Protocol) &

[P
M
e,
Ky

@3

1 1dM ) UlojA] Y E 8= AJu] 2 — DNS 224 74 — DNS & 53]}
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Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

RED HAT IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services PA Server

Automount DMS

DMS Zones
AUtomou N DMS Forward Zones
DS Servers < Refresh || @ Delete | | 4 Add
— DNS Global Configuration i
] Location

O | default

Showing 1to 1 of 1 entries,

2. DNS 224 74 & H o+ F7}15 & 31 0.

RED HAT IDENTITY MANAGEMENT & Administrator ~

dentity li Authentic Network Services

Automount DNS ~

DNS Global Configuration

2 Refresh || ‘D Revert || X Save | Actions ~

Options
Allow PTR sync O
Global forwarders Add
Forward policy @ Forward first O Forward only O Forwarding disabled

IPA DNSSec key master

IPA DMS servers server.example.com

3. {9 ¥ DNS # 2] & %1 & DNS A/ 5] 9] IP F2 & ]9 §F1] o
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67 IDM9j| 4] DNS A& 73]

RED HAT" IDENTITY MANAGEMENT & Admiinistrator «

dentity Policy Authentication Network Services

Automount DMS «

DNS Global Configuration

< Refresh | | ‘D Revert || X Save | | Actions ~

Options
Allow PTR sync O
Global forwarders | ‘ID.1D.‘ID.‘I| Undo
Add || Undo All
Forward policy @ Forward first O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

4. Forward policy = 18] 3}t

RED HAT' IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DMS «

DNS Global Configuration

< Refresh | | ‘D Revert || X Save || Actions ~

Options
Allow PTR sync O
Global forwarders 10.10.10.1 Undo
Add || Undo All
Forward policy @ Forward first O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

5. FF 9/&9] x] g2 g /1] ].Click Save at the top of the window.

s 27

. YEYF A]v]~ > DNS F=Z4 74 - DNS E =&/ g}]].
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Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

RED HAT IDENTITY MANAGEMENT & Administrator ~

Identity Policy Authentication Network Services

Automount DMS

DMS Zones
AUtomou N DMS Forward Zones
DS Servers < Refresh || @ Delete | | 4 Add
— DNS Global Configuration i
] Location

O | default

Showing 1to 1 of 1 entries,

2. 1dM #] Ulo) %] 5 o 6 & § 5 o] 9151 FY 350 iz Z2 W 3 @A) =R 891§ o

RED HAT" IDENTITY MANAGEMENT & Administrator v

Identity olicy Authentication Network Services

Automount DMNS ~

DNS Global Configuration

< Refresh | | "D Revert || X Save | | Actions ~

Options
Allow PTR sync O
Global forwarders 10.10.10.1 Undo
Add || Undo All
Forward policy (® Forward first (O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DNS servers server.example.com

6.4.CLIo] =24 HJY=} F7}

o] F oAl CLI(E F & ¢ 5] 5] o] =) o #] Z 2% DNS J G35 #7}

Ol
<
rr
o
e
o
g
of,
o
N
{

A1 87 A1

o M BEx}E 2295 0] 9lgi]Th

N

o a2 3 DNS 4] #2] IP(Internet Protocol) =4 & &7 §]

T

1]

@3

® jpa dnsconfig-mod 5 %< A}-§-5Fo] A FEY [HYRE FoFgL o). --forwarder 541 S AL
3l DNS # g2} IP 225 X g gF o).

[user@server ~]$ ipa dnsconfig-mod --forwarder=10.10.0.1
Server will check DNS forwarder(s).
This may take some time, please wait ...
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67 IDM9j| 4] DNS A& 73]

Global forwarders: 10.10.0.1
IPA DNS servers: server.example.com

_Z_
o

X

=

O

e dnsconfig-show g 3 & A}&35lo] 28 HJGX}IE FA g o)

[user@server ~]$ ipa dnsconfig-show
Global forwarders: 10.10.0.1
IPA DNS servers: server.example.com

6.5. IDM €] Ul ] DNS FORWARD ZONE ==~}

o] 414 o] 4] = [dM(Identity Management) €] Ul o] DNS # & & & & = 7}6} = W 2

T2

o] o] 1] ] o] & Al-§-51El o 7] ] &
=G F2Y A 72 AT ) o

\
Oko il
ﬂl[o
E
%
N
N

Wi BAYGPE AT AG G2 L0 YN A G BE &7
OF O

A DNS ¥ 97 & 4% & ] Red Hat2 3 1] /4] #I(NS) B Z =& Al 3
02 AFE S H WG GG L WA Ao FL Tk DR G5 F2Y HIHE A
Soti Aoz Faen A8 990 B85 Gt

A 25 A G

o [dM 2]z} Z [dM Ul o] =2 2] E o] S5 1] o}

o Fz]E g8 DNS 4 1# 9] IP(Internet Protocol) 4 E 237 9151 )

1. 1dM Y Ul o) +] gl E Q= #] 8]~ - DNS Forward Zones - DNS = 1 &/ g}1] r}-

RED HAT IDENTITY MANAGEMENT

& Administrator ~

Identity Policy Authentication Network Services IPA Server
Automount DNS «

DNS Zones
Automoun’

DMS Forward Zones i
DMS Servers

< Refresh

— DNS Global Configuration
[0 | Location

O | default

Showing 1 to 1 of 1 entries.

2. DNS Forward Zones <] o] 4] 718 & g1

[ Delete || 4~ Add
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Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

RED HAT IDENTITY MANAGEMENT P

dentity Policy Authentication MNetwork Services

Automount DNS

DNS Forward Zones

Search Q  Refresh | @ Deletej | +Add | = Disable || « Enable

O | Zone name Status Zone forwarders Forward policy

Mo entries.

3. DNS dg ¥ F7} g~ Hg &9 o]F= g 1t

Add DNS forward zone

() Zone name * forward.example.com.

() Reverse zone
IP network

Zone forwarders * Add

Forward policy @ Forward first O Forward only O Forwarding disabled

skip overlap (]
check @

* Required field

Add | | Add and Add Another | | Add and Edit || Cancel

4. F7FvEE FY L DNS A B 9] IP F2F A F ol G 27 S Wt YT I o

Nl gt
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67. IDMoj| 4] DNS A< #g]

Add DNS forward zone x

(® Zone name * forward.example.com.

) Reverse zone

IP network
Zone forwarders * 10.10.0.14 Undo
Add
Forward policy ® Forward first O Forward only (O Forwarding disabled
skip overlap O
check @

* Required field

Add | | Add and Add Another | | Add and Edit || Cancel

5. Forward policy £ 18] g1 o).

(® Zone name * forward.example.com

() Reverse zone
IP network

Zone forwarders * 1010.0.14

Add

Forward policy {® Forward first © Forwardonly O Forwarding disabled

Skip overlap O
check @

* Required field

Add | | Add and Add Another | | Add and Edit | | Cancel

6. 3 seel A Add (F7)E S 5te] Al {18 §9& #7151

#s e

1. IdM € Ul o A] g EL] = A]H] * - DNS Forward Zones - DNS & 1 &) 3}1]C}.
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Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

RED HAT IDENTITY MANAGEMENT

& Administrator ~

Identity Policy Authentication Network Services
Automount DNS «

DNS Zones
Automoun’

DMS Forward Zones i

DS Servers < Refresh | | @ Delete || +Add
— DNS Global Configuration
[J  Location

] default

Showing 1 to 1 of 1 entries.

2. 1dM €] Ul o] X] 3 g} forwarders & forward policy & A}-§-3Fof % 3 g 3F gk & o o] Ql=%] BFQ]
1) o

RED HAT IDENTITY MANAGEMENT

i

ol

& Administrator ~

Identity Policy Authentication Network Services

Automount DMNS

DNS Forward Zones

Q ' Refresh | | wDelete || +Add || = Disable || + Enable
[J  Zone name Status Zone forwarders Forward policy
O | forward.example.com. « Enabled 10.10.0.14 first

Showing 1to 1 of 1 entries.

6.6. CLI<J*] DNS FORWARD ZONE =~}

o 4 o) A] = CLI('H § & 21EI7]9]2) o)) DNS H & 9 9 & 71a)= Wy & &5 g ol

T2

of

VEA] B9 G 0E AL HG FGE AE I AL HG G EE
o] o) v o] 41§ S o 7] & BA I} B G 7 U]k A G G2 G} 5
=G FRY AY 7S A G shs b e AT

ll" S

A DNS ¥ 979 44 & uj Red Hat & 34 1] 9/ 4 H/(NS) & 2= & 4]-4-] 7 DNS 9]
o) AIE Sl G I WA= Aol Fxo) g RES] Fp FR2Y AGAE AL
§oh= Aoz FHan Ag ¥ HLx g

A 27 A
o M #ra) =}z 22915 o] 9l

o 2] & {58 DNS 4] 1 9] IP(Internet Protocol) F4& 23 ¢l 51 .

s
® dnsforwardzone-add g 3 £ A5/ A G F & FoPFY o JE GH ] glE G F -
forwarder 5470 2 3}1} o] o] A G} EZ =] g3} --forward-policy 510 = Hg 7§ L X
g o
L]
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67 IDM9j| 4] DNS A& 73]

[user@server ~]$ ipa dnsforwardzone-add forward.example.com. --
forwarder=10.10.0.14 --forwarder=10.10.1.15 --forward-policy=first

Zone name: forward.example.com.

Zone forwarders: 10.10.0.14, 10.10.1.15
Forward policy: first

Z
A5

%

o dnsforwardzone-show % & & A}-§&Fcf HFF A4 5FDNS # 9 & 9 L F A gL

[user@server ~]$ ipa dnsforwardzone-show forward.example.com.
Zone name: forward.example.com.

Zone forwarders: 10.10.0.14, 10.10.1.15

Forward policy: first

6.7. ANSIBLE £ #}-§- 3} IDM ]| <] DNS GLOBAL FORWARDER &g

o] 44 9] 4] = IdM(Identity Management) 2] }7} Ansible ] o] %& 4}-§- /<] IdM ] ] DNS Global
Forwarder & 4§ }+= B} ¥ < &5 gl o).

ofelf o x] Az} 4] IdM 2] Xfi= F E 53 o 4] ¢1E Wl 22 2 EF(IP) v4 747} 8.8.6.6 ©]3ZIPv6 T+
2001:4860:4860::8800 ©] 2!=DNS ] 1] o] DNS Z 4§ $F1] T}-

A1 87 A

e Ansible A E Z2] o ansible-freeipa 7] X & H X Pk ZE24 20 GAE Halsl= T2E
¢/ ot

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig r] 2/ £} 2] 2 o] & gF1] ]

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. oW Ezs] 3YL J7 743518 = IdM 4] ] 7] [ipaserver] 4] o) 1} G o] 9l=x] 9] 1]},
o] & & o}, server.idm.example.com < *-¥ 5} %= = Ansible o] X] A] 5} & H r}2< ¢ & 1] o).

server.idm.example.com

I [ipaserver]

3. set-configuration.yml Ansible Zzjo] ¥ 7} o] A}-2 vlEL] O] o 2

iy

of ohg 7} ] o)
I $ cp set-configuration.yml establish-global-forwarder.ym|

4. 7 g gt establish-global-forwarder.yml 7} 2 2 ¢/ 1] .
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a. IdM DNSoj4] 249 dgxE &35 ==F Zgo]& 2] name ¥ = Playbook=Z 7 g}1]
=]

b. tasks #]47<]4 DNS FZY 7 gx= 8.8.6.6 & 2001:4860:4860::8800° = =] 9]5) =}
o o] £:& viF F]h

c. ipadnsconfig 2 <] forwarders 2] {7 ojj 4] O} 55 =8 g} 1] L}
i. % 94 ip_address #-S &2 forwarder 9] IPv4 =22 ¥ 73 1]} 8.8.6.6.

ii. = ® 5 ip_address z}S global forwarder 2] IPv6 &2 1 Z g}1] T}
2001:4860:4860::8800.

iii. FE glo] 53 02 3 E o] ¢li=x] golg] ]

d. forward_policy & WA = v Zgljc]
o]= 317 o of tjal =% ¥ Ansible Z &) o] & 1} 9] L] T}

name: Playbook to establish a global forwarder in IdM DNS
hosts: ipaserver
become: true

lasks:
- name: Create a DNS global forwarder to 8.8.6.6 and 2001:4860:4860::8800
ipadnsconfig:
forwarders:
- jp_address: 8.8.6.6
- [p_address: 2001:4860:4860::8800
port: 53
forward_policy: first
allow_sync _ptr: yes

6. BYe A F ]
7. Edo]He JY Tt

I $ ansible-playbook -v -i inventory.file establish-global-forwarder.yml

T} e

Y

S}/ 4] 2.

e /usr/share/doc/ansible-freeipa/ t] 2] = 2] ¢ README-dnsconfig.md 7 & & #

6.8. ANSIBLE & 2}-8351<] IDM o)) DNS =2 ¥ 7 &Fx} 7} 9l=x] 3+9]

o

o] )4 o 4] = IdM(Identity Management) 2] X} 7} Ansible Z )] o] -8 A}-&§ 5} f IdM o] x] DNS &2 &/
YR} Q=X Bl 8f= B S A F g o) ofeff oA Ao A IdM #E] Xfi= EE 539 2=
IP(Internet Protocol) v4 £2=7} 7.7.9.9 9] DNS A v] 2 DNS ZF 2% A Yx}7} 9l=X] EE 53 4]
2001:db8::1:0 2] IP v6 =27} 9l=x] g9] §F1] )

A1 87 A

® Ansible HE Z &/ o ansible-freeipa 7] ] E & X Y5k Z24 20 GAE JP = T2E
i2ar=g
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o [dM ##a] A} ofEE U Qg

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] 2/ £] 2] 2 o] & gF1] ]

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. olWEe] 3YES F7 7+ 512 = IdM 4] ] 7} [ipaserver] 4] o] 1} & ¥ o] 2l=x] 9l ]}
o] & &9 server.idm.example.com & % 5} = = Ansible of] x| A] 5}2] W C}S-< 9 & gF1]C]

server.idm.example.com

I [ipaserver]

3. forwarders-absent.yml Ansible Z ]| o] & 2} Y o] A S vl ). o & £o] tf527 P& o
I $ cp forwarders-absent.yml ensure-presence-of-a-global-forwarder.yml

4. HE g 5 == ensure-presence-of-a-global-forwarder.yml 7} 28 ¢ 1] c}.
5. O H+-E J3 st 32 23] o)

a. IdM DNSo) Z2% d2p7} =] &¢l5}7] 9]a] o] %-2] name ¥+-Z Playbook 2

vl 5 574 o

b. tasks 4] o]+ ZF¢] o] o] FL W FH5lo] DNS F2Y dGx}7} FE 5329/ 7.7.9.9 &
2001:db8::1:0.0 = =] &2l 1]}

c. ipadnsconfig 2 2] forwarders %) ;7 o] A] o} &< =3 g}1] O},
i. X vl ip_address 7S global forwarder: 7.7.9.9 ¢] IPv4 22 v Z 1] o}
i. & B4 ip_address 7S global forwarder: 2001:db8::1:0 2] IPv6 === 2 v Z gF1jC].
iii. ZE glo] 53 0= Hgxo] =X 3ol ]

d. state = present = 7 3/1]c].
o]= &Y of of] 5] 5% H Ansible Zz] o] 29 L] T}

- name: Playbook to ensure the presence of a global forwarder in IdM DNS
hosts: ipaserver
become: true

lasks:
- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0 on port
53
ipadnsconfig:
forwarders:
- jp_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53
state: present

6. 7o A FEh
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7. FHo] 5 Yo
I $ ansible-playbook -v -i inventory.file ensure-presence-of-a-global-forwarder.yml

T} E] £
® /usr/share/doc/ansible-freeipa/ tj 2] = 2] ¢/ README-dnsconfig.md 7} & & 7%

F4]A] L.

O

6.9. ANSIBLE 2 A}-& 5}o IDM o DNS F2 & &3] 7} §l==] 8-9]

o] & .4 o] A] = IdM(Identity /Vlanagement) Ze] X} 7F Ansible & )] o] & AF-& 5F] IdM o 4] DNS &2 &
HEGRP7} gl=A el el WS &g g ofg e A FRPoA]IdM #e]3p= ol B Wl Z 2 EE(IP) v4

F47}8.8.6.6 ] ZE 53 o,r//zf 2001 :4860:4860::8800 <] IP v6 =27} 9l=DNS =24 A gx}t7}
=X gl g o)

A1 87 A1

e Ansible 7 E Z2&] o] ansible-freeipa 7] X & H X Uk ZE24 20 GAE Hallsl= T2E
e/ ot

)

o [dM He] A} e E Y Yo
@3

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] 2/ £} 2] 2 o] & gF1] ]

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. W Ee] BYES 2 Y5 = IdM ] v] 7} [ipaserver] 4] {9 o] 1} & & o] Ql=X] 2] g o}
o] & E o] server.idm.example.com 2 77§ 5} = £ Ansible of] X] A 5} H o} S-S ¢ & 1] o).

[ipaserver]
server.idm.example.com
3. forwarders-absent.yml Ansible Z 2] o] & 2} Y o] A S vl ). o & £o] tf527 P o

I $ cp forwarders-absent.yml ensure-absence-of-a-global-forwarder.yml

i

N
&
2y
s

2l == ensure-absence-of-a-global-forwarder.yml =} 2/ & ¢ 1] c].

A

Wg 4ystel g =Yg

a. IdM DNS<j] &=24% [Aax}7} gl =5 ZFao]5 2 name W +Z Playbook = 73 /1] ]

)]
N
U[o

b. tasks <] ;70]+] 2}¢]2] o] F& ¥ F 5l DNS =% 79 x}7]8.8.6.6 &
2001:4860:4860:4860::8800°] 3l+= 315 g ¢lst== g1}

c. ipadnsconfig 22 2] forwarders %) ;7 o] A] o} &< =3 9}1] O},
i. & v ip_address 75 == 9% forwarder<] IPv4 52 W F ¢ 1]} 8.8.6.6.

ii. = # 5 ip_address z}S global forwarder 2] IPv6 &2 1 Z g}1] T}
2001:4860:4860::8800.
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d. Z¢/ ¥W5E member = 4% g1}
e. ¥H| 7} absent 2 &g 5 o] 9l=x] ol g}

o= &4 o of = -5 €l Ansible £ o] % 7] ¢]1] o}

- name: Playbook to ensure the absence of a global forwarder in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- jp_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
action: member
state: absent

T2

action: member E A}-§5F%] &7 Zag]o]E o)Al state: absent 57 7F AF-§ 5FH
Z o] & o] 7]

6. Fe A FH )

N
M

glo] &S JY o

I $ ansible-playbook -v -i inventory.file ensure-absence-of-a-global-forwarder.ym|

Nl B
® /usr/share/doc/ansible-freeipa/ t] 2] = 2] ¢ README-dnsconfig.md =} &/

® padnsconfig ansible-freeipa X & <] action: member 47

6.10. ANSIBLE & A}-§ 3} <] IDM o] ] DNS GLOBAL FORWARDERS 7} 1] &
3 E H=X] G2l

o] 414 o] 4] = IdM(Identity Management) # 2] X} 7} Ansible & 2] o] 52 A}-§-5}of IdM o] 4] DNS Global
Forwarders 7} B] &4 5} 5] 91=%] 89l 5= W2 JF g o2l o) 5] o)A [dM Fe] i F2 Y
Aexpe] g 32 o] none 0.2 5o He AP E FHF 0z 1B} o
Abdl 277 AL G

e Ansible A E Z&] o ansible-freeipa 7] X & H X Pk ZE24 20 GAE Hallsl= T2E
e/ ot
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e [dM #2|x} oF s E I Q]

3
1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] 2/ £] 2] 2 o] & gF1] ]

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. oWl E FYL I 7245 =IdM 4] B 7} [ipaserver] <o) 1} G o] 9l=x] 3ol g o},
o] £ &9 server.idm.example.com £ % 5} = = Ansible of] x| A] 5}2] W C}S-& 9] & gF1]C]

server.idm.example.com

I [ipaserver]

3. ZEDNS 24 [dg=pE vl gy 3] st== o] n] #4 & disable-global-forwarders.yml Ansible
Z o] & FY o] &< golg o 0#/;%’— —E’:—Oy’ of53 2 ok

$ cat disable-global-forwarders.ym!

- name: Playbook to disable global DNS forwarders
hosts: ipaserver
become: true

tasks:
- name: Disable global forwarders.

ipadnsconfig:
forward_policy: none

4. Zeo]ie ]

I $ ansible-playbook -v -i inventory.file disable-global-forwarders.yml

T} E] £

® /usr/share/doc/ansible-freeipa/ t] 2] = 2] ¢ README-dnsconfig.md 7} & & # 7 5] 4]/ A £.

6.11. ANSIBLE & *}-§ 3} IDM o] DNS FORWARD ZONE o] ¢]=x] &-9]
o] )9 of] 4] = IdM(Identity Management) #2] X7} Ansible & &) o] 25 A}-§ 5}o] IdM 9] 4] DNS Forward

Zone o] Ql=X] SFQl Stz B S g o} of g o A H X} 4] IdM JJE]X},_ example.com </ DNS %
g 4 90/8. 8.8.8.8 9/ /P(/nternet Protocol) 557} 91+=DNS A/ vl Z 9l&=x] 8F¢] gf1] .

A1 87 A

® Ansible # EZ&] 9 ansible-freeipa 7] ] & H ) 5o} ZE2A 20 GAF WSt TAE
e/ ot

o [dM #ej ) Fe & F Sl o

@3

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] 2/ £} 2] 2 o] & gF1] ]

62


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible

67 IDM9j| 4] DNS A& 73]

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

. oWl Ea] 7S &7 25 = IdM 4] B 7} [ipaserver] 44 o] v} Y ] o] 9li=x] SFo] gFi]

o] & E o] server.idm.example.com 2 77§ 5} %= & Ansible of] X A] 5} ¥ ]SS ¢ & 3]
[ipaserver]

server.idm.example.com

3. forwarders-absent.yml Ansible Z ] o] 2} Y o] A S vl ). o & £9o] tf527 P51 o

»

)]
N
U[o

I $ cp forwarders-absent.yml ensure-presence-forwardzone.yml

i

8
oy
hish

9l == ensure-presence-forwardzone.yml 7} &2 ¢/ 1]},

A

W5 g she] el = o) ok

a. IdM DNS<j dnsforwardzoneo] $I=X%] 89ls}7] 9J3 Z o]& <] name ¥l 5= Playbook
Zz HE e

b. tasks 4] {7 j]+] example.com<2] dnsforwardzoneo] 8.8.8.8 2 $l:=%] 89l5l x5 29/ o]
== W

c. tasks 4] {9 ] 4] ipadnsconfig 7] =< ipadnsforwardzone = % 7 g}1] ).
d. ipadnsforwardzone &) {7 o] O}$& =3l g} L] C}.
i. ipaadmin_password #=Z 715137 |dM #e] 3} o 2 4 g ok
ii. name w+Z 3=7}35}37 example.com © = g g}1] ]
iii. G} LA OSS T FL
A. ip_address % port 35 #] 7 g} 1] C}.
B. tj#] F o R]g3ld HAEEH LF S 7 EFDNS A8 2] IP F2F F7F3 o).

I -8.8.8.8

iv. forwardpolicy #+Z #7}5f 7 WA 2 &g g1
v. skip_overlap_check % +Z 3 7}35} 37 true = &% 1]t}
vi. state #Z present = 1 7 1]},

o]&= &) o o] tjf 5= H Ansible Z &) o] % 2 9/ L]}

name: Playbook to ensure the presence of a dnsforwardzone in IdM DNS
hosts: ipaserver
become: true

lasks:
- name: Ensure the presence of a dnsforwardzone for example.com to 8.8.8.8
ipadnsforwardzone:

ipaadmin_password: password01
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name: example.com
forwarders:

-8.8.8.8
forwardpolicy: first
Skip_overlap_check: true
state: present

6. Be A G
7. Zeo]se JPo

I $ ansible-playbook -v -i inventory.file ensure-presence-forwardzone.ym|

T} e

e /usr/share/doc/ansible-freeipa/ t] 2 i= 2] o] </ README-dnsforwardzone.md =} /- &= 34/
Al Q.

6.12. ANSIBLE & A}-§-5}<f IDM o]] DNS FORWARD ZONE ©] &f &1 A gz} 7} </
=x] 9]
o] 44 o X1 &= IdM(Identity Management) # 2] X} 7} Ansible & &) o] %2 A}-&- 3} [dM 2] DNS Forward

Zone o] of & F G} 7} Q=] Gl 5)= WS HF g ok o)) o A WZM/H [dM #2] }+=
example.com 2/ DNS { g 4270} 8. 8.8 ¥ 4.4.4. 4 Z Fgxo] =X Bolgi]

A1 87 A1

e Ansible #HE Z2&] o ansible-freeipa 7] X & H X Pk ZE24 20 GAE Halsl= T2E
e/ ot

o [dM #e] R} oo F Uil Y o)
23
1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] 2/ £} 2] = o] & gF1] ]

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. oWl E HYL I 725 =IdM 4] B 7} [ipaserver] <o) 1} G o] 9l=X] ko] g o},
o] & & of, server.idm.example.com & % 5} == Ansible o] x| A] 5} & H C}S-S ¢/ & gF1] k.

I [ipaserver]

server.idm.example.com
3. forwarders-absent.yml Ansible Z )] o] & 2} Y o] A S vl ). o & Eo] t}527 P o
I $ cp forwarders-absent.yml ensure-presence-multiple-forwarders.ym|

i

N
e
oy
hish

9l =Z ensure-presence-multiple-forwarders.yml =} & -2 ¢/ 1] }.

A

ol
SN

& vi7g dF el UL =Yg

64


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible

67 IDM9j| 4] DNS A& 73]

a. IdM DNS<] dnsforwardzoneoj]] o & 7] 7Gx} 7} 9l=X] 3Fo]5}7] &3] Za]o]x o]
name ¥ =Z Playbook Z w7 ¢} 1] ]

b. tasks 449 o] 4] dnsforwardzone ¢/ dnsforwardzone2] 8.8.8.8 &« 4.4.4.4 forwarders”| =
A geletes 9 o] 52 W g

c. tasks 4 {9 <]+] ipadnsconfig 7] =2 ipadnsforwardzone = % 7 ¢}/ ).
d. ipadnsforwardzone 2 o] 4] C}5& =8 gF1] ).
i. ipaadmin_password 7 =Z 3 7}5137 [dM #2) 3} 9F 5 2 & g ok
ii. name W +Z 3=7}35}37 example.com © = &g g1}
iii. G} LA OSS T FL
A. ip_address % port 3-S5 #] 7 g} 1] C}.

B. 393}/ +=DNS A/ H 2] IP & g A] 9Fof] 7181 o]

-8.8.8.8
-4.4.4.4

iv. state ¥ 5=Z present 2 7 3] ).

o= &) oflo] 3 95 Ansible o] % 729 1] ch

- name: name: Playbook to ensure the presence of multiple forwarders in a dnsforwardzone
in IdM DNS

hosts: ipaserver

become: true

lasks:
- name: Ensure presence of 8.8.8.8 and 4.4.4.4 forwarders in dnsforwardzone for
example.com
ipadnsforwardzone:
ipaadmin_password: password01
name: example.com
forwarders:
-8.8.8.8
-4.4.4.4
state: present

6. 7e A FF )

7.

il

gl o] F& &P g ot
I $ ansible-playbook -v -i inventory.file ensure-presence-multiple-forwarders.yml
Nl e

® /usr/share/doc/ansible-freeipa/ t] 2 i= 2] o] </ README-dnsforwardzone.md =} -5 &= 34/
Al Q.

65



A

Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

6.13. ANSIBLE & A}-§-3} <] IDM ]| <] DNS FORWARD ZONE ©] 1] &% 3] =]

== 9l
o] 4.4 o A1 = IdM(Identity Management) 2] X} 7} Ansible & &) o] 215 A}-& 3]-of IdM o] X1 DNS Forward
Zone o] F] &4 3] 5 A ==] 8 9] of= W& & E g ok ol o A H =} A] IdM 2] 2= example.com

o] DNS H'g 9 %) o] 1] 24 515] 9= 32l 5] 1

ALE 2 7 AFSH
® Ansible A E Z &/ o ansible-freeipa 7] X E & X Y5k Z24 20 GAE JP = T2E

¢/1) ok
IdM #e] x| ¢} &

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig ©] 2/ £] 2] 2 o] & gl1] ],

1.
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
T4 8] = IdM ~] 1 7} [ipaserver] 2 o] 1} < o] 9

oW Ee] 7S
o] £ &9, server.idm.example.com £ %% 5} == Ansible o] X] A] 5} 7

[ipaserver]
server.idm.example.com
forwarders-absent.yml Ansible &z o] & 7 & o] AHEL S vl o). o & Fof of27 &1 o)

3.
I $ cp forwarders-absent.yml ensure-disabled-forwardzone.yml
4. 7 ¢ ensure-disabled-forwardzone.yml 7/ 2/ & ¢ 1] C}.
WrE dYoled Y-S 2ge o
= ZgJo]X o] name ¥ = Playbook=
515 9

o
9
U[o

a. IdM DNSoj 4] dnsforwardzoneo] H] &% 5] 5 &=

e o
tasks < {7 o 2] example.com2] dnsforwardzoneo] v] &% 3] 5] H=%] <]
g ol

b.
=5 WAy
tasks < {7 9] ] ipadnsconfig <] =< ipadnsforwardzone = 7

3/

c.
d. ipadnsforwardzone %) o] A o}&S =8 g/ 1]},
12 IdM ] <} oF & 2 47 g o,

i. ipaadmin_password %2 =7}
name ¥ 5=Z 3= 7}3} 7 example.com © = &% 1]}
HA AR A S A A g

iil.
iv. state ¥ -=Z disabled = 7 3} ]

o]«= #AY < o tjs] 7§ ¥ Ansible Z ] o] & 7} ¢/ 1]},
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- name: Playbook to ensure a dnsforwardzone is disabled in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure a dnsforwardzone for example.com is disabled
ipadnsforwardzone:

ipaadmin_password: password01

name: example.com

state: disabled

6. 7o A FE )

7.

gy

glo] &S JY o

I $ ansible-playbook -v -i inventory.file ensure-disabled-forwardzone.ym/

FI}e] &=

e /usr/share/doc/ansible-freeipa/ t] 2] i= 2] 9] </ README-dnsforwardzone.md =} -5 &= 3} 4/

Al 2.

6.14. ANSIBLE & A}-§ 3] IDM2] DNS 5 ¢ 9] o] gi=x] 3}o]
o] 4] 4 o] 4] = IdM(Identity Management) 2] X} 7} Ansible Z )] o] 52 A}-& 8}-<F I[dM o] 4] DNS Forward
Zone o] P=X] g0l dl= W& H G ok ofel o 4] H X} A] IdM # ] X}= example.com <] DNS =/
g J ool 35S gl
Al 27 ALY

e Ansible 7 E Z2&] o ansible-freeipa 7] X & H X Pk ZE24 20 GAE Hallsl= T2E
e/ ot

o (M #2] 3 5 E U YT

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] 2/ £] 2] 2 o] & gF1] ]

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

(

2. QW Eze] B I 74512 = IdM A vl 7] [ipaserver] o] 1} L E o] 9l=x] 8]

= ol gL
o] 2 E o] server.idm.example.com 2 -5 5} %= & Ansible of] X A] &} ¥ o} 22 ¢ &

=
v

¥

I [ipaserver]

server.idm.example.com
3. forwarders-absent.yml Ansible Z 2] o] & 2} Y o] A S vl ). o & £o] tf527 P o

I $ cp forwarders-absent.yml ensure-absence-forwardzone.ym/

»
Ry

¥ 7] &F <= 9l = = ensure-absence-forwardzone.yml 5} -2 ¢/ 1] C}.
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5. O H+-E J3 5t 3L 23]

Y
iy
x|
ﬂllo
d

)
o

a. IdM DNS<j] dnsforwardzone o] ol 5} == ZF g o] o] name W +Z Playbook

2y

b. tasks ] :10j4] 2F¢] o] L 17 5l] example.com<] dnsforwardzoneo] gi= H< g9l
ol
b= 3

c. tasks 4 {1 4] ipadnsconfig ] =2 ipadnsforwardzone = 7 §}1]r}].
d. ipadnsforwardzone <) o] 4] o} <=3 g/ 1] c}.
i. ipaadmin_password 1 5=Z = 7}5137 [dM #2) 3} 9F 5 2 4 g ok
ii. name ©+Z 3=7}35}37 example.com © = &g g}1] ).
iii. A G AHES AA g
iv. state W ~Z absent Z 5 1]}

o]&= &) o o] tjdf 5= H Ansible Z & o] % 2 9] 1]},

- name: Playbook to ensure the absence of a dnsforwardzone in IdM DNS
hosts: ipaserver
become: true

lasks:
- name: Ensure the absence of a dnsforwardzone for example.com
ipadnsforwardzone:
ipaadmin_password: password01

name: example.com
state: absent

6. 722 A Fe L))
7. Fglo]FE HYg
I $ ansible-playbook -v -i inventory.file ensure-absence-forwardzone.yml

i e

e /usr/share/doc/ansible-freeipa/ t] 2] i= 2] 9] </ README-dnsforwardzone.md =} - &= 5} 4/
Al Q.

6.15. =7} 2] =

® DNS Hg
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77%. IDMel A DNS ¥l 2= &2

73k IDM ojJ 4] DNS 2|2 = #2]

o] ZFoj 4] = IdM(Identity Management) 9] 4] DNS 2] Z =& # 2] 5}+= & &5 3l IdM # 2] )=
[dM o ] DNS sl Z =& &7}, 778 H 2pA & &1 ot O/ Yol ohs o] g o Y5

l

® [dM</DNS 7=

o [dM P Ul A DNS 2] 22 gl 7ZE F 7}
® |dM CLIojJA] DNS g/ &2 g 2= F 7}
® 2/ulX] 9] pa dnsrecord-add 547

® [dM €] Ul 4] DNS g 2= 2}

o |dM Y UloJA] A #] DNS ] Z = 3}

IdM CLI 9] 4] DNS 2] 5= 2}#]

A1 87 A1

o IdM ) E o] F 5 DNS 4w 7} E 5 o] 5] ok &5 DNSZ M2 ¢ shis Wil o =2
F ShhF FE AL

o [dM /B 3] FFCAE FECAZ FEDNS9} g7 .

o [dM A1B] H 2 FE CAZ 97 CAE AFE5F= &8 DNS S} 317 .

7.1. IDM 2] DNS #] 7=
IdM(Identity Management) <% o} @F8F DNS 2] Z = 332 x| gFL] k. oS 47 7F 715 2FF AF§H L ok

A
BAE o] FHHPvA Fiof tf 8 2] YL A ) ZE ] HHE o] §L 3 2 EAE o] FYr]}
A ZZEIP F4 712 192.0.2.1 7 7F2 IPv4d F2 9/ 1] o},
A FFZE o] g gF }A) oF 1f] §-& RFC 1035 of 4] Z= 314/ A] 2.

AAAA
SAE o]EFIPVE F20) Gl et 7] 2 W Yok AAAA Bl ZEC BlHE o] FL H P TAE o] F9)
o} IP £ 712 2001:DB8::1111 37 72 IPv6 =4 ¢J 1] o,

AAAA & o) t] 31 x}A 3 1] &2 RFC 3596 & #7514/ 4] 2.

I~

SRV

AJH]2A(SRV) 8] 222 g H = = A]H] 2 o] & B A B] 2 EF A 35} A] #] ] DNS o] o] ujf g 3]
o} o] & 5] o] gl E 752 LDAP t] & 5] 2] o} 7F2 X H]| = F 2] 5f= A B o v g+ 51 o)
SRV gz = 9] g7 = o] Z:2_service._protocol(d): _ Idap._tep ) ¢/ 1/ o} SRV g Z =) tj 5+ -4
SO = gl A A ] 20] S X9 IfER], FE HS, §AE o] Zo] XL

SRV & ZE o) o 3F 24 3 L) -2 RFC 2782 & FFZ 54 A L.

PTR

EoIE] # 2 E(PTR)EIP F4:8 =0 9] o] o rf g shs P FDNS #7255 77} 3/t] o
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=37
IPv4 F=2:0f gl o gk DNS £ 3] = 24 in-addr.arpa. = ¢ g2 & & 33 g5
S A}E B O APRFO] 812 7 8lis ¥4 9] o W g F4 = in-addr.arpa. v 91 0] 77}
? - PP Fao G G opr) YL ) o E E0] ¥ ER A 742 192.0.2.0/24 ]
- oI Hksf of o7 © 2.0.192.in-addr.arpa ¢/ 1] C}-
PTRe] &) 2= o] F&RFC 1035 o] <] #

g <o) o] of 4] RFC 2317 B RFC 3596 4] 835
ofof gT] EAE o] F gl HAEE YY

2 BAE ] 4 E2E ofFo]ojo} F1]

. .
2 E 3l .ip6.arpa. =1 9]¢ § o) A}E 5} IPV6 Fao] Hld) g ¥ o A e

QU] T IPV6 5§ 9ol o) 8 <) 8 1] §-2 RFC 3596 2 32 514 4] 2

\"EHN

DNS 2j &2 g7 =5 F 718 mf g2 g7 =) of-Z o] 5] 7} H 2 3} F ol 793}/ A 2. o] & &
CMWEWEEWLE*EWEWﬂﬁdWWAWEEWLP iﬁﬂﬁwqduMgwwﬁdw
HE s H A= FF o HR3o]EE HFYIEE A g A EFE Flel= FA ] BEIF X502 o]
EH o

7.2.IDM €] Ul 9] 4] DNS 2] 2~ g2 = F7}

o] )9 of 4] = IdM(Identity Management) ¢ Ul o] DNS 2] 52 g Z =& F7)6f= B & & 3 gL o}

PEEEYL

o DNS g2 & Z7}51a)=DNS g ol o] =545 IdM o 4] £+2] $41) Tk IdM DNS o 4] DNS & o -
Y Shis el o 8 4 & U 8- [dM 9] DNS &%) #2] & 725} 4 4] 2.

o M #ra) =}z 22915 o] 9lgi] )

H=]
1. 1dM €] Ulo] 4] Hl E 8] =2 4] H] = — DNS - DNS ¥ 92 Z 2] 3]}
2. DNS g|7=& #7}DNS ¥ & ZF g1}
3. DNS 222 g2 = {04 FIIE FE 5} A g2 EE F7Fg o
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77%. IDMolX] DNS g2 =

g 7.1. A DNS 2] == g) 7= =7}

|'|.|

DONS Resource Records: zone.example.com.

+ Add

DMS Resource Records Settings
|- yret Q ~— Refresh || i Delets
[l  Record name Record Type Data
O @ NS example.com.
O | dns CNAME dns.example.com.

Showing 1 to 2 of 2 entries.

Add DNS Resource Record b 4
Record name * dns
Record Type CNAME j
Hostname * dns.example.com.
* Required field
Add | | Add and Add Another || Add and Edit || Cancel

5. Add(#7p & &5l A gl 2=F ¢l g o).

7.3.IDM CLI 9] 4] DNS 2] &= gl = =7}

o] &) o) A]+= CLI('E & & <15 7] o] ) o 4] i 7 F 9] DNS 2] g 2 =& F715)= 4]
ol

A1 87 A1

® DNS g7 =& F7}3518+=DNS ¥ 9 o] gl5 1)) IdM DNS 9] 4] DNS § & & 4 3}+= % of] oj]

o

5 XPA) SF L) 82 IdM 2] DNS ¥ o] #2] Z FE 514 4] 2.

ﬂllo
4
of,
x

=
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o M Fe) Rtz =29l 5Ho] gk
24

. DNS 2] g|Z =& 3 7}312 ¥ ipa dns records-add % % S A}-& 1)) o] § &2 o}S &

2
= 054 ok
I $ ipa dnsrecord-add zone_name record_name --record_type_option=data
P19 G F oA

® zone_name & Z|FZEEF F7}FDNS ¥ 9] o] F ¢/ 1]

® record_name & A DNS 2] &2 g Z = 9] & Hx]9/1] ).

o] & Z o] hostl 9] A %% DNS #]Z=Z idm.example.com & & o] & 7}3}5 7 ]9S¢ & g1
=

I $ ipa dnsrecord-add idm.example.com host1 --a-rec=192.168.122.123

7.4. 9 ul=] 9] IPA DNSRECORD-* 849

o] 411 o 4] = [dM(Identity Management) o] 7} 5+ &/ #Fx] 91 DNS 2] 42 #] ZE £-8-2 F 7} 75 2 214
& mf ALE-8F 7 = 54 ol idl & E g o

o A(IPv4)

o AAAA (IPv6)

e SRV
e PTR
Bash 9j ] = --tektonoption={val1,val2,val3} 2} 7-o] curly braces ]2 o] {2 7+HZH EZoj] 71 1}
gslo] o2 JES FJoJ g 7 Q)
H71 Yutg = 54
54 =L
-=ttl=number JdIZ=E AGT A 7HS DA T
--structured QA DNS Y HZEE L& BA sl 2318 F2o=2
Hkgeh o

F 72 "A" G A= 54

5

o A

--a- GUAYIAE EEAYIAE EE2S AGFYTH ipa dnsrecord-add
rec=ARECOR idm.example.com host1 --a-
D rec=192.168.122.123

72



dy
ARHIP F2E AHE st U ETEAYIES TE
T AFYh
--a-ip- A= IPFL2EAFFYh d2=s s i Al
address=strin = 3 A Qe AL —-a-rec Juth 1A @
g =g £4 8 u —-a-rec 4L ALkl A g =9
A 3k A G Al k-2 --a-ip-address 54 o
2 A4 g

o] e A e A= IP 4271192021232 oA =7t= A g =Z=2 ATt
[a]

FZ 7.3 "AAAA" g7 = 54

54 L

--aaaa- @ AAAA(IPVE) 9 2= == AAAA B ZE 228 3

rec=AAAAREC &34t}

ORD

--aaaa-ip- H =9 IPV6 F2E AFHUT dLEE TE 0 A

address=strin @ IZ= S A A e 48 --aaa-rec YUt} 2}

g A3 FZ=E 54 u--aaaa-rec 342 A g 29
A e A A s d AHEE Yok A gk --a-ip-
address -4 0 2 4 FH T}

84 oy

--ptr- GY PTREIAE E=PTRYIZE 552 AS )
rec=PTRREC g DNS Y FZE=EES 718 ) EDNS g A =S F
ORD I

3}
S2EIPFAE NG UME]IAA IP F20] npx]ut
EEYULL S E2F e A HA A A oA = IPvd
4~71192.168.122.421 server4.idm.example.com 2]
PTRAIZE=Z F713H o). = H A o A o] 4] &= reverse
DNS & £-2-0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.ip6.arpa
o F71gtt. IP +4-712001:DB8:1111 ¢l S 2~ E
server2.example.com 2] IPv6 & u}gk of o @]t}

--ptr- PREL TAE oS AT
hostname-=st
ring

77%. IDMel A DNS ¥l 2= &2

o A

ipa dnsrecord-add
idm.example.com "*" --a-

rec=192.168.122.123 [2]

ipa dnsrecord-mod
idm.example.com --a-rec
192.168.122.123 --a-ip-
address 192.168.122.124

o A

ipa dnsrecord-add
idm.example.com www --
aaaa-rec
2001:db8::1231:5675

IPA dnsrecord-mod
idm.example.com --aaaa-rec
2001:db8::1231:5675 --aaaa-
ip-address
2001:db8::1231:5676

o A

ipa dnsrecord-add
122.168.192.in-addr.arpa 4 --
ptr-rec
server4.idm.example.com.

$ ipa dnsrecord-add
0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.i
p6.arpa.
1.1.1.0.0.0.0.0.0.0.0.0.0.0.0 --
ptr-rec
server2.idm.example.com.



Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

#Z 7.5 "SRV" g7 =

5

--Strv-
rec=SRVRECORD

--Srv-
priority=number

--Srv-
weight=number

-=SIv-
port=number

-=SIv-
target=string

T} E] £

® jpa dnsrecord-add --help £

7

Gd SRV Y IZE EESRVYIE BES
AEgUrh Q22 oA oA _Idap._tcp
ESRVE I didt Mu 2~ f3 9 dF
TR EZFS H P srv-rec 5412
priority, weight, port % target zt< & ©] 3
Ut} o o A 51 % 492] weight 2 10077]-
F7tetal 54 A= AL E = S E

A %
swEgz ey

gaE9] ¢4 = E AU Au =
TRl e SRV Hl =7k o8 7)) &+
AFY Tk 94 =91(0-65535)¢ H L=
o] =S s, - =97 EE 3
sUth AH 2 4 =7 7P =2
FES WA AR oF FTh

gaE=e] 7tEAE AUtk LT ¢
A &9 SRV U FZE =M S A s
Tgo]l HUth A4 7152 = 100744 F
7tafjoF st 54 AL =7 AN E = B E
(F&)& Yebdy o
ol A A1 1]

29 ZEE AT

1:01'

yyd e
1

£

W s2Ee] Eulel o5 A4 gt
L P PN S R R

/Vagla‘l—y//g}

7.5. IDM ¥ Ul o] 4] DNS 2] 7= 2}4]

o] 44 ol 4] =
5 g o

A1 87 A1

IdM €] Ul & A}-§ 3} <] IdM(Identity Management) ¢ 4] DNS #] =

o M # A2 22915 0] Y]

@3

74

o A

# ipa dnsrecord-add
idm.example.com _ldap._tcp --srv-
rec="0 51 389
serverl.idm.example.com."

# IPA dnsrecord-add
server.idm.example.com
--srv-rec="1 49 389
server2.idm.example.com”

_ldap._tcp

# IPA dnsrecord-mod
server.idm.example.com
--srv-rec="1 49 389
server2.idm.example.com" --srv-
priority=0

_ldap._tcp

# IPA dnsrecord-mod

server.idm.example.com _ldap._tcp
--srv-rec="0 49 389
server2.idm.example.com." --srv-
weight=60
# IPA dnsrecord-mod
server.idm.example.com _ldap._tcp
--srv-rec="0 60 389
server2.idm.example.com." --srv-
port=636

EE A et Wy E o



e g

!

77%. IDMollX] DNS ¥l Z= 3

IdM ] Ul o 4] ] E 2] =2 A] 5] = - DNS - DNS ¥ 9/ & Z2] 31 ).

DNS 2] 7 =& 214 & ¥ 9( of: example.com) 2 &€ g1]].

DNS 2] g|Z = & oA 2|2 gl 7= 9] o] FL Fe gf]r)
2% 7.3.DNS 42 g 2= H e

-

DNS Resource Records: zone.example.com.

DNS Resource Records Settings
bearct Q 2 Refresh | TDelete | 4 Add
[l  Record name Record Type Data
| @ NS example.com,

| | dns CNAME dns.example.com.

Showing 1 to 2 of 2 entries.

Standard Record Types
A ] IP Address i Delete 4 Add
AAAA ] IP Address W Delete 4 Add
CNAME [ Hostname W Delete He Add
W  dns.example.com. Edit

HHZE FF o] A HAGH o 2|22 g2 =] OE 7S 20 2 X H Y ok

e

IdM ¢ Ul o 4] #1 %] DNS 8] ZE 2} =) & FZF4H AL,

75
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7.6.IDM €] Ul 9j 4] %] DNS #] 2= 4}5]

o] &4 o] A = IdM(Identity Management) €] Ul E A}§-3lo] §J o) B g]l20] g3l BE g T EE 4

A of= WS LG g o

A1 87 A1

o M )Rz 22915 0] YL

DNS Resource Records: zone.example.com.

DNS Resource Records Settings
Q ~ Refresl | | T Delete || 4 Add
[l Record name Record Type Data
] @ NS example.com.
W  dns CNAME dns.example.com.

o) 7 HA 2|2 Bl AL} A H YL O

7.7.IDM CLI <] ~4] DNS ] =Z = 4}

o] &4 o] A= IdM(Identity Management) DNS o ] #2] 3}+= ¥ &/ 9| 4] DNS & Z = Z A A 5}= ¥ &

&g g o

A 27 AL
o M BEl = 229l Hof 9l
23

o F i #ZEEF A A5} Hipa dns records-del 5 %

Al-& 3} record 77} €17 -

el
-recordType-rec 515 #7131 t] o & 50/ A 7 el ZE=F A At H of5& +d 3o

I $ ipa dnsrecord-del example.com www --a-rec 192.0.2.1
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77%. IDMolX] DNS g2 =

541 gl o] ipa dnsrecord-del & & &l 517 3 & o] A] 214 &} B ZE o] ) oF FH E ¢ & S}t H
A2 & FA G e) HE o Z ~del-all $4& A9 §9o JHEH 2E 2} A AFL]

® ipa dns history-del --help 3 % & & & /1] o}

7.8. &7} 2]

® Ansible & A}-§3}of [dM 2] DNS &l Z &= # 2] & FZ5FA] L.

=

77
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8 % ANSIBLE & X}-§ 3} IDM2] DNS & Z = #z]
o/ ZFoj| A1 = Ansible Z )] o] £--& A& 3}-of IdM(Identity Management) o] 4] DNS #] 2 = & & 2] 5}+= 11
S FF g IdM #2] 3= [dM o 4] DNS g Z =& F 71 7273, 214 & 7= Sl o} o] Fofl&= o5 44
/ Zg)E o] Sl ]
® Ansible & AF-g&3fef IdM o] A & AAAA DNS & Z = 7} 9l =X] &F9]
® Ansible & A}-&3fef IdM o] A & PTR DNS #] Z = 7} 9l=X%] 39/
® Ansible & A& 35fef IdM o)l of 2] DNS ] Z =7} 9 +=X] 8+¢]

o Ansible & A} 3] [dM o) o] 2] CNAME &) 2= 7} 9=x] &-9]

® Ansible & AF&-3}of IdM o] SRV g Z =7} Sl+=X] E-<]

8.1. IDM 2] DNS ] 57 =

IdM(Identity Management)<& c} F8F DNS 2] Z = & & ] ¢ §F1] o] o} 47) 7} 7} 3F XfF5= AF-&H 1 o}

A
SAE o] FFIPv4 Fao gl el 7] WO A BlHES] BlHE o] FL i P T AE o] F 9L
A FZE2]IP F2 7HS 192.0.2.1 7 72 IPvd =291 o).
A B FZE o) g §F 2} 8 1 §-& RFC 1035 of 4] FFZ 8}/ A] L.

AAAA
SAE o] 27 IPV6 E20) )3k 7] E 7 9L T} AAAA FHEQ] HlHE o] 2L 7 7+ FAE o] 29
o} IP F4 712 2001:DB8::1111 = 22 IPv6 #4291 o).
AAAA & o) ] 31 x}A 31 1] &2 RFC 3596 & #7514/ 4] 8.

SRV
AJH]5(SRV) 2] 2 ] L E = A B] 2 o] & 5 A ¥] =5 A )= 4] 1] 2] DNS o] F ] vj 3 g1]
of. o & £0] o] == 7‘%%13 LDAP ©] 2] ] g] 9} 7+-& A H] =& #a] 3= A1 B of] v B & 5= 9 £ 1] o).
SRV g7 E2] g|HZE o] F< service_protocol(d;’/ Idap._tcp ) ¢/ 1/ o). SRV ] Z =) g st 7+
Lol g aF AJH] 29 L9 FfER] EE WE, $AE o]Fo] EgrE L)
SRV #]7Z = o 0 3F 2}A) 3F 1] §2 RFC 2782 & FFZ 384 L.

PTR
FQE #ZEPTR)=IP F525 Er ¢l o] Fo) f 35} 938 DNS & Z=E 7} o).

]

7z

IPv4 220 o 61 ¢ W3} DNS %3] += ¥ = in-addr.arpa. =) ¢ o] % ] ¥ < v} g 5
S AL GO AL FO] 918 5= 9= & &) 9] o nl gt = 2= in-addr.arpa. = 1) 9] 0] =7}
H YEHP F29] F ol GRAFY O o F o] Y EHZ F2192.0.2.0/24 ©] 7§

- o/ gl o o/ 2 2.0.192.in-addr.arpa ¢/ 1] T}

N

PTR<] g5 = o] 52 RFC 1035 of X]g & Z 7 & 4] o]o]of 3] RFC 2317 ¥ RFC 3596 9 4] g%
ojof BT EAE o] Gle ) HEE Y4 oe s FAEe YA FAE o] Folojop gL
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FF7

87. ANSIBLE S A}-8-5}¢] IDM<] DNS g Z= #g

» EEgt.ip6.arpa. =1 9] 2] F & A1E-5}o IPve —/Z—é o s FYF FIE I 7=
9 ol L=} IPv6 ol S & & of] ) 3 X}4) 3 L) -£--2 RFC 3596 & X Z 514 A9,
DNS g| == gl =& F7}e) ] B g2 =0 ofE o] 7} H 8 5} ofi= F ol 72] 15/ A 2. o & &

CNAME g7 =)= 52 E o] Fo] B R3IX A FZEo=IP F27F ELg]ok IdM ¢ Ul 4] & 4]

M3t A= 7

EFU

o] Ze o] E vyl =F A 2=

8.2. ¢ vz 2] IPA DNSRECORD-* 51

o] 48 o) 4] =

g]—[[}//(]__.og.a‘ﬁ/“ o] =

T AR T

$410] sl & g o
o A(IPv4)

o AAAA (IPv6)

® SRV

® PTR

Bash o] 4] =
gslo] o2 JES FoJ g 7 Q]

F8Il Y= gH

5

- =
_— =

IdM(Identity Management) of] 7} 3+ & vF=] o] DNS 2] =2 2] =

--tektonoption={val1,val2,val3} <} o] curly braces 29 H3 2 7 EHH EZo] 7}

FoHoHs 949 BES} HEOZ o]

I

©
=

L}

--ttl=number 25 AT A 7S A I
--structured YA DNS HAEE FiE +A 3810 +23E FA o=
yek et o
F82"A"HFZE JH
¥4 =5 o A
--a- GUAYIAE EEAYIAE EE2S AGFUTH ipa dnsrecord-add
rec=ARECOR idm.example.com host1 --a-
D rec=192.168.122.123
AR IPF2E AMESt] A =7t= AglZ =5 w5 ipa dnsrecord-add
< AFYTh idm.example.com "*" --a-

rec=192.168.122.123 [2]


http://www.ietf.org/rfc/rfc3596.txt
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Yo
X
Y
of

o A
--a-ip- g IPFL2EAFFUL dZ=E HE A ipa dnsrecord-mod
address=strin I = S A A= AL —arec YUtk 2z }A @ idm.example.com --a-rec
g F=2 2243 o —a-rec A4S AL sle] A gl 2= 9 192.168.122.123 --a-ip-
A 7S A A FYUT A 72 —-a-ip-address &4 ¢ address 192.168.122.124
2 A-H Y

[a]°] AN & IP 5271192021239 st =st= A 2=S A4 gy

£ 8.3."AAAA" FlZ = 54

¥4 =5 o A
--aaaa- T AAAA(IPVE) 2= == AAAA B ZE 225 A ipa dnsrecord-add
rec=AAAAREC <3y rt} idm.example.com www --
ORD aaaa-rec
2001:db8::1231:5675
--aaaa-ip- Y= IPV6 FAE AFFUT P IZE=E HE o A IPA dnsrecord-mod
address=strin B IZE= S AP sE 48 --aaa-rec YUtk 22} idm.example.com --aaaa-rec
g A9 IZ=E 4743 v --aaaa-rec 34 A Y29 2001:db8::1231:5675 --aaaa-
AA 3k A4 sk o AHEFE Uk Al 32 --a-ip- ip-address
address &4 o7 A g U 2001:db8::1231:5676

Z8.4."PTR" g Z= 341

il o A

--ptr- G PTREYZE == PTRYZE E28 Ao} ipa dnsrecord-add
rec=PTRREC Au}ak DNS gl Z =8 %718 o) o= DNS aﬂ =5 F 122.168.192.in-addr.arpa 4 --
ORD 7}8k= AH& 2 ¥ wslo] ipa dnsrecord-add 3 & 3} ptr-rec
A AHEE = 49 olgel =g Ut ¢ Lﬂ}ﬁ o= server4.idm.example.com.
S2EIPFAEAADUEYIANA IP F4 9] vpx]
E=E2QUTH L2 A= 3 HA oA A= IPv4 F $ ipa dnsrecord-add
_1_7}‘ 192.168.122. 4?1 server4.idm.example.com 9/] 0-0-0.0-0-0.0.0-8-b-d.0-1 .0.0-2.i
PTRAIZEZE F713H ). = HA o A o] 4] &= reverse p6.arpa.
DNS —301"—21‘ g 000000008bd01002|p6arpa 1.1.1 .0-0-0.0-0-0-0-0.0-0-0.0 —
o F71gy . IP +4712001:DB8:1111 ¢l 5~ E ptr-rec
server2.example.com <] IPv6 &3 F < Yo server2.idm.example.com.
--ptr- HEZES] S 2E o] 55 AFF T
hosthame=st
ring

#8.5."SRV" g2 & 54
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5

--Strv-
rec=SRVRECORD

--Srv-
priority=number

-=-SIFv-
weight=number

-=Srv-
port=number

-=Srv-
target=string

T} el

87. ANSIBLES A}-8-5}¢9] IDM2] DNS g 2= &

o9
G SRV Y I EE=SRV Y IE ZES

K=y ‘45} S22 oA o)A _Idap._tcp
=SRVE A= UskAu A 88 2 AA
TR EFS H P srv-rec 5412
priority, weight, port % target z+< & ©] 3
Ut} o o] A 51 % 492] weight ZF& 10077}
7vstal 574 H A =T AMEH = g F

A %
swEgz ey

EﬂiE',] 0/\{ HE }ﬂ;(-]é‘]—],]xjr A{H]/\
P SRV EIZE=7AH ] AL 5
A=Ytk ¢4 £=91(0 - 65535)= H =
o A8 A, ¢4 e RS

R L B
EAES

WA sl of P T

e

PN
T2
ib_
T

gl

dEel 3RS 49T
A %919 SRV Al == 24 & A sk o
E&o] HUth 44 7hE A 100744
Fhslok kel 54 W SES} AL E = e
(#2)2 tergy o
o A A

29 ZEE AR T

1:01'

N TXE
Y

£

® jpa dnsrecord-add --help = & &/ 3} 1/},

o A

# ipa dnsrecord-add
idm.example.com _ldap._tcp --srv-
rec="0 51 389
serverl.idm.example.com.”

# IPA dnsrecord-add

server.idm.example.com _ldap._tcp
--srv-rec="1 49 389
server2.idm.example.com”

# IPA dnsrecord-mod
server.idm.example.com _ldap._tcp

--srv-rec="1 49 389
server2.idm.example.com" --srv-
priority=0

# IPA dnsrecord-mod

server.idm.example.com _ldap._tcp
--srv-rec="0 49 389
server2.idm.example.com." --srv-
weight=60

# IPA dnsrecord-mod
server.idm.example.com _ldap._tcp
--srv-rec="0 60 389
server2.idm.example.com." --srv-

port=636

8.3. ANSIBLE £ A}-§3}<f IDMo] A & AAAA DNS |2 =7} 9l==] 89/

o] 4 o) 4] =

AAAA FlZE 7] 9=

IdM(Identity Management) Z2] 27} Ansible
=] 819] 5)i=

Z)0) 5
£ BejFi]h ope) Hpo) AHE

o 4o 4 1dM #2) 3=

idm.example.com DNS & <7 o host1 4 A D AAAA Bl HZE T} 9l =X 3F9] k1] o

A1 87 A1

® Ansible HE Z 2] o ansible-freeipa 7] X & X U TF ZEZA4 20 GAZE

B

o [dM #e) 3} eFe & & Sl o

A l= TAE

2 Ag o] 5 IdM E2EQA Y

3
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82

idm.example.com ¢ &7 o] &) 5} IdM DNS o) 4] #-2] $F 1] o} IdM DNS o] ] 7] 2 DNS

ek
TFSHE W B 8k 34 8 8-S Ansible F2) 0] 53 AHg 5o IdM DNS § 9 #e] & =3}

Al 2.

. /usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] g/ £} 2] Z o] & gF1]C].

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

ol Ez 2L 7 745 = IdM Ai 1] 7} [ipaserver] 2] o] 1} & & o] 9l=x] 8o] g}1] )
o & £ o] server.idm.example.com & 4] 5}%= 2 Ansible o] X] A] 3}2] 7 T}

o
ﬂllo
iy
i)
w
N
£

I [ipaserver]

server.idm.example.com

. ensure-A-and-AAAA-records-are-present.yml Ansible Z & o]% 7} Q& EAlgiL]r] o] & &

27 Z2E

$ cp ensure-A-and-AAAA-records-are-present.yml ensure-A-and-AAAA-records-are-
present-copy.yml

H 7S ¢]3)] ensure-A-and-AAAA- records-are-present-copy.yml 7+ 9 & ¢ 1] O},
ipadnsrecord 2} ¢} 4 {0 4] OF S B +E H g oo Y-S FF g o
® jpaadmin_password ¥ =Z |dM #2) 3} o 2 &g g o)

® zone_name ¥ 5=Z idm.example.com © Z 7§ §} 1] L}

T )

=0/

® records =] 4] name ' =Z hostl Z ¢/ 5} 37 a_ip_address # == 192.168.122.123 =

49 5] o

® records =94 name ¥ 5=Z hostl Z ¢/ 5} 3/ aaaa_ip_address W Z 1 Z 43 3
.
o] = g A o A o] A] 5= H Ansible Z o]+ ¥} 9] 1] T},

- name: Ensure A and AAAA records are present
hosts: ipaserver
become: true
gather_facts: false

tasks:
# Ensure A and AAAA records are present
- name: Ensure that 'host1' has A and AAAA records.
ipadnsrecord:
ipaadmin_password: Secret123
zone_name: idm.example.com
records:
- name: host1
a_ip_address: 192.168.122.123
- name: host1
aaaa_ip_address: ::1

1]
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87%. ANSIBLES A} 83} IDMe] DNS 9| Z= 77
6. 7o A G
7. EoojBe J o)

$ ansible-playbook -v -i inventory.file ensure-A-and-AAAA-records-are-present-
copy.yml

® |dM2]DNS & Z=E FZ5F] A L.
o /usr/share/doc/ansible -freeipa/ t] 2l & 2] 5] README-dns history.md 7 %S 3 5} £/ A] £.

e /usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] 2 £] 2] ©] # Z Ansible Z &) o] &2 7
Z AL,

8.4. ANSIBLE £ *}-§8 35}/ IDMojJ] A & PTR DNS & Z =7} Ql=X] <]
o] A 4 o 4] &= IdM(Identity Management) # 2] X} 7} Ansible Z &) o] 5 A}-§ 3]o 5] gF PTR &) 7= 9} g}
7] £ 1AM 5 2 E o] istA g Z =7} Q=] 81016k WS H o s o) of g HXfo)] AFE-E o o 4]
IdM # 2] }=idm.example.com ¥ <7 of] IP =3~ 7} 192.168.122.45 9] hostl 9] A & PTR | Z =7} =X/
ol gt ot
AFE 27 ALg

® Ansible HE Z &/ o ansible-freeipa 7] ] E & X Y5k Z24 20 GAE JP = T2E
2 RER=s

o [dM #2|x} ok E a7 Y
e idm.example.com DNS % & o] E#jj 5} |dM DNS o] 4] 2] §F1] o}, [dM DNS o] 4] 7] 2 DNS % &

& Z7pale Yol o & A4 3 - §-2 Ansible 0] 4.2 418101 IdMDNS & el #2] & =
5H442.

1. /usr/share/doc/ansible-freeipa/playbooks/dnsrecord U] 2/ £} 2] = o] & gF1] ]

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2. oWl Ee FYL d FY 5k =IdM 4] B 7} [ipaserver] 4 o) 1} G =] o] $l=x] s}l gfi] o).
o] & £ o] server.idm.example.com & 4% 3}.%= 2 Ansible o] X A] &}-&] H £}-<-

ﬂllo
iy
N
x
N
K

I [ipaserver]

server.idm.example.com

3. ensure-dns history-with-reverse-is-present.yml Ansible & &) o] % 17} & o] A} M & vlF1] ). of

= 59 o&F Ze

$ cp ensure-dnsrecord-with-reverse-is-present.yml ensure-dnsrecord-with-reverse-is-
present-copy.yml

»
&

7 & 93l ensure-dns history-with-reverse-reverse-is-present-copy.yml 7} &5 ¢/ 1] C}.
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5. ipadnsrecord =} ¢} o] A] T ¥E HY 5] & =G
® jpaadmin_password W =Z |[dM Z 2] X} oF 5 2 &g gL o}
® npame #<=Z hostl Z &% g1 o)
® zone_name ¥ 5=Z idm.example.com © Z 7§} 1] U}
® p address ¥+ 192.168.122.45 = &g ¢/ 1]}

® create _reverse ¥ Z yes Z & L U}
o] = ) o Ao 4] 5% E Ansible Zg]o]%- 712 9] 1]}

- name: Ensure DNS Record is present.
hosts: ipaserver
become: true
gather_facts: false

lasks:

# Ensure that dns record is present

- ipadnsrecord:
ipaadmin_password: Secret123
name: host1
zone_name: idm.example.com
ip_address: 192.168.122.45
create_reverse: yes
state: present

6. 7e A G

7. FElo]FS Yo

$ ansible-playbook -v -i inventory.file ensure-dnsrecord-with-reverse-is-present-
copy.yml

o [dM2]DNS g7 =2 FFZ54 AL,

® /usr/share/doc/ansible -freeipa/ T] 2l & 2] o] README-dns history.md 5} & - &= 5} 4] A

~

2.
e /usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] 2 £] 2] ©] # Z Ansible Z &) o] &2 7
Z AL,
8.5. ANSIBLE £ #}-& 3}o] IDMoj] o] 2] DNS & 7Z.E 7} Y==] 3-9]
o] 4] 4 o] 4] = IdM(Identity Management) 2] X} 7} Ansible Z &) o] £--& A}-& 8o o 2] zlo] £ IdM

DNS #]z=of] 75 o] QEX 896l WS Hoji]o) ofaf F o] AL&E o oA IdM # 2] 2}-=
idm.example.com DNS % ¢ o]] host1 o] 0] 3} of 2] A & Z =7} $l=%] 8ol g}1] .

A1 87 A1

® Ansible # EZ&] 9 ansible-freeipa 7] ] & H ) 5o} ZZ420) G F A5l TAE
i2arh=g
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87. ANSIBLE S A}-8-5}1o] IDM2] DNS | Z=

ldM #e] =} et & ¢ &1

e

idm.example.com % & o] Exj 5} |[dM DNS o)) 4] # 2] §F1] o} [dM DNS o] X7 7] DNS ¥ &5 &
=

Tpahe WOl o 3 A 3 th-£-E Ansible Z 0] 52 4185151 IIMDNS &9 #2] & FZ 4
8.

. /usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] g/ £} 2] =2 o] & gF1]C].

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

ol E ] 7L I 7+ 5ta) = IdM A1 B] 7} [ipaserver] 44 o] 1} & E] o] 9li=x] g-9] §F1] T}
o] & & o] server.idm.example.com & %] 5} %= 2 Ansible o] x| X] 5}& 1 0}5& ¢/ & g} ).

server.idm.example.com

I [ipaserver]

. ensure-presence-multiple-records.yml Ansible & 2] o] % 3} &) o] A} 2 plg1] o) o] & Fof o}

o P&y,

$ cp ensure-presence-multiple-records.yml ensure-presence-multiple-records-
copy.yml

&

7 & = 9| == ensure-presence-multiple-records-copy.yml 7 & & ¢ 1]l

. ipadnsrecord z}$] <)o) A] O} ¥ =5 % sfof 7L ZH gt

e jpaadmin_password ¥ =Z |dM #2) 3} 9 2 &g g o)

records 2] o] 4] name # <Z hostl = &g g1k

records 2] % 9] 4] zone_name ¥ +E idm.example.com © = &g gl1jC]

records 49 x] a_rec HE 192.168.122.112 = &% 3137 192.168.122.122 = 43 g} 1] C}-

records 4] oA = Bl A B =F g o] g o)

o name 5~ hostl 2 &g $F1] ).

© zone_name ¥ 5=Z idm.example.com © Z 7§} 1] T}
°© aaa_rec W= 1 2 HG g

o] = & A o o #] 3 # Ansible Z ) o] & 7} 9] ]

- name: Test multiple DNS Records are present.
hosts: ipaserver
become: true
gather_facts: false

lasks:
# Ensure that multiple dns records are present
- ipadnsrecord:
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ipaadmin_password: Secret123
records:
- name: host1
zone_name: idm.example.com
a rec:192.168.122.112
a rec: 192.168.122.122
- name: host1
zone_name: idm.example.com
aaaa_rec: ::1

6. Fe A G

7. FElo]FS Yo

® |[dM2]DNS #] 7 =2 FZF4A]L.

e /usr/share/doc/ansible -freeipa/ t] 2l &= 2] ] README-dns history.md 5} & - &= 5} 4/ A

~

o
.

e /usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] 2 E] 2] ©] # Z Ansible Z &) o] &2 7
FHA] L.

8.6. ANSIBLE & A}-§& 3} IDM9j] of 2] CNAME & Z =7} =X 8+9]
Canonical Name 2 Z =(CNAME #]Z5) = 3f1}o] Er 9l o] F¢] B3 & ofZ o] F¢] - o] F 2o = nf

2 3}+=DNS(Domain Name System) 2] 2] &2 g7 = %3 ¢/ 1] O}

B IP o)A of 2] A H] A5 83 T o) CNAME & ZE( o) FTP A1 5l ¢ 18] 2) 7} 22} -2 &
Eo) 4] JYH = S AT+ gk

o] 4] 4 o] 4] = IdM(Identity /Vlanagement) #e] X7} Ansible Z 2 o] F& A1 8} of I[dM DNS o f 2]
CNAME #|5Z =7} Qli=R] 91 e}= B & Hof g1 o ofaf] H o] AF&E < 9 4] host03 & HTTP A H/
OIFTP Al @]k [dM # 2] X}= ldm.example.com % o7 o] hostO3 A ] Z=2] & ftp CNAME #|Z =7}
U= el gl o).

ALE 2 AL

® Ansible Z1EZ &9 ansible-freeipa FJ7] X & A X &1 Z2A4 290 A E JF 5= s 2E
9 l.

® [dM #2AF e EF L Y]

® jdm.example.com ¥ & o] =45} IdM DNS o A] #2] gf1]c]. IdM DNS o 4] 7] 3 DNS ¥ 92 +
Z}ef= B off o of X}A) $F 1] &2 Ansible Z )] o] 52 A}-&3} <] IdM DNS g 9 #z] &2 314 A/

.

® hostO3 A #HZ==idm.example.com ¥ 9 of Qls1]}.

1. /usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] 2] E] 2] 2 o] & gF1]}.
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87. ANSIBLES A}-8-5}¢9] IDM2] DNS g 2= &

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

Wie] 5de & 7452 = 1dM A1 v] 7} [ipaserver] 4] o] 1} & 5 o] gl=X] 82l g] . of
= 0], server.idm.example.com 2 2% 5] %= = Ansible of] X]A] 5}& ¥ ]2 ¢/ & g} ]

o]
l_
=
=

[ipaserver]
server.idm.example.com

. ensure-CNAME-record-is-present.yml Ansible Z 2] o] & 5} 2 o] A} 2 vlEL]r}. o] & o] O
=3 gy

I $ cp ensure-CNAME-record-is-present.yml ensure-CNAME-record-is-present-copy.yml|

. HAF & 5 9 =5 ensure-CNAME- records-is-present-copy.yml 7 ¢/ & 1]},
. ipadnsrecord =} ¢] £] 3o A] tf5 W& Hg o] HdE =F )
o (MY A} Fio] o]F o= Aot HFgES Y
e ipaadmin_password #H+Z IdM # 2] 3} ¢Fs 2 g gl
® zone _name ¥ +Eidm.example.com 2 2 &g g}
® records ¥ A {HoA] o5 ¥4 X ghe HY g
o npame HT+Ewww Z HF gl
o cname_hostname ¥ 5=Zhost03 © 2 &3 g1]r]
© name HW4Eftp 2 Hg gl
o cname_hostname ¥ 5=Zhost03 © & &3 1]}

o] = & o A o x| -8 &l Ansible Zz] o] & 7} ¢ 1] T}

- name: Ensure that 'www.idm.example.com’ and 'fip.idm.example.com’ CNAME
records point to 'host03.idm.example.com’.

hosts: ipaserver

become: true

gather_facts: false

tasks:

- ipadnsrecord:
ipaadmin_password: Secret123
zone_name: idm.example.com
records:

- name: www
cname_hostname: host03

- name: ftp
cname_hostname: host03

3
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I $ ansible-playbook -v -i inventory.file ensure-CNAME-record-is-present.yml|

T} E] £
e /usr/share/doc/ansible -freeipa/ T] 2] &= 2] o] README-dns history.md 7} -2 FZ 5}/ A] 2.

=

® /usr/share/doc/ansible-freeipa/playbooks/dnsrecord r] 2] ] 2] o] #1 Z Ansible Zzj o] 52 7
KA L.

8.7. ANSIBLE & A}-§3}<f IDM 9] SRV 2] Z =7} Sl =X 2FQ]

AR
DNS #]B] A(SRV) g Z == = Q1o 4] AF& 8 4 = AJH]20] $2E o] 5 FE WS, A5 TZEF, P
M 9] 2 Il E F o] g] ] IdM(Identity Management) o] 4] SRV #] Z =& Al-& 71&} IdM A] v} ol 2
AES e 7 st
o] & .4 o] A1 = IdM(Identity Management) # 2] X}-7| Ansible Z &) o] -2 A}-§ 35} of IdM DNS 9] SRV = =
E7F A=A 80lsl= WS B ojsilol ofg HRJo) ALgH o oA IdM 2] A=
_kerberos._udp.idm.example.com SRV &]Z=7}10 50 88 idm.example.com 9] g0 Z 9=Xx] 8ol g}L]
t}. o] g7 5} o5 glo] H-gH ol

o xjH]29o] X FP]E 100 =2 HF

o H|x9] 7} E 500 2 g g

o AH]2ox] Al E T FEE 8802 4T

A1 87 A1

® Ansible 7 E Z & 9] ansible-freeipa Z7] A & E A 5. ZZA4 290 GAE P s5l= 2 E
9.

o |dM Fe]z} ots E 4 Q4]

e idm.example.com ¥ ¢} o] Exj 3} IdM DNS o] 4] #2] g}1] }. IdM DNS o x] 7] 22 DNS ¥ 9] 2 =
7HSHi= Yol F 9 A B2 Ansible 2] o] -5 A8 572] IdM DNS <] +12] 312 51414

,!_-

1. /usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] 2] E] 2] 2 o] & gF1]}.

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

wEe] 7S dv 74512 =IdM 4] 8] 7} [ipaserver] 4] { o 1} & 5] o] gl==] gFolg}r]]. of
=], server.idm.example.com & 2% 5} == Ansible o] X] A] 5} & H O] 3< ¢/ & gL}

oj
1_
=
=

server.idm.example.com

I [ipaserver]
3. ensure-SRV- history-is-present.yml Ansible Zgj o] & 3} J o] A 2 vl51]r]. o] & Fo] 0%
725

I $ cp ensure-SRV-record-is-present.yml ensure-SRV-record-is-present-copy.yml
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87. ANSIBLES A}-£ 3}o] IDMe] DNS & 2= o

4. FHgF & 4 Q== ensure-SRV- history-is-present-copy.yml 3} 9 2 ¢ 1] }.
5. ipadnsrecord Z9] 404 T-g W& 4 dlo] FeL ZHFT

® jpaadmin_password W IdM # 2] X} ¢Fs = &g gl

® npame Y= _kerberos._udp.idm.example.com 2 2 &g ]},

® srv_rec ¥+E"10 50 88 idm.example.com' 2 2 &g gl ]}

® zone _name ¥ -+Eidm.example.com & Z &g g}
o]i= @A ool tal -5 H Ansible Z#] o] 5 5 ¢ 9J 1]},

- name: Test multiple DNS Records are present.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure a SRV record is present

- ipadnsrecord:
ipaadmin_password: Secret123
name: _kerberos._udp.idm.example.com
srv_rec: ’10 50 88 idm.example.com’
zone_name: idm.example.com
state: present

6. AL A FFIh
7. Fdo]3g AYFIh

I $ ansible-playbook -v -i inventory.file ensure-SRV-record-is-present.yml

® [dM2] DNS #| 7= Z FZ 514 A] 2.
e /usr/share/doc/ansible -freeipa/ tj 2 &= 2] ] README-dns history.md 79 #-Z 514/ A] 9.

e /usr/share/doc/ansible-freeipa/playbooks/dnsrecord rj 2 E] 2] o] #1Z Ansible Z &) o] 52
Zol A L.
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Red Hat Enterprise Linux 9 ID #&] o] 5] DNS #+¢}

9% IDMjj 4] ¥ & DNS & 2 E o] F AL§

FHA) F] o] 1 oF 9] 62 yrx] 51.7] 4l DNS =31+ IdM(Identity Management) FaJo] A EJi] 7] A o
Z H| Y35 o] st o F Eo] 3G A7} E=n 212] DNS 4] v] 9} & 2 EZ Ao] 5l+= 3 -7 34 A=t
B 9} 7re e § 2 E o] F2 A 5] oJmalicious.example.com 2} 7+ f/},’%l BSEEZ T = Q5
Lo}, o] G- AF§ A= o g o= Al vl o] 4 g

of oA = 1dM Fefo] dE oA § A EXE o] FS ALE

\O'll'

=By g

91 T2E FAof] B3 F7)
7/—5/—‘;’25_’ ipa-client-install 3 2 A}-§ 51o] 5= 5 [dM(Identity Management) Za}-o] 1 & o 4 4] 5]
Z3oA] Fe FAE o] 2L )L 5 Qlit] ). o E Zo] Al-G R} A H] X o] WA
host/demo@EXAMPLE COM tj ] host/demo.example.com@EXAMPLE.COM vk Al-& & = Ql51] I}
o] 4 & o 4] = Kerberos FA o 3L Fr}ali= Wil e 43 o) = /etc/krb5.conf 74 o 4] &2 E

o] F g EZY 7 ATk A S &L Fe}o] 9= 0] AH] = FA| o] EXE o] F E i) E FE e
HA]2.

A 27 AL
o 1M Za}o] 9l E s} 4 A5 o] Y],

o SAE o2 yEYZA 25 FT

1. admin AR} =2 IdM o 21 5=gF1] .
I $ kinit admin

2. W3S s A2E FH o] FIIg]. o 5 5o/ demo.examle.com & XE FA o gl 2 WF S F
ste]l 22 AP 7.

I $ ipa host-add-principal demo.example.com --principal=demo

9.2. Felo] ¢l E] A H] 2 FA| O] & 2E o] F 73] gy 5}

o] A= Fefo] o o] AH] 2 FA oA ELE o] 5 HFeE BY e BHL 4P

BAE FH o) WY Fopo) HHH ) FAE FA) WY LAE e G HEHGE BYIL L U
1)t
A 27 AP

® |/dM(Identity Management) &2} o] 91 EZ} & 3] 5 o] Q5 1]}
® root A&} = IdM F 2} o] 91 E o] Z 7915 o] Q1]

® SAE o]FL2 Y EPFoA] FFgL

@3
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97%.IDMoj| A A2 DNS 3 2~ E o] F A8

1. /etc/krb5.conf 712! 9] [libdefaults] 47 # o] 4] dns_canonicalize_hostname =oj 7}] ¥ 5= false =
49 g

[libdefaults]

dns_canonicalize_hostname = true

9.3.DNS 3~ E o] 2 g3l 7} G435 T AE o] Z AL 54
Za}o] o E 9] AJH] 2 FA oA FAE o] F 3
dns_canonicalize_hostname = true = &

$40] Az

3] o] &3 H tj Z/etc/krb5.conf 7} & o 4]
vl A H] 2 FA o) A EAE o] B2 ALE-E ] T PL

e [dM(Identity Management) 873 o] 4] = & = E /demo.example.com@EXAMPLE.COM=} 72
AH| 2= FA| A HA S2E o] F 2 AL S+ QT

® [dMo] gl 817 o] x]= RHEL & E 7} AD(Active Directory) =rj ¢l 9] 724 ¢l o = H Z-2AD &

W9l 7= & 2/(DC) 7} AD ] 555 141 2] sysfs o] Zo] o o Al H] = 73] & 1502 Y4 57] uf
2o F7} 2] A} 3] B2 1T,

o1
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