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I [root@server ~]# dnf install ipa-healthcheck
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e --failures-only &4 & A}-& 31 ipa-healthcheck 7 ¥ 77 ¢ 72 W w3y} &4 3] 2458}
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I [root@server ~]# ipa-healthcheck --failures-only
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I [root@server ~)# ipa-healthcheck
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1. systemd E}o| v & &4 st ot

# systemctl enable ipa-healthcheck.timer
Created symlink /etc/systemd/system/multi-user.target.wants/ipa-healthcheck.timer ->
/usr/lib/systemd/system/ipa-healthcheck.timer.

2. systemd E}o| ¥ & A Z3H o,
I # systemctl start ipa-healthcheck.timer
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4. /etc/logrotate.d/ipahealthcheck s} oA 27 A2 = A4 g}
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6. 21 WA E A&t crond M| 2~7F &g st o A=A FA g ok

# systemctl enable crond
# systemctl start crond
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I # systemctl start ipa-healthcheck

A= g2l ste] | /var/log/ipa/healthcheck/ & o] F3atod =27t Zut2A B4 H A=A gy h
1.6. 37} 8 &2

o 1AM H A7 ALE oS wew IdM AH) A7 AFE el g A8 S AR AL

o /K‘]H]_/_‘:Q'O

REY

3


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/checking-services-using-idm-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment

Red Hat Enterprise Linux 9 IdM A ] A7 & A1 &3] IdM 87 R U

o IdM 2 AD A 5] 4 3¢l

o 914 5l



https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/verifying-your-idm-and-ad-trust-configuration-using-idm-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/verifying-certificates-using-idm-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/verifying-system-certificates-using-idm-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/checking-disk-space-using-idm-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/verifying-permissions-of-idm-configuration-files-using-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/checking-idm-replication-using-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment

274 IDM el 7 & AHg 5hel Au] 2 Sl

27.IDM Zge) 4= Abg-she] Ar) 2 8]l

o] A = Healthcheck &< AF-8-3to] IdM(Identity Management) 4] B o] A A&} R U E] 8 A H]
A gyt

{0

A4
1 oh

1>_

A S &2 [dMe] A A AS 2 EAA] Q.

21 AH = A8 A4 HEE

Healthcheck &9l = |dM A 8] 27} A 8 =] 31 Q) A] ¢F-&-X] 82l 5l= H| 2E 7} A 3HE o] MHHD}. o] Bl X
Ex A4 Q' A2} e Eﬂ*EOM A9 e 5 oY) el 2 ok aheby = E A u 27
WA A FAA AP 2 b UE BE H2E 3 A% 5 JHYTh

ZE MH 2 H2EES B W -list-sources 34 S 214314 ipa-healthcheck & 43 31t}
I # ipa-healthcheck --list-sources
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® certmonger
® dirsrv

® gssproxy

® httpd

® ipa_custodia
® ipa_dnskeysyncd
® ipa_otpd

® kadmin

® krb5kdc

® named

® pki_tomcatd

® sssd
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e xH] 2 H| 2ER X3} --source=ipahealthcheck.meta.services

o 7, 0F W Mu| el A 473 E4| £ Healthcheck 2 A& sle ™ thS-S 48 gyt
I # ipa-healthcheck --source=ipahealthcheck.meta.services --failures-only

BlaEo ¥l 257} A HU T
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Au) 2 Z st A e A 3s ol o 9 gAY ok

"source": "ipahealthcheck.meta.services",
"check": "httpd",
"result": "ERROR",
"kw": {
"status": false,
"msg": "httpd: not running"

}
}
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Healthcheck &0l &= A8 7} 3 o) 2= 27HS 8¢l 6= H| AE 7L 3t E o] &Y th v 2= o 27

o o pE4
o] R ko the T e BA VL WA & 5T

/var/lib/dirsrv/ 1024
/var/lib/ipa/backup/ 512
/var/log/ 1024
var/log/audit/ 512
/var/tmp/ 512
tmp/ 512
REH2ZEE UIsizy ™ --list-sources 342 218319 ipa-healthcheck < 4 3] 1 o}

# ipa-healthcheck --list-sources

g Al 2" F7F 7 A} H) 2~ E = ipahealthcheck.system.filesystemspace 4~ 2~ o}2j of] v X] 5 L o}

FileSystemSpaceCheck
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o e 5H AP 55 H=Ed ts)] Ay
Healthcheckol = W& H| 2E7 23 H o] Qo a2 op33 o] 245 FE F AdFUTh
o TE AHFZ EAE A < --failures-only

o I 7+ AALEHI~EN X3 --source=ipahealthcheck.system.filesystemspace
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I # ipa-healthcheck --source=ipahealthcheck.system.filesystemspace --failures-only
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"source": "ipahealthcheck.system.filesystemspace”,
"check": "FileSystemSpaceCheck",
"result": "ERROR",
"kw": {
"msg": "/var/lib/dirsrv: free space under threshold: 0 MiB < 1024 MiB",
"store": "/var/lib/dirsrv",
"free_space": 0,
"threshold": 1024
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REHZEZE 1A -list-sources 412 A}-4-31o] ipa-healthcheck < 213 31t}

I # ipa-healthcheck --list-sources

1< A3 2~ E = ipahealthcheck.ipa.files 22~ o} o] 9l Th

IPAFileNSSDBCheck

o] B 2~ E o] A = 389-ds NSS ©] o] E] #| o] 2~ 2l CA(S1 = 7] %) €] o] E] v o] 2~ & el §H ). 389-ds ©]
o] ¥l v o] 2~ = /etc/dirsrv/slapd-<dashed-REALM > 3] o1 CA d] o] E] v o] 2~ &= /etc/pki/pki-
tomcat/alias/ i )<Yt}

IPAFileCheck
o Bl REd A = v d g gk

e /var/lib/ipa/ra-agent.{key|pem}
e /var/lib/ipa/certs/httpd.pem

e /var/lib/ipa/private/httpd.key
e /etc/httpd/alias/ipasession.key
e /etc/dirsrv/ds.keytab

e /etc/ipa/ca.crt

e /etc/ipa/custodia/server.keys
PKINIT7} &4 3st€ 742

e /var/lib/ipa/certs/kdc.pem

e /var/lib/ipa/private/kdc.key
DNS7} +74 € 7%

e /etc/named.keytab

e /etc/ipa/dnssec/ipa-dnskeysyncd.keytab

TomcatFileCheck
o] H|AE A= CAZF A E A9 U X tomcat & 39S 31 g o)
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e /etc/pki/pki-tomcat/password.conf
e /var/lib/pki/pki-tomcat/conf/ca/CS.cfg

e /etc/pki/pki-tomcat/server.xml
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4.2. HEALTHCHECK S A} g 3to] 74 o1l 2

o] A A o] A = Healthcheck &5 A}-& 3} IdM(Identity Management) A1 1] ¢] 74 31 o] th3l =5 &
FE HEES ATy

Healthcheck &= W g§|AE 7} 285 0] gJ&Uth A23E= o3 o] =434 9)

o))

U

o T E QI HAE A 9 --failures-only
o i d H3HAEY ¥3) --source=ipahealthcheck.ipa.files

1 1dM 74 5hel 254 o
A EA S E e

pid

A3k o) 3+ Healthcheck | ~2EE A sled A, 07 2 A 7+3st &
o]
H

I # ipa-healthcheck --source=ipahealthcheck.ipa.files --failures-only
Bl 2~Eo] 9l B2 s st EAFHU

I # ipa-healthcheck --source=ipahealthcheck.ipa.files --failures-only

f]

A 3 E| R E oA

e
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{

"source": "ipahealthcheck.ipa.files",

"check": "IPAFileNSSDBCheck",

"result": "WARNING",

"kw": {
"key":"_etc_dirsrv_slapd-EXAMPLE-TEST_pkcs11.txt_mode",
"path": "/etc/dirsrv/slapd-EXAMPLE-TEST/pkcs11.txt",

"type": "mode",

"expected": "0640",

"got": "0666",

"msg": "Permissions of /etc/dirsrv/slapd-EXAMPLE-TEST/pkcs11.txt are 0666 and should
be 0640"

}
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I

HZEE gz d --list-sources 342 A2-5}¢] ipa-healthcheck & 23 g},
I # ipa-healthcheck --list-sources

DNS @ Z = Z A} °H| 2= E &= ipahealthcheck.ipa.idns 4~ 2] 8] X] 1 t}.

IPADNSSystemRecordsCheck

o] H|ZE|| A & /etc/resolv.conf 3+ o] x4 ¥

H 3 WA 2 By -S AHE-519] ipa dns-update-
system-records --dry-run @ = o] x] DNS g2 =& 3—5}?1%“/] . gz==1
o}
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5.2. 4 B9 52 ALE
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o] A A o] ] = Healthcheck &
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Healthcheck &&= %
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57%.IDM g ¥4 -2 AH-8-5to] DNS gl 2= <l

DNS @l 2= A2 dgaed 022 g3
I # ipa-healthcheck --source ipahealthcheck.ipa.idns

G A=

i
g

5lol & 4= 9= A$ H| AE A result= SUCCESS £ ut3l3h ).

"source": "ipahealthcheck.ipa.idns",
"check™: "IPADNSSystemRecordsCheck",
"result”": "SUCCESS",
"uuid": "eb7a3b68-f6b2-4631-af01-798cac0eb018",
"when': "20200415143339Z",
"duration": "0.210471",
"kw'": {
"key": "_ldap._tcp.idm.example.com.:serveri.idm.example.com."
}
}

o2 o] == 57h ol ok AR SHA % A4S ¥l 2=E0] 4 WARNING 2 whagch.

"source": "ipahealthcheck.ipa.idns",

"check™: "IPADNSSystemRecordsCheck",
"result": "WARNING",

"uuid": "972b7782-1616-48e0-bd5¢c-49a80c257895",
"when": "20200409100614Z",

"duration": "0.203049",

ka": {
"msg": "Got {count} ipa-ca A records, expected {expected}",
"count": 2,
"expected": 1

}

man ipa-healthcheck & Z=x34 A1 2.
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I # ipa-healthcheck --list-sources

EZ Z A H 2 E = ipahealthcheck.ipa.topology 2 ipahealthcheck.ds.replication 4= o} of] Hj
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HliEo] dvsiE Ml AEGA 97 F EE YR Be ¥4 Aos e 07T vy

Ik

H2E7H33std HEEdA 748 =S vy
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6. 48l 242 AHg-3to] IDM 24 3Hel

5 L

2E = =42l 9 ca HvulAl =5 O3] ipa topologysuffix-verify
BS Adg(e] A8 AF 71#HE FAs= A F).

ReplicationConflictCheck

H| 2= E A= LDAP ¥ A (&(!(!(!)=nsclass=nstombstone)(nsds5ReplConflict=*) 2] &4 &S 7
A g o

o] A A4 A& Healthcheck == A}-&3}o] IdM(Identity Management) 23] EZ g %] 9 34 9] =
2 APy 5 H2A2EE A9

Healthcheck E9l= 22 HIEZE7 X3tH0o] Jloeng g3 o] 2342 @53 5 JdFUo-
B A F% "2 E: --source=ipahealthcheck.ds.replication

LulE EZ 2 X H| 2 E: --source=ipahealthcheck.ipa.topology

A 27 A

[ ]
e A7 " 2E = root A& A= $=33 3] oF g}

1w e

o
tilo
o
)
i)
L
v

Healthcheck 54| 3= 2 EZ =3 AL

i

A3

# ipa-healthcheck --source=ipahealthcheck.ds.replication --
source=ipahealthcheck.ipa.topology
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4 744 2 A#7} b U h

[ ]
SUCCESS-testd7l Az & o =2 S3HAEFUT.
{
"source": "ipahealthcheck.ipa.topology",
"check": "IPATopologyDomainCheck",
"result": "SUCCESS",
"kw": {
"suffix": "domain"
}
}
[ ]
A HEET SHHJAD FA7E AL S AU
[ ]
ERROR-databind-test”} 2 3] 3l & ¢}
{
"source": "ipahealthcheck.ipa.topology",
"check": "IPATopologyDomainCheck",
"result": "ERROR",
"uuid": d6ce3332-92da-423d-9818-e79f49ed321f
"when": 201910071154492
"duration": 0.005943
"kw": {
"msg": "topologysuffix-verify domain failed, server2 is not connected
(server2_139664377356472 in MainThread)"
}
}
[ ]

H2E7F dofsta IdM A 8] 7] 5ol 43S myd.

man ipa-healthcheck & Z =342 2.
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74.1DM 3ol 72 A-§-5ko] IDM % AD 2| 74 8¢

77. IDM 738} 75 AH8-5to] IDM 2 AD A1 =] 4 &<l

o] A M o) A = IdM(Identity Management)<] Healthcheck &2 o] 3|l 5}32 A3t IdM 2 Active
Directory 413 ¥4 & 243} dl =& §Udh

7.1.IDM 2 AD A5 A8 A4 6| 2E

Healthcheck £l = IdM(Identity Management) 2@ AD(Active Directory) 21 =] A €] = H 2ZE 3=
o g3 o] HAEVE 23HE o] JHFH T

I

A2 g 2AEZ el A --list-sources 34 S X183l ipa-healthcheck 2 2 3 g o).

=
I # ipa-healthcheck --list-sources

ipahealthcheck.ipa.trust &2 o}l#jloll A R E H2EZ 22 & JFUTh

IPATrustAgentCheck
ol HEEX = A &dlo] A= do]dE=R 744 ¢ SSSD 244 & Ao
letc/sssd/sssd.conf 2] Z} =v| Q1] tj3f id_provider=ipa 7} ipa_server_mode 7} True 21%] &2l
I

IPATrustDomainsCheck

o] H| £ E 9|4 = sssctl domain-list o] =<l E-5& IPA =<1 A 9] 3} ipa trust-find ©]
= ¢l B3} v w3lo] A o lo] SSSD | <13} AU x| =A] &lgd.

IPATrustCatalogCheck

o] Hl 2 E 9|4 &= Administrator@REALM <1 AD Al &4} = sl 23 o). 28 sssctl domain-
status =32 o] AD Global 71€-= 1 2 AD Domain Controller ko] s &},

Z} A5 =v Q9] A9 idE AF8-31<] SID + 500(%E] &A1)l AH8-AE = 3] 3 - sssctl domain-
status <domain> --active-server 9] &2 2 3013l T2l o] A Ae| Q1A 313},

IPAsidgenpluginCheck

o] H|2=E o] 4] = IPA 389-ds 21 2-&l 2-0]| A] sidgen Z & 2¢10] &4 3} o] Y=A FAF )
T3 H| 2= E oA = cn=plugins 2] IPA headGEN % ipa-sidgen-task =] =22l 9] nsslapd-
pluginEnabled & o] x3t= o] gJ=A gt}

IPATrustAgentMemberCheck

21
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o] H|AEJA = & A| 2 E7} cn=adtrust ol o] 4 E,cn=sysaccounts,cn=etc,SUFFIX 2] =2 1]
A=) sHAgH .
IPATrustControllerPrincipalCheck

o] H|AEJ A = & A 2 E7} cn=adtrust ol o] 4 E,cn=sysaccounts,cn=etc,SUFFIX 2] = 1]
1A 1.

IPATrustControllerServiceCheck
o] B|ZE A= @A $2E7}ipactiol ] ADTRUST A H| A2 X &Hal=%] &<l ).
IPATrustControllerConfCheck

o] H]| 2 E o] A = netconf == 9] =2 o)A passdb W el =] tjs] Idapi 7} &4 315 A=A 3l
gy

IPATrustControllerGroupSIDCheck
o] H|ZEJ A= #AZA 252 SID7I 512(Domain Admins RID)Z 4 =X &2l .
IPATrustPackageCheck
ol HIAEX = A= AEZEE 9 AD E|AETVL A3 5 R &2 7% trust-ad | 7] 2] 7} A A
Hol d=A Py

Fx

A= | Adstel 2 & v 2 IdM A oA o] HIZEEZE A3t}

7.2. HEALTHCHECK 52 x}&310] A3 A

ke

o] A 4 o] 4] = Healthcheck == A}-£ 3} IdM(Identity Management) @ AD(Active Directory)
A= g A0 59 A4 5 HESE AYIUL.

Healthcheck &= B2 H2EV 3 Ho] gonzg 33 o] A3 & 95T F JdHUH.

R2E QJFAQ HXE A 9: --failures-only

A1 H| 2~ Eqt ¥ 3} --source=ipahealthcheck.ipa.trust
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74.1DM el 7712 AH-§ 5ol IDM 2 AD 413 74 3¢

=
AL, Q7

Na

REE

o

7}k 7 A 2 HealthcheckE A3 sleld o2&
I # ipa-healthcheck --source=ipahealthcheck.ipa.trust --failures-only

HEE Wl &5 7t ZAg Yt

0

I # ipa-healthcheck --source=ipahealthcheck.ipa.trust --failures-only

man ipa-healthcheck & Z =342 2.

DELAEN
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8. IDM 5] A& AFgato] A28 Q%A Sl

o] 42914 += IdM(ldentity Management)©] el 4 5& 493t Al=d 15A FAS 4

8.1. A=W AFA 4El A7 H2E

Healthcheck &= A ="l (DogTag) 1541 & &<13sl7] 91g o8 HIEE7 235 o] IdFU.

T E H2EE 9 -list-sources $A-S A}-23}9] ipa-healthcheck 2 23} g t}.
I # ipa-healthcheck --list-sources

ipahealthcheck.dogtag.ca &0 4 RE HAES S 5 JdFUTH

DogtagCertsConfigCheck

o] H| A E o] Al = NSS d] o] g ul] o] 2~ 2] CA(Certificate Authority) 2154 = CS.cfg o] A ZH ¥

A3 3 vy A sHA] = B-§ CAZF A ZHA sy

53] 2 FA
[}

auditSigningCert cert-pki-ca against ca.audit_signing.cert
[}

ocspSigningCert cert-pki-ca against ca.ocsp_signing.cert
[}

caSigningCert cert-pki-ca against ca.signhing.cert
[}

subsystemCert cert-pki-ca against ca.subsystem.cert
[}

server-Cert cert-pki-ca against ca.sslserver.cert

24
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8%.IDM 3H] A& AH8-sto] Al 29 454 &

7] &7 713(KRA)o] A= 3¢

transportCert cert-pki-kra against ca.connector.KRA.transportCert

DogtagCertsConnectivityCheck

ol HIZE A= 424 ARIFUH. o] HIAE= AAE 43 8l ipa cert-show 1 33 3 &
duo

e

Apache?] PKI ZF ] 4]

IdMo] A CAS 22 5 e

RA dlo] & 2o dE AZA

27 g CASHe] +4

cert-show & A& 5 A=A AN CA(ATA = Za o Wa)olA o3 Aas i
F Yoz HAEqA JE HE ASAE A3

Fx

2AZ S @ W) 2E IdM AWl A o] Bl 2ES gt

8.2. HEALTHCHECKS A}-23}o] A] 28] 91=A] 3ol

o] Al M o) A = Healthcheck &3 A}-8-3}+ IdM(Ildentity Management) 2154 2] 5§ 233 45 H|
ZE dsf A

A A4 B2 HAEV X8 Ho] gounz DogTag tests: --
source=ipahealthcheck.dogtag.cavt X3l A72 F3 4 &Y.

A2}
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[}
Healthcheck restricted= DogTag ¢1Z 4] = A dslelA LS
I # ipa-healthcheck --source=ipahealthcheck.dogtag.ca
EA Q) H2ES d:

"result: SUCCESS",

"uuid: 9b366200-9ec8-4bd9-bb5e-9a280c803a9¢c",

"when: 20191008135826Z",

"duration: 0.252280",

"kw:" {
"key": "Server-Cert cert-pki-ca",
"configfile": "/var/lib/pki/pki-tomcat/conf/ca/CS.cfg"
}

}

"source: ipahealthcheck.dogtag.ca”,

"check: DogtagCertsConfigCheck",

"result: CRITICAL",

"uuid: 59d66200-1447-4b3b-be01-89810c803a98",
"when: 20191008135912Z",

"duration: 0.002022",

"kw:" {

{

"source: ipahealthcheck.dogtag.ca”,
"check: DogtagCertsConfigCheck",
‘ "exception": "NSDB /etc/pki/pki-tomcat/alias not initialized",

man ipa-healthcheck & Z=x34 A1 2.
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974 IDM 4l B7 2 A18ato] A5A 8l
9. IDM 2] 742 ALE-3ta] Q15 A Sl

o] A A o] A = IdM(Identity Management)<i] 5] Healthcheck &< o] 3] 3} 52 A8 3} o] certmonger9il
A A st IPAQISA 9] A& A ¥3el= H =8 g4t

9.1. IDM Q15X ZHl A HEE

Healthcheck &9l = IdM(ldentity Management)¢] certmonger°l]/~1 FA A= ASA FHE 8
Q5= o 2] H|AE 7 £3Hg Ut} certmongerol] o 3 24| & U] -8-2 certmongerE AF8-3lo] A Hlfi°ﬂ
t] gt IdM 21354 Obtaining an IdM certificate 2 =314 Al <.

ol H|AE AL B 50] w5, A5, A & 7| 24 #4712 EA 0 ] o {7 EAS

R E AFA H2EE B3 --list-sources 342 Al-&3} ipa-healthcheck & 23] g t}.
I # ipa-healthcheck --list-sources

ipahealthcheck.ipa.certs 2220 A 2 E HAEZS 23 = JdFUT

IPACertmongerExpirationCheck

o] H| A E |4 = certmonger ¢ ¥+ E I}

LH7F RIHA JNFZA 7 5 H A HFU T

A3 EAHE AFA7 2 BEgUth /1 EA 02 o] 2EL AFA 7} BEs /] A 289 of
SEEEE. MY

letc/ipahealthcheck/ipahealthcheck.conf 3} ol A A =2 A &
default 2 Ao 9= cert_expiration_days 342 w73},

o
¥°
o)y
L
3
=)
e
o
2
o
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certmonger= Q1354 Ytso) Ul AHA| B7E 2 =315 F-A @Y. o] A AL
e dzzge] ASA 9 faAd s AAA 54U

IPACertfileExpirationCheck
o] HIZE A= 154 Y = NSS to]EH| o] 25

ol
Mg AT gebd 0 F i AT 204 msg $4L 79 24 dEUth AN E B
AE A FUh.

ol HIZEAE O2age) A5AE AP AS A7 T A e 5
glorz Wre) @ Fr WA S dHy.
IPACertNSSTrust
o] Hl| 2 E oA = NSS | o] gl o] 20]| A A AFA ol t]gt A= E v ). NSS gl o] g H
ol zol A el FHE FHE AFA | ¢ NE ol @t vl v AAFA e FEoA B3}
= 259y

IPANSSChainValidation

o] ll2Eo A= NSS Q154 2] AFA ANe] FH4L AAFUh Bl 2E A3 certutil -V -u
V -e -d [dbdir] -n [nickname]

IPAOpenSSLChainValidation

o] Bl 2~ E o)A = OpenSSL 2154 €] Q1= A A1 7= @] o NSSChain 7% 3 v] w3t
oo Jalat OpenSSL &S A3 gt

I openssl verify -verbose -show_chain -CAfile /etc/ipa/ca.crt [cert file]

IPARAAgent

o] H|AE A = t] 23 9] Q15 A £ uid=ipara,ou=People,o=ipaca 2] LDAP?] 553 gl Z=9}
H] 2 g o}

IPACertRevocation

o] H|2=E o] A= certmongerS A}-8-3ta] Q1Z A7 HAHA YR FAF o walA o g
2 E = certmongeroll A 1t x| A2 sk A5A 9 #E A EAE S AsUH-
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9% IDM e 222 AHg-3to] AFA 2]

IPACertmongerCA

o] HlZ=E+= certmonger CA(1 < 71) 74 & A Th IdM2 CA glo] ASH 5 EAa e
syt

certmonger:= CA =-¢-1] Al EZ 5-A I} IdMd = IdMS- 53] Q154 S w3 3}
£ A& ASA A dE I2E E= AR FA 2 Q15 5t= IPAZt= CAZE 54

H
1>
l
A

CA 3}9] A 2H %A = 734 81+ dogtag-ipa-ca-renew-agent 2 dogtag-ipa-ca-renew-
agent-reuse = &Yt

A=

olate] 31 & w RE IdM A W o A] o] H|AE = Al 3}

J (0

9.2. HEALTHCHECK & 72 A}-2 3] ¢1=A] 3ol

o] A o] 4 = Healthcheck 52 A}-£3}o IdM(Identity Management) 2154 A A A9 =3 23

3 5 22 uls) AF gk

Healthcheck ol @& Bl 2E7} 35 0] 91O B2 a3 o] A% B5 T + A5vh

2E QJFAQ HXE A 9: --failures-only

Q15A H|2ETNE ¥ 3} --source=ipahealthcheck.ipa.certs

A 27 A

[ ]
el 7 H2E £ root AL A Z S35 of It}
Az
[ ]
AZA ¢ AAA A5, 9 F 9 47He A & HealthcheckE 23 sta W o122 483y
t}.
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I # ipa-healthcheck --source=ipahealthcheck.ipa.certs --failures-only

H2E Wl gjZ 57 A Y.

| o

Ao g H2Ed A E TS 28 R FUT

{

"source": "ipahealthcheck.ipa.certs",
"check": "IPACertfileExpirationCheck",
"result”": "ERROR",
"kw": {
"key": 1234,
"dbdir": "/path/to/nssdb",
"error": [error],
"msg": "Unable to open NSS database '/path/to/nssdb': [error]"
}
}

o] IPACertfileExpirationCheck test7} NSS djo]H | o] 2 E o] = o] A &1t}

man ipa-healthcheck & Z =342 2.

30



	차례
	보다 포괄적 수용을 위한 오픈 소스 용어 교체
	RED HAT 문서에 관한 피드백 제공
	1장. IDM 상태 점검 툴 설치 및 실행
	1.1. IDM에서 상태 점검
	1.2. IDM 상태 점검 설치
	1.3. IDM 상태 점검 실행
	1.4. 로그 교체
	1.5. IDM 상태 점검을 사용하여 로그 회전 구성
	1.6. 추가 리소스

	2장. IDM 상태 점검을 사용하여 서비스 확인
	2.1. 서비스 상태 점검 테스트
	2.2. HEALTHCHECK를 사용하여 서비스 심사

	3장. IDM 상태 점검을 사용하여 디스크 공간 확인
	3.1. 디스크 공간 상태 점검 테스트
	3.2. 상태 점검 툴을 사용하여 디스크 공간 표시

	4장. HEALTHCHECK를 사용하여 IDM 구성 파일에 대한 권한 확인
	4.1. 파일 권한 상태 점검 테스트
	4.2. HEALTHCHECK를 사용하여 구성 파일 선별

	5장. IDM 상태 점검을 사용하여 DNS 레코드 확인
	5.1. DNS 레코드 상태 점검 테스트
	5.2. 상태 확인 툴을 사용하여 DNS 레코드 표시

	6장. 상태 점검을 사용하여 IDM 복제 확인
	6.1. 복제 상태 테스트
	6.2. HEALTHCHECK를 사용하여 복제 모니터링

	7장. IDM 상태 점검을 사용하여 IDM 및 AD 신뢰 구성 확인
	7.1. IDM 및 AD 신뢰 상태 점검 테스트
	7.2. HEALTHCHECK 툴을 사용하여 신뢰 표시

	8장. IDM 상태 점검을 사용하여 시스템 인증서 확인
	8.1. 시스템 인증서 상태 점검 테스트
	8.2. HEALTHCHECK를 사용하여 시스템 인증서 확인

	9장. IDM 상태 점검을 사용하여 인증서 확인
	9.1. IDM 인증서 상태 점검 테스트
	9.2. HEALTHCHECK 도구를 사용하여 인증서 확인


