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https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat Enterprise Linux 9
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1. IDM 3} t} & RED HAT A| =3} o] £3}

o] 4416 4 &= 1dM3} 5 38 th2 Red Hat A ol o & #A1 o o3 J =18 A FH o [dM A7} A
Hl 2o A AT 5 Qs o] AlFS AL = sk
Ansible Automation Platform
LDAP 15 AH 4
OpenShift Container Platform
LDAP ID 32 +43
OpenStack Platform
OpenStack Identity(keystone) ¢} Red Hat IdM(ldentity Manager) %3¢
Satellite
Red Hat Identity Management A}-&
SSO(Single Sign-0On)
SSSD ¥ FreelPA Identity Management %3
7133t
9] LDAP F2 +74


https://docs.ansible.com/ansible-tower/latest/html/administration/ldap_auth.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html/authentication_and_authorization/configuring-identity-providers#configuring-ldap-identity-provider
https://access.redhat.com/documentation/en-us/red_hat_openstack_platform/16.1/html/integrate_openstack_identity_with_external_user_management_services/assembly-integrating-identity-with-idm_rhosp
https://access.redhat.com/documentation/en-us/red_hat_satellite/6.9/html/administering_red_hat_satellite/chap-red_hat_satellite-administering_red_hat_satellite-configuring_external_authentication#sect-Red_Hat_Satellite-Administering_Red_Hat_Satellite-Configuring_External_Authentication-Using_Identity_Management
https://access.redhat.com/documentation/en-us/red_hat_single_sign-on/7.5/html/server_administration_guide/user-storage-federation#sssd
https://access.redhat.com/documentation/en-us/red_hat_virtualization/4.4/html/administration_guide/chap-users_and_roles#sect-Configuring_an_External_LDAP_Provider
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& A% U IdMe] AL A 2 S 4123 4 91 AD(Active Directory) =] 916 4 AL& 715 & 24 5-
Sambad] A A 55H= B4 @ A AH| 20 AA 28 5 9T

T8

|dM =1 Q] ®l ¥ o] A] Samba& AF&-3l= A2 AL =HA &= 7= 28R 75l 54
A gk Abglo] EsEE o] 9lF Ut o & 0], IdM 21 ] A EZ 2] &= Active Directory 224
Fler e qH 28 X 9814 %o DMCE/94 Z2 A4 5%(DCE/RPC) TR EZ S
Abget] 1AM 25 S| A S A D akA] U th A3 22 AD AHE- A= tHE [dM E2}o]
AEo] 220 uf I[dM Fgto|AE A S 28 5= Samba & f 2 ZHE | 7 A A 23
T AF Y Windows A| 28 o] 27218 AD AF&-2t= IdM = Q] oA S AH = =
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2.1. = o] W o] SAMBAE A x| 5} 7] £]3l] IDM w91 4]

I[dM Z 2ol A Eof] SambaE 4 A 3l# & |dM A ¥ ol A ipa-adtrust-install € 2] €] & A& 3} I[dM =1
212 vl s of Gtk

3

ipa-adtrust-install % & & 3 sl= A 282 2502 AD 212 ZEZH 7 HYth 1
1} IdM A 8] o)) A] ipa-adtrust-install S 31 1 7+ 21 8] & o} $huj v}
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[root@ipaserver ~J# dnf install ipa-server-trust-ad samba-client
2. ldM #HE| AR IS o
I [root@ipaserver ~]# Kinit admin
3. ipa-adtrust-install -2 2] €] & 4 3 g o}

I [root@ipaserver ~J# ipa-adtrust-install
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IdMo] 35l DNS A w9} 317 A X8 Z49-DNS Au A Y A7 AF5 o2 A YT

239 DNS A glo] IdMS A X &+ 7 %, ipa-adtrust-install & DNSol| =5 © 2 Z7}a] of 3}
L AH A P EE BES QAT

[>

38 E o] A] /etc/samba/smb.conf7} o] v] &) 51 thA] FHA H S E= WA X E T AT}

WARNING: The smb.conf already exists. Running ipa-adtrust-install will break your existing
Samba configuration.

Do you wish to continue? [no]: yes

. 2AYEA o) d Linux 2ol AET AT 5 e AR YT 2 3
ol slapi-nis 221298 A =S T2 X EES T AU

oAl

fr

il
fr:)
M
ro

Do you want to enable support for trusted domains in Schema Compatibility plugin?
This will allow clients older than SSSD 1.9 and non-Linux clients to work with trusted users.

Enable trusted domains support in slapi-nis? [no]: yes

A A 7 EA E W IdM E 1) 21 2] NetBIOS o] &5 ¢ #3171} Enter 2 58 Aj¢td o] &S 2
Fuioh

Trust is configured but no NetBIOS domain name found, setting it now.

Enter the NetBIOS name for the IPA domain.

Only up to 15 uppercase ASCII letters, digits and dashes are allowed.

Example: EXAMPLE.

NetBIOS domain name [IDM]:

. SID A3 AP & A ste] 7]1E AHE=Fe] SIDE A A steb= A A 7 A H U o

I Do you want to run the ipa-sidgen task? [no]: yes

o= iz kARl Aol B R ARG AT W A9 g o] AU S AP T F dFHTH

. (A8 A 7122 © 2 Dynamic RPC EZ E ¥ 9] = Windows Server 2008 o] Aol A &= 49152-
65535 = A o] g} s o sl tF2 Dynamic RPC £ E H 9= A o sfok sl AF 2 X E

2 /1§ 3= S Samba® 74 5 WE Aol A oY TEES GUTh the el Aol A & EE
] € 55000- 650002?._ Ay

[root@ipaserver ~J# net conf setparm global 'rpc server dynamic port range' 55000-
65000

[root@ipaserver ~# firewall-cmd --add-port=55000-65000/tcp

[root@ipaserver ~J# firewall-cmd --runtime-to-permanent

. ipa A U] 22 thA] A ZHeE A Al 9
I [root@ipaserver ~]# ipactl restart
. smbclient € 2 €] 2 Al-8-35}] Samba7} IdM 2 o] 4] Kerberos 210l 3 &t=4] &1 o).

[root@ipaserver ~]# smbclient -L server.idm.example.com -U user_name --use-
kerberos=required
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Ip_load_ex: changing to config backend registry
Sharename Type  Comment

IPC$ IPC IPC Service (Samba 4.15.2)

2.2. GPOE= A}-&35}o] ACTIVE DIRECTORY 9] AES ¢+5 3} 3 &3}

o] Ao 18 4 A 72 (GPO)Z AF& 8] AD(Active Directory) 2] AES 95 3} -3 < &4 515} =
U s @%%‘HE} IdM Z-2}o] A E ol A Samba A ¥ & A 3} 5= 5 ¢ RHEL 9] %;ﬁ 7150l = o] ¢ st
8ol Bagyct

RHEL& 1 o] 3 DES 9 RC4 ¢+ 5.3} ¢ & A dstA] 54tk

A 27 Av
o IE AL BYY F Ut ALSAE ADe] 2 H o] YU Th

e 5 BF A TEol HAFHA AAH AFUH

1L aF A4 Be 242 94

ol
r =
mlo

2. 718 = B AN s o EE WECR 29
A7t gEy e

tol M2 de g 2§ 39 B A

3. HFH 7+4 - FF - Windows 44 - B A > 24 HAF > H FHOZ o] 5 FYrh
4. JEYA B & F W FE . Kerberos J F o) 3] &5 = 453t /IS +AAFUG

5. AES256_HMAC_SHA1s: delsta A8 5 o= Future ¢33t /33 e gyt

8. 71& x=v|2l

9. Windows =2l AEZZ(DC)7} 2§ A A& AFoz 183 u71x 7]tpg Yt} B
GPOZ $50 2 ¥ ﬂaﬂvﬂ fhel 4 A go] e AR S AL sho] %

I C:\> gpupdate /force /target:computer

2.3.IDM E &} o] A E o] SAMBA A8 A x| & 4]
]_

ol
rr
ok
¥
o
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ol
%
L
i

o] 4o A IdM =5 o] 5258 2} o] A=) Samba s 4 53 4

AR 27 AHE
o |dM A1 e} Feto]Ad E B 5E RHEL 9.0 o] 4ol A A a) af oF gt

o |dM =12 =uQl Wl o Sambas A A st7] fl&l [dM =<l F=H]o] AW dE = F8]gY
=8
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e |[dMo] AD=E 2127} -4 H A9 Kerberosol] thal] AES 453} 73S A3 o & 9
GPO(Z& A4 S HAE)E *P*"‘L 3lo] AES 453l FrE S & w
= A}&-3}o] Active Directoryol] 4] AES 5.3} A stE ZZ3H AL .

e |dM Ty ole ol W n o] SambaZs A x| al7] &) IdM =<l o] AuH 2 Fv]H Y

o},

e [dMo ADZ A&7} A E 79 Kerberosoll &l AES ¢33} 32 A3ttt o & 9
GPO(Z8 A% o HAE)Z A}}l sto] AES 53t /& & 24 sty ok 2kA g Wi 82 VDDK
= A}g8-3Fo] Active Directoryol] A AES ¢+ 5.3} @A 312 Zx 814 A &

1. ipa-client-samba 3| 7] x| & 4 %] g} t}.
I [root@idm_client]# dnf install ipa-client-samba
2. ipa-client-samba -2 2] €] & A}-&-3t] S| A EE FH| 1AL 2 7] Samba #7448 A4/d g o

[root@idm_client]# ipa-client-samba

Searching for IPA server...

IPA server: DNS discovery

Chosen IPA master: idm_server.idm.example.com

SMB principal to be created: cifs/idm_client.idm.example.com@ IDM.EXAMPLE.COM
NetBIOS name to be used: IDM_CLIENT

Discovered domains to use:

Domain name: idm.example.com
NetBIOS name: IDM
SID: S-1-5-21-525930803-952335037-206501584
ID range: 212000000 - 212199999

Domain name: ad.example.com
NetBIOS name: AD
SID: None
ID range: 1918400000 - 1918599999

Continue to configure the system with these values? [no]: yes

Samba domain member is configured. Please check configuration at /etc/samba/smb.conf
and start smb and winbind services

3. 71E A4 o F ipa-client- 915= A&7 A2 & uf] AL&-2Fo] S UAHZE 54 O02 FF3l=
/etc/ controlPlane/dpdk.conf 7} < o] [homes] 4] A & 215 ¢ & F7}g ) o] Ao & o] e
HE 7 LAY F 535 = 74 9 /etc/samba/smb.confol] A t}&- 3 S A A 514 A &

read only = no

I [homes]

4. veE e TUEHE FHFUC AMF &L T AN S F2a A Q.
® POSIXACLE A}&3l= Samba ¥ 26 A4
o Windows ACL& AF&3lE= F7 24

e <212 ¥ =2 Samba A%


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring-and-using-network-file-services/assembly_using-samba-as-a-server_configuring-and-using-network-file-services#preparing-the-idm-domain-for-installing-samba-on-domain-members_setting-up-samba-on-an-idm-domain-member
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring-and-using-network-file-services/assembly_using-samba-as-a-server_configuring-and-using-network-file-services#enabling-the-aes-encryption-type-in-active-directory-using-a-gpo_setting-up-samba-on-an-idm-domain-member
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring-and-using-network-file-services/assembly_using-samba-as-a-server_configuring-and-using-network-file-services#assembly_setting-up-a-samba-file-share-that-uses-posix-acls_assembly_using-samba-as-a-server
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring-and-using-network-file-services/assembly_using-samba-as-a-server_configuring-and-using-network-file-services#assembly_setting-up-a-share-that-uses-windows-acls_assembly_using-samba-as-a-server
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring-and-using-network-file-services/assembly_using-samba-as-a-server_configuring-and-using-network-file-services#assembly_setting-up-samba-as-a-print-server_assembly_using-samba-as-a-server
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5. 274 w34 Samba F&lo|AE Q3 FEE JUt}

[root@idm_client]# firewall-cmd --permanent --add-service=samba-client
[root@idm_client]# firewall-cmd --reload

6. smb 2 winbind A v 22 &4 85} A ZHE ] o}

I [root@idm_client]# systemctl enable --now smb winbind

c-lN

oA
samba-client @ 7] X] 7} A x| @ T} & |dM = Q] |l | A th 2 82l GAE APy

® Kerberos 9158 AF-&3lo] Samba AW 9] F/&5 YUt

$ smbclient -L idm_client.idm.example.com -U user_name --use-kerberos=required
Ip_load_ex: changing to config backend registry

Sharename Type  Comment

example Disk
IPC$ IPC IPC Service (Samba 4.15.2)

F7tEas

e ipa-client-cnv(1) v} 7+ = o] A].

2.4.IDMo| A =2l & A Est= AL ID W E 4 %5 =7}
Sambadl = AFE- A7} gl Ao A A 25 = ZF Ew| Qo] th ek ID v sd A o] H a3yt IdM S8l E

o] A A8 F<91 7]= Samba A B o] 4] 2] #}7} Active Directory(AD) Z=w] 2l of] A} Al 2] & 713k 5 D ujf
B TS TELE FIH o gy Th

A 27 A
o IdM Zeto] A E o] Sambazt T4 o] A% Th 7 F [dMel Al 2 & 218 7k F 7k 9l U o,

e Kerberosol| 3 DES @ RC4 ¢t 353} 8 & Al &= 9l+= AD Zu| 2l o A v &4 3sff of 4
o} Hokate] o] f- 2 RHEL 9+ o] & g k3t 453} 73 & | A3hA &5yt

1. T 2E 9] keytabe A}&5lo] e1=3g T},
I [root@idm_client]# Kinit -k

2. ipaidrange-find % % & AHg-ato] A = Qle] 7] DL ID H 9] 2715 B AP o &
Eo] tg % & & ad.example.com = ¢l 9] 7FS E A Yt}

[root@idm_client]# ipa idrange-find --name="AD.EXAMPLE.COM_id_range" --raw

1 range matched

10
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ipabaseid: 1918400000

ipaidrangesize: 200000

ipabaserid: 0

ipanttrusteddomainsid: S-1-5-21-968346183-862388825-1738313271
iparangetype: ipa-ad-trust

Number of entries returned 1

| cn: AD.EXAMPLE.COM_id_range
ot

< 7 o) 4] ipabaseid 2 ipaidrangesize <4 ©] ko] & g gt

3. A

op
N

Fed ALIDE Ada Y v 34 S AR FU T
I maximum_range = ipabaseid + ipaidrangesize - 1

o] &7 o] 3t& AHE-3HH ad.example.com = H| 1o A AL-E- 75 gk 7HE 2 ID
1918599999 (1918400000 + 200000 - )Y 1 t}.

e

4. letc/samba/smb.conf 3} & HF 5131 =W 2l 9] ID w3 A4S [global] A Ao F=71& o}

idmap config AD : range = 1918400000 - 1918599999
idmap config AD : backend = sss

ipabaseid %73 o 2 7H e o2 A Qsha o) A WA A AR S e
woz AR

lo
N
o}
Hr
flo

5. smb 2 winbind A 8] 2~ & t}A] A] 23 o}

I [root@idm_client]# systemctl restart smb winbind

Z

ol

A

® Kerberos 9158 AF-&3lo] Samba A ¥ &) F/& &Yt

$ smbclient -L idm_client.idm.example.com -U user_name --use-kerberos=required
Ip_load_ex: changing to config backend registry

Sharename Type  Comment

example Disk
IPC$ IPC IPC Service (Samba 4.15.2)

25. F7t g Aas

® |dentity Management ZZ}o] A E A X & FZ 34 Al Q.

1


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-ipa-client-basic-scenario_installing-identity-management
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3% NISo| A IDENTITY MANAGEMENT Z nfo] 23 o] A

NIS(Network Information Service) A H o]l &= A}-&-=}, 1—‘5, S2E U IF 9 AF v E Pl g 1
7F 232 AFUT A A A ks o] H 3 g {3, 15 2 W R o] E NIS A H ol A
IdM(Identity Management) A1 ¥ 2 ujo] 1 o] A sl R E A&7} ] 2H 2 1dM A 1) o] A ng e
UFUTE NISO A IAMZ wlo] 28] o] 4 8} Kerberos €} 742 T Qb g T2 E Fof] AA| 2 = dHFY
=

3.1. IDMoj| 4] NIS &4 3}

NIS(Identity Management) A1 ¥} 7F 2418 5] &3le] ™ IdM A Bl o] A NIS 584 S48 &4 3sf oF gy
o,

AHA 87 AR

o 1M A uolA] R E oA 2 D gl lgyith
A3}
1 1dM AW o] NIS 2] 21 9 58 Fel el g B4 ST o

[root@ipaserver ~J# ipa-nis-manage enable
[root@ipaserver ~J# ipa-compat-manage enable

[root@ipaserver ~J# [dapmodify -x -D 'cn=directory manager' -W
dn: cn=NIS Server,cn=plugins,cn=config

changetype: modify

add: nsslapd-pluginarg0

nsslapd-pluginarg0: 514

2]
AA e AH 20t 35S RES 5™ 1024 0] 4] £E W5 S AHEEA

FEUo

3. ¥E vy Au 28 g skehw A ZE o

[root@ipaserver ~]# systemctl enable rpcbind.service
[root@ipaserver ~J# systemctl start rpcbind.service

4. TR e) A e A 2

I [root@ipaserver ~J# systemctl restart dirsrv.target

12
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3.2. NISol| 4] IDMZ A}-&-2} & = mpo] 18| o] A

NIS passwd 7] of| = ©] &, UID, 7] 15, GECOS, & 9 & t]d g g o} 71 AFg2F g 27t L3hE o] 9]
LUt o] HolE & AR 3] NIS AF&-2F Al A S IdM(Identity Management) © 2 mho] 2| o] A ghu t.

A 8T A
o NIS A Hie] root &) 4 2= 7 go] 91 T,
o NISE IdMol A AL&3 4 9l T,
&

e NIS A8 7} IdM9] 5=
A%}
1. yp-tools 3| 7] X & A X g o}
I [root@nis-server ~J# dnf install yp-tools -y
2. NIS A o] ] t}& Zel =% & A}23}4] /root/nis-users.sh 2T Y EE 15t}

#!/bin/sh
# $1 is the NIS domain, $2 is the NIS master server
ypcat -d $1 -h $2 passwd > /dev/shm/nis-map.passwd 2>&1

IFS=$"\n'

for line in $(cat /dev/shm/nis-map.passwd) ; do
IFS=""

username=$(echo $line | cut -f1 -d:)

# Not collecting encrypted password because we need cleartext password
# to create kerberos key

uid=$(echo $line | cut -f3 -d:)

gid=$(echo $line | cut -f4 -d:)

gecos=%$(echo $line | cut -f5 -d:)
homedir=$(echo $line | cut -f6 -d:)
shell=$(echo $line | cut -{7 -d:)

# Now create this entry

echo passwOrd1 | ipa user-add $username --first=NIS --last=USER \
--password --gidnumber=$gid --uid=$uid --gecos="$gecos' --homedir=$homedir \
--shell=$shell

ipa user-show $username
done

3. IdM A2 AR S FY
I [root@nis-server ~J# kinit admin
4. 2APES AFPU 98 S0 T 25T

[root@nis-server ~J# sh /root/nis-users.sh nisdomain nis-server.example.com
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T8
ol 2AYEE A WA o5, Aol st= I H 3h& AHS-shal ka5 E passwOrdl
ZAATYT AR A v 22U A 9 B E HA S o FU T

3.3.NISo| 4] IDMZ A} &2} & nfo] 17| o] A

NIS Z&F Holl = 25 ©]5, CID & 25 Wu o 22 2570l i A 27 235 o] 5yt o] H ]
B = AF&-3}o] NIS 225 2 IdM(Identity Management) & 2 nlo] 2] o] A g t}.

A 8T A
o NIS A Hje] root @) 4l 2= 7 go] 91 Th.
o NISE IdMel A A % Q& T
9

o NIS A B 7} IdM9] 5=
A%}
1. yp-tools 3} 7] 2] & A X g t}.
I [root@nis-server ~J# dnf install yp-tools -y
2. NIS Ao A t}& el == A}-83}o] /root/nis-groups.sh == H E = A A gt}

#!/bin/sh
# $1 is the NIS domain, $2 is the NIS master server
ypcat -d $1 -h $2 group > /dev/shm/nis-map.group 2>&1

IFS=$"\n'

for line in $(cat /dev/shm/nis-map.group); do

IFS=""

groupname=$(echo $line | cut -f1 -d:)

# Not collecting encrypted password because we need cleartext password
# to create kerberos key

gid=$(echo $line | cut -f3 -d:)

members=$(echo $line | cut -f4 -d:)

# Now create this entry
ipa group-add $groupname --desc=NIS_GROUP_$groupname --gid=$gid
if [ -n "$members" |; then
ipa group-add-member $groupname --users={$members}
fi
ipa group-show $groupname
done

3. IdM A AR IS F Yt
I [root@nis-server ~J# kinit admin

4. 2aYES AYFI 8 o) et 2

[root@nis-server ~J# sh /root/nis-groups.sh nisdomain nis-server.example.com
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37 NISo| A IDENTITY MANAGEMENT= wlo] 18 o] A

3.4.NISo| A IDM& &~ E 3& nlo] 27 o] A
NISEXE o] &= S 2E o] W IPF29 re T 2E0 thik J B 7 235 o] JHFUTh o] HolE =
AFE3Fe] NIS & 2~ E 825 |[dM(Identity Management) ©. & w}o] 18| o] A4 §Hu ¢},
Za1
ldMel X E2E 252 A4 83 ol F shadow NIS 25 0] A5 o2 A HYth o2 3
shadow NIS 25l 4| ipa netgroup-* & & S A}-8-3} %] v}4] A] Q. ipa netgroup-* 4 & 7+
21831 netgroup-add = = & E3)] A *451 7] & netgroups = &2 g th
AHA 87 AHRE

e NIS A1 o] root &} A| 2~ @A 3sto] Y5 T}

ofy

e NIS= [dMAl A 2188 &= 9l 5 T}
=]

e NIS A ¥ 7} IdMe] 5= 5o A5t

=E!
1. yp-tools 3| 7] A & A X g o}
I [root@nis-server ~J# dnf install yp-tools -y
2. NIS A H e A] t}S &l = & A}4-3}<] /root/nis-hosts.sh 2= ¢ EE w5 Ut}

#1/bin/sh
# $1 is the NIS domain, $2 is the NIS master server
ypcat -d $1 -h $2 hosts | egrep -v "localhost|127.0.0.1" > /dev/shm/nis-map.hosts 2>&1

IFS=$"\n'
for line in $(cat /dev/shm/nis-map.hosts); do

IFS=""

ipaddress=$(echo $line | awk '{print $1}')

hostname=$(echo $line | awk '{print $2})

master=$(ipa env xmirpc_uri | tr -d '[:space:]' | cut -f3 -d: | cut -f3 -d/)
domain=%$(ipa env domain | tr -d '[:space:]' | cut -f2 -d:)

if [ $(echo $hostname | grep "\." |wc -I) -eq 0 ] ; then

hostname=$(echo $hostname.$domain)

fi

zone=%(echo $hostname | cut -f2- -d.)

if [ $(ipa dnszone-show $zone 2>/dev/null | we -I) -eq 0 ] ; then

ipa dnszone-add --name-server=$master --admin-email=root.$master
fi

ptrzone=$(echo $ipaddress | awk -F. {print $3 "." $2 "." $1 ".in-addr.arpa."}")
if [ $(ipa dnszone-show $ptrzone 2>/dev/null | we -1) -eq 0 ] ; then

ipa dnszone-add $ptrzone --name-server=$master --admin-email=root.$master
fi

# Now create this entry

ipa host-add $hostname --ip-address=$ipaddress

ipa host-show $hostname
done
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3. [dM &AL 2 A S 7Y ok
I [root@nis-server ~J# kinit admin

4.

1>

SYES AYFU & Sof the# gHUTh

I [root@nis-server ~J# sh /root/nis-hosts.sh nisdomain nis-server.example.com

el
o] 2AYEL WYT R EF FAE TS vhol ol Ak ey

:_content-type: PROCEDURE

// Module included in the following assemblies:

1

/l assembly_migrating-from-nis-to-identity-management.adoc

3.5. NISo] A] IDM& NETGROUP &= u}o] 18] o] A

NIS netgroup mapell = netgroupsel] th 3+ g 1 7} £ e o] A HU Tt o] o] EH = A3} NIS
netgroupsE IdM(Identity Management) 2. & ujo] 2@ o] A4 gt}

A 27 Ab

e NIS A1 o] root Al 2~ @A 3sto] Y5 T}

o NISE [dMo| A AF&8 &= 9l &Yt
e NISAH7}HdMe] 555 o] AUt

A}
1. yp-tools 3 7] A = A X] g+ t}.

I [root@nis-server ~J# dnf install yp-tools -y

rulm
r\j
il
W
o

2. NIS A1 o A t}& &l = = A}-&3}o] /root/nis-netgroups.sh ==

#!/bin/sh
# $1 is the NIS domain, $2 is the NIS master server
ypcat -k -d $1 -h $2 netgroup > /dev/shm/nis-map.netgroup 2>&1

IFS=$"\n'
for line in $(cat /dev/shm/nis-map.netgroup); do
IFS=""
netgroupname=3$(echo $line | awk '{print $1}')
triples=$(echo $line | sed "s/"$netgroupname //")
echo "ipa netgroup-add $netgroupname --desc=NIS_NG_$netgroupname”
if [ $(echo $line | grep "(," | we -I) -gt 0 ]; then
echo "ipa netgroup-mod $netgroupname --hostcat=all"
fi
if [ $(echo $line | grep ",," | we -I) -gt 0 ]; then

16
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echo "ipa netgroup-mod $netgroupname --usercat=all"
fi

for triple in $triples; do
triple=$(echo $triple | sed -e 's/-//g' -e 's/(//' -e 's/)/I")
if [ $(echo $triple | grep ",.*," | we -I) -gt 0 ]; then
hostname=$(echo $tr|ple | cut -f1 -d,)
username=$(echo $triple | cut -2 -d,)
domain=$(echo $triple | cut -f3 -d,)
hosts=""; users=""; doms="";
[ -n "$hostname" | && hosts="--hosts=$hostname"
[ -n "$username" ] && users="--users=$username"
[ -n "$domain" ] && doms="--nisdomain=$domain"”
echo "ipa netgroup-add-member $netgroup $hosts $users $doms"
else
netgroup=$triple
echo "ipa netgroup-add $netgroup --desc=<NIS_NG>_$netgroup”
fi
done
done

3. IdM A2 AR IS FY
I [root@nis-server ~J# kinit admin
4. 23YES AP P o & So] b3 grUTh

I [root@nis-server ~]# sh /root/nis-netgroups.sh nisdomain nis-server.example.com

3.6.NISo| ] IDME 2% n} S E 91 wlo] 1| o] A

S AR FE), AA 7 L WS Aoote dHEY FH YL A4S #HE FEYUTNIS
njpo] g o] A 3k IdM(ldentity Management) ol = 3 §Hu ¢},

ry

A 27 Ab

e NIS A1 o] root o} A| =~ @A 3sto] Y5 T}

o NISE [dMo| A AF&8 &= 9l &Yt
e NISAH7}HdMe] 555 o] Ayt

A}
1. yp-tools 3 7] A = A x| g+ t}.
I [root@nis-server ~J# dnf install yp-tools -y

2. NIS A H oA th& Z el = E X183} /root/nis-automounts.sh 2~ = &)

rulm
r\j
il
i
o

#!/bin/sh
# $1 is for the automount entry in ipa

ipa automountlocation-add $1
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# $2 is the NIS domain, $3 is the NIS master server, $4 is the map name
ypcat -k -d $2 -h $3 $4 > /dev/shm/nis-map.$4 2>&1
ipa automountmap-add $1 $4

basedn=$(ipa env basedn | tr -d '[:space:]' | cut -f2 -d:)

cat > /tmp/amap.ldif <<EOF

dn: nis-domain=$2+nis-map=%$4,cn=NIS Server,cn=plugins,cn=config
objectClass: extensibleObject

nis-domain: $2

nis-map: $4

nis-base: automountmapname=$4,cn=$1,cn=automount,$basedn
nis-filter: (objectclass=")

nis-key-format: %{automountKey}

nis-value-format: %{automountinformation}

EOF

Idapadd -x -h $3 -D "cn=Directory Manager" -W -f /timp/amap.|dif

IFS=$"\n'

for line in $(cat /dev/shm/nis-map.$4); do

IFS=II n

key=$(echo "$line" | awk '{print $1})

info=$(echo "$line" | sed -e "s"$key[ \t]*")

ipa automountkey-add nis $4 --key="$key" --info="$info"
done

3
o] AAHEENISAF vSE ARE WEWI AHE vl E 9% @
—63/\

&)l LDAP o] €] 4% w7 & 21(LDIF)S 44 5} 3, LDIF 7% & dM
02 71 e

3. IdM #AZ AR IS FY
I [root@nis-server ~J# kinit admin
4. 2APES AYPFULh o & So) th33 2HY T

[root@nis-server ~]# sh /root/nis-automounts.sh location nisdomain
nis-server.example.com map_name
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47 . IDM2O] A5 n} L E AL

47%.1DM2] A5 v} E AL8

ZAE vLEE oY A 2o B & #E], 4 2 A 2t HHAYUTE AF rtEEE 83 o]
AL writ O P EE S AF 0 2 nt S E ) IdM(Identity Management) =1 €1 W o] A &= T o]
oA EY Y HYE A 37 F Jo 8= o] =S & 2s )

ol A e ok Aluhel o &AM Y T

® NFS-server.idm.example.com & NFS(W E = 51U A 28)) A u] ] A 3le =r¢l o] &
(FQDN)Y U o}

o 7ltt3] &17] 93l nfs-server.idm.example.com & raleigh 25 v} E & x| ol tf 3 9 & A| &5}
= |dM S8 ol A EJ Y}

=7
A5 vhEE A LHENFS P ABYY T o] 3 H o % o] e B 5
FAAe] Yor o & So] FeolAEIMME AAZ o)L AL 5 YA

A P4e okdyn

® NFS A v = /exports/project T Bl 8] = ¢ 7]-227]| 2 W ¥t}

e developers 29 43+ IdM A& 2= raleigh mount 9] X S A& 3= IdM Z8o]d EC
/devel/project/ = Y Rl v g E 2] o] Fel=of AT 5 dFH T

® |dM —client.idm.example.com & raleigh 2} 5 1} £ E 9] X E A}& &= [dM S o] A E QY T}

T8

NFS 4 ¥ o) 2l Samba A ¥ & A}-&-5}e] [dM Zeho] A E o] F-4-8 A kel 7 IPA 37 <]
Autofs 2 kerberized CIFS vl &-E & 4 3l& ™ How do the How do | configure

kerberized CIFS mount with Autofs in an IPA environment? KCS &£ 4.

4.1.IDM 2] NETNAMESPACE Y #}-5 vl&-E

Z
o
=
o
3
®
7
he]
)
o
o
>
=
[
rr
2
off
=
Ho
[t
=
fa
[o
offt
:Oé
2
X
[
>
A
1%
f
o
i
g
Mo
[t
ol
ki
I
ol
&
i)
ko
3
!

£ doFdyoh
ZAE vHEE W
NetNamespace & A}-§-3t= Al 2]l A = AHE vFEE A A o] o8] th2 gd o AdgYch 71& &

FURE AY A2 AF v E vheE A o] vpaE vl g Al 2 o] AE g aivh e
/etc/auto.master ¢} Ut} o] w3 & <5 p}l2E 7 o]l ).

etc/auto.master 74 S0l miAH wol £gF 0] Atk e W) U@ A2 E v
S asUthold @ We 44 £ 249 F daUth 44 We vheE Aol ) A= ol 5L

ARESEAI R M f2 Al B = o5& AUt

ldM2] 25 o2 4
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A5 S E = dukz o 2 24 /etc/auto.master 2 A A Ao A W dHlo]E S A} A w O E
Az @ HolHE AT 7 JdFUT. kAl &2 F k= LDAP A Yy o
IdM(Identity Management)2] 7 €] 2 E o] 4] = 389 Directory Server$ 1 t}.

NetNamespace& A}-8-3t= Al =" o] IdM = Q1] Zglo]AdEo|H A5 vl-LE {LAJo] 24
A gdo) AFHA FFUth diA 9, 91X 2 7] ¢ 222 NetNamespace 7/ o] |dM ¢ & & 2] o]
LDAP &2 o 2 APt} o= So] idm.example.com IdM v Qle] A 7|2 npAH W & o}
=3 2ol AAAE Y

dn:
automountmapname=auto.master,cn=default,cn=automount,dc=idm,dc=example,dc=com
objectClass: automountMap

objectClass: top

automountMapName: auto.master

4.2. NFS A 1] 2] IDM 719§ +4

£ IdM(Identity Management) Z2to] A E o 21213 1827} o] NFS AW €] t]dl g g W 51
A A 23 4= == Kerberos 2124 NFS A 8|S A3}

o] o A o 4| = nfs-server.idm.example.com o ] A3 == NFS A 8] 2 & A 5t= WU S A58

=N

A 27 A

[
IdM 2232 22915 0] Y&,

NFS A o] gt =& <42 Agto] A&,

NFS 38 Wil o) 98 917147k A= =] d&vith

[ AH] gk fol A AP =S NFS A u & 24 A5
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47 . IDM2O] A5 n} L E AL

IdM X190 &2 E A IdMol] NFS A 8] 2~ & F713H o).

$ ipa service-add nfs/nfs-server.idm.example.com

Added service "nfs/nfs-server.idm.example.com@IDM.EXAMPLE.COM"

Principal name: nfs/nfs-server.idm.example.com@IDM.EXAMPLE.COM
Principal alias: nfs/nfs-server.idm.example.com@IDM.EXAMPLE.COM
Managed by: nfs-server.idm.example.com

NFS A 1ol 5] NFS A 8] 29| keytab2 7}4 &1}

# ipa-getkeytab -p nfs/nfs-server.idm.example.com -k /etc/krb5.keytab
Keytab successfully retrieved and stored in: /etc/krb5.keytab

NFS A ] o)l 5| NFS A H]| =& OhA] A &gy o
I # systemctl restart nfs-server
NFS 4 e o] ] NFS A 8] 22 24 83t}

# systemctl enable nfs-server
Created symlink /etc/systemd/system/multi-user.target.wants/nfs-server.service -
/usr/lib/systemd/system/nfs-server.service.

4.3. IDM9 A NFS & Ul 2] 7]

IdM(Identity Management) A] =& #2] A= NFS A v & A1&51] Y EYAE 53] IdM AF&#9} ¢
AE s FHT 5 Ay

A 27 A

IdM #a g2 22915 0] J&Uth.

NFS A ujo] t) g £E &= Ago] A1
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NFS 38 Wt o) B8d 17147k A= 90 d&ch

[ ALg}H whsld Fox] AP e = NFS AW E 1A A5

Az}
1.
R gdaee s A4 g
I # mkdir -p /exports/project
2.
SA S} g JAEFE Q3 253 AT AL LA}
I # chmod 770 /exports/project
3.
Hagzed A48 vE o gaAga] 2449 1§ &fdo] A4 ¥ == GSID Sticky
bitE 71344
I # chmod g+s /exports_ro/documentation /exports/project
4,
w7t A g o A2 5 JE IdM 252 A FU ) IdM 28 9] o &= developers
Ay
I # ipa group-add developers
5.
259 RE IdM AR A7 A A 23 4= Q) == /exports/project TP E | 9] 15 AFdS
developers = W7 g}
I # chgrp developers /exports/project
6.
IdM A8 AFE 250l F7FH o ol Al AHg-AH= idm_user 94t
I # ipa group-add-member developers --users=idm_user
7.

EEEEEE RS ERES TR DERTE L S
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_file_systems/exporting-nfs-shares_managing-file-systems

47%.IDM9] &5 vl E AL§
I # echo "this is a read-write file" > /exports/project/rw_file

Jetc/exports.d/ t] & 2] o] stelo] the A 1.E Frheh
RS REEEE
AFgA7E DA e 2l 9] stlol] Al 2517] S8l A sk By

O g Eel 9] stdel thsl AHg Aol Al Folstel e Age FAYY7?
I # echo "/exports/project *(sec=krb5p,rw)" > /etc/exports.d/project.exports

glusterfs=krb5 = =2 UNIX UID 2 GID tj 2l Kerberos V5 =2 & Z & Al &35} A&

g AZFU

T =rb 5i = sa =krb5p S A& 3.

sec=krb5i

AHgA Q1% Kerberos V5& AHg-3t3 vloe] WS WA 3t7] 98] met A =24 -2 A}
$3to] NFS 219 o] 2244 A4S F g th

sec=krb5p

%, 744 A2 2 NFS £ % 2 k5 slete] £
.

Kerberos V52 A}-£23}a] A}-&-#} ¢l
3 23 AT ol 7Hg St AR oA T A el =t b B

2E g3 E gA U2 vl2H U 2] 7] H o] £-2 /var/lib/nfs/etab >} /etc/exports 2
/etc/exports.d:

I # exportfs -r

letc/exports o] A3 AA YR 7] BE=S XA

# exportfs -s

/exports/project *
(sync,wdelay,hide,no_subtree_check,sec=krb5p,rw,secure,root_squash,no_all_squas

23



Red Hat Enterprise Linux 9 Identity Management$} $H7] 9] % Red Hat € 2] €] A1-&

In

NetNamespace 5 4 o] oj g z}A] g U] 82 nfs man =] o] X & F=x3 4 A L.

4.4. IDM CLIZ A}-&3lo] IDMo A A5 v SE 91X @ w 1A

AA = 9 Al Eoln, 25 auto.master ol AFFUr) st f1x= o8 #HS AZE = dFUo.
A FEL2 9 58 AH o2 ZAFF o] 52 9 9] AF vfLE AA o] op ).

IdM(Identity Management)2] A] 2= &2 z}+= IdMo| A 25 v E ¢ X9 HS A4S XA H 9
Ao 1dM AHE A7t E2E ] 54 vt E A 02 o] 53to] NFS Aulol A ml Ffol a2 5
J&Uth U2 NFS A1) dae ] o) njee Jde w5 wel X3Pt o] oAl A raleigh <1
z] 9} IdM Z&}o] 2 E 9] /devel/ v}-2-E %] A9 nfs-server.idm.example.com:/exports/project 3= 2
71-2~7] e & vt Este PS FASHE S 2B Y.

A 27 A

[ ]
IdM 2] 9] & 2Eo] IdM 2222 21915 0] Y51 Tt

raleigh Autoscaler 9] X & w54t}

$ ipa automountlocation-add raleigh

Added automount location "raleigh”

Location: raleigh

raleigh $] X 9]l auto.devel A5 A5 v} E WL w5},

$ ipa automountmap-add raleigh auto.devel

Added automount map "auto.devel"

Map: auto.devel

exports/ shareo] i3 7] 2@ v E AW = 7134t}
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auto.devel o] 7] 4 vl E AW & F7} .

$ ipa automountkey-add raleigh auto.devel --key=""' --info="-sec=krb5p,vers=4 nfs-
server.idm.example.com:/exports/&'

Added automount key """

Key: *
Mount information: -sec=krb5p,vers=4 nfs-server.idm.example.com:/exports/&

auto.master Wl i3l 7] 2 v} LE AV E Fr1g ).

$ ipa automountkey-add raleigh auto.master --key=/devel --info=auto.devel

Added automount key "/devel”

Key: /devel
Mount information: auto.devel

4.5.IDM S o)A ENA A5 vlSLE LA

IdM(Identity Management) A] 28] &2 x}= AHg27F Z8o|A Eo 21218 uf] oA ET} F7}
A f1A1o] NFS FHfoll AA 2T = AEF IdM Seto|AE Q] A5 A-F v E AH| 25 AT & AHF
Ur}. o] dlA| ol 4] = raleigh 91X ol X A& = A= AE PFE AH| 25 ALE S S IdM S2o|d E
& A= S Ad¥dy

A 27 A

[ ]
IdM Sg}o| A Eof gt FE AA 2 Ago] AFY T

IdM 2232 21915 0] Y&,

AE vF-E 9 X171 AU o & £9] locationg raleigh U t}.

IdM &2} o] 9l E 9| A ipa-client-automount B3 2 43332 Y= XANAFP YL -U FH S
ALgete] FHA4 AAHES AP A

I # ipa-client-automount --location raleigh -U
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NetNamespace A 8] 2~ Z 5 %] 3}3L SSSD 7] A = *x]-$-32 NetNamespace A v] 2~ = A] #}H3s}
o Al 74 A4 L 2=y

I # systemctl stop autofs ; sss_cache -E ; systemctl start autofs
4.6. IDM A} 317} IDM Ze}o] A1 E o] NFS Z-froll Al 28 4 QER] 3l

IdM(Identity Management) A] 28! #2]2t= 54 282 Wu| <l IdM A1&47F 54 IdM S2lo|d E
o] 223 W NFS 3foll JAET = A HEET = dFHT

o] Aol A= T Alvhe] & & W 2E gt

developers 159l 43} idm_user 21+ IdM A8} /devel/project t] 2 gl 2] o] A=
idm-client.idm.example.com || A5 vl EH v}d o] Y &2 231 & 5 AHFUh

A 27 A

[ ]
NFS A8 9] IdM 7192 4 513 NFS 342 R A5

IdM A}-£ 27} NFS 2280 A 28 5
£ A8 FAREI:

;2,
e

WS TR AN A veE X, W, vhe

IdM Z8 oA Ed 25 vl EE A IS Y.

IdM AL-8- 27} 81 7]-227] T A B 2o A2 5= YA Sl

IdM A}&7 = IdM Zeto] A Eo] A7 g o

$ ssh idm_user@idm-client.idm.example.com
Password:

M AH8 2] B 53 B2 (TGT)S oAl Q.
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I $ kinit idm_user
[ Ag] 1AM AHgALe] 25 WS SHelghch

$ ipa user-show idm_user
User login: idm_user

[.-]

Member of groups: developers, ipausers
/devel/project Tl g 2] = o] 53 ).
I $ cd /devel/project

Oaee 2ax2 g,

$ls
rw_file

dee e st Y2 Frhste] 27 AT HAEFY T

I $ echo "idm_user can write into the file" > rw_file
[A8) Ag] stalo] Quo|ER 2uxg By

$ cat rw_file
this is a read-write file
idm_user can write into the file

=3l A idm_user 7} st o] & 5 =

N

_] (
l-fO
L)
v
£

4%, IDM2] A5 1} S E A}S
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57%. ANSIBLE S A}-§-51o] IDM A}-8-#12] NFS 3+ A& vl2E

AE vtLEE= o A2H A I E S A, 748 E A== THYUG A5 v EE 8F
o] L wult} YA EE A5 0 2 np-gE ]} IdM(Identity Management) = v <1 Yo A = =)<l
U SetoldES daAHIE 4A ¥/ F JoB=E o] =L Z AF.

IdM X127} 7} IdM $1 A o]l IdM Z kol A =] =1915}7] $15) AnsibleS AHgat] A0 2 vl gES
== NFS 345 74 4 &Yt

o] Zo] d A= e A 9= AL .

NFS-server.idm.example.com & NFS(U| E¢] = 51 A| 2€l) A v 9] AF31E =<l o] &
(FGDN)4 41 o

nfs-server.idm.example.com 2 raleigh z5 v}l-£E 9] X9 J+= IdM Zlo]Ad =Yt}

NFS A 8] = /exports/project t] @ g 2] = 2] 7]-2~7]| & YR Ut}

developers 159l 43l IdM AF8-21= NFS A H] 9} 54 3t raleigh 25 vl E ¢ Aol 9J
= IdM Z}o] A E 9] /devel/project/ = R t]A g o] Zel=xo] MM 4= dFYT)

IdM -client.idm.example.com & raleigh zA}-5 v} £ E 9] 9] 9+ IdM Zglo]A EQJ Y.

NFS A 8] tj Al Samba 4| B] & A}-8-5lo] IdM S2olA E 9] F/-E Al 3354 IPA 873

9] Autofs= kerberized CIFS v} - E = 4 5}l2 How do the How do | configure
kerberized CIFS mount with Autofs in an IPA environment? KCS &5 4.

o] Aol Th& A o] Egte o] YFUT.
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https://access.redhat.com/solutions/6596071

5. ANSIBLES AF-239] IDM AL&%}¢] NFS 35 A5 vl 9 E

IdM2] NetNamespace 2 A5 v E

2.
NFS A ¥ 9] IdM 71 €] -4
3.
IdMol| 5| NFS 3 Wl 2] 7]
4.
IdM &2 2 ]3] Ansible A o] == ZFH]
5.
Ansible2 A}£319 IdMo| A A5 v} L E 9], W 2 7] 1A
6.
AnsibleS AH8-3te] NFS 3-8 &4rshe 25l IdM AH8-A} 571
7.
Ansibleg A} &3}o] 2= v E A X IdM Z&o]AE =7}
8.
IdM Zeto] A Eo) X A5 vheE 74
9.

IdM A1 77} IdM Ze}o] A E ] NFS Z 6o oAl =8 5 9lA

ol
1S

5.1. IDM2] NETNAMESPACE 4 A5 vl2-E

Net Namespace M ¥] == A5 vhEE H &5 53 QA= A A EL & v2ESIES 5o g0
w2} g g vl EE 53 . T3 disabledol] A = period of inactivity2 53] A5 vl$E &
O 2| vt 2E 84 5= S mounto] AAFUth AH vieESt @] W= vpEE A2 7
g Aoy,

NetNamespace & A}-8-3l= A| 2" oA = A5 vlSE AA o] o g & 3L AFF Yt} 7]
B 2AE v$E AR 93U AF vE vl E X F 9| upAH v P} Al Adle] A g AAvF x2S
/etc/auto.master YU t}. o] vWjF L = pl 2 E ol o|gtal gt}

/etc/auto.master 77 st o= rp2E go] X H o] AU OhE Pl did =& 27
T AsUth g W2 A T HHY AU A3 92 vE e A A= o5
AR SR 7MY 2 3l A= o5& AU

e

o
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IdMe] 215 vl eE 43
A5 vl E = dukz o 2 24 /etc/auto.master 2 A A Ao A W dHo]E S AR w O E

22 A g HolHE AT = AFUT iHE e &2 F Shvh= LDAP A ¥ Y.
IdM(Identity Management)2] 7 =] 2~ E o] 4] = 389 Directory Serverg] 1 t}.

NetNamespace& A}-8-3t= Al =" o] IdM = Q19| S glo]AdEo|H A5 vl-E Aol 24
d gdol AFHA FFUh diA 9, 91X 2 7] ¢ 222 NetNamespace 7/ o] |dM ¢ & & 2] o]
LDAP g2 o 2 APt} o= So] idm.example.com IdM v Qle] A 7|8 npAH W & o}
=3 2ol AAAE Y

dn:
automountmapname=auto.master,cn=default,cn=automount,dc=idm,dc=example,dc=com
objectClass: automountMap

objectClass: top

automountMapName: auto.master

2 g0 et A A 2g wheE

5.2. NFS A v] 2] IDM 719§ +4

£ IdM(Identity Management) Z2lo] A E o] 21213 1827} o] NFS x| €] t]d gz & 51
M A 28 5 I == Kerberos ¢12] NFS A 8] & A3}

o] o A o 4| = nfs-server.idm.example.com o ] A3 =] = NFS A 8] 2 & A 5t= WU S A8

o}

A 27 A

[ ]
IdM #E] g2 22915 0] J&Uth.

NFS A o] gt & <42 Agto] A&,

NFS 38 Wil o) 98 97147k A< =] gd&vith
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_file_systems/assembly_mounting-file-systems-on-demand_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_file_systems/mounting-nfs-shares_managing-file-systems#installing-nfs_mounting-nfs-shares

5. ANSIBLES A1-8-3o] IDM AF8-#}¢] NFS Z4 A5 nheE

[ ]
[Ae A3 Wshy FolA AP =S NFS g FAAE Y
A3}
1.
IdM X g S 2E9]A IdMell NFS 48] 22 F7154 .
$ ipa service-add nfs/nfs-server.idm.example.com
Added service "nfs/nfs-server.idm.example.com@IDM.EXAMPLE.COM"
Principal name: nfs/nfs-server.idm.example.com@IDM.EXAMPLE.COM
Principal alias: nfs/nfs-server.idm.example.com@IDM.EXAMPLE.COM
Managed by: nfs-server.idm.example.com
2.
NFS A v o] 4] NFS A ¥] 2 2] keytab& 7} 4 |1 }.
# ipa-getkeytab -p nfs/nfs-server.idm.example.com -k /etc/krb5.keytab
Keytab successfully retrieved and stored in: /etc/krb5.keytab
3.
NFS A o] 4] NFS A 8] 22 thA] A] =g o
I # systemctl restart nfs-server
4.

NFS 4] 4 NFS 4 1] 25 34 shehoh.

# systemctl enable nfs-server
Created symlink /etc/systemd/system/multi-user.target.wants/nfs-server.service -
/usr/lib/systemd/system/nfs-server.service.

5.3. IDMoj| 4] NFS 2§ B 7]

IdM(Identity Management) A] 25 #2] = NFS A Bl 2 AH4-3to] Y| E 9122 Sal 1AM AF&4ts} o
AH7 2 24T 5 Axvd

A 27 A

[ ]
IdM 2232 22915 0] Y&,
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_file_systems/exporting-nfs-shares_managing-file-systems

Red Hat Enterprise Linux 9 Identity Management$} $H7] 9] % Red Hat € 2] €] A1-&

NFS A ujo] thgt =& o4 = Agto] ALt

NFS 265 WxuE o Be @ 17147 Ax 5] d&ch

[ AL B8 Fol A A HEs NFS A2 74 A5

Az}
1.
R g s A4 F
I # mkdir -p /exports/project
2.
2R 2F AE S 9w 23 A9 AFS LolFUot
I # chmod 770 /exports/project
3.
Hagzed A48 vE o gaAea] 2449 18 &fdo] 44 == GSID Sticky
bitE 7134 .
I # chmod g+s /exports_ro/documentation /exports/project
4,
gl 2 7HA W -&o] ¥3Hd U S A4 d
I # echo "this is a read-write file" > /exports/project/rw_file
5.

letc/exports.d/ O A E2] o] o o5 AR E F7Hg ).

Wua o)

R AL EEEE DL ECH B R s

e Ee o) el tial ALE Rl Folstel s A FAYUA?
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_file_systems/mounting-nfs-shares_managing-file-systems#installing-nfs_mounting-nfs-shares
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_file_systems/exporting-nfs-shares_managing-file-systems

57%. ANSIBLES A}-8-sto] IDM A& AHe] NFS 3 AHE vH-E
I # echo "/exports/project *(sec=krb5p,rw)" > /etc/exports.d/project.exports

glusterfs=krb5 = 22 UNIX UID 2 GID tj Al Kerberos V5 3 2 & Z2 Al-83}o] A&
ZAE A5FY.

T =rb 5i == sa =krb5p S A& 3 ).

sec=krb5i

AL} 2150 Kerberos V58 AHg-3l 31 dlol €] WS WA ah7] Sial mek A28 -2 A}
$3tol NFS #1e] 744 44+ Fa3d

sec=krb5p

Kerberos V5& A-&-3l] A&} 915, 474 A 2 NFS Edj 3 & ¢35 35)ste] Ed
T 24P S BAFYG. o] 7HF kA AA o A9 s e WE| =7 7HE 25U o

- =

2 E dagHa S gA Y By v Y B2 7] g o] &L /var/lib/nfs/etab =} /etc/exports 2
/etc/exports.d:

I # exportfs -r

o
k
>
o
L
i)

letc/exports ol 233 AA U7 5=

# exportfs -s
/exports/project *
(sync,wdelay,hide,no_subtree_check,sec=krb5p,rw,secure,root_squash,no_all_squas

h)

NetNamespace 5 'Y o] oj g z}A] g U] 82 nfs man =] o] X & F=x3 4 A L.

5.4.IDM &2 £ 93] ANSIBLE A o] == Z1]

Red Hat Ansible Engine2 = %9} & o] IdM(Identity Management)S &2l A28 &A= o

+2 T35 Aol FTFU-
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& T4 e 204 Ansible 3ol 1 & at¢] A E 2= 44 U THel: ~MyPlaybooks ).

/usr/share/doc/ansible-freeipa/* 2 /usr/share/doc/rhel-system-roles/* tdaga 9 39
o] @ g g o] A] ~/MyPlaybooks T] @€ g o] BA} 2 =4

WEz] vdS ~/MyPlaybook H 2 ¥ 2] o =3¢t}

o
z
oy o
o
-}
A
|
In
il
&
o
i
o
e
P
2
)
P
tllo
&
30,
lo
i)
el
[t
)
)
filo
foi
i
-
X
82
kd
il
k)
K
4
filo
i
)

ipaserver,ipareplica,ipaclient 2 ipabackup ansible-freeipa & &3 233l H ]
P =9 FE A3 god Ut o] g3 o= HEAHe 2 dnf ZE o] 97
A gre) Aol i@ Aol glojof Pk

o] A A o A& ~/MyPlaybooks t] 2l El 2] 2 75 31 Ansible Z# 0] 82 A A3l A3 sl o] A&
FAES FAS= BHS 2.

A 27 A

[}
A28y == server.idm.example.com 2 replica.idm.example.com ol IdM A 8] E 4 X3}

Ut

Aol = oA AH A =X, server.idm.example.com 2 replica.idm.example.com 9|
2398 4 Y= DNS 2 W ENZ S TAYFU.

<+ H g e dlA Ansible 74 2 S ol 52 fHEE AU

I $ mkdir ~/MyPlaybooks/
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54 ANSIBLES AF-8-3to] IDM A}8-2+9] NFS &4 A5 vl & E

~/MyPlaybooks/ T & €] 2] & W17 g o).

I $ cd ~/MyPlaybooks

d

S Zd = E A18319] ~/MyPlaybooks/ansible.cfg 222 A A gt}

-

[defaults]
inventory = /home/your_username/MyPlaybooks/inventory

[privilege_escalation]
become=True

)3 Zd == Al-£31o ~/MyPlaybooks/inventory 32 & w51t}
[eu]

server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]

eu
us

ol 42 olel @ AA ol Y& E2Eol i3l eu s} us olehs F AN ZAE 2FS FF
Utk T3t o] A2 eud us 1F R E SXEEE X338l ipaserver $2E 158 F o F

Ut

[ A1g] SSH 370 2 A 1S BAFUTH Bl 2E S3A A4 2S Geststeld A
A 7)ol 5 E ARFA vHIA L.

I $ ssh-keygen
SSH 371 715 7} &2 ==29] IdM A2 2 Al A ol EAY O

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com

@

ol @ BH L A ul IdM 223 95 S g sok Frih
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Ansible =] o] 22 X}-8-3}o] Identity Management A 1] A 3],

o
=
i
L)
u
4
Hy
p'L
rr
ol
o

5.5. ANSIBLES AH-4-3+o] IDMo A A5 vh2E 912, %1 2 7] 74

IdM(Identity Management) ] 251 #he] A= IdMol 4] 45 vl 2 914 2 B 745t 498 A4
o 1AM AL AH7h B2 0] 54 vheE MO 2 o] F5te] NFS A ul oA il Ffol M2 5 3
#Uth W NFS Au] tied e el o) vk 8 & 2% ol 135Utk LDAP gojol A $]X: ol e
3w g2l Adold gy

o] o A o)l A = Ansibleg A}-&-3}4 raleigh 9] X = A 3= Wy 7} IdM Z2}o] 91 E 9] /devel/project
ul-&E ] H ] nfs-server.idm.example.com:/exports/project &= ¢]7]-227] t]a | Z vl L ESI=
e st S AY I

A 27 A

[ ]
ldM 2] 4 9458 23 95U th

2 87 A3-S 535 Ansible Alo] ==8 TAIFUL.
Ansible ¥ 2.8 o] /42 AH8-5t3 dFU
ansible-freeipa | 7] x| 7} A x| 5 o] Y FY ).

~IMyPlaybooks/ T} 2 €] 2] o] IdM X ¥ ] FQDN(g 738 w9l o] &)< A}-&-3a)
Ansible 14l =2 7ol A AU,

Ansible A o] == A ~/MyPlaybooks/ t]& g 2] 2 o] 53}

I $ cd ~/MyPlaybooks/
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management
https://docs.ansible.com/ansible/latest/user_guide/intro_inventory.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible

5%4. ANSIBLES AHg-3te] IDM AHg-7ke] NFS 34 A5 v} & E

/usr/share/doc/ansible -freeipa/playbooks/automount/ tj & g 2] o]] 1+=mount-location-
present.yml Ansible Z | o] & 7S EAL o

$ cp /usr/share/doc/ansible-freeipa/playbooks/automount/automount-location-
present.yml automount-location-map-and-key-present.yml

AR S 93l autoscale-location-map-and-key-present.yml 3128 g1 t}.

ipaautomountlocation ¢} A /Ao A 5 WFE A5t }dS =4 F UG-

[}

ipaadmin_password H 5= IdM & 7} ¢] ¢35 2 Ao
[}

name W4 £ raleigh = A4 3o}
[}

state ¥l 57} present = A& H o] A=A FAAFY ).

ol @A A AloA =3 A Ansible = |5 AP},

- name: Automount location present example
hosts: ipaserver
become: true
tasks:
- name: Ensure automount location is present
ipaautomountlocation:
ipaadmin_password: Secret123
name: raleigh
state: present

autoscaling -location-map-and-key-present.yml 2} 2 A& A Y o}

tasks A A0l A 215 v o= Wol YA FHAste AL FoHEUh

[..]
tasks:
[..]
- hame: ensure map hamed auto.devel in location raleigh is created
ipaautomountmap:
ipaadmin_password: Secret123
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name: auto.devel
location: raleigh
state: present

tasks 2 Aol 4] vheE A % NFS Al A 0.2 9ol F7she 492 F7Hunh

[...]
tasks:
[...]
- name: ensure automount key /devel/project is present
ipaautomountkey:
ipaadmin_password: Secret123
location: raleigh
mapname: auto.devel
key: /devel/project
info: nfs-server.idm.example.com:/exports/project
state: present

ol

5
r
i
i)
H
e
ftlo
X
o
9
L
u)

Ansible 30| 5-& A3 S ol &H
I $ ansible-playbook -v -i inventory automount-location-map-and-key-present.yml
5.6. ANSIBLES A}-83l4q NFS 35 &f3t= 25l IDM A&} 37}

IdM(Identity Management) A] 2=¥] .-d—a];(]-__ Ansible & A}-g3lo] NFS ol A 2T 5= A= AL
Z 5SS o] Z2F IdM A8 A S 71 = AFU o

o] o A o) /] = Ansible =d| o] 32 A}-£3}<] idm_user A A o] developers 159l £3l== 3=
He Asle 2 idm_user = /exports/project NFS F--oll A =3 4= J&HFU o

A 27 A

[ ]
nfs-server.idm.example.com NFS A v] o] )3t £ E NA| 2 A3lo] FUt). o] Au=
raleigh A5 vl E 91X o] = IdM S| A E YT

IdM #2) 7} 9t 5 2 3 5T
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5%. ANSIBLES A}-£51¢] IDM AL-8-29] NFS Z§ A5 v} S E
g &7 A1HS $Z351E Ansible Alo] =2 A AE YT
Ansible B4 2.8 o] & AH&-stL U
ansible-freeipa ¥ 7] x| 7} A x| 5 o] A FY ).

~IMyPlaybooks/ T] 2 €] 2] o] IdM A ¥ ] FQDN(g 738 w9l o] &)< A}-&-3a)
Ansible 14l =2 7191 A AU,

~IMyPlaybooks/ .9 X] AnsibleS A}-g-3le] 25 v&E Q] A4, 9 9 7] +4 9] %
A o] o]u] ZgHmount-location-map-and -key-present.yml 3} 2 A A A &1}

Ansible A o] == A ~/MyPlaybooks/ t]& g 2] 2 o] 53}
I $ cd ~/MyPlaybooks/

AR S 93l autoscale-location-map-and-key-present.yml 3128 g1 t}.

tasks A Ao A IdM 7] 2z} 18 o] EA 33 idm_user 7} o] 2 F ol F715 QA=A el st=

492 F7hguh

[...]
tasks:
[...]
- ipagroup:
ipaadmin_password: Secret123
name: developers
user:
- idm_user
state: present

sl e A4

Ansible 0|52 A5t S ol&

i)
ro
E
il
o
=)
e
tlo
X
oX,
)
L
i)
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible

Red Hat Enterprise Linux 9 Identity Management$} $H7] 9] % Red Hat € 2] €] A1-&

I $ ansible-playbook -v -i inventory automount-location-map-and-key-present.yml

NFS A v] o] A /exports/project t] & g 2] 2] 15 47d 2 developers & W7 5lo] 157 9]
E 1AM 21§27} D el gl o] A28 5 JE= g

I # chgrp developers /exports/project
5.7. ANSIBLE 2 2185l A& wH-E 3] A] 913 IDM S| E 7}

IdM(Identity Management) A] =& 2] 2t= AnsibleS A183lo] A5 wl-&E $]x] o] IdM Z2o|AE
£ F7}ske] 1dM A8 A S 1AM AHE-ZEol Al A5 & IdM AL 217 o] IdM Zeto] QB 2308 = Y=
2 A% vheE Ao 71 5 YU

A 27 A

[ ]
EE IdM9] &Y. 32 E o] 52 idm-client.idm.example.com ¢4 t}.

AE vE-E 9 X171 AU o & £9] locationg raleigh U t}.

& 27 AHS S5k Ansible Allo] ==2 A S
Ansible ¥4 2.8 o] 42 A}8-3t 3 Y& T
ansible-freeipa ¥ 7] x| 7} A x| 5] o] I F Y.

~IMyPlaybooks/ T] 2 €] 2] o] IdM A ¥ ] FQDN(g 738 w9l o] &)< A}-&-3a)
Ansible 14l =2 7191 A AU,

~IMyPlaybooks/ .9 X] AnsibleS A}-8-sto] A5 vk E 913 A4, W 2 7] A 9 4
A o] o]u] ZgHmount-location-map-and -key-present.yml 31 2 A A A &1}


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible

5%. ANSIBLES A-8-3t%] IDM AFg-7ke] NFS F-§ A5 v E

Ansible A o] == A ~/MyPlaybooks/ t]& g 2] 2 o] 53}

I $ cd ~/MyPlaybooks/

2.
AR S 93l autoscale-location-map-and-key-present.yml 3128 g1 t}.
3.
tasks A A o] /] idm-client.idm.example.com IdM & 2 E 7} raleigh Autoscaler 9] X] ol 3
7HE A=A Rl = A S F7HEY oL
[...]
tasks:
[...]
- ipahost:
ipaadmin_password: Secret123
name: idm-client.idm.example.com
location: raleigh
state: present
4.
sl e AgAU
5.

Ansible 0152 A5ty S ol & I EL] HLdS AF I

¥

I $ ansible-playbook -v -i inventory automount-location-map-and-key-present.ymi
5.8. IDM S} o)A ENA A5 vlSLE LA

IdM(Identity Management) A] =¥ &g z}= AHE A7} S EtolAd Ed 23213 u] Fao|AET} F7}
H 9l NFS 3ol AA 23 5 =5 IdM S eto]A E Q] 245 A5 vfE AU 28 AT F UF
Ut} o] o A o A = raleigh 9] X ol A A8 & A= AE vEE AH|AE ALESEE IdM S 8to|d E
& 75 S Adddd.

A 27 A

[ ]
IdM S2to]QEd] i FE fA X Aol JFU .

IdM 2232 22915 0] Y&,

41
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AE vlE A7 55Ut o E E9] location raleigh ¢4 ).

IdM &2} o] 21 E 9] 4] ipa-client-automount H &S 43512 Y& AAT Y. -U 4
Agste] 2 2agES 29§,

I # ipa-client-automount --location raleigh -U

NetNamespace A H| 25 5

A 8t5L SSSD 7 A & A $-32 NetNamespace 4| v] =& A] &5}
of A 74 AL 2=k

I # systemctl stop autofs ; sss_cache -E ; systemctl start autofs

5.9. IDM A} 7} IDM Z2}o] A £ 2] NFS Z--o A28 5 QA 3

= A=Y

IdM(Identity Management) A =& A2 #3= 54 252 A9 IdM AH8A7F 53 1dM E8old E
oA 2208 w NFS Ffroll AA 2T 5 A=A HEES F JFU

o] AN Te Ate] 08 Bl AEF .

developers 159l 435+ idm_user 2= IdM A1-8-2}1+= /devel/project Tl g g 2] d] Sl+=

idm-client.idm.example.com ol A5 vl EH v}A o] Y &L 231 & 5 AHFUh

A 27 A

[ ]
NFS A1 2] IdM 7|9 & +A 813 NFS /& W 1l &FU .

[ ]
IdM 21877} NFS 3ol A28 5 Qlie BH e 7R dMo) 215 vl & 914, 7, vh&

EAQS FAAFU

[ ]
Ansible 2 A&l NFS 3#& X3t developers 259l IdM A18-A & F71 54U .

[ ]

Ansibleg 218511 IdM Ze}ol AE S & A% vleE 9170l F7HAEU .
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54 ANSIBLES AF-8-3to] IDM A}8-2+9] NFS &4 A5 vl & E

IdM Z8 oA Ed 25 vl EE A IS Y.

1M A}87 7} 91 7]-27] Tl E 2ol oAl 28 4 AEA FA o,

IdM A}& 7= IdM Z 2ol A Eo] A7 g o

$ ssh idm_user@idm-client.idm.example.com
Password:

M AH8-72] B4 53 B2 (TGT)S oAl Q.

I $ Kinit idm_user

(e AHE] 1M AFg Aol 25 W A2 kel ghi o,

$ ipa user-show idm_user
User login: idm_user

[.-]

Member of groups: developers, ipausers
/devel/project Tl H g = o] 53 ).
I $ cd /devel/project
ddge 2d =8 JEd .
I $ls
rw_file
HaE el o] sdd J& F7het 227] A HIEEFYH.

I $ echo "idm_user can write into the file" > rw_file

[ AL3)] A o] ol Ed Fhl=

T

i

U,
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$ cat rw_file
this is a read-write file
idm_user can write into the file

=3olA idm_user 7} sd ol & 5 A=A AU
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