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https://docs.ansible.com/ansible/latest/network/getting_started/basic_concepts.html
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27 ANSIBLE =#) o] 52 AF-&35te] IDENTITY MANAGEMENT A
B A A
T2 A A ol A = Ansible & /\}Q.o}o:] A 2" S |[dMAHE FASE S A

H o

H
W2 T4 IdM EH] Qlo] A4 = 51 Al 28 o A [dM A H] 22 IdM Z}o] o
ipaserver Ansible & &5 Al-gsto] Wi X & Al = AFHTH

3y o) Al 229 2 1dM A
o A28 4 ALY

AR T AL
e Ansible @ |dM 7§ 3 & o3& 4 954 o
o Ansible & &
o Ansible ==
o Ansible 21 dl E ¢
o Ansible 24
o Ansible =&

o Ansible Z#o] 2 Zgo]&

2.1. ANSIBLE ¥ IDM A %] & ¢]3} o] 4

Ansible> A| 28] 4, A EQ o] w9 £ U] EE Fdot= H AHEH = AEst =AY TH
Ansibled] = IdM(Identity Management) x| ¢ o] 33 Qll] Ansible 5 S AFE-31S] IAM AW, B4 &, &
FollE i AA IdM BE 2R 443 24X 49 & A58+ AHU
IdM-S&- A %] 6} 7] 13l Ansible-s- AH-8- & off ¢] o] 3
oS 222 55 XX 9 2] Ansible2 AFE-3}e] Identity ManagementE A x| 5} o] M o] 14U Th
o A o 2ald IVt IFHTt
o JfEA R MxT 7t SAE HARZS FAT HatFUTh Al AA Fel 2y E v £t
ol hte] I ER] gdo] g AFH
o o AT AHS A8l AINED HFdS AAE T F AFHTH (A AFEA E S AE F71).1dM
I Aol gle A e AP x AWED FdS AAES T AFHh

2.2. ANSIBLE-FREEIPA =] 7] X] A X]
o] Al A o] A = IdM(Identity Management)% SRl
ansible-freeipa = 7] x| & 4 x| 5} = Wy & A uh’]

A 27 Abg

T4 9 2E F2l A 71A #2] A7 = Red Hat Enterprise Linux 8
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https://www.ansible.com/
https://docs.ansible.com/ansible/latest/index.html

27. ANSIBLE Z3 o] 52 AH8-slo] IDENTITY MANAGEMENT A ¥ A 3]

o AEEH 7 Fast A HE 2T Mo & Red Hat Enterprise Linux A] 2= 91 %] &<l 3+ T}
TR Ze AL A AR X e F2] Ansible AW A A 2] 7hol = & ZZR A Al L

o HEEZHAMSSH ZZEZFS 54 #2818 w=o A2 = Adex Ayt #ed =
=71 AE E 7 9] /root/.ssh/known_hosts 7} o] 1} 5] o] 9l=x] &3t}

A7)

Ansible ZAE Z# oA TS A 2}2 AFE T

1 AJ&8o] RHEL 8.5 5! o] d WA oA AT A Lo 2| A ELE S5tk
I # subscription-manager repos --enable ansible-2.8-for-rhel-8-x86_64-rpms

2. A" o] RHEL 8.5 o] stol| A 3 F<1 7 -9- ansible =i 7] 2] & 4 2] g1 o},
I # dnf install ansible

3. ansible-freeipa | 71 x| & A X 3} t}.
I # dnf install ansible-freeipa

2 1 52 Jusr/share/ansible/roles/ X /usr/share/ansible/plugins/modules t] & & 2] o]
Y.

i 12
el

2.3. 3+ A2 € o] ANSIBLE & & 9] %

71374 © % ansible-freeipa ] 32 /usr/share/ansible/roles/ T] 2 € 2] o A x| | 1] t}. ansible-freeipa
W7 A &) T2 b 2BEU

e /usr/share/ansible/roles/ t] @ & 2] = Ansible 71 E & 2] || ipaserver,ipareplica 2 ipaclient <
&2 ARGyt 7+ o & v g E g o & README.md Markdown o} o] o] &) tf 3t o 4], 7] 2
N, ghol Al 2= W A 7F A g Y ok

[root@serverl# Is -1 /usr/share/ansible/roles/
ipaclient

ipareplica

ipaserver

e /usr/share/doc/ansible-freeipa/ t] @ €] 2] = README.md Markdown 3} ] 7]
Z Ao st A = A3 o} =3 playbooks/ 31 U] @ El 2] & A A3 ).

i1

gﬂ]sl— ul E%

[root@serverl# Is -1 /usr/share/doc/ansible-freeipa/
playbooks

README-client.md

README.md

README-replica.md

README-server.md

README-topology.md

e /usr/share/doc/ansible-freeipa/playbooks/ t] @ €] 2] &= o A Z @] o] &S A &gy v}

[root@server]# Is -1 /usr/share/doc/ansible-freeipa/playbooks/
install-client.yml

1


https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html

Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

install-cluster.yml
install-replica.yml
install-server.yml|
uninstall-client.yml
uninstall-cluster.yml
uninstall-replica.yml
uninstall-server.yml

24. 4 DNS 2 T CAS FE CAEZ ARESH v o) thgh v 7l A= 78
IdM £3} DNS & 24 S Al83l= S oA B3 CAS FE CAZ A X 317] 9a) IdM AW E A X317 9
gl B 9SSt o] AAE st
Zkal
o] Axte] Il Eg] o= INI 3 2 & AHE- g th == YAML B== JSON & 21 S 288
AFUTH
Azt

12

I ipaserver_setup_dns=yes

4. DNS A2 432 APtk g &4 3 shte A9 gk

e x| 3= 7o) Jetc/resolv.conf 1} o) A} forwarders& A}&-3t = =2 3l H
ipaserver_auto_forwarders=yes 3413 A}-835H4 t}. /etc/resolv. conf gt o] XA H o] &
AW 7} localhost 127.0.0.1 Aol Ay 71 AP Y E 2o L AL SADNS A= A
WA o g2 38 Ao AA4T e A5 ol 548 AFESHA v Al 2

e ipaserver_forwarders 341 & Al&3lo] AGAE 50 2 XA Y Th AR ZFE A 20) A
= A X4 IdM A ¥ 2] /etc/named.conf 3} o] AL} IP FAE 718Ut
e ipaserver_no_forwarders=yes S A}-8-3to] th4l AHE S FE DNS A H & A4 dH T
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e ipaserver_allow_zone_overlap=yes &4 & A& &1o] & o o] o]n] &<l 7153 73 99
(reverse) ¥ S AT+ AFUTH

H

® ipaserver_reverse_zones S Agcto] AW A& FEORE AFFYT

BRI
Agdi.

18

ek DNS o o & A A 81 #] ¢ == ipaserver_no_reverse=zyes <41 <

R
o

e

al

IdM& Ab-E-sho] ek 9o & de] ke 2 e AP d Utk thal o+
DNS M B =5 AHE & = s YTk

. admin 2 Directory Manager 2] 2} 3 = % 4t} Ansible VaultE A& 35te] 4S5 & A A5t
Zoo] % Hdol A Vault 11 & FxFch B @ b g A9 AduEe FdA FH 4s
E AAZ g

. (A8 AL 1AM A of| A AR-E- AFE-AE A A firewalld G o S A FU T AR A A G S
A 1A o™ [dMof| A Au] 25 7] firewalld & & o) F7Fg U o AL H o ®l 712 F9G 2
public ¢j 1]t}

=8

A4 & firewalld <5 & o] Qlojof sl o F& o = glofof ).
Dy RIS ED g9 o (L A 2)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]

AHE-2} 2] A firewalld & 9 o] Q&= 21l

r
f
i)
%
e
e
2

13



Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

Ansible Vault utd o] #] %= admin ¥ Directory Manager ¢+ & Al-835}o] IdM A8 =
et B0l He o

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaserver
state: present

9} o 4] admin 2 Directory Manager &5 = Al-831o] IdM A ¥ & A A sl &=
o)

- name: Playbook to configure IPA server
hosts: ipaserver
become: true

roles:
- role: ipaserver
state: present

9 QA 7] 442 ipa-dns-install(1) 7 5+ < 7 o] #] ¢] --forward-policy 4 & 2% 314 A]

o

_@1:'.‘

fo 2

e ipaserver & oj| A AF-E-3l= DNS H S0l tf 3+ 2}A| $F U] &2 /us r/share/doc/ansible-freeipa
] @ & 2] ¢ README-server.md 3} < ¢] DNS ¥4 A4S 2234 Al &

25. 2|5 DNS ¥ &

9% DNS &2 4 AHg8he B70l 4 53 CAZ £E CAZ 457 $18] [AM A ¥ & 23 817] 9 &
A= FA S T o] AAE FRFYTh
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e

al

o] ko] el el 3 & INIG 4 S Abg i vh B YAML 5= JSON 342 2182
F el

ARG I ED AdS dUth dM AW 2 ALg- st = £ 2E ] A 73td =<l ©]5(FQDN)
= A4 T FQDN o] b 7S S5st=A Iy

J527h B SOl E(-) W S G HUTh A & Sof WELS 51§54 %O DNS 0. F7F w4 T 5
2lgru et

® SXAE O KT AFEASoF gt

CldM =Rl Bl g R E A FY T

. ipaserver_setup_dns -4 °] no 2 A4 H I A EA 1A =R AT o

. admin 2 Directory Manager 2] 2} 3 = % g4t} Ansible VaultE A& 35te] 4S5 & A A5t

ﬂwﬂw4mﬁﬁwm4ﬁ°%-ﬂWWW%Q%ﬁ%%%ﬂ@Eﬂﬂ%ﬂﬁﬁﬁﬁi
2 A4 gy,

L (8 AF) M A e o) A AL ALg 7 A1 firewalld 93912 A B Th RS A A G2
A SA e 0 IdMol A A u] 225 7] 1 firewalld 3 9 o 71 th AbA o) 712 G &

public ¢ 4 o}

o

A4 & firewalld <3 & o] Qlojof sl o F2 o= gl oo gt
D3 A R7F A= ED g9 o (L A L)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no

[..]

DA AR e AW E 9L 9 o (HE

!

)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]
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AH&-2F 2] 4 firewalld G & o] 2= AW E ] 31 9] o

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

Ansible Vault 5} <l o] #] % ¥ admin % Directory Manager &+ 5 & A}-8-51¢] IdM A B &
ARt Fd ol 59 o

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaserver
state: present

o9l £ 2] 91 o) A admin 2 Directory Manager ¢+ 3 £ A}1-8-31o] IdM A 2 A 4 5l =
i=]
":LT

- name: Playbook to configure IPA server
hosts: ipaserver
become: true

roles:
- role: ipaserver
state: present

2.6. ANSIBLE &3 o] && A18-3lo] 5 CAE FE CAZ IDM AW vl i
C

Ansible Z | o] &-& A}-&31o] 53 215 7| F(CA)S FE CAR AFE3Lo] IAM M H| 2 v £t 4 o] Az

£ d5dYTh

e

al
o] Aol el elo] = INI &2 & AHg P th =i YAML S5 JSON 3 4] & AHg- &
DR:SRIES

AR 27 AR

o T AR F b Agshel Auhel 2ol sl MRS A4

o))

U,

~ E =L NNIC A 3]
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27%. ANSIBLE Z g o] 22 A}235}a] IDENTITY MANAGEMENT A 1] A X]

vOEH UIND AT

o 2R DNS7} U= ZE2A X

E (< install-server.yml )& A}-8- 5} o] ansible-playbook ™ & 2 23] gFu o} -i
Eg d S A YT

01

o] & 3
Aoz ¢

==

go

$ ansible-playbook -v -i <path_to_inventory_directory>/hosts
<path_to_playbooks_directorys/install-server.yml

VoW EE - WV A S ALE ste] A4l g1 EA £E 2 A P ch

Ruld

B
rlo

CLI(M®E = 218 # o] =)o A Ansible Z8| o] H 2AHES 295 & F AFUT U =
2AYNEJION AGoz AT Hoz Age 74 Eo:]—ﬁ—u]u}_

PLAY RECAP
server.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21

rescued=0 ignored=0

o |[dMuj oA 2] K DNSE AL-&3l= 7 -9-: /tmp/ipa.system. recordss.UFRPto.db < o]
EX3E DNS &2 A= % l = 9] 5 DNS A o] 37} Tth. DNS g =& §H o] E 5}
= Z2AM 2= 5% DNS &34 9 mpe} th5 4o

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

o

71 DNS A o] DNS el =5 F71 W 742] A v A7} 45 = A &FU

o |[dM ] EZ oA =3 DNSES A &3= 749
o A9l =w|2l2] DNS 91 & IdM DNS =H| el o] 715 th o & £ 0] [dM DNS =] 21 9]
idm.example.com 21 73 $- example.com 7} 9] = 2l o) o] & A B (NS) & ZE=E F7}
Pyt

==

=

ko

IdM DNS A # 7} A2 59 o] ©A| & vk g o,

o A7k A® < _ntp._udp A1 2(SRV) # Z=E |dM DNS¢l| 3713 o). IdM DNSef| Al &
AAH 1AM A B o] A 7E A B o] SRV HZ=7F QLo o] 71& [dM A H ol A AL-&-3F= A]
AW e E718E R FF BAE 9 FEelJdE At AR FAAH Y
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o 93 CAEZ ALg3ko] IdM MM & FE CAZ v} 3}
29 Abg 3ol 97 CAZ 7= CAR IdM A v u) £
2.7. % DNS & &1 5 CAE FE CAR A-g-ao vl 3£l o g v 7| ¥ 5= 2 7

IdM %3} DNS & 24 & AL&31= 3
StE ™ o] A5 da g

ri
)
é
_\_:
o
4z
0
>

i

Hu

{rrt
0
>
f

i
o
o
A
R
ot
o
=3
ft
AC)
j,:
e
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o,

e

al

o] Axte] elul Ee) vl INI & 24 S AHE §Hth = YAML S JSON & 2] & 2183
T AFH

AIMED FdS JYth IdM AW 2 A3} 3
FY k. FAQDN ©] b3 71+ & 534 gAYk

I ipaserver_setup_dns=yes

4. DNS A2 44 AQ Pk ohg &4 F shube A9 g o

o A x| 3 Z A 2~ A Jetc/resolv.conf 1} ¢] forwardersE& A&3t == stel@
ipaserver_auto_forwarders=yes 5412 A}-8 3 t}. /etc/resolv.conf 2} ¢ o] XA H o] &
2 ¥ 7} localhost 127.0.0.1 £ 40) At 714 Zatol Bl Y E S o 9oL AFE =2A DNS A H =

dutH o g F& AU AAT F gle A5 o] F4S AFEsHA] = Aol EHFYTH
e ipaserver_forwarders 341 & Al&3lo] AEAE 50 2 XA Y TE AR ZFE A 20 A
=424 IdM A 1 ¢] Jetc/named.conf Z}d o] AE =} P F42E F71 o
e ipaserver_no_forwarders=yes S A}-8-3to] th4l AHE S FE DNS A H & A4 dH T
3l
. DNS &2t glow f7gd o] Al =il 1z 2o th& DNS =w Q1 9] o] 52
A gl = A gFUTh
5 DNS W3z 3 g9 A S AZAdUTE o w4 TollA Ay

Y
e ipaserver_allow_zone_overlap=yes 343 A}-&31o] o] o]n] &9l 7153 Ao =
(reverse) Y9 AT F AFYh

® ipaserver_reverse_zones S Alg-cto] AW A& FEORE AFFY T

AR T2 27 HEF DNS o oS A A 5HA ¢k = 2 lel W ipaserver_no_reverse=yes
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. admin 2 Directory Manager 2] &} 3 = A g4t} Ansible VaultE A& 35te] 4S5 & A A5t
o] B o)A Vault 3¢ F2FUTh £ W AT B ANED FAAA H 45
= XA g}

~

A8 AFEL) 1AM A H o] A AFE-3F AL-8-2) 2] A firewalld 9§ o] & A U Th ALS A A G &
A sA] & o™ [dMe A sl G A H| 2= E 7] & firewalld < S o] F7FgY o AR A o] | 7]
o 2 public ¢ Y t}.

=8

A4 & firewalld <5 & o] Qlojof sl o & o= gloof ).
DA RIS ED v 9] o (L A L)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

L]
A& 2] firewalld G & o] 2= AW E ] 31 9] o

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
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ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

S AAAFHUT. COSR(JISAH M B 23)e B8t AES
[}

- name: Playbook to configure IPA server Step 1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_ca: yes

roles:
- role: ipaserver
state: present

post_tasks:
- name: Copy CSR /root/ipa.csr from node to "{{ groups.ipaserver[0] + "-ipa.csr' }}"
fetch:
src: /root/ipa.csr
dest: "{{ groups.ipaserver[0] + -ipa.csr' }}"
flat: yes

off

9. AX 9 wiAl et @A o] B3] t& E ol HS AT

his

- name: Playbook to configure IPA server Step -1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_cert_files: "/root/chain.crt"

pre_tasks:
- name: Copy "{{ groups.ipaserver[0] + -chain.crt' }}" to /root/chain.crt on node
copy:
src: "{{ groups.ipaserver[0] + '-chain.crt' }}"
dest: "/root/chain.crt"
force: yes

roles:

- role: ipaserver
state: present
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2 A2 712 7 2 ipa-dns-install(1) v 7+ & 3 o] x] 9] --forward-policy A 8 & ZZ 34 A

fo

e ipaserver & oj| A AF-E-3l= DNS ¥H S0l tf 3+ 2}A| $F U] &2 /us r/share/doc/ansible-freeipa
o] @ & 2] ¢ README-server.md 3} < ¢] DNS ¥4 A4S 2234 Al &

2.8. 2| - DNS B! 9| - CAE ALg-slo] i Zof th & v 7 = 24

93 DNS £ 249 A3 §7 9] £E CAR 9|3 CAZ A1&31a] IdM A0 & A 8l7] 918 A 2e)
BT TR AN s ey

o] kel QMg 519 & INIF 42 AL L th =i YAML = JSON 34 & ALg &

A=
L AFS IMED] S FUTH IAM AW 2 AFE- 813 = S~ E o] A she =<l ©] &(FQDN)
< A FY . FAQDN ©] b5 7|=& S58k=A] Syt
o FxAY stolZ()t s EHYTh & 5o EE2 5 & H A F O DNS e FrH A
AFU

3. ipaserver_setup_dns 341 °] no 2 A4 = A AU EA 1A &= By}

4. admin 2! Directory Manager 4 %— A A gy t} Ansible VaultE AF83t] &5 = # sl
Zd o) & gt oA Vault S 2o B 9 b ek A A ED g dofA] A 45
= XA g}

5. (A9 ALE) 1AM A B of| A AF-8-8F AF8-2}F A1 firewalld & & A U ok AFSAF A P9 &
AR e o IdMo| A A 25 7] & firewalld G & of] 71Ut AR A o€ 72 F o2
public ¢} 4 t}.

8

A4 & firewalld <5 & o] Qlojof sl o & o= gl ofof ).
Dy A R7FJE A ED g9 o (L A L)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no

(-]
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22

AHE 2} 2] A firewalld & 9 o] )= <lul E )

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]

“

A o] 4

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

6. Axo] A HAY SA o g S o] HES B8 A T CSRERISA M 83)S AL HEE
L o

- name: Playbook to configure IPA server Step 1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_ca: yes

roles:
- role: ipaserver
state: present

post_tasks:
- name: Copy CSR /root/ipa.csr from node to "{{ groups.ipaserver[0] + "-ipa.csr' }}"
fetch:
src: /root/ipa.csr
dest: "{{ groups.ipaserver[0] + -ipa.csr' }}"
flat: yes

7. AR o] vpx et @A o] el e Sl 52 A g

- name: Playbook to configure IPA server Step -1



27}. ANSIBLE Zd o] 52 AH8-5Fo] IDENTITY MANAGEMENT A ] A =]

hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_cert_files: "/root/chain.crt"

pre_tasks:
- name: Copy "{{ groups.ipaserver[0] + -chain.crt' }}" to /root/chain.crt on node
copy:
src: "{{ groups.ipaserver[0] + '-chain.crt' }}"
dest: "/root/chain.crt"
force: yes

roles:

- role: ipaserver
state: present

o 913 DNS 9% M@ H CAZ AL§ 3] [AM A1 2 4218 w) L8 & 5 Q= &4 o & 44
1§ 53 DNS A3} 7] 9% CAZ FE CAZ AHgste] 4X8

2.9. ANSIBLE &3 o] &S A}8-3l] ¢| 5 CAE FE CA= IDM A v i

Ansible ] 0] %-2 218 51¢] 9% CA(1 % 7| #) & FE CAR AF&-3he] [dM A8 & W] £ 3h21 9 o] 43}
g gy,

al

e

o] kel QMg 519 & INIF 42 AL gL th =i YAML = JSON 34 & ALg &
F gyt

AR @ AHgE
o T3 Ha} T 3 E A st Alyg] oo sldst= i/l bT-E A A FUTh
o %3 DNS dxt

o R DNS/IUE ZZA =

ml

1A A AR Ao thg 2] o] E3HE Z# o] & 9 9] o] 5 2 = ansible-playbook ™ % S
2180 g+ t}( ol install-server-stepl.yml ). -i 54 0 2 oWl E 2] o) % 2 & S o}

$ ansible-playbook -v -i <path_to_inventory_directory>/host.server
<path_to_playbooks_directory>/install-server-step1.yml

V,oWEE -WV AL ALE sl AH AR BA FES AR T T
CLI(3 % Z e o] 2)o] A Ansible a0 % ~aHES] 282 2 5 &tk the 282

LRG0 4ok A A S e A8 el
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PLAY RECAP
server.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21
rescued=0 ignored=0

2. AEEZ= A ipa.csr IS M 84 vhd & o} o) 1 CAdll Al gy o

3. T @S ZE ol HolA 2E F U= 5 CAZTF HEZ 2] 3 Al Aol A7 & IdM CA <l

A& vl 2] g o}
4. A=) HZ A (4 install-server-step2.yml )ol| o st X H o] £ Zg o] & 71 9] o] 20
= ansible-playbook 5 % & A3 st -i S0 = Sl E] 31U S x4 g th

$ ansible-playbook -v -i <path_to_inventory_directory>/host.server
<path_to_playbooks_directory>/install-server-step2.yml

5. the &4 F shue Au g,

o [dMuj Z oA ¢] 5 DNSE A}l8-35t= 7 -5 /tmp/ipa.system. recordss.UFRPto.db 312 o]
¥3EA DNS g2 g3= % l = 9] 7 DNS AW o] 713U th. DNS g =& H o o] E5}
t Z A2t 5% DNS £ 5749 whe} oYk

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

%_
- 71= DNS A1 ¢] DNS gl =& F71e wf7hA] A w] A A7 48 H A Uk

o |[dMulj LA &3 DNSE AM&3t= A9

o Fe] =u|Qle] DNS 9195 IdM DNS =] Qlof F=7Fgty o} 011 £ 0] IdM DNS Euﬂ 21 0]
idm.example.com 21 71 $- example.com 9] =1 ¢lo]] o] & M u|(NS) gl Z =2 F7}
gt

T8
IdM DNS A # 7} A2 |9 o] ©A| & vk g o,

o A|7- A9l _ntp._udp A1) 2(SRV) # == IdM DNSel| 37131 t}. IdM DNSel A =
A28 1M A1 2] A1 7- A e el SRV 8 =7} Qo o] 712 1dM A w ol A A& 5k A]
bWl E718lE 2 E FF BA 2 9 FEo|AdE AX| 7 AHFoE FAAH YT

Sl Eat=
TH CAS AHE-stel IAM AW & £ E CAR vl sh= g ofl o & AbA & Wi -2 Ansible &2 o] 55 A
&3t 5 CAZF A= IdM AW & F23514] 12

210. F7F g A
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3% ANSIBLE =9 o] &£ AF&-3}o] IDENTITY MANAGEMENT &
A& 4 X

Ansible & ARg-8Fo] A| 28 S 1M A 20 2 4 st [dM =w| Qo] 5= 8far, Al =8 o] vl 2] IdM
AE A 1AM A E| 25 AHEE = =5 gy T

vl i = ipareplica Ansible & &l o]3) #e]g Ut} o] &L 2H5 AN REE AME-Fe] IdM A W, =4
AH 7 AG S A4S F stk 28y g BA R 250l A= D}E Al 7ol v 25 = - Al

=Y mdo o BARS W EeE A7 280 B4 Ay £ B RS A os)of g

01

REREPT
® Ansible Al o] = =9 ansible-freeipa 3} 7] A & A %] | 5 .
o Ansible 2 1dM 713 & o]l & 4= Y& Tk
o Ansible & &
o Ansible ==
o Ansible Q1 #l E 2]
o Ansible 24
o Ansible &

o Ansible Z#o] & Zg|o] &
3.1.IDM EA & X & 93 7| &, A U S0 A E H4 X
dM EA 25 A X]317] 918 Al Ee fdS FAsE ™ o] a5 45 F Yok

A 27 A

® Ansible A o] == 9] ansible-freeipa 3} 7] A & A X §l & o}

L AF7E I ED dS JUTh IdM A 20] 2 $AE 6] FQDN(A 13t =l o] 5)& A4
Gy ot FQDNL & 3 DNS o] 5 o] o oF gt}

o 5%, JEA R Sfol Z()H F §HUTh ol So] WEL 5§54 om DNS 277t A
g+ gy

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]
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37 ANSIBLE Zd] o] 5-& AH8-319] IDENTITY MANAGEMENT E-A] £ A %]

[dM A ] 7} o] v] v £ = o] ] 32 IdM DNS o] SRV & Z =7} &8l=2 A A ALY 23
YEo N e BE 25 e Ao R AT

R AT ue AYE L T UM 7ER R o 27 A B E AT Al L

A% 714 S vhx] 5} 2 [ipareplicas] A A o] Y E RE HA o] 9l 79 olul Ea] 9 9
[ipaservers] A Aol ¥ S A4 gt}

o) IdM A ¥ 9 2] 2e] FQDNO] Qi el E2] 325 wele o

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

A @ 2
e A A BASE 54 AR 54 BARS M A5 AuEe 39

[ipareplicas] A Aol Al E4 B 2ol AW E /fE 2 oz A3 1:},

574 JA ol thal g elE 54 1dM A7t 9l i R 9k 9] o

[ipaservers]
server.idm.example.com
replical.idm.example.com

[ipareplicas]
replica2.idm.example.com
replica3.idm.example.com ipareplica_servers=replical.idm.example.com

& 2] o o A replica3.idm.example.com & o] u] vj Z H replical.idm.example.com 2 &} 2
A A2 AN YT

Alve] e 3
shupo] v X o] of 2 EA| 22 v L &Pl A 7ho] e E = A g v AT SA R 27 &
g AFHTH A E gdeo] 54 A2 25 (o [ipareplicas_tier1] 2
[ipareplicas_tier2] )2 % 2] 5} 1 install-replica.yml = 2| o] 5 2] 7} 157 of sl E=2] =2
ol & AAFH

A2 ASo] Fold A Ee 9 o

[ipaservers]
server.idm.example.com

[ipareplicas_tier1]
replical.idm.example.com
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[ipareplicas_tier2]
replica2.idm.example.com \
ipareplica_servers=replical.idm.example.com,server.idm.example.com

ipareplica_ servers,] 2] WA
IdM =7 2.2 v 3} 7] 95
A tierlel A %zﬂg% Hj 3 3}

pid

- name: Playbook to configure IPA replicas (tier1)
hosts: ipareplicas_tier1
become: true

roles:
- role: ipareplica
state: present

- name: Playbook to configure IPA replicas (tier2)
hosts: ipareplicas_tier2
become: true

roles:
- role: ipareplica
state: present

e 2 4
BA Rl 712 G thA A4 A fi
T ol gt a8

2] ol Wl E 7] v}l o )& 8
So], 7|EFo g AAH Yﬁ%@, o thAl IdM A =] o] W) 2 firewalld &

A IdMo| A ] 22 7] 2 firewalld & & o)) 37134 o} A}

A7 = firewalld < & o] Q) oo 3l -8 o= glojof )

A&z} 2] A firewalld & & o] &= 7hek

e
rO
=
Hr
AL
fofs
[>
[
X

4
Lo
2,

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

[ipareplicas:vars]
ipareplica_firewalld_zone=cusfom zone

Al 25
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E A Zo] I[dM DNS MU A& 3 A~ Y sl = 3l H ipareplica_setup_dns=yes 3} &

[ipareplicas:vars] 4 A o] 7}t o} T3 A F DNS A A2 A& 23] o 2 %4 3y

=

o vy A= 4 5tz A ipareplica_forwarders ¥ 5= ¢} [ipareplicas:vars] 4] A o]
o =

< F715Y (< ipareplica_forwarders=192.0.2.1,192.0.2.2).

® per-server forwardersE -4 5 %] ¢ o & W [ipareplicas:vars] 4] A ol t}L- 8-S F7}3t
U t}. ipareplica_no_forwarders=yes.

e x| X 9] /etc/resolv.conf 1} o] 1} d H forwardersol] whel A u|E AGAE A5
ipareplica_auto_forwarders ¥ == [ipareplicas:vars] 4] d o] F=7}34 o}

EA 2ol A DNS 5l Aud Aaats A sk A o] e Al Ee 59 4

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[...]
[ipareplicas:vars]

ipareplica_setup_dns=yes
ipareplica_forwarders=192.0.2.1,192.0.2.2

F7tEas

e jpareplica *H &=<f| o 3} =} A4 3k Y82 /usr/share/ansible/roles/ipareplica/README.md
Markdown 3} & 2% 314 A] 2.

3.2. ANSIBLE Zg| o] &2 A} &3 IDM B4 22 HX]3}7] Y3F 24 =1 A

3

Fe ™ o] A}

ru{ru

G

Olr

IdM ) 2 4 2 of] T 3 A ol B P

A 27 Av

® Ansible A o] == 9] ansible-freeipa 3} 7] A & A X §l & o}

L BAEZSMED o] J= AR A EAF Tl 1dM &2 A).

® RedHat< Ansible VaultZ A}-&-3lo] &t 52 A & 3lal S8 o] & w1 o A Vault 9 & =%
3= 7l o] =5 tH(d: install-replica.yml ).

Ansible Vault 3} o] Il E 2] 9} W 5 o] FA & ALE-3t= S@ ol & L9 o

- name: Playbook to configure IPA replicas
hosts: ipareplicas
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become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipareplica
state: present

Ansible VaultE AM-&-3h= W o]l ol & 214 & Ul -2 F4] Ansible Vault A5 A & =314
AQ.

o YA A%, AMED HAA A3 admin ] A7 FH S AT L. AW EL 5
9] [ipareplicas.vars] 2 23 o) ] ipaadmin_password &4 &
install-replica.yml = @ o] & 3 & t} 23} 75Ut}

hosts.replica 7} & ¢] ¢

[...]
[ipareplicas:vars]
ipaadmin_password=Secret123

oldl ¥ 7] 9 9] principal @ passwordZ A& 31= Z#| o] &9 4

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true

roles:
- role: ipareplica
state: present

o = d 3R 2 A AMET gdo A FAES M ETD Wto] = e AFEAE
ol A FHE AT o A3 A= AFEAE A st ™ AR A} o] Fll
ipaadmin_| prmclpal S AH8-31aL F 5ol ipaadmin_password 34 S AF&-3Y o} Q1w
3] 74 3} install- repllca.y | Zeol 5 & a3 25U

l

hosts.replica 7} & ¢] ¢

[--.]

[ipareplicas:vars]
ipaadmin_principal=my_admin
ipaadmin_password=my_admin_secret123

oWl ¥ 2] 9} 9] principal @ passwordZ Al-&38l= Z#| o] &9 4
- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true
roles:

- role: ipareplica
state: present
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F7tEas

e jpareplica Ansible & & A &]835l= Aol th g 2FA| gk W &2
/usr/share/ansible/roles/ipareplica/README.md v} 3 t}-¢ 3} & ZZ 34 A 2.

3.3. ANSIBLE =3 o] &2 A}-8-3}o] IDM E-A| & v £

Ansible =¥ o] B8 A}g-31o] [dM B4 22 wj Zale] W o] AxE 223}

A 27 AR

o 1AM EAEE A3 98] AW ED FD L FHAEU T

® |dM HAl 2 A& 9 A3 FoE FAAFUH

Az

12
2

® Ansible E# o] 5 & AFE-st] IAM B4 25 X ste ™A 8 ol & 9+ =
playbook ™ & & A8 3 t}(: install-replica.yml ). -i 342 2 2wl E 2] 3 -& A4 T}

o
%
)
o
>
@
=2
®
]

$ ansible-playbook -v -i <path_to_inventory_directory>/hosts.replica
<path_to_playbooks_directorys/install-replica.yml

VW EE WV A S ALS sl A AR B4 R AR FYTh

Ansible& Ansible Z g o] & 23 HE Ao s dHFYLL S S8 ~2aHEVION &Y
oz dFAor APE AL HEFY )

PLAY RECAP
replica.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21

rescued=0 ignored=0

o[ A IdM F-A| o] A A] ¥ o] 3t

31


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index#specifying-the-base-server-and-client-variables-for-installing-the-IdM-replica_replica-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index#specifying-the-credentials-for-installing-the-replica-using-an-ansible-playbook_replica-ansible

Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

47, ANSIBLE =3 o] 55 A18-351o] IDENTITY MANAGEMENT =
2ol A& A4
A Ao A= Ansible & AF-g3Fo] A] 22" S |[dM(Identity Management) E&lo] A E 2 -4 5l=

o
gwgwn} N2 1AM Z o] E 2 g sho] [dM 5 H] 9l o] 55 531, A] 228 o] S5 91 9] [dM 4]
IdM A H) 22 AHg 8 5 =S G o

A=

¥ % 1= ipaclient Ansible ] &l o) B YUt 7| R A 07 o] A FL AF AN RES
A, = Q] gl 71 e g2 A g o Ansible Z 8 o] Fo] /Il E2] vt M A HH A S A

2 J8e =45 5 9T

AR 27 A
® Ansible A o] == 9 ansible-freeipa 3} 7] A & A %] 3l &Y t}.
o Ansible 2 IdM 719 & o] & %= 2l Tk
o Ansible & &
o Ansible ==
o Ansible Q1 #l E ¢
o Ansible 24
o Ansible =&

o Ansible Z#|o] 2 Zgo]&

40245 74 Fetol e 42 B that =g 5o v A

Ansible Z 4| 01—-7:_ A}8-3Fo] ldentity Management Z&10]dEE A x5l ™ Il B8] Sd oA t)d &
2E w7 HeE 4 &Y o4 inventory/hosts ).

o ST EJ I AR

o Aqlo] o ak A R

4z

AulEe] U W fe Aul e Fe29le] wel ol e 2 F st 5 AU Th INISH FARE F 22
Ansible ] 7] 2.3k = dli}o]m ol of Aol A A& Y}

e
K

RHEL 9] 223 ARE-A} Q1 E #| o] 29} §HA] LnbE 7= 5 AFE-8e W Ansible 2] o] £
ipaclient_mkhomedir ¥ & X 3t3) of gt ot

A 27 Abg

—

o Ao oA wj X A 35 gQls}al install-clientyml s} o] wlj 7 &= Q12 28k Al @

-

L IdM Ego]ldErtE T 2EQ H3ld T 2E o]5(FQDN)S A Uk At =2l o]
B2 f7 8 DNS o] Eo] ofof g t.

32


https://www.ansible.com/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible
https://docs.ansible.com/ansible/latest/index.html

47, ANSIBLE =3 o] 53 A&-3}9] IDENTITY MANAGEMENT Zg}o] 2l

Q

o 5%, GEA P Sol Z()H F S HUTL o & So] WEe
P4 Q]

e T E

o
i
rlo
[
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2
o
o
v
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2
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Fl?

Fe g 4 slgy
IdM DNS 9 o] SRV | 5=/} Sl 2A 489 A9 2P G2 BE D5 3 450
= 7 g,

[ipaclients]
client.idm.example.com

[..]

o Ansible Vault& Al-8-3te] & & A A3t Zd o] & gt oA Vault 3+ & FHx38t= A
o] &Y th(4: install-client.yml ).

Ansible Vault 512 o] olwl 2] 5} 2 9} & o] F3| & A} L3l= Z g o] & Y 9]
o

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true
vars_files:
- playbook_sensitive_data.yml

roles:

- role: ipaclient
state: present

o T ¢k# &}A inventory/hosts 31 2] [ ipaclients:vars] A A o] 4] ipa admin

_password /32 AH&-8tke] adminé] 242 SRS Al F st Al @ e ddke] e T

AHEAHE X7 skl ™ ARE- AL o] 5o |paadm|n_pr|nc|pa| SRS AL FE o
ipaadmin_password 512 A}-8-34 o} inventory/hosts <14l £ 2] 3¢ 9! install-
clientyml 2o & 519 & th&3} 74 th.

Wl Ed S2E 99 4

[...]

[ipaclients:vars]
ipaadmin_principal=my_admin
ipaadmin_password=Secret123

A=) vhd ol A Bk =] 8l F 8 S AFE-8h= S| o] =2 o

- name: Playbook to unconfigure IPA clients
hosts: ipaclients
become: true

ﬂ

&= A o™ DNS 07/ 7} Al
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roles:
- role: ipaclient
state: true
o ol 522 FEIAE I o] A% AL THe R A
o g4 A 2o ol 4ol ID el FASIALZ FHA AL 48+ sl ol AT
W & AHE-otel H #ipaclient_keytab /1 o] 5412 Al 7 shof keytab-g A sh= v o] 7
ZE AAFY (4 inventory/hosts 2] [ipaclient:vars] 4] 41).
* SE Tl AL A ‘%‘ﬁ£°‘§(OTP)°“4‘4 o] Q15 W S Abg-stel ™ Wl E 2] 3

inventory/hosts < 2]
AesEeE T AFUTOTPE

=
Lo
4>4 Lo

[ipaclients: vars] *%MEOHH |pacllent use otp yesi
AHgstd o A F shuE A sl ok gy

il

o d £ 5o inventory/hosts 7} 9] [ipaclients:vars] 4] A o] ipaadmin_password 712
AFste] Seto|AE TF Aol A= AHEAS] Yot

d

o o = £ inventory/hosts ¢] [ipaclients:vars] 4] A || ipaadmin_keytab 2] 7}2 #| &
3}l admin keytab.

F7tEas
e ipaclient Ansible & ghol| A 3] &3} &4 o] o) &F AFA 3 W &-&
/usr/share/ansible/roles/ipaclient/README.md README 3} & & %3514 Al S
42 Zo|AE HAX] T 25 AME TS F gle 45 AED 3L 2 1)
THH A

Ansible =) O]:TE A}F-8-3Fo] ldentity Management Z&lo]dEE A x5t ™ Il B8] Sd oA t)d &
2E w7 HeE 4 &Y o4 inventory/hosts ).

o T2E |[dM A1, IdM = Q] =& IdM g of thsk HJ 1
o o st dg Ho

D Ee Hde WFe AWz Fel el mekof el 34 F s S gk INISRARE 342
Ansibles] 7] ¥t 5 Shoto] uf okef ol Aol 4 AH8- Vo

e
K

RHEL®] 22} 3] AL QlE] 5] o] 22} g7 2mbE 7h= 8 AL§-3e] W Ansible S g o] 2o
ipaclient_mkhomedir H == Z &3] o g o}
AR 27 AV

o Ao} m=oA u £ X35 &1 3kaL install-clientyml st o] vl 7] ¥ 5= 22l -S FZSH Al 2

1 1dM 2ol Qe 9 5 2E0] JF5tE 5AE o] B(FQDN)S x4 Gtk 4735wl o
22 453 DNS o] Fo]ojof gt}

o 5%, GEA P Shol Z()E F FHUTh ol o] WEL 5§54 om DNS 277t w4
g 5 Az
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ﬂ

[ ]
fol

[
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o
i
rlo
td
n
b~
M
By
£
_,9.4
i
i
=
=
M
by
rr
>,
o
1t
o
g0,
)4
i
v

o Fflo]AdEV} 5E3|dM A B = YE = [ipaservers] A A o] 2= A B €] FQDN

o Zgo|AdEV 523 IdM A ¥ ¢] DNS &4 ¢l o] &< e &= [ipaclients:vars] 4 4 ¢]
ipaclient_domain -4

o [ipaclients:vars] 4 4 ] ipaclient_realm - © 2 |dM 4] v] o] A A| o] 3}+= Kerberos 9
o 9] o] &5 YEFHE YT

ol E FQDN, A1 FQDN 3! 4 o] ¥ vl S AFE-
A 2] 4

of

=gy 32E vt
[ipaclients]
client.idm.example.com

[ipaservers]
server.idm.example.com

[ipaclients:vars]
ipaclient_domain=idm.example.com

w
il
i)
o
re
|m
offt
o
_>|i
)
ofN
ol
ttlo
ﬁ,
ofN
T

BEUTH T A% PHS AT 5 ST
o ZeolAEES FET ATo] Y= AR FE YU T |

o Red Hat< Ansible VaultE A& 3t &35 & A &Aslar S8 o] & 3o A Vault 39S
= Zlo] ZH Y (9 install-client.yml ). 2] 3: Ansible Vault 3} o] & oF 4] &
ot o] Hot x| E A8 31= . examples Z 3 o] & 7Y ¢t}

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true
vars_files:
- *playbook_sensitive_data.yml*

roles:
- role: ipaclient
state: present

e T °¢l7 &}A inventory/hosts 31 9] [ ipaclients:vars] A A o] 4] ipa admin _password 34 &

Ruld

AFg-3te] admine] A4 S-S Al TP A . = Heto] A= & AFSAE XA st | ALE-
Z} o] &9l ipaadmin_| prmclpal A2 AFE-5EaL 45 of ipaadmin_password 2412 A8 Y

t}. install-client.yml Playbook <) 8 o3 o] A E 4 dHF Ytk

Wl Ed S2AE 99 4

[.-.]

[ipaclients:vars]
ipaadmin_principal=my_admin
ipaadmin_password=Secret123
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t= Eelol 52 4

ofs

AWl Ea oA Wt FA L hE S ALE

- name: Playbook to unconfigure IPA clients
hosts: ipaclients
become: true

roles:
- role: ipaclient
state: true

o olx F59 STo|AE J|H o] A& AHE 7Hs g 7
o §-4£ A 2io] o] o] ID el Feto|AER FFA A4}

2 A3t H ipaclient_keytab -4 o] 28 A 7 8l o keytab2

6“4 t}(4: inventory/hosts 2] [lpacllent.vars] 1 41).

o S5 Fo ANT U U3& 43 (OTP)A YTt o] /IF WH S AHE-stel™ Il Eg] 9k o
~] ipaclient_use_otp=yes 341 & A-&3t4 ] o & 9] inventory/hosts =} 2
[ipaclients:vars] 2] A of A #lpacllent use_otp=yes 34 =& & F JHFUTL OTPE AL
st o 34 T stuE A A 8l oF gy Tt

(o}

ol 2,

£ S inventory/hosts 1} 9] [ipaclients:vars] 2] A o] ipaadmin_password 753 A&
3to] EElo|JE 55 Ado] Y= A& syt

o d £ 5o inventory/hosts ©] [ipaclients:vars] 4] A of ipaadmin_keytab ¢] 3}23- A 335}
admin keytab.

F7tEas
e ipaclient Ansible & gHol| A 3] &3} &A1 o] o &F 2FA 3 W &-&
/usr/share/ansible/roles/ipaclient/ README.md README 3} & 32314 Al &
4.3.INSTALL-CLIENT.YML =} o) 4] uf) 7)) ?H <= &<

install-client.yml Z @) o] & 5} of| = |dM Z2}o| A E v o] o 3k X H o] 3= o] Y& Th

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true

roles:

- role: ipaclient
state: present

A FEo] e AL gzt gyt

o hosts &2 ansible 2223 E 7} ipa-client-install 22 H E = 23 3 ~E o] FQDN &
Al 51+ inventory/hosts 31 o] A A -8 =] gt}

36



4.4. ANSIBLE PLAYBOOKS- A&-31o] IDM E &0 E

o 54

LIS

ojf %
Y0, _]}m =

E
N

A I T
o
r

random,
one-time
password
(OTP): &
A1

47. ANSIBLE =g o] 53 A}1-8-3l IDENTITY MANAGEMENT Z&}o]|d E d X

become: true & =2 ipa-client-install >2=Z P E S 23 5l = T <troote] x4 FHol 5&
HES A

i
et
2
et
o
R
o,
o
T
v
o

role: ipaclient & &2 & = E o

=8

state: present 3} =& S zlo]dES A

install-client.yml =g o] & 59 4

[ipaclients:vars]

[..]

- name: Playbook to configure
IPA clients with
username/password

hosts: ipaclients

become: true

vars_files:

- playbook_sensitive_data.yml

roles:
- role: ipaclient
state: present

[ipaclients:vars]
ipaadmin_password=Secret123

- name: Playbook to configure
IPA clients

hosts: ipaclients

become: true

Skl
ahd o] #
CRiiinca

roles:
- role: ipaclient
state: true

OTP + &
R e [ipaclients:vars]
ipaadmin_password=Secret123

ipaclient_use_otp=yes

- name: Playbook to configure
IPA clients

hosts: ipaclients

become: true

roles:
- role: ipaclient
state: true
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ol 7] 7 o install-client.yml =g o] & 51 o

random, OTP + &
one-time 27 7] § [ipaclients:vars] - name: Playbook to configure
password ipaadmin_keytab=/tmp/admin.key IPA clients
(OTP): & tab hosts: ipaclients
A2 ipaclient_use_otp=yes become: true

roles:

- role: ipaclient

state: true

old &
o] Eetol lipaclients:vars] - name: Playbook to configure
HEH ipaclient_keytab=/tmp/krb5.keytab IPA clients

hosts: ipaclients
become: true

roles:

- role: ipaclient
state: true

4.5. ANSIBLE Zd| o] 5& AF-8-351o] IDM E&to| A E ulj =

IdM g7 of] IdM Z 2} o] A E & v L3} = Ansible & o] 55 AF&-ste ¥ o] AA& k5o

REEEPL
o 1dM Zefol A= Wi o] w47k vl E A fE] 0o WA S EE A H o] AFY
o AHE 74 ZetolAE AA mEd thg AMED T o) v AEE A
o ZTolAE A FAF AN FAL 5 e A AMEL Fd o wAEs A7

® install-clientymlo] A w7/ 4= A HF Ut

® Ansible Z# o] 5 AHE-sle] IdM E8fo|AEE A A st 8 ol & 2L 9] o]
ansible-playbook ™ & 2 A}-8-3 4 t}(4: install-client.yml ). -i -4 22 21
Uk

=3
E7

(< tl.?‘_',

&
A=Y
i
D)
ol

I $ ansible-playbook -v -i inventory/hosts install-client.yml
VW EE - WV A AR ste] A A1 EA $EE A F T

Ansible> Ansible o] & ~AHE Aol thaf L FUTh tha =32 2ol AofstA] &k
7l R 2AHETFYFH o2 AP NS HolF YT
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index#checking-the-parameters-in-the-install-client-yml-file_client-ansible

4%. ANSIBLE Zd| o] B2 X}23}o] IDENTITY MANAGEMENT Zg}lo]d E A ]

PLAY RECAP
client1.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21
rescued=0 ignored=0

E
Ansible-2- T}t M AFS- AF-g-5le] A Tl ZZ A 2o U3 th s fr e HH
= A &35y t}. /etc/ansible/ansible.cfg 712 2] [colors] 4] A of| A 7] B A A}-S- 4=

3% 5 AUk

[colors]

[...]

#error = red

#debug = dark gray
#deprecate = purple
#skip = cyan
#unreachable = red
#ok = green
#changed = yellow

[..]

o]z Ansible Z#] o] &5 AL& 8t S AE ] IdAM SFeto]dEES A FH T

4.6. ANSIBLE 4 %] 3~ IDENTITY MANAGEMENT Z2lo|AE HXE

CLI("8 3 % <1 €] 5] ©] )= ansible-playbook % o] 4 FAA ¥ 4] H] 2EE 59 & 5= 482 Tel

ZUt.

W A u] o] o] | AL AL 8

Identity Management S gto] A E oA A ujo] A o] 8 A& A}ol] 3 A HE AS 5 A s
A F A=A AU TE o & E9] 712 admin AF&-2HE gl st W o

B R

[user@client1 ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

AFo] EntEA 25 st=A HIZEsH ™ su - 7} o] ] &) &f= th& |dM AF&- A= 25§ T
[user@client1 ~]$ su - idm_user

Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[idm_user@client1 ~]$

4.7. ANSIBLE =#) o] 52 Al-&35le] IDM Seto]AE A 2| A A

Ansible Z | o] E-& AL&&1o] M S o|AER TAEE A Aty W o] A2 A&5d Yt}

A 27 AV

o [dM & A} AA .

2t
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° IdM Z&elAES AX A AstH W S o] 5 7 o] o] 53} 517 ansible-playbook % & & L&
34 o}l uninstall-client.yml ). -i -4 2
Wy A S AR Al A B A FES ALY

GIAEE B BAT2 AR A Feol A 7MY B2
B EsEe] P4 Hde IR FUTh Ed AR A A e 2 AT AL

o |dMLDAP A oA SFTfo]AdE S AE 325 7| A x] Ut A X Al A=
IXRE TES FHAaW FYh

o [dMof| A ZFolA Ed & AMu| e Al A EH A kst

o [dM A oA Za}o]AE e DNS &=2S A A a1 &5 th

e /etc/krb5.keytab o] o} 7] 8] 2] o] A F=A| = A| A H A FHFU T

A A AAENIAM CA A T2E thal AP H RE ANZSAE A AG U

F7tEas

e o2E 4 |dM %
2 |dM E2hol A E A A A

T L A 3] A A3 W ol g AA S &

o,
ko
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m o
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5. ANSIBLE =g o] -2 A}-8-31o] IDM2 #2] 317] 913 37 =)

574.ANSIBLE =@ o] 5= A& 5t IDM& #2817 913 947 =1]

Red Hat Ansible Engine ¢ & 24 & o] IdM(ldentity Management)<& &g &l A| 2 ¥ #E|2tE 1SS
TP st= Aol FHFUTH

o Z tJdE g0l A Ansible Z o] & 14 59 g E 2] & vHF Y th(el: ~/MyPlaybooks ).

e /usr/share/doc/ansible-freeipa/* 2 /usr/share/doc/rhel-system-roles/* t]j g & 2] ¥ 35} t] )
B 2] ol A 4 Z Ansible Z 2] o] &8 ~/MyPlaybooks t] & B 2] o] H-A} 5l 24 gt}

o] W2 ALG S HE B0 R & LM 2L & 900 root YIS EH A RuE Feo| %2
AYT &

ipaserver ipareplica ipaclient 2! ipabackup ansible-freeipa & &g A3 st #2] g
w4 root A g olow gt ol @ e Fayetew tgEe % dnf LxES)
o] i 7] A Hef Aol e A3 A= YA dgho] o Ty

AR 8T A
e ¥z == server.idm.example.com ¥ replica.idm.example.com °i [dM AW & A %] g & o}

o o] oA HH #a] == serveridm.example.com 2 replica.idm.example.com ol 2121
T2 U ZDNS U Y EYAS ALY T

o MR 452 AT YU

1. & dd e g ol Ansible 748 2 Z# o] &9 td g E A gt
I $ mkdir ~/MyPlaybooks/
2. ~/MyPlaybooks/ t] gl & 2] & H 7§ t}.
I $ cd ~/MyPlaybooks
3. oS ZE =% = A& 5lo] ~/MyPlaybooks/ansible.cfg 3} & A A gy o}

[defaults]
inventory = /home/your_username/MyPlaybooks/inventory

[privilege_escalation]
become=True

4, t}& el = E ALE-5lo] ~/MyPlaybooks/inventory 3} & wH5 1t}
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server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]

eu

us
o] AL AT PA ol e TAE U eu R us o FHY TAE IFS ATt E3H
o] T L euH us 1FO RE TAEV XEH ipaserver 3 AE 52 Ao Th

5. [Ae AFE]SSH T/ R /i1 71 & A FUth Bl 2 E S oA A M 28 drstate ™ /<l 7]

of 5 s A ekA w2

oL

I $ ssh-keygen
6. SSH 37l 71 & 7t &2 =229 [dM #e| &} Al A o] AR o

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com

ol W= Ayt IdM A&} FFE JH & oF Gt

o Ansible E0] 52 218 5] ID 7] Mul B8 BEFAA L.

o clulEel WE Y FEFA L.
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index#installing-an-Identity-Management-server-using-an-Ansible-playbook_installing-identity-management
https://docs.ansible.com/ansible/latest/user_guide/intro_inventory.html

674. ANSIBLE Z38| o] 52 Al-&35to =23 IDMAA

6%. ANSIBLE Z gjo] &S A} &-5le] = IDMAA 74

Ansible config = &5 A}-8-5}9 IdM(Identity Management)ol] i st 22 74 v 7/f H+=E A A 513 A
A& 5= 9T

o] ol = thg A o] Eguo] YUtk
o Ansible Z# o] %< gl 1AM T4 74
® Ansible o] 5 A-g-5e] 1AM CA 32 A1) 74

® Ansible Z# o] &2 A& ste] IdM AE2Ee] 7] A 747

6.1. ANSIBLE = | o] &< A}-8-3}o] IDM 74 71 4)

th& 210 X £ Ansible Zd| o] %5 AHg she] @) 2R 1AM £ Ul S P A sHE Py e A
Erﬂzsh,] q_

A 27 A
o IdMPEA %5 AT YT

® Ansible 7 E Z ]9 ansible-freeipa o 7] A & 4 x| gl 54 th

A%
1. eIl E2] 5t (4: inventory.file )& A Al 31 1 [ipaserver] 4] A o] A |[dM -4 & 7] 20 5t [dM A H]
£ Aot} o & S0, server.idm.example.com o] 4] t] o] E] & 7 A 3} = & Ansibled]] =] A] &}
A oS g Iy
[ipaserver]
server.idm.example.com

2. H 3 & /usr/share/doc/ansible-freeipa/playbooks/config/retrieve-config.yml Ansible = & o]
= vta g g

hosts: ipaserver
become: no
gather_facts: no

tasks:
- name: Query IPA global configuration
ipaconfig:
ipaadmin_password: Secret123
register: serverconfig

- debug:
msg: "{{ serverconfig }}"

3. tee WSl Bae 2

| - name: Playbook to handle global [dM configuration
.o
o IdM #Hejte] ehEguTh
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e oA e AU

5 Z# ol & U AWl e 9d S A 5h= Ansible o] H& AP gy

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/config/retrieve-config.yml
[.-.]
TASK [debug]
ok: [server.idm.example.com] => {
"msg": {
"ansible_facts": {
"discovered_interpreter_

b

"changed": false,

"config": {
"ca_renewal_master_server": "server.idm.example.com"”,
"configstring": [

"AllowNThash",

"KDC:Disable Last Success"
1,
"defaultgroup": "ipausers”,
"defaultshell": "/bin/bash”,
"emaildomain”: "idm.example.com",
"enable_migration": false,
"groupsearch":

"cn",

"description”
1,
"homedirectory": "/home",
"maxhostname": "64",
"maxusername": "64",
"pac_type": [

"MS-PAC",

"nfs:NONE"
1,
"pwdexpnotify": "4",
"searchrecordslimit": "100",
"searchtimelimit": "2",
"selinuxusermapdefault": "unconfined_u:s0-s0:c0.c1023",
"selinuxusermaporder": |

"guest_u:s0$xguest_u:sO$user_
1,
"usersearch": [

"uid",

"givenname",

"sn",

"telephonenumber”,

"ou",

"title"
]

b
"failed": false

44



67%. ANSIBLE =g o] 23 A1&35to 22 IDM AR A

6.2. ANSIBLE Z g o] 23S A}8-35}lo] IDM CA 73 Al AW A

CA(S1= 71 ) E A& 3= IdM(ldentity Management) B Eojl 4] CA 7§ Al A B = |dM A] 28] Q1 Z=A 2§
A et A FgU T 015 B A IdM e 25 FAE F AFH T

IdM CA 78 21 A1 ] o Shefl o gk 2hAl] g W] 82 |dM CA 78 41 A 1] AFE-S R34 Al Q.
t}2 A x}ol| A1 = Ansible Z 8] o] B-& A}-83L] IAM CA 734 AW & A 8= Y S A ot
AR 27 AH

o [dM #E A 45 E G JdFYTH

® Ansible A E E &9 ansible-freeipa 3| 7] A & A %] 3l &Y t}.

1. A8 A3k @A) IdM CA 732 A ¥ & 21 3 o),

$ ipa config-show | grep 'CA renewal’
IPA CA renewal master: server.idm.example.com

2. <l E7] 912 (o: inventory.file )& A 4 3} 17 ipaserver = o] 1} of] A o] gt}

[ipaserver]
server.idm.example.com

3. #F & /usr/share/doc/ansible-freeipa/playbooks/config/set-ca-renewal-master-server.ymi
Ansible Z# o] &5 99 & 4t

- name: Playbook to handle global DNS configuration
hosts: ipaserver
become: no
gather_facts: no

tasks:
- name: set ca_renewal_master_server
ipaconfig:
ipaadmin_password: SomeADMINpassword
ca_renewal_master_server: carenewal.idm.example.com

e ipaadmin_password ¥ 5ol A4 A7 3 IdM # 2] #}e] dE )

e ca_renewal_master_server <=0l A A% & CA 7§ Al A u] 9] o] &Yt}

o
H
!

A2 AT

6. Ansible 2ol 55 Ay FUth Zelol & v B Al e 9d S A FYth

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/config/set-ca-renewal-master-server.yml
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A5 A
AN A7 AR E A ER S = A
1. 1dM #2] L 2 ipaserver o] =121 gt}
$ ssh admin@server.idm.example.com

Password:
[admin@server /]$

2. IdM CA 7321 A w o] IDE 8.5 Y T}

$ ipa config-show | grep ‘CA renewal’
IPA CA renewal master: carenewal.idm.example.com

= o] carenewal.idm.example.com 48] 7} A} CA 7§41 A 8] Y& B olFL o)

2 Ag-5ko] IDM Abg-A9] 713 4 74

)
w
>
Z
n
w
I_
m
4
&
£
A

do Wy S 2 i stE 2229 Yl RHEL(Red Hat Enterprise Linux), bash ksh, zsh ,zsh fish
S TS 45 AHEE 4 l5 U th Bash, /bin/bash = tf #-429] Linux A| =8l o 4] 3] AL-§-5 = o]
™, RHEL®] A}-&-2} AR 9] 712 AU

o Aol Ansible Zdo] %2 ALg sto] IdM A8 <He] /]2 A= OlA] AL TASE Y-S A
B g

A 27 A

[ ]
IdM 227 52 23 A&

Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}

X &l 1&g} retrieve-config.yml Ansible = d] o] 52 A}l&-3lo] IdM AF2-A}2] A A A& 2@
FUh 24 G U &2 Ansible Z8 0] 52 AHg-sle] 1AM 74 AL Fx340A L.

¢l £2] 1}l (o) : inventory.file )& A A 3}l ipaserver = o] 1o & o]}

[ipaserver]
server.idm.example.com

A 3] & /usr/share/doc/ansible-freeipa/playbooks/config/ensure-config-options-are-
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#retrieving-IdM-configuration-using-an-Ansible-playbook_configuring-global-idm-settings-using-ansible-playbooks
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set.yml Ansible Zdo] & 3d-S& gt}

- name: Playbook to ensure some config options are set
hosts: ipaserver
become: true

tasks:
# Set defaultlogin and maxusername

- ipaconfig:
ipaadmin_password: Secret123
defaultshell: /bin/bash
maxusername: 64

W7 she] shol e 2 gk

tlo

o
ipaadmin_password ¥ oA A4 g IdM #2] 29| s Pyt

71 Bshell B2 AA S IdM AF&2He] 7] 2 A2 /bin/sh = AR 3}

Ansible = 0152 A3t S ol H A L AW ED A S A Y

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/config/ensure-config-options-are-set.yml

4

ol\

A

Mol 4 Al Al 8-S A 2bste] 718 ALE A o] WAHYEA G 5 ATk

IdM &2 2} = ipaserver o] =213t}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$
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[admin@server /]$ echo "$SHELL"
/bin/sh

/usr/share/doc/ansible-freeipa/ t] @ & 2] ¢] README-config.md & X314 4] 2.

/usr/share/doc/ansible-freeipa/playbooks/config o] @ gl gl o] A A= Z g o] &S F X514

Al Q

i )
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Ansible = o] 22 A}235}4] IdM) A ,\}g_x} Fha) s
F o] Foll X o3 &<l Ansible Z 3 o] 82 A1-§-3}

rlr e

YML shlo] 45 YR B ALg A7} Qe el gy

#

YML 920] 278 e ol A8 47} EA Sl

JSON 3o YdE o 2] A&7 YML oA Fz5 =4 S},

YML stelo] A4 Y28 A8 A7} A S g,

T H

7.1. A&} g}o) = Alo] =

IdM(ldentity Management)2 A 7}A] AH8-} Al G E Ao

[}
WA A AL AF T & ok 271 FU QU B4 AHg Al B2 @ AR AR
AR HHe AFT 5 YFUThel: 15 Bul4).
[}
B AHEAE A S AFUT 2o BE LA A 4L o] Aeiz 4Gl o T
.
[}
RE AL WS U 25 HE oA B4 AHgAtelH IdMe] A5 ggUth B
£ AL AR A EAE AT A R A SRS A AAD A EA SRl i

byt
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___________________________________________________________________________________________

Preserve '
Activate | @0 M 00 ML 0 fmmmmmmeeeeeo >
Stageusers =~ --------------- | 4 < Preserved users

Active users Restore

lDe.’e te

Delete Delete
» Deleted users

A

A A A A AZ L BEAT S U Th AR AR S AHAIEHH Sl AR AFd
REARIIGFF o 7 A

Al A= 718 admin AR A9 242 B2 A; Ago] = A AT BE F AFULL AFE RE
A A AR L 2HA| & 7 ¢ Directory Manager:= Directory Serverd| ] =50 2 A Az A= A A3l of
.

%-‘4

admin AF-8-2LE AHA)| 814 w4 Al €. admin 2 IdMol] 2 8 3t AL A o] AL8-A}o]
B2 o] 9oz Qs 54 WH o FA7F HA g o dl A admin AH8-2E A 9] 5
31 ALg-skE W 3t o] o] & AFg Aol Al A A AgHS FoJ g ¥ ipa user-
disable admin A1 &2 2 AlA A o] H admin AFEAE v &4 31614 A L.
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77. ANSIBLE =3 o] 52 Al&-5lo] AFg-AF AR Fe

“ik 9]

24 /\}%x}% IdMol| 5=7}351A] vp4] Al 2. NSS(Name Service Switch)= =2 A}
A 2 2758 320357] Al 3 IdM AR D 2758 ST F, 4 E =
IdM 2 & HV“ o] 24 A& ANAl= FEHA FFU -

7.2. ANSIBLE Zg] o] 32 A}-8-3}¢o] IDM AF& 27} Q=] el

& Axtol A = Ansible Zd0] %2 AHg-3to] IdMol A8 47} QA SHelsh Bge g

A 27 A

[ ]
IdM 227 52 27 A&

ansible-freeipa = 7] x| &= Ansible A E 2 ] A xgYt}.

A3
1.
olvl & 2] 9} (o : inventory.file )2 A A 3131 ipaserver = o] 5o A 2|},
[ipaserver]
server.idm.example.com
2.

0&-< B35 E ldMol) Y AHgAHe] vlo] B2 AL4-3te] Ansible Z#] o] 7131S A4
). o] 9AIE T94=3}35}7] ¢ 35f /usr/share/doc/ansible-freeipa/playbooks/user/add-
user.yml st o 4] oA & HASH A S F AFU T 011— Eo] o] &o] idm_user Q1 A&7
=2 WA AFeA ks 2 Password123 & —’%7}0}?}]“1 2 FAFYLL

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Create user idm_user
ipauser:
ipaadmin_password: MySecret123
name: idm_user

51


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

first: Alice

last: Acme

uid: 1000111

gid: 10011

phone: "+555123457"

email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"
update_password: on_create

e §4S A8 ste] AL AE Foslok gtk

[ ]

ojg: 2%l ol &
[ ]

First: 2 WA o] & &4 <
[ ]

Last: v}x] 9} o] & #A<L
A1 7153 AR AL &4 9] A A 2= -2 jusr/share/doc/ansible-freeipa/README-user.md

Markdown 3} & JF %34 A 2.

update_password: on_create 52 A}-8-3l= 74 Ansible2 AH8-A& A
A Wt AR H3E AT A AT 8 AFS-SHe] olu] A A B
Ansibled] A Al &5 5 AP A s

Zyolue AP

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-ldM-user.yml

Z

ol

Al

[ ]
ipa user-show " &2 AF-§-sho] IdMol| A AH&-2L Al G o] =4 &S = AFHG-

admino = ipaserver o] 21213},
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$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2.
A2 AE 93 Kerberos E] AL & F 3}
$ Kkinit admin
Password for admin@IDM.EXAMPLE.COM:
3.

idm_user o] st AH QA :

$ ipa user-show idm_user
User login: idm_user
First name: Alice
Last name: Acme

idm_user gt= AH&- A= M| 54 T

7.3. ANSIBLE Z g o] 22 A}23}9] o & IDM A}& 217} QE=4] 3ol

& Aol A= Ansible Z 0] 2 A1 IdMo] )] 18747k YEA| SHelahe Wy
U,

filo
i
ol
i)

A 27 A

[ ]
IdM 2] 7} 9+ 5 2 231 Y5 Th

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

A3
1.
elul £2] 1} (o) : inventory.file )& A A 3}l ipaserver = o] 1} 9 A o|gh]}.
[ipaserver]
server.idm.example.com
2.

ldMe] 81812l = AFgAte] Hlo] el S A}g-8to] Ansible Zdo]% 5l AT o] &
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A= G<=3}3517] 94l /usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-
presentyml skl o A oA & EASIE 3 E = AFUH. A& S AHA
idm_user_1,idm_user_2, idm_user_3 2 9+= 31 Password123 & idm_user 19 &5 2 F7}

stele e AP

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Create user idm_users
ipauser:

ipaadmin_password: MySecret123

users:

- hame: idm_user_1
first: Alice
last: Acme
uid: 10001
gid: 10011
phone: "+555123457"
email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"

- hame: idm_user_2
first: Bob
last: Acme
uid: 100011
gid: 10011

- name: idm_user_3
first: Eve
last: Acme
uid: 1000111
gid: 10011

Fx

update_password: on_create 34 <& XA 31x] & oA Ansible2 =g o]
o] 43 g wjnit} AHE A} ¢S E A AAJ U F, A AT S8 ol B wHA|
oo 2 Aast I A5 E WA 7L Ansible ¢35 S thA] AT

il

dolde g

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-users.yml

4

ol\

A
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77. ANSIBLE &8 o] 52 AH§-sho] AH8-A A1 &2

ipa user-show 3 & 2 A}1-8-3lo] IdMoll AL&-2F Al G o] A FA S 5= dFU T

A A A3o 2 ipaserver o] 2221t}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

idm_user_19] djgt A RE ZAF ).

$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

idm_user_1 o] 2}= A1-&-A = IdMell gl Tt

7.4. ANSIBLE =8| °] &S A}8-31%] JSON 7oA o2 IDM AL-g-#71 J=A] &2l

& 3ol A Ansible Ed0]%-2 A8 5] Mol of & AL A7} 1A el sk By
Yt} A}gAH= JSON walel A Z-H v .

g

filo
2

A 87 A

[ ]
IdM #2312 438 <43 sU o

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

olwl £2] 1} (): inventory.file )& A A 3}l ipaserver = o] 1} 9] A o]}

[ipaserver]
server.idm.example.com
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223 Y-S AHE-35ke] Ansible S# 01 5 31U & A J U gl stE = AHEA HIOlH &
AFE-35la] JSON 7S I3 . o] A& T@4=3}3}7] ¢4l /usr/share/doc/ansible-
freeipa/ensure-users-present-ymlfile.yml 5} o) 4| o A = BA}sta 43S + d5U T

- name: Ensure users' presence
hosts: ipaserver
become: true

tasks:
- name: Include users.json
include_vars:
file: users.json

- name: Users present
ipauser:
ipaadmin_password: MySecret123
users: "{{ users }}"

users.json 34 -S A 3L IdM AHE-AHE F-71H U ). o] @A & d&3t3817] 98l
/usr/share/doc/ansible-freeipa/playbooks/user/users.json 3} o 4| o A S B A}sla =4
T AEFUL oA = So] AH8-A idm_user_1,idm_user_2, idm_user_3 & 7+= 31 Password123
S idm_user_1°] 432 F7158 A gd3S a3 FUd.

{
"users": [
{
"name": "idm_user_1",
"first™: "Alice",
"last": "Acme",
"password": "Password123"
}!
{
"name": "idm_user_2",
"first": "Bob",
"last": "Acme"
}!
{
"name": "idm_user_3",
"first": "Eve",
"last": "Acme"
}
]
}
4.
Sdlol 5 ad # AWM EE] 91U S XA 3t= Ansible 28 o] 55 A3 o

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-users-present-jsonfile.yml
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7% ANSIBLE Z 80 5.2 18 3lo] A8} A1 4 2]

A5 9
[}
ipa user-show % & A1-&31o] A&} A1 o] IdMol| =4 8218 4 A&t
1.
AT A} Ao = ipaserver o] =123}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

2.

idm_user_19] i3 AR E EA .

$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

idm_user_1 o] 2}= A1-&-A = IdMell gl Tt

7.5. ANSIBLE =g o] 33 A}-&3lo] AL&A7F QLEA] 82l

& Aol A= Ansible £ o] 32 Abg-ste] 54 ALEAH7H IMo) IEA Sl sk B2 A

Ut

A 27 A

[ ]
IdM #2123 438 <43 sU o

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

ol £2] 1} (o) : inventory.file )& A A 3}l ipaserver = o] 1} o] A o]}

[ipaserver]
server.idm.example.com
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B3 = IdMo] gl= A8 A2 Ansible Z 8 o] & 3d & AA ). o] GAIE G431 3}
7] 913l /usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-present.yml 31} of A
A Z BALsta AT = Jd&5Uh o 2 E0] idm_user_1,idm_user_ 22 idm_user_3 A&

A2 AA s E oS FAFU .

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Delete users idm_user_1, idm_user_2, idm_user_3
ipauser:
ipaadmin_password: MySecret123
users:
- hame: idm_user_1
- hame: idm_user_2
- name: idm_user_3
state: absent

A7} Wl E7] 9L XA 3= Ansible Z# o] B2 A3}

%)

ol &

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/delete-users.yml

As 2

ol

ipa user-show & & AL-&-3lo] AHE-A Al A o] IdMo]] 1A &1 F dFHH-

A A @3Le 2 ipaserver o] 2221t}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

idm_user_19] g AW Q3:

$ ipa user-show idm_user_1
ipa: ERROR: idm_user_1: user not found

idm_user_1 o] 2}= AHg-A= IdMO gy .
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/usr/share/doc/ansible-freeipa/ t] @ & 2] ¢] README-user.md Markdown 3¢ & &% 3}
HAIL.

/usr/share/doc/ansible-freeipa/playbooks/user t] & g 2] o]l 5] 1= Ansible Z#| o] &S I
E RN
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87. ANSIBLE =30 52 A}-8-5lo] A&7 1% #2

o] A Mo x = Ansible Ea ol % & AHg-ste] ALgAL 17 #el & 2 G

F T A, 45 FA L /6 542 7 AR A

IdM(Identity Management)2] A}8-2} 250l & o3l 2382 4 dHU

IdM A}-8-=}

718k IdM AH8-AF 155

913 ALg 2 1M 9170 9= AHE A

ldM] chFet 15 73
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o
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=

Ansible =& 0] %2 AL-g-3to] IdM 2% 2 715 9u7t YA Sl

Ansible o] -2 AL-g-3to] IDM AHE < 15 ol Wu] #el A7t 94 Bl

Ansible Z# o] %8 18319 IDM AF&7F 280l Wu] #2247} QA &l

8.1.IDM2] t}3t 18 43

IdM-&
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POSIX & (71237}

POSIX 152 3|3 ® v o] 3] Linux POSIX £4-& X434t} Active Directorye}l 4% 2H&
3t 2w olA = POSIX 4 & A8 5 iUt

POSIX &4 A8 A5 W o] AEE 2 Ad gk A8 2o} B A E POSIX £4 9] o2&
uidNumber, UID(x}-8-7} ¥ 5), gidNumber, 2§ ¥ 5 (GID)7} Q&1 th.

H|POSIX 1 &

HPOSIX 252 POSIX 42 A 4517 2&Uth o] & 9] o] 7 25l GID7} g o 5 o]
AR ek

ol@ g fA o aF e =E W7} IdM = Q) &3 ok ).

A a5

9% 1§ AHg-sto] 1M =u 9l 9] 7.9] ID A g 2ol EASHE 1§ WS ke 2ol F7

Ut

[ ]

24 A 24
[ ]

Active Directory =] <]
[ ]

EENE DAY PN

QI 072 POSIX £ S AA3A Ut oA & E9] ol 279+ GID7F F o 5 o] 9IA
R

X 81.712F o7 AAH ALEA 1 F

aFolE 718 aF A
ipausers 2 E |dM A=}

a2 A 7] admin AH8-2-5 £ 3ste] #e) 2 A o] Qe AHgA
editors ol H ol 5 Aol gle d AN ZFAY
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aFw°ls 712 15 A
A= AR Active Directory EE]|2EE A8 & 4= A& Halo] &= ALEA}

AHE A 7ol AHEAE F7HeHE A8 Ao A | A dF A Ao Al FHU ol & S0 AHEA A
e A3S Fosed AHSAE admins 259 F7Hd o

%-‘4

admins 25 & 24| 5HA] v Al 2. #E| A= IdMol] D Q3 ALA Aold aFolxe
Z o] Ao 7 QA3 5A P EA 7} A .

EZH M2 IdMoll M| A}E2FE Yy & mjrjr} 7] 2 H 0 2 AFEA] 7o 252 AU AL 25
oA i A &2 /MU 25 jlo] AH&A 712 Fxshy Al L.

8.2. 47 2 2l 1% W

M} AL8A 16 54 A 2 20 9e 2% 89Utk 1% B/EA 259] Wil

Fo RE AHgAE A 2T 25g MW E 2R

A$Ba

o Z Eo] tg tho]o] 2 o A4 :For example, in the following diagram:

AER 134 AFg AL 2 A g9 A9l W] YUk,

AH8A} 3, AL 4 D AFEAL 5 A g el 2 @ vt
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Ao AgA 1F B B E ALS Aol AR 24

ox

8.3. ANSIBLE Z o] 822 A}231a] IDM 15 2 2§ A7} QE=A 39

& Ao A= Ansible Edo] %2 Abg-3to] IdM 28 2 1§ Wl (AHEA 2 ALER 1F)7H A
A sershs e 4P

A 27 A

[ ]
IdM 322 5 5 43 JFH T
[ ]
Ansible 7A E £ 2] 9] ansible-freeipa 371X & A X F ).
[ ]
Ansible =g o] B0l A Fx3le] = AHEA= IdMo)l 9l<51 th. Ansible2 A}-&-3}o] A&7}
A=A BFels= Wyl g A &2 Ansible =] 0] 52 A}-8-31o] ALgA AF B &
SES SRS
A%
1.
eIl £2] 1}l (o) : inventory.file )& A A 3}l ipaserver = o] 1o A o]},
[ipaserver]
server.idm.example.com
2.

P93 AHEA D 2F A HE AHR31o] Ansible Zd o] & 39S A gt}
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- name: Playbook to handle groups
hosts: ipaserver
become: true

tasks:
- name: Create group ops with gid 1234
ipagroup:
ipaadmin_password: MySecret123
name: ops
gidnumber: 1234

- hame: Create group sysops
ipagroup:
ipaadmin_password: MySecret123
hame: sysops
user:
- idm_user

- name: Create group appops
ipagroup:
ipaadmin_password: MySecret123
hame: appops

- name: Add group members sysops and appops to group ops
ipagroup:
ipaadmin_password: MySecret123
name: ops
group:
- sysops
- appops

i

dolue gy

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-group-members.yml

4

ol\

A

ops 259l sysops ¥ app ops 7} A F W 2 ¥3teo] =4, ipa group-show 3

idm_user & 7-d #H = 3t A AT F dFU

A A @3Le 2 ipaserver o] 2221t}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$
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ke

ops ol g FHE EA Ik

ipaserver]$ ipa group-show ops
Group name: ops
GID: 1234
Member groups: sysops, appops
Indirect Member users: idm_user

appops % sysops 1§ - $A2] 2 - idm_user A-&-25 E3H3to] IdMe]] JF1 .

/usr/share/doc/ansible-freeipa/README-group.md Markdown 39S =314 A 2.

8.4. ANSIBLE =g ] 3-2 AH8-5to] IDM A-8-2F 250 fu] &2 27 =4 &

2 Aol A Ansible Felo] 32 ALg 5ol IdM W u] #el H(AHg A L AHEA 1§ LT} 9l
A gelshe e 4P

A 27 A

[ ]
IdM #2123 432 <43 sU o

Ansible 7 E £ 2] 9] ansible-freeipa 3| 7]1x] & A X &1}

A B bk ALS A EE aFe] o B3 #el g 1§ ol el glojok Gtk

A3
1.
<l £2] 1} (o) : inventory.file )& A A 3}l ipaserver = o] 1} o] A o]},
[ipaserver]
server.idm.example.com
2.
A AL A 2 2 We] A F B2 AHE-35le] Ansible S o] & w2 A4
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- name: Playbook to handle membership management
hosts: ipaserver
become: true

tasks:
- name: Ensure user test is present for group_a
ipagroup:
ipaadmin_password: MySecret123
hame: group_a
membermanager_user: test

- name: Ensure group_admins is present for group_a
ipagroup:
ipaadmin_password: MySecret123
hame: group_a
membermanager_group: group_admins

il

dolde Ay

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks._directory/add-member-managers-user-groups.yml

Z

ol

A

group_a 25l W #AZA=Z test 7 £ o] 932 group_admins 7} ipa group-show & &S A}
€3] group_a °] fv] &2 A1 AU 5 AFU

A A Ao 2 ipaserver o] 21213t}

$ ssh admin@server.idm.example.com
Password:

[admin@server /]$

managergroup1 ol )& A B E ZA| P}

ipaserver]$ ipa group-show group_a
Group name: group_a
GID: 1133400009
Membership managed by groups: group_admins
Membership managed by users: test
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ipa host-add-member-manager --help & =34 A L.

ipa man 3| o] X 2 Fx 34 A 2.

8.5. ANSIBLE =g o] 32 AH-8-5to] IDM A-8-2F 250 fu] #2247 LA &

2 ARl A Ansible Felo] -2 ALg 5ol IdM W u] #el H(AHg A L AHEA 1§ LT} 9l
A gelshe e 4g

A 27 A

[ ]
IdM #2123 43 2 <43 sU

Ansible 71 E £ 2] 9 ansible-freeipa 371X & A x| 3 & ).

A7 FA AE W DA AR B 250 o B3 Fal FA 28 ol ol 2lolok )

c}.
=R
1.
eIl E2] 1} (o) : inventory.file )& A A 3}l ipaserver = o] 1} o] A o]},
[ipaserver]
server.idm.example.com
2.
Fod AHSA 2 28 Wyl B2 B E AL8-5lo] Ansible Za 0] 8 9 & AT
- name: Playbook to handle membership management
hosts: ipaserver
become: true
tasks:
- name: Ensure member manager user and group members are absent for group_a
ipagroup:

ipaadmin_password: MySecret123
hame: group_a
membermanager_user: test
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membermanager_group: group_admins
action: member
state: absent

il

dolde Aa gy

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-member-managers-are-absent.yml

Z

ol

A

ipa group-show & & A}-8-3}4 group_a 159l test 7 iy #A A=, group_admins &
group_a ©) Wlu B2 ¥ YA oA AU 5 Y&

A A A3he 2 ipaserver o] 22213t}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

group_acll g w5 FA Y}

ipaserver]$ ipa group-show group_a
Group name: group_a
GID: 1133400009

ipa man 3| o] X 2 Fx 34 A 2.
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A%

t‘ﬂ—

9 ANSIBLES A}£-3}a] IDMQ] 28 W4 A5 3

97, ANSIBLES A}-&-3to] IDMe] 25 %l u] 4] 2155}

TEAMAE BN £AA B 184 L Bam A 2F Y 222 2FEAFOR G
S AgUch g & 59 5 A&
Fo2 thiruth

goua 48R 9x

B=lA ipa user-add --help

= ettt

= "

>
P

Y
t
ls

[ ]
o W OFq RE

Red Hat Ansible Engine2 A}-8-35}<] IdM(Identity Management)oll A x5 25 WAu 4 &2 E A5

e 4 ey

ol MANAE e 7412 GEUT

Ansible S A}-8-3to] IdM A2} 25 )l U]l & automember 113 o] =4 3

[ ]
Ansible g A}-8-5}4] IdM A}-8-#} 1§ automember 72 o] =71 o] 9

Ansibleg A}2-3l] IdM A1-&-2} & automember 73 o] 27 0] L&A <1}

[ ]
Ansible2 A} &3} IdM =& ¢] automember 73 o] gl=4] 3l g},

[ ]
Ansibleg A}-&351o] IdM 32 E 18 automember i#+3 o] 7 0] =X 313}

9.1. ANSIBLES A}-8-3}4] IDM A}-8-#} 2§l t] 3k AUTOMEMBER 73 ©] =] 3l
S A}l A= Ansible =] o] 58 A}-g3lo] IdM(Identity Management) 259l th g 25 A B4
T3 o] A=A FA1stE HHS AEd ). o] o Ao A = testing_group AH8-A} 259l dl3|
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automember 13 o] Y= selgh]r}.

A 27 A

IdM #2)2 45 5 <43 dFU

IdM<]] testing_group A& 2 & ] 54U

08 8 A8 Z=Z 3= Ansible Alo] ==& FAA LS
Ansible B4 2.8 o] & AH&-staL FU T
ansible-freeipa | 7] x| & 2 X I F U d}.

~/MyPlaybooks/ t] & ] 2] ol 4] o] 2] 335 773 5= IdM A ¥] 2] FQDN(g +#351€ =
] ¢l o] F)2 A}-&-3to] Ansible Q1w E2] 912 AA

~/MyPlaybooks/ T ] 2] £ o] .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ t] & €] 2] o] 9] = automember-
group-present.yml Ansible =g o] & 5 S B Ao

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-group-
present.yml automember-group-present-copy.ymi

1 3] & automember-group-present-copy.yml 3} & g},
ipaautomember z¢] A A A T} HFE AAsle] HA L AT

ipaadmin_password H+Z IdM 2| A} 5= Ao
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97%. ANSIBLEZ A}-8-3to] IDM9] 157 @ H| 4 53]

[ ]

name ¥4 £ testing_group 2.2 A& 3}
[ ]

automember_type -5 275 o2 A .
[ ]

state W=7} present = A4 5o QJ=A g2ldt.

A oA ds] 3 ¥ Ansible Z# o] 3 A A}

- nhame: Automember group present example
hosts: ipaserver
become: true
tasks:
- name: Ensure group automember rule admins is present
ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: present

g

%)

0] o
==

2

a

Edol s s AW LS A4 5= Ansible Z# o] 5S 23

I $ ansible-playbook -v -i inventory automember-group-present-copy.yml

o

RS

-]

9.2. ANSIBLE S A}-8-3l« IDM A}-8-#} 155 AUTOMEMBER 13 o] A A H 7] A=A 3

2 Axz}ol| A = Ansible = o] 22 A}-83o] IdM(Identity Management) 25 ¢] automember 7+
Ho] AP A 70| YEA FAQlstE WYL AUt o] oA o4& automember 3 o] UID 33
Z71°] Q& 7% testing_group 50 tall FAgUn}. * 2L AF A FF 2 E 1AM A& A7 2}
© = testing_group 2] ¥H 7} H =5 g}

A 27 A
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IdM #2172 5 5 43 dFU
IdMo<j] testing_group A18-#} =15 2 automember A}-&-2} 1§F F3 o] &Y
g &7 A1S $Z351E Ansible Alo] =2 LA AE YT

Ansible ¥ 2.8 o] 35 AHg-51aL U

ansible-freeipa ¥ 7] x| & A X A5t}

~/MyPlaybooks/ t] &1 €] 2] o] A] o] 2] 3 -34S 74 5= IdM A ¥ 2] FQDN(H 71318 =
¢l o] )& A1-&3l] Ansible o1l 2] w12 S WA G

~/MyPlaybooks/ t] & €] 2] 2 o] 53 }.

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ directory(<i : automember-

usergroup-rule-present.yml )oj] 2J+= automember-hostgroup-rule-present.yml Ansible =
dlo] & shol & BALF o

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-present.yml automember-usergroup-rule-present.ymi

A 7 & automember-usergroup-rule-present.yml < 2 g},

EH o152 o5& AHS Aball ol Sl M7 F ool : Automember AH8-2 15 1F W

o).

72


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

9% ANSIBLES A}8e] IDMe] 1§ w14 <45 3]

AHg AR Ol 2 &) o B WA o2 So A8 A 75 ©] automember 7]
o] YA Bl Al 2.

ipaautomember ¢} A AA TS HEE AHA

e

U,

ipaadmin_password 5= IdM #22 ¢35 2 AR o).

name ¥4 £ testing_group 2.2 A& 3t}

automember_type -5 275 o2 A .

state W=7} present 2 AA Ho] J=X g

action 1571 member 2 A A 5 o] A=A 21t}

include 7] Hi4= = UID = AAYt}.

g

3}
=

1>

HeE 2 433G s

A oA A3 74 E Ansible Z# o] 5 2D Y.

- name: Automember user group rule member present
hosts: ipaserver
become: true
tasks:
- name: Ensure an automember condition for a user group is present
ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: present
action: member
inclusive:
- key: UID
expression: .*
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ol s w3 AW LS A4 5= Ansible Z# o] 5& 23

$ ansible-playbook -v -i inventory automember-usergroup-rule-present.yml

o
ol
L
)

—_

IdM #2| 3= 2 2213 o).
I $ kinit admin

e 2L AL

i

F7Huth

$ ipa user-add user101 --first user --last 101

Added user "user101”

User login: user101
First name: user
Last name: 101

Member of groups: ipausers, testing_group

9.3. ANSIBLES x}-£3to] IDM A}82} 2% AUTOMEMBER 73 o] Z710] Q=4 elgut}.

& A=}ol A= Ansible &8 o] 52 A}-8-31o] IdM(Identity Management) 259l dl 3 x}5 A8
Ho A 710l l=A &ARlst= WS A9 AUt o] dA A= A-F WY FH o 710 glod x7]
A& AL7E dp of oF §HS A A 5H=A] &2l g o). automember 13 o] testing_group 25 A& H Ut

278 A835t4d 7] GAI7Hdp €1 &5 IdM AH-8-217} testing_group ©] AW 7} =X =5 o

A 27 A

IdMo<]] testing_group A18-#} =15 2 automember A}&-2}F 1F 13 o] &Y
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97%. ANSIBLES A1-8-5to] IDM9] 15 94 A-53]
S 87 A3HS 5531= Ansible Al o] =5 FAIAFUL
Ansible 1 2.8 0|33 AH&-3t3L s5U

ansible-freeipa | 7] x| & A2 X I F Y o}.

~IMyPlaybooks/ T} H €] 2] | 4] o] & & ¥4 & 14 3+= IdM A 8] 2] FQDN(R 319 =
] ¢l o] £)L A}-8-3t] Ansible Sl E2] 9192 A AL

~/MyPlaybooks/ t] & €] 2] 2 o]5 g},

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ t] & €] 2] (<] : automember-

usergroup-rule-absent.yml )9l $J = automember-hostgroup-rule-absent.yml Ansible =g
o] % sl g HAF T

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-absent.yml automember-usergroup-rule-absent.ymi

A 3 & automember-usergroup-rule-absent.yml 3-8 g1t}.
FH ol 52 o5& AHS At ol BHAl W7 F ool : Automember AH8-2 15 HF W
H] absent).

AFE AH 9] Sl Zels &Y o] & WA (ol AFE A 15 2] automember A 3+21)o] gl

Ut

ipaautomember <] A M oA Th2 W4 S 44T
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76

o
ipaadmin_password H= IdM #2#x g3 2 AA .
o
name W4 £ testing_group ¢ = A A3},
o
automember_type H+& 15 o= AA ).
o
state ¥l 5=7} absent & A A 5] o] Y= A},
o
action H4=7} member & A& o] A=A 13}
o
include 7] Y4 = initial 2 A g}
o
A S-S dp 2 A EY

A oA A3 74 € Ansible Z# o] 5 2D Y.

- nhame: Automember user group rule member absent
hosts: ipaserver
become: true
tasks:

- name: Ensure an automember condition for a user group is absent

ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: absent
action: member
inclusive:

- key: initials
expression: dp

%

0] o
==

2

g

il

ol & 9d ) el e UL XA 3= Ansible S o] &

%
"

o
==



974 ANSIBLES A}-8-5lo] IDMe] 25 21u] 4 253]

I $ ansible-playbook -v -i inventory automember-usergroup-rule-absent.yml

s 2
1.
IdM #2222 203 o).
I $ kinit admin
2.
automember 25 & 213},
$ ipa automember-show --type=group testing_group
Automember Rule: testing_group
=9 d] 24 9 Regex: initials=dp 3= o] gl 24 testing_group automember 3 o] ] A A %71 0]
¥3tEo] JA FFU T

& AA A & Ansible =3 o] 52 21831+ IdM(Identity Management) 25l o gt
automember 17 F o] gl=A & sh= WS AP I o] <A o4 = testing_group 159l t 3l
automember 773 o] gl =4 .

51

automember 73 & AA15HE #H 7 FEE RE A% AU #F A 53
Z A9t A A 52 A Ansibleg A1-8351] IdM AF&-#F & automember FF o] 27 0] ¢l
=A g

A 27 A

o3 87 AeHS F5%31= Ansible Alo] ==& 7 HFU.

Ansible ¥ 2.8 o] 42 AH8-5t3 dFU
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ansible-freeipa | 7] x| & A2 X I H U o}.

~IMyPlaybooks/ t] 8 €] 2] o] 4] o]

g FAE FAS= IdM A ¥ 9] FQDN(B 3t =
2l o] &) A3}l Ansible 21ul & 1S

|

7] LS AAAIFU.
~/MyPlaybooks/ t] & €] 2] 2 o]5 g }.

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ t] & €] 2] o] 9] = automember-
group-absent.yml Ansible =g o] & 32 B Ao,

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-group-
absent.yml automember-group-absent-copy.yml

H 3 & automember-group-absent-copy.yml 3-8 g1 t}.
ipaautomember ¢} A A A O3 HTE AP35t FA S 2 F AU
ipaadmin_password 5 E IdM #&] 2} ¢t = AR ).
name ¥ 4Z testing_group .2 A& 3.
automember_type HFE 2 F o7 AAJU).
state =7} absent 2 A& 5 o] J=X] 3l

A A oA sl =4 F Ansible =g o] gAY},

- nhame: Automember group absent example
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9%. ANSIBLEZ A}-8-5}o] IDM®] 2§ @ v 4 25 3]

hosts: ipaserver
become: true
tasks:
- hame: Ensure group automember rule admins is absent
ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: absent

A5,

)

jlol o
==

2

o]

2l 3} 1Ml 2] 1Y S X Q3= Ansible S o] 8-S 2y},

%)
"

Ed o1 %

I $ ansible-playbook -v -i inventory automember-group-absent.yml

/usr/share/doc/ansible-freeipa/ t] @ & ] ¢] README-automember.md 39 & F %3514 Al

1_-0

/usr/share/doc/ansible-freeipa/playbooks/automember O] & 2] & JZ 314 A] Q.

9.5. ANSIBLES A}£3}¢] IDM 32 E 25 AUTOMEMBER #3 o] Z710] 91:=2] 3131t}

o] A x & Ansible2 A1&3lo] IdM 32 E 15 automember 573 o] Z710] YA Q5= W
WS A g} o] o A]o]A = FQDN o] .*.idm.example.com ¢l S A~ E7}
primary_dns_domain_hosts &~ E 15 2] #1u]o]32 FQDN ©] .*.example.org 7}
primary_dns_domain_hosts & 15 2] #lu|7} ofdA] &lsl= WHH S A3y

A 27 A

IdMel] primary_dns_domain_hosts 3~ E 17 3} automember 3 2E 1§ 13| S5

Ut

S 27 AHgHS %31 Ansible Alo] ==2 A ALY
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Ansible 1] A 2.8 o] 42 A}2-35}31 Y&t
ansible-freeipa 3 71X & A X HF Yt}

~/MyPlaybooks/ t] & €] 2] o] A] o] 2] 3 -34S 74 5= IdM A ¥ 2] FQDN(H 1318 =
¢l o] )& A1-&3l] Ansible o1l 2] w12 S WA HU T

~/MyPlaybooks/ t] 8 ] 2] £ o] & .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ t] & €] 2] o] 9] = automember-
hostgroup-rule-present.yml Ansible =] o] & 32 E gt}

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-present.yml automember-hostgroup-rule-present-copy.yml

A 3] & automember-hostgroup-rule-present-copy.yml 3 & g }.
ipaautomember ¢} A A A O3 HTE AP35t FA S 2 F A4
ipaadmin_password i 5E IdM #&] 2} ¢t = AR ).
name ¥ == primary_dns_domain_hosts = 434 gt}
automember_type 4= hostgroup © & A4 3},
state 7} present 2 A 5o A=A AP
action W=7 member 2 A A = o] J+=4] A
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97%. ANSIBLEZ A}-8-3to] IDM9] 157 @ H| 4 53]

[}
inclusive 7] W71 fqdn; 2.2 A& 5 o] A=A A3}
[}
3] F3sl= include & 2] W4 £ *lidm.example.com & 2 A4 3},
[}
A8 71 ¥E fqdn;2 23 9.
[}
AF A T2 HF-E rexample.org = AR ).

A oAl ds] 53 ¥ Ansible =& o] 3 s}A A}

- nhame: Automember user group rule member present
hosts: ipaserver
become: true
tasks:
- name: Ensure an automember condition for a user group is present
ipaautomember:
ipaadmin_password: Secret123
name: primary_dns_domain_hosts
automember_type: hostgroup
state: present
action: member
inclusive:
- key: fqdn
expression: .*.idm.example.com
exclusive:
- key: fqdn
expression: .*.example.org

%)

0] o
==

2

g

Zg o)y WA A ez 3AL XA 35 Ansible Zd o] 22 AT},

I $ ansible-playbook -v -i inventory automember-hostgroup-rule-present-copy.yml

/usr/share/doc/ansible-freeipa/ T] @ & ] ©] README-automember.md 319 & F %3514 Al

1_-0
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/usr/share/doc/ansible-freeipa/playbooks/automember o] & 2] & JFZ 314 A Q.

82



1074 ANSIBLE 3| o] -2 A}-&-3to] IDMo] A A3 AJu] 2= 73 7]

107 ANSIBLE = o] 2-& A} 3}o] IDMo|A] A = A u] 2 772

o] A Ao A= IdM(Identity Management)ol] A 3= xJ ] A 73 & 4] 5}3L Ansible =) o] 82 A}-&3}
of Ax My QA X S HES AR st BH S AW U A Au| X A X2 Ao 7F S ALS
3hA IdM < E €] o) 4] IdM Directory Server @204 A€ &S F3h 3 5 dFUT

ol MANAE e 7412 FEUT.

[}
IdMe] 432 Afu] = o &) 2 A o]
[}
AnsibleS A} & 35}a] A = AH] 2 FH o] YA o).
[}
Ansibleg A}-g-3te] A3 Au] 2 o] QA g9l
[}
Ansible g A}-g3lo] A A B2 FF o] B4 E4 o] YA g
[}

Ansible g A}-&3lo] A A v X FF o] B4 E4 o] gleA gy

10.1. IDM2] A 3= 2] 6] 2 ol A 2 A o]

A Au) 2 A Aol FH L IdM TP E ] A e GBI =3 5= e IdM(Identity
Management) €] €] 2] 22 B Pt o & 0] IAM ALE A= AHA] 5 E Yol ES = AHY

S AHg5H A% 9 IdM AE E 7 LDAP 32 ol A 53 £42 AP T 5 AW A4
2o e Al F71 EE AHAl & 5 8aA gaTh

83



Red Hat Enterprise Linux 9 Ansible2 A}-8-5}¢] Identity Management A2 X] 2 #2]

%91

A A u) 2 A 2 Ao] 0% AT W Folalof Frith A2 Ao] 7
2 RAAsA TS Ao Aol A 45 F AFUTh

=

10.2. ANSIBLEZ A} &3} A3 o] A 73 o] 9E=x] o3},

th& Az}l A = Ansible Z# o] 5-& A}ﬂo}m] 2 AH| A F S A 9] star IdM(Identity
Management) X ¥ o] 21=3] SRl st= B S HHE} o] ool A A ALGAE ALFF ol F AT B R
TFAL AT 5 9o v Z A2 Aol Al A2 9 ] ‘Q_ E JEA o]l2 A2 W 27 AL WAT S 9
FUth S So] BA o] £ 27| AL dale A9 AT 5 d&FU

A 87 A

[ ]
IdM #2) 2} 5 & o &k

2 9 A8 FZ31= Ansible Alo] = =2 ALY
Ansible B A 2.8 o] & AH&-stL U
ansible-freeipa | 7] x| & A2 X I F U o}.
~/MyPlaybooks/ T & €] 2] o 4] o] & & %:J% T4 5= IdM A 8] ¢] FGDN(Q 738 =

2
2l o] §)& AH8-3te] Ansible 1l 2] 512 A AF ).

~/MyPlaybooks/ T ¥ ¥ 2] £ o] &3 o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/selfservice/ t] 2 g 2] ol 2+ selfservice-
presentyml 5191 & Ha}gh o},
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1074 ANSIBLE E# o] -2 AH§ 5] IDMol 4] A Au] 2 15 o)

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-present.ymi
selfservice-present-copy.ymi

]
=)
1
filo
o2
L
fu)

H 7 & selfservice-present-copy.yml Ansible = g o]

ipaselfservice 2] A HolX the WS A5t HA2 =Y ik

[ ]

ipaadmin_password H5-= IdM &2z 2] g3 =2 AA .
[ ]

name W5 A AX AqH| X q1F 0] o] o7 A3
[ ]

A HFE ARV A 388 F de £4 55 ( givenname,displayname title,
initials )0 2 44 3]}

1

&) o Ao] tal 541 Ansible = o] % w21 ¢J Ut}

- nhame: Self-service present
hosts: ipaserver
become: true

tasks:
- name: Ensure self-service rule "Users can manage their own name details" is
present
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
permission: read, write
attribute:
- givenname
- displayname
- title
- initials
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Sdo)% A% AWED 512 4 sk Ansible ool Aa gk

I $ ansible-playbook -v -i inventory selfservice-present-copy.yml

IdMe] A= Aqu) 2 A A2 A o] S FEHYAL.

/usr/share/doc/ansible-freeipa/ t] 2 g 2] ol 5] README-selfservice.md 39 & F %3514

Al Q

i )

/usr/share/doc/ansible-freeipa/playbooks/selfservice t] gl E 2] S %314 A Q.

10.3. ANSIBLES AHg-3te] A3 AH] 2 3 o] gl el

& Aol A & Ansible Z@ o] %2 Abg-ste] IdM 74 ol NG A= Au = FH o] QX el s
£ g e AP T ol sl RloIA £ AL A7} IdMol <HA ol 5 A% A 1 AE AH] 2 F2 o] glEA
el st WS AP FUT A E Sol AL AT RAe] HA] o] § B 27] o] B2 MAY 5 AFU
.

o5 27 AHS 555 Ansible Alo] =2 FAIFU.
Ansible ¥ 2.8 o] 35 AHg-51aL U
ansible-freeipa 971X & A XA U},

~IMyPlaybooks/ T & €] 2] 9| 4| o] 2| 3 J 4
| ¢l o] )& A18-3lo] Ansible 1wl E2] 5l S

ox flo
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107¢. ANSIBLE &3 o] 53 AH8-5Fo] IDMo| A A= My 2 513 &g

~/MyPlaybooks/ T 2 ] 2] £ o] &3 o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/selfservice/ t] 2 g 2] ol 2+ selfservice-
absent.yml 5} ] A}2-2 wHE U T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-absent.yml
selfservice-absent-copy.yml

3.
H 3] & selfservice-absent-copy.yml Ansible =] o] & 9}d 2 gy}
4,
ipaselfservice 2] A Qo)A ok WS AR5 HAL 2T
[}
ipaadmin_password H5-= IdM #2121 9] g3 2 AA .
[}
name W5 A X Au| = A o] o]F o2 AP
[}
state 42 absent = 23 gt}.
A A Ao s -4 A Ansible Z3) o] 5 SA P}
- nhame: Self-service absent
hosts: ipaserver
become: true
tasks:
- name: Ensure self-service rule "Users can manage their own name details" is
absent
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
state: absent
5.
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A7} Al E7] 9L XA 3= Ansible Z# o] B2 A3}

)

o1 %

I $ ansible-playbook -v -i inventory selfservice-absent-copy.yml

IdMe] A= Au) 2 A A2 A o] S FEHAL.

/usr/share/doc/ansible-freeipa/ t] 2 € 2] ol 5] README-selfservice.md 39 & F %3514

AL,
[}
/usr/share/doc/ansible-freeipa/playbooks/selfservice t] 2 gl 2] oA A= Z o] B S F X
SHA 2.

10.4. ANSIBLE S AHg-3to] 3 )2 1 H o) 574 $40] 914 stelghich.

A 3}o A= Ansible Z#] 0] 5% AHE-3le] 7]1E A= AU 2 pH o] £ dA o] YEA A=
A ‘413} o] dl Aol A &= AL-&A7} AHA] o] 2 Al F- A B self-service 73 o] surname member
B =A A Y.

o
‘%a‘

n\o

S}

w

sH
=

Jl-) ol
l'ﬂ f”l°
.1

A 27 A

o 27 AHS S5k Ansible Allo] ==2 A s
Ansible B4 2.8 o] & AH&-stL U
ansible-freeipa | 7] x| & 2 X A F Y o}.

~IMyPlaybooks/ T} & €] 2] o 4] o] & & ¥4 & 14 3t+= IdM A 8] 2] FQDN(A 319 =
¢l o] )& A1-&3l] Ansible o1l 2] w125 WA 51U
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107 ANSIBLE =] o] 22 A}-8-5}o] IDMol| 4] 4 = A u] = 73 22

AHEAE IdMo) A ol A% g1 A Aul 2 F2o] 42 4 gL

A3
1.
~/MyPlaybooks/ T ¥ ] 2] £ o] &3 o}
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible-freeipa/playbooks/selfservice/ t] 2 g 2] ol 2+ selfservice-
member-present.yml 3} & B-ALgH o).
$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-
present.yml selfservice-member-present-copy.yml
3.
H 3] & selfservice-member-present-copy.yml Ansible =g o] & 342 gy}
4.

ipaselfservice 2] A HolX the WS A5t HA2 =Y Tk

[

ipaadmin_password H5-= IdM #2]#19] g3 =2 AA .
[

name W5 AT A X Au| X 7 9] o] F o2 A
[

EA W$E surname .2 A A3,
[

action 4= member & A A3},

A oAl ds] 53 ¥ Ansible =g o] 3 s}Add}.

- nhame: Self-service member present
hosts: ipaserver
become: true

tasks:
- name: Ensure selfservice "Users can manage their own name details” member
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attribute surname is present
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
attribute:
- surname
action: member

5.
sl g A g
6.
Zao)% sl 7 A Ee $AL x4 = Ansible 3ol 2 Ao gtk

I $ ansible-playbook -v -i inventory selfservice-member-present-copy.yml

IdMe] A 5= xju] 2 A A 2 A o] S F 24 A L.

[}
/usr/share/doc/ansible-freeipa/ t] @ & 2] ol A A& 7}'5-3F README-selfservice.md =<
S FxsAA L.
[}
/usr/share/doc/ansible-freeipa/playbooks/selfservice t] 2 gl g oA A= Z o] B S F =X
SHA 2.

10.5. ANSIBLE A1-§-3te] A1 Au] 2 2o 54 40 914 gt

2 A z}o| 4] = Ansible =@ o] 2L A} 835la] Ax X8| A FH o] EA AAo] Q=X I —3]__3_ IS
< g:g st t}. o] =g o] B L A1 83l AZ Au] A F3F o] vlHA 3R] e WA A AL 34A] &
=2 8 F 94Ut o] A A = AHE A7 AHA] o] B MK A B self-service 172 o) glvenname el
surname member &4 o] L4 Bl ).

A 27 A

o3 87 AeHS 5%31= Ansible Alo] ==& 7 HFU.
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10%. ANSIBLE &8 ©] 52 AH-8-sfo] IDMoll A A3 Xu] 2 73] g

Ansible B} A 2.8 o] &4 A}&-3l3 YFH
ansible-freeipa | 7] x| & 2 X I F U d}.

~IMyPlaybooks/ T} & €] 2] | 4] o] &g ¥4 & 4 3= IdM A 8] 2] FQDN(R 319 =
w2l o] F)& AH8-3to] Ansible Q1w £2] 9t S AP A5

AFgALE Mol A o] & A5 B A A2 75 o] 92 & A&t

~/MyPlaybooks/ T ¥ €] 2] £ o] &3 .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/selfservice/ t] 2 g 2] ol 2+ selfservice-
member-absent.yml 3} & B ]3] .

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-
absent.yml selfservice-member-absent-copy.yml

H 3] & selfservice-member-absent-copy.yml Ansible Zdo] & 51d-& Ju}.
ipaselfservice Y A oA o3 HFE A5t Y-S = d
ipaadmin_password H5-= IdM &2z 2] g5 =2 AA .

}e]s A A A pE o] o] B o2 AT

ofr

nhame U5 4

EA4 HS4-E givenname % surname 2 2 A A o).

action 4= member & A A3},

o1
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state 1 4~-Z absent = A& 3] }.

A oA A3 74 € Ansible & o] 5 2D Y.

- hame: Self-service member absent
hosts: ipaserver
become: true

tasks:
- name: Ensure selfservice "Users can manage their own name details” member
attributes givenname and surname are absent
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
attribute:
- givenname
- surname
action: member
state: absent

5.
el A g gk
6.
Fedlo] % A% AwEe 52 A4 3k Ansible Fello] 22 A ik

I $ ansible-playbook -v -i inventory selfservice-member-absent-copy.yml

[ ]
IdMe] A 5= xju] 2 A A 2 A o] S F2H4] A L.
[ ]
/ust/share/doc/ansible-freeipa/ t] @ €] 2] ol /| README-selfservice.md v} & 32314
AL
[ ]

/usr/share/doc/ansible-freeipa/playbooks/selfservice t] 2 gl 2] oA M= Z o] B S Fx
St A 2.
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174, ANSIBLE &3 o] 555 AHg-sho] ARS-AHE &2l st7] S8l A2 25 A3t 9

1%, ANSIBLE Z 0] 22 x}-8-310] ALE A2 Bl a7 98] AHEA g0l As 919

919 e A3 Au] 2 772 2 RBAC(S & 719k 94l 2= A o])sk 37 IdMS] o)Al 2 Ao 3 F shbgly]
o 9192 AHg 3ol & AHgA Fo e @ g o2 AR 2Fe] 452 #eld F dguth

ol MANAE e 745 GEUTH

IdM-8- Ansible 1Hl E2] 3 B4

Ansible$: A-8-8te] 9191 ¥ H o] 1A AP

Ansible2 AHg-stel 9191 75 o] 914 Sl ghch.

Ansible AL-g3to] $191 FH ol 54 &40l YA e

R

Ansible2 A1-8-5to] 9191 =0l 54 &4 o] YA e

RS

11.1. 99 73

A FHL W] AH§AE Bels] Al A A 2Fol AFS AAT F AgUh

A FHe A8 54 ALE A 2FNA T2 AHE A 2F ) A Al U@ 54 S0l T 7]
(A7) A9 & FAL F AF1 o] A A=A FAe A FAN AYF S48l 391 A7

2 AYFES ABPUT DA FES FrAL AANA G £4 L Aolat /5L RelatA]
SPSIEE

A FH L 1dMe] /1E AR gl A

A%HS Hof U ol & £9°] managers AH-8-2F 25 9]
employees A&z} Z2F = AHEAS] HEA A4S AT F IS @

= e A8 dgUth

11.2. IDM& ANSIBLE 19l &2] 5t A A
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Ansible & A}-g-314] 29 3l= 79 & o & E2] oA /usr/share/doc/ansible-freeipa/* 2
/usr/share/doc/rhel-system-roles/* 5}¢] t] @ Eg] oA BAlsle] A 5= 514 g g2 E A=

ol FHUG. o] 2 v 22 Ff ol sy

[}
RE ZYOIES & oA 2L 5 AU
[}
root A3S S E5HA B3 ZHo|HS HAPE F dFUY
A3}
1.
& td =g Ansible 74 2 Zd o] 59 daAEE AT
I $ mkdir ~/MyPlaybooks/
2.
~/MyPlaybooks/ T] & €] 2] & W17 g o).
I $ cd ~/MyPlaybooks
3.
S Zd = E A18-319] ~/MyPlaybooks/ansible.cfg 222 A A gt}
[defaults]
inventory = /home/<usernames/MyPlaybooks/inventory
[privilege_escalation]
become=True
4,

d

S Zd = E A18319] ~/MyPlaybooks/inventory 1< & w51},

.

[eu]
server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

o] FAL AT YA Y= ST2EJ Usleu D us 9 F MY TAE 1
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117 ANSIBLE &8 o] 55 AHg-sfo] AHEAHES #2]617] S13l AHE-AL 2o A3 A<

go]l AL euQus 152 RE S2EV} X34 ipaserver 32E 152 Ao .

11.3. ANSIBLES A1&31o] 919 73 o] d=XA s}

& Ao = Ansible Zao] %2 ALg-at] Al 1AM 9191 ol tha AL oz A Bl

= “o“%‘ﬂ‘ < A3t o] A A Al 712 B 54 99 73S managers 15| staff 152] 7
vo disl] g3 AL A1 & F A 715 Logdyr).

businesscategory

departmentnumber

employeenumber

employeetype

A 27 A

0 87 A2 5531 Ansible Alo] ==& ALY

Ansible ¥ 2.8 o] /42 AH8-3t3 dFU

ansible-freeipa | 7] x| & A2 X I F U }.

(|

ol gt FH& A5t IdM A ¥ 2] FQDN(E 438 vl o] F)S AH8-3514] Ansible
duiEz sds AP AFUT

Ansible <19l 8] %192 ~/MyPlaybooks/ t] & €] 2] o] U&1t}.
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~/MyPlaybooks/ t] 2 ] 2] £ o] & .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/delegation/ t] &l g 2] o] 3J+= delegation-
present.yml 3} o] A2 w5t}

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml
delegation-present-copy.yml

H 7 & delegation-present-copy.yml Ansible Zd o] & 34 -S g1t}
ipadelegation 2] A Ao A o3 W5 A st AL S =3 JU
ipaadmin_password H= IdM #2] # o] g3 =2 A

name %TE I\H 1—]01 ——H—Z]_/] o]E'- OEH@GLL]E]-

2

L

S
oL
2
&
i
i)
ksl
fr
B
i
i
o)
e
g
J?m
o?H.,
o
£
.l
£
ruq'
r°"
%
N
i)
[*
N
o
4z
£

54 M5E YR AR aF0 BT F YE S FFo02 49
businesscategory,departmentnumber, staffnumber , and employeetype.

oX
ol
i

Aol FolH = AT olF o2 a7 Uy

i

o

¥

L

2 o
o
X
L
o
e
4
30
Hu
2
=
>

membergroup H5 2 B ALY £33 5 U= 259 o2 o= AAF ]

A oA A3 5+ € Ansible Z# o] 5 2D Y.

- name: Playbook to manage a delegation rule
hosts: ipaserver
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become: true

tasks:
- name: Ensure delegation "basic manager attributes” is present
ipadelegation:

ipaadmin_password: Secret123
name: "basic manager attributes
permission: read, write
attribute:
- businesscategory
- departmentnumber
- employeenumber
- employeetype
group: managers
membergroup: employees

5.
g A
6.
Zeol% A3} AW e $A2 A4 sk Ansible Z# o] % Ha gt

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-present-copy.yml

/usr/share/doc/ansible-freeipa/ t] 2 €] 2] ol 5] README-delegation.md 7} ¥ & Z= 3514 A]

o
i )

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T] @ Ez] o] A] M= Z o] H S
A L.

11.4. ANSIBLEZ AH8-5to] 919 113 °] 1A At

& AR A E IdM 74 o] A4 A 919 F2 o] =7 st vl Ansible Edo] %2 ALg-5= W

W AR U obdl A oA & IdMol AFgAL o] 712 el &4 919 F2 o] A Selss
EER Ll

A 27 A
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& 27 AHdS S5k Ansible Allo] ==2 A s
Ansible B4 2.8 o] &S AH&-staL U
ansible-freeipa | 7] x| & 2 X I F Y o}.

ol g §4 S A3k IdM A ¥l o) FQDN(E 7#3HE v <l ©) §)2 AHg-ske] Ansible
QlulEe] 5l e AP AEh

(|

Ansible <19l €8] %122 ~/MyPlaybooks/ t] & € & o] J&Yt}.

~/MyPlaybooks/ T ¥ ] 2] £ o] o}
I $ cd ~/MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/delegation/ t] &l g 2] o] 3J+= delegation-
absent.yml 32 o] A}2.S vt}

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml
delegation-absent-copy.yml

H 3] & delegation-absent-copy.yml Ansible =g o] & 3128 JUt}.
ipadelegation 2] A Ao A o3 W& A st AdS =3 JU
ipaadmin_password {42 IdM &2 22] ¢ 2 Ao

name WS 919 Tt

)
lo
o
il
lo
fu
il
oX,
i)
L
fiu)
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state 1 4~-Z absent = A& 3] }.

A oAl ds] 3 ¥ Ansible =g o] 3 s}Addu}.

- name: Delegation absent
hosts: ipaserver
become: true

tasks:
- name: Ensure delegation "basic manager attributes" is absent
ipadelegation:
ipaadmin_password: Secret123
name: "basic manager attributes
state: absent

5.
stele A g gk
6.
Fdlo) % A% AW Ee U2 A4 3k Ansible Fello] 32 A ik

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-absent-copy.yml

(o]
.

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T] @ Ez] o] A] M= Z @ o]H S
A L.

11.5. ANSIBLE S AH8-3te] 9191 20l 54 %4 0] YA 3

& ARNNE A9 Aol 54 Aol Y= Ansible Za| o] % AL WS AP of
ZE 0] B2 ALg3ko] o] ol BE AY JTL £ 5 AFUth o] AN E 712 AR 54 AY
T3 ¢t departmentnumber member 54 & z= = 3 t}.In the example, you ensure the basic
manager attributes delegation rule only has the departmentnumber member attribute.
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A 27 A

O 87 AH3E F535k< Ansible Alo] ==8 FAIAFUY.

o
Ansible B] A 2.8 o] & A}8-3151 Y& )
o
ansible-freeipa | 7] x| & A2 X I F Y o}.
o
o2 gk 4 & 33k IdM A vl ] FQDN( +t3t€ =l ©]5)S AH8-3to] Ansible
Aul g Hde AP
o

Ansible <19l 8] %122 ~/MyPlaybooks/ t] &€ & o] U&Yt}.

ldMel] 712 222k 54 o 919 73 o] ATk,

~/MyPlaybooks/ t] ¥ €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/delegation/ t] & g 2] o] 3+ delegation-
member-present.yml 3} o] ALE- S vk )

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
present.yml delegation-member-present-copy.yml

H 3 & delegation-member-present-copy.yml Ansible Zd| o] & 314 -S g}

ipadelegation %} Aol 4 the W58 44 ste] A2 = Fih
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11%. ANSIBLE Z#]0] %2 A1-8-3o] A1848 2287 914 A8 150l A 919

ipaadmin_password H5-= IdM &2z 9] g3 =2 AA .

oX,
et
do
=i
=
N
lo
o
afil
lo
fu
il
oX,
o
L
fiu)

hame H4E

At
o
2
&

£ departmentnumber = 474 3.

action H14== member = A A3},

A oAl ds] 3 ¥ Ansible =g o] 3 A du}.

- name: Delegation member present
hosts: ipaserver
become: true

tasks:
- name: Ensure delegation "basic manager attributes” member attribute
departmentnumber is present
ipadelegation:
ipaadmin_password: Secret123
name: "basic manager attributes"
attribute:
- departmentnumber
action: member

2

g

H

jlol o
==

o]

o) 3} olwll 7] 9} -S %] A 5= Ansible Z g o] &2 A8 3.

RS

%
"

o1 %

$ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-member-present-
copy.yml

/usr/share/doc/ansible-freeipa/ t] 2 €] 2] ol 5] README-delegation.md 7} ¥ & Zx 3514 A]

o
i ]

101



Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T} @ Ez] o] A] M= Z o] &S
FxsA L.

11.6. ANSIBLE 2 AH8&-5to] 919) 13 ol 54 $A0] l=A &<

& AR = Y FH ol 54 20| Y1 = Ansible 0] 82 Ag-3= WHL AFY. o]
Fd o5& AHEat] A ATl ntFA A G2 WA X AFo] HAHA] FrF T 5 dFUT o] o
Ao A e 712 A= &4 ] 919 3 o staff number 2 employee type W 44 0] QLA A

Ut

A 27 A

& 27 AHS S5k Ansible Alo] ==2 A s
Ansible B3 2.8 o] &S AH&-stL U
ansible-freeipa | 7] x| & 2 X I F U t}.

ol g 24 & 743 IdM A ] o] FODN(A #3H8 =2l o] 2)& A14-51e] Ansible
AwlEe] B AR AL

(|

Ansible <19l 8] %122 ~/MyPlaybooks/ t] & €| & o] U&1Yt}.

ldMoll 713 el 3 34 o] 919 75 o] guith,

~/MyPlaybooks/ t] & €] 2] 2 o] 53 }.

I $ cd ~/MyPlaybooks/
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173, ANSIBLE ¢ 0] -2 AHg-sto] ALSAHE #el57] 918) AHg A 150l A

/usr/share/doc/ansible-freeipa/playbooks/delegation/ t] &l g 2] o] 3J+= delegation-
member-absent.yml 3} & B x}3 .

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
absent.yml delegation-member-absent-copy.yml

H 3 & delegation-member-absent-copy.yml Ansible Zd o] & 5} d-S Jud}.

ipadelegation 21¢] A A4 the WS WY ste] BA S =Yk

[

ipaadmin_password HS-= IdM &2z 2] g3 =2 AA 3.
[

name U+ 3 A 39 clgo = AF AT
[

E 24 W4E worker number @ employee type = A4 3},
[

action 14~ member = A A o}
[

state H14-Z absent = 2 A 3] }.

A oA A3 5+ € Ansible & o] 5 2D Y.

- name: Delegation member absent
hosts: ipaserver
become: true

tasks:
- name: Ensure delegation "basic manager attributes” member attributes
employeenumber and employeetype are absent
ipadelegation:
ipaadmin_password: Secret123
name: "basic manager attributes"
attribute:
- employeenumber
- employeetype
action: member
state: absent

919
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Edol & w3 AW e LS A4 5= Ansible Z# o] 5S 23

/usr/share/doc/ansible-freeipa/ T 2 € &] ol /] README-delegation.md 3} -8 F %3514 Al

o
i ]

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T] @ Ez] o] A] M= Z o] &S
FxsA L.
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1274. ANSIBLE Z g o] 22 A}-&-3lo] IDMa|A] &8 7] uk A x| 2 A o] A&

27. ANSIBLE =] o] 2-2 A1-8-3}o] IDMo]| A & & 7]uk ol A = A o] 2]

“ﬂ o9 AF FH QA Ao] WAYFAY

o sk |
s, dg g A

WA 2 Aol)E 4 R AT
24

é
.13;‘.:

RBAC( & 7
IdM(Identity Management)9] RBAC 4 8.4+
[}
AIFL AL A F7HEE 2, 2F 4, A7 A2 50 5 ZYS FIT 5 9 A
< oy
[}
A2 A& S A AHEAE F7lste ol 283 RE A3S A4dU Y
[}
o] ma}t ALE-A}, AL AL 1F, S2E BE S 2E OFo 99 Ade] Rogyr.,
53] di+t &2 3] At Al RBACE AH8-sHa 718 Al §F o] e A& AF A AL S e
Egol 2+ dFUH
By

o] ol A= Ansible T3] 5-& A}g-3to] RBACE @2l d o £a5 & oo B9S2

ldMe] A 3

IdMe] &g

IdMe] o<

ol s
=

ldMol 4] AFA g 25 o)

[ ]
Ansible S A1-4-3}o] A3to] 2= IdM RBAC & &o] Q=4 32l

[e]
pi.

o

[ ]
Ansible2- A}-8-3to] IdM RBAC & o] gl=4] &

105



Red Hat Enterprise Linux 9 Ansible & A}-8-5}¢] Identity Management 2 X] 2 3#-2]

[ ]
Ansible$ A}-g-31o] IdM RBAC < gtol] A&} 17 0] S FHU=A] &2l
[ ]
Ansible2 A}-g-3l 53 AF2-217F IdM RBAC & Shol] &35 %] ¢Fgk=X] &2l
[ ]
Ansible2 A}-&3}o] A1) 27} IdM RBAC & 89| wlu] 9l %] 3ol
[ ]
Ansibleg A}-&3to] $2E 7} IdM RBAC & &Ho] win| Q=] 391
[ ]

Ansible& A3l $2E 1F9] IdM RBAC & &9 win|2lx] g2l

12.1. IDM<] @ gt

AL 8 Jluk Ax 2 Aol o] 7bg e F welolm T Agle] 2§ LDAP 3234 9l &
Qe Poighich Wy 2aol vl Wae Wl gl ATE e 4+ Aar itk
shiholgel Ade 5 gHE A4S Aolqh

[ ]
write
[ ]
read
[ ]
search
[ ]
=] I
[ ]
add
[ ]
delete
[ ]
all
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127. ANSIBLE Z 3 0] 52 A}-8-319] IDMol|A] o] & 7]t ) 4| 2 A| o] &

ol# & AU o5 Al 7HA 71t 4 §d Y.

subtree: =] 2]l o] Z(DN); o] DN o} 2] 319 E&

o’d 2¥: LDAP ZH

target: 715 3 2t L =71=71 1= DN AHg-stho] F53 A4

EI o5 Ao FAANA AT FAS AU

e

type: MA 738 (A1eA, 2F 5)2 51 Ed oA 2 HELA T UG

memberOf: 25 2] fivjo|n, 4 I ¥ E A4 Fh.

¥2

TargetGroup : 54 2852 $A S & Y& AA2 AFS BofFuc(dl: 2§ Fud S &

A% 5 Y A o)

IdM 19 ALgahel o] H iAo A G Sl ALEAS) ol QAL 54 g AT
5 16T [dME A8 Sl A 59 € 518 e AuelAc A8 A, 1§ EE sudost 2e 54
(M 7150] A3 A S WE o A8 AFH RE AL T 54 A0 i AHER 5ol W
A% % sl
ol o], Aol U@ o] A= WA FAYL ALSA EE TF] AMS ARL oA B ALER EE
ol T oAl 2T ARt P AN § 8 FLITh, ol el @ AFE A L vt oll 914 23l sl

2 AAe 4A5 %70k Futh

=31
Age be AFL ¥FL 5 gsvd

122,72 ) A

i
)
o

Be) AFL | RA o2 M #7 AZHE BB ole @ AL AL AL AR @ o
AY A5eke thes e Aol gel gL
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A G AASAL ol F, 92 L Y S4 S FHT F AL

Al 7HA 24 A E7} AE T

o

718 54, AHEA7E dMAl A gelste e £33 5 glasyTh
o

AHE AL 71 7L £ £ 54
o

AR AAR S4A A 5

oX

2] A3 default 2 included 54 Aol LA A9 Aol EAHA @ RE SA 4
gdUh

Fx

29 AT 4AT FE QAW AP bind FFL ATO R 2w
9 AP AA}Y o] & &A= vl By sHF .

Fll'(
2
X
0

2 E #Ag A o] &2 System: (¢] : System: Add Sudo rule or System: Modify Services )= A]
2yt o] A B 9] IdMol A4 = 7] & A3k & 27| vtE A A FUH A& S0 A8 A= Eld &
220 AAE 5 glon D AL RS Adto) gk G 5 S ) o]F S 7|2 Ado] YRS Fa)
He Ao E A YA v A A= oA 9] °l$i 27]vkE AHg-RY

[ ]
WA AE A4 A F7)
[ ]
g &9 FZ 37
[ ]
22 Ao F7b
[ ]

<A A1 7] Hold
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CAA A5A el 7HAH 271

DNA % 9] ¢17]

DNA ¥ 9]

B
oX,

PassSync Managers 23 ¢}7]

PassSync Managers 24 44

A A%k 2l7]

EA At 3

B2 Ak Al A

LDBM djo]gH]o] 2 G4 ¢]7]

2F QAFA

CA ACLS FA8t= 54 23

A%A &=
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IPA 2% 227]

oA & AdS s sk f\l*E"oﬂ/ﬂ TR TRl A AT
%’123 W& o] Ad gt ¢ UldA FalHE AL FAE L 1A 48 5 ¢
Aol nj&gd gy

12.3. IDM<] @3t

AL Aol A A5 AR 25T,
AR T 4L 7T 5 Qe ARL ATAAT AT g Aso] Lo =7 IdM 2 o]
ALV B Ade 54 44 L st ol o g o AL A%,
A2 So] Al IdM A&7l that AR A seE g Aol R,
[
A AR G2 WS

AHEA BT A AA

712 IPA AR A 259l A AR 371

ole @ Al 1A 3h9) 4% A S s AR Ag A FA o A9 FE AYow A A=
Hel A7k e uck A Bel @ 5 e [dMl & ol ] ol el 712 Aske] Xarslol Agith A
84 D AEA 1F ok FAE D FAE 2FEH UES D Au] o] Aol FFHYT o WYL
g S 54 =D AN AE AEaE 3AE AN dAo) AL AR 4R e ARA 02 Ao
@ 5 dguth

51

A3ole gE Aol xIHA &5 F dFU

12.4. IDMe] o} &

qate o gol APH AT BT A BT
ARz AL e FE AY(RIEA 2 A, 15 FRS FH 5L 5T A 5SS ¥
AgUch AGL 9 £ A (N A H aFNA A e ) Ba et olel e A 5 sht

|
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ol AS At AL A Qo) upat AL I AT o= So] AR B A IS AL}
£ F7L 3, A ds5U

J3e 3188 AL BRAE U AL FUT A 2AE 7ASAY A o) 227
ojldOoRHE HI3= T2 AR X &)

=31
o gtol the Q&g T AT

12.5.1D #2lol A A4 o8 o3

Red Hat Identity Management= o33 242 o3 ALd A o] 4

1o
o
2
o
o
L
v

b

12.1.1D o)A A4 Fola

Role a3 A

S e SEETH FEolJE EE S2E, 52

helpdesk AFEA S W oks LA, 1 7Ver et Al %) wha) 2 S8
WA 3

IT Bt H&7F Netgroups # 2] 2}, HBAC #-2] 7}, SE 70k A 2 A o] 9} He 1
Sudo &2 &+ oF A 2 &2 sudo T3

IT A& 7F SAE DA, BAE I8 BT, SAE
Mu| = A7, 2bE vk E A A

)

2

Bt ol e E 9] FE A, BA #E A}, 227 IPA D e 34 ), A A, BA
24, obs A A B} Al e 44

AHg A e A AR A DAL 2F B AL A A AR R 2E A
A A

12.6. ANSIBLE2 A}-8-3to] @ gte] 1= IDM RBAC 9 &ho] QLA 391

712 o &1 t} IdM(Identity Management) 2] 224 tj 3 & & 7]ul A A 2~(RBAC)E K.t} A 3}
Alojste ™ ALE-A A q &S A
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o5 Azl A= Ansible Z# 0] 58 AH8-3to] A IdM AH&-A} X8 9 3ol o 3 AgHS A o] 51aL sl F
A 3to] YE=A Felst= Wy L Ayt o] o Ao A A user_and_host_administrator & 3o = 7]
EH o= |dMe) = ohs Aol A7 o] 230 dFH

s A
AH&AL A2 A
A& AL A2 A A

a5 #EA

A 27 A

[
IdM 2] 7} 95 2 %31 5T

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5t}.

~/ <MyPlaybooks> / t] & B 2] & o] 53 t.
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/role/ t] &l € €] 9] )+ role-member-user-
present.yml 32 o] A28 whE T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-present.yml role-
member-user-present-copy.yml
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127%. ANSIBLE Zd] o] -2 A}-8-3}9] IDMo|A] & & 7]l A A A A o] T

H 3] & role-member-user-present-copy.yml Ansible =3 o] & 3}d 2 gy}

iparole 214 A Aol A the WS A te] AL 23

ipaadmin_password H5-= IdM &2z 9] g3 =2 AA .

e
K-
Rl
o
9#,
o
rr
o
=
)
)
o
all
lo
ku
)

Y
i)

A oAl ds] 3 ¥ Ansible Z o] 3 s}dd}.

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:
- iparole:
ipaadmin_password: Secret123
name: user_and_host_administrator
user: idm_user01
group: idm_group01
privilege:
- Group Administrators
- User Administrators
- Stage User Administrators
- Group Administrators
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Ed ol 5 33 AW ER] Y-S XA 3t= Ansible 3 o] 55 AUt

$ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-user-present-
copy.yml

/usr/share/doc/ansible-freeipa/ t] 2 € ¢ ol 5] README-role 3} ¥ & J X314 A 2.

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] o] A A= Z g o] HS F X314
Al Q

i )

12.7. ANSIBLE S A}-£ 3] IDM RBAC < 3to] 9i=x] 32l

IdM(ldentity Management)ol| 5] RBAC(Y & 714t A A 2 A o] )2 Aol Al 2 A2 A= A A7}
A2 AR A o] & BF3HA FEF o o] /‘}*‘15] A Fes d F AFU

o5 Azl A= Ansible Z# 0] 58 AH8-3to] Qo] Ql=A st S AE . ot €A
ol A= AH&AF A A user_and_host_administrator & gto] IdMel] {1 +=%] A

A 27 A

[
IdM #H2) 2} 5 & 2 Sl th

Ansible A o] == 9 ansible-freeipa =l 7] x| & 4 X 3} & o).

—T“‘é% —’F o}'t'jl‘“ IdM A ¥ 2] FQDN(7 7 3H = Q] ©]F)< AH8-3te] Ansible Q1 =2
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127%. ANSIBLE Zd] o] -2 A}-8-3}9] IDMo|A] & & 7]l A A A A o] T

Ansible <19l E8] 5122 ~/ <MyPlaybooks>/ T] & €] & o] I &t}

~/ <MyPlaybooks> / t] & B €] & o] 53t
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/role/ t] &l g 2] o] 3+ role-is-absent.yml 3}
o] A2 wEU

I $ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-is-absent.yml role-is-absent-
copy.yml

H A & role-is-absent-copy.yml Ansible =g o] & 39S ¢},

iparole 2t¢] A A0 the WS WA ste] shl e =4 Fih

[ ]

ipaadmin_password H5-= IdM #2]#1 9] g3 =2 AA 3.
[ ]

name W& A9 o5 = AFPUG
[ ]

state M 5=7} absent 2 A& 5 o] A=A A3

A oAl ds] 53 ¥ Ansible Z o] 3 s}ddu}.

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: user_and_host_administrator
state: absent
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ul
)
1
filo
)

3l 218 A4 3= Ansible 80|52 23 gtk

X

o]

ol% sz} A e

=4
I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-is-absent-copy.yml

%)

o s
g @z

[ ]
IdMe] &
/usr/share/doc/ansible-freeipa/ t] 2 & 2] ©] README-role Markdown 3} & FZ 354 A]

AE Fdol e Fxay

Q.
/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] o] A

Ml

Al Q.
Ex

12.8. ANSIBLES A}-£-3}o] IDM RBAC <} 8tol] A} 82} 12 0] S3¥ Qx| &

IdM(Identity Management)ol| 5] RBAC(2 & 7]t A A 2 A o] ) S A& 3= A
&2 25 (o junior A Ao S FFE F dFHH-
12 A2 IdM RBAC %] €9 datacenter & gto]

}-2 o Aol /] = Ansible Zd| o] B2 A} 2351o] 7
junior_sysadmins o] &35 == 5= HhE L A9

A 27 A

[
IdM 227 52 23 A&

o}
=

Ansible A o] == 9 ansible-freeipa =l 7] x| & 4 X 3} & o).
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127. ANSIBLE Z 3 o] 52 AH8-5lo] IDMoll A & & 7] gt Q4| 2 A o] &

Ansible <19l E8] 5122 ~/ <MyPlaybooks>/ T] & €] & o] I &t}

~/ <MyPlaybooks> / t]H g g & o] 53t}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/role/ t] &l € 2] o] 2J+= role-member-group-
present.yml 32 o] A28 wrEUt},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-group-present.yml
role-member-group-present-copy.yml

H 3] & role-member-group-present-copy.yml Ansible Zd o] & 518 JUt}.
iparole &4l A oA t5 HFE A5t Y-S =AFFYU.

ipaadmin_password H5-= IdM &2z 2] g3 =2 AA .

o2 W42 AYslas Jte) o2 o7 AAFY
[}
O WHFE g olEow AAFUYG

action ¥ 4= member = A&},

A oAl ds] 3 ¥ Ansible Z# o] 3 A d}.

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no
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tasks:

- iparole:
ipaadmin_password: Secret123
name: helpdesk
group: junior_sysadmins
action: member

)

0] o
==

2

U

gol & U Al E2] 9d-S X4 st= Ansible = 0] 52 APt

e

I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-group-present-
copy.yml

/usr/share/doc/ansible-freeipa/ T 2 & 2] ©] README-role Markdown 3} 9 & FZ 3514 A]

o
i ]

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] o] A A= Z g o] HS F X314
Al Q.

12.9. ANSIBLE S AH8-5to] 57 AH8-#7F IDM RBAC & ol @35 A] 434 &<l

IdM(Identity Management)ei] x| RBAC(°=" 3 7)1 6k A A A A o])E a5t A 2H A& 2= RBAC
o] 3AL Yo & X = o] 5H T 5 *}31}01]71] FFHA X T 5 JFYh

tha A Aol A = Ansible =] o] 58 AH-&-3to] user_01 % user_02 == AH8-A7}
helpRuntimeConfig & 3o &35 A A F st WY S AHF U

A 27 A
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127. ANSIBLE Z 3 0] 52 A}-8-319] IDMol|A] o] & 7]t ) 4| 2 A| o] &

IdM #2312 438 <43 sU o
Ansible A o] = =9 ansible-freeipa =} 71| & A XA Ft}.

742 452 & IdM Al ©] FODN(E 318 =091 o] £)& A1-g-she] Ansible 214l 2]
sl e A4 ALY

Ansible <19l E8] 5122 ~/ <MyPlaybooks>/ t] & €] &) o] I &t}

~/ <MyPlaybooks> / T] & ¥l 8] & o] gt}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/role/ t] &l § €] 9] 2)+= role-member-user-
absent.yml 32 o] A}2.S wiEUt}.

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-absent.yml role-
member-user-absent-copy.yml

H 3 & role-member-user-absent-copy.yml Ansible Zd o] & 3123 Ut}
iparole ¢} A Ao A OS5 HFE AR5t S 2HFJUG.

ipaadmin_password ¥ 5-E IdM #g| #2] 5= AA .

action 45 member = A4 g},
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state 1 4~-Z absent = A& 3] }.

A oA A3 74 € Ansible & o] 5 2D Y.

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:
- iparole:
ipaadmin_password: Secret123
name: helpdesk
user
- user_01
- user_02
action: member
state: absent

5.
sl e A g
6.
Zao)% el A Ee $AL x4 s Ansible Tdol % ATk

$ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-user-absent-
copy.yml

/usr/share/doc/ansible-freeipa/ T 2 & 2] ©] README-role Markdown 319 & FZ 354 Al

(o]
.

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] o] A A= Z g o] 5 F X314
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1273 ANSIBLE 3| 0] %-& A}-8-5}o] IDMe]| A o1 & 7] vk o 4] = 7l o] 2
12.10. ANSIBLES A}§-3to] A1) 271 IDM RBAC < sto] mluj<lx] ahel

IdM(Identity Management)ol ] RBAC(S] & 7] 6 A A 2 A 0])E e 3t A 2" A A= IdMd] 5
S9 54 An2rh 54 e WA S S Ak o A E AL A A
web_administrator ¢ & o] client01.idm.example.com A vjoj|A] A3 2l HTTP Mu]|2E AT F
NEF ot WS A9dy

A 27 A

[
IdM 2] 7} 5.2 %3 AU,

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5Yt}.

Ansible <19l E8] 5122 ~/ <MyPlaybooks>/ t] & €] & o] I &t}
IdMol] web_administrator & o] ) <1}

IdM<]] HTTP/client01.idm.example.com@IDM.EXAMPLE.COM A 4] =7} ) &4 ).

~/ <MyPlaybooks> / T) & ¥l ] & o] 5 g}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/role/ t] &l € 2] o] 2+ role-member-service-
present.yml 5212 2 Ao},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-service-present-
absent.yml role-member-service-present-copy.yml

H 3] & role-member-service-present-copy.yml Ansible =3 o] & 5} d-& Fu}.
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4.
iparole 9] A Aol A The WS ARkl LS 2Pt
[ ]
ipaadmin_password H5-= IdM &2 #19] g3 =2 AA 3.
[ ]
ol& WS FYsEE A olFor AFFUG
[ ]
A2 B22 Au| 2 ol go g YTt
[ ]
action Y14~ member = A4 3}
A o Ao dsl -3 A Ansible S35 sA P}
- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no
tasks:
- iparole:
ipaadmin_password: Secret123
name: web_administrator
service:
- HTTP/client01.idm.example.com
action: member
5.
TS A
6.
Z@ ol % sl AW Ee Y S X Qs Ansible Tzo] g AP T

I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-service-present-
copy.yml
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127. ANSIBLE Z 3 0] 52 A}-8-319] IDMol|A] o] & 7]t ) 4| 2 A| o] &

/usr/share/doc/ansible-freeipa/ t] 2 & ] ©] README-role Markdown 3} 9 & FZ 354 A]

o
i ]

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] o] A A= Z g o] HS F X314
Al Q

i )

12.11. ANSIBLES A}-8-3to] 22E7} IDM RBAC & & o] @1]21x]

-l\?l

il

IdM(Identity Management)ol 4] & & 716l x| X A o] S A st A2d BHAAE 5 S2EEE
S2E OF0] 5EAF 983 dAHEE T F AFUL U dA A= AH_A A A
web_administrator & & 4] HTTP A 8] 27} 23] Z-21 client01.idm.example.com IdM & 2~ E & #3]
3 QEE = WS Ay,

A 27 A

[
IdM 227 52 23 A&

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

T8 —’F o}'c'jl‘“ IdM A ¥ 2] FQDN(7 71 3Hd =4 Q] ©]5)< AHS-3te] Ansible Q1 =2

Ansible <19l E8] 512 ~/ <MyPlaybooks>/ t] & €] & o] I &t

IdMol] web_administrator & o] ) <1 t}.

client01.idm.example.com &2 E &= IdMol| &Yt}

~/ <MyPlaybooks> / t] & €] 2] £ o] &gt}
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I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/role/ t] & g €] 9] 21+ role-member-host-
present.yml 3} o] A2 wiEt}.

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-host-present.yml role-
member-host-present-copy.yml

3.
H 3] & role-member-host-present-copy.yml Ansible =g o] & 32 gy}
4.
iparole 2%} A A A th5 WS A6t LS =AU
[ ]
ipaadmin_password H= IdM #2] # o] g3 =2 AU .
[ ]
ol WM4E VY E T ojgoz AFFUG
[ ]
SAE ESS JSXAE o]goR AAPUTH
A d Ao sl 32 Ansible =¥ o] 21 ¢}
- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no
tasks:
- iparole:
ipaadmin_password: Secret123
name: web_administrator
host:
- client01.idm.example.com
action: member
5.
TS A
6.
Zg ol & U3 Al e 3US XA 31+= Ansible o] 52 A3 .
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I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-host-present-
copy.yml

Ansible Vault= A} &3] Zalx 4332 F=314A 2.

/usr/share/doc/ansible-freeipa/ T 2@ & 2] ©] README-role Markdown 319 & FZ 34 A]

o
i ]

A= = H o

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] | A A= Z g o] 5 F X314
Al Q

i )

J\.‘i

il

12.12. ANSIBLE S A}8-3l 32 E 15 9°| IDM RBAC & &9 wln|QlA] &

IdM(Identity Management)ol 4] & & 7] 4l x| & A o] E A st Al2d BAAE 5 S2EEE
F2E 2F0) 54 @3 AANES & 5 YFUTh 02 dANN = AR AF
web _administrator & o] HTTP A H] A7} A3 2l IdM 2= E 2] web_servers 752 & a 4+ A
% b e A9,

A 27 A

IdM 227 52 23 A&

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

T8 —’F o}'tfl‘“ IdM A 5] o] FQDN("8 +13t€ = ¢l °]F)& AH8-3to] Ansible <14l & 2]

Ansible 19l E8] 5122 ~/ <MyPlaybooks>/ t] & €] & o] I &t}

IdMol] web_administrator & o] <1}
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IdM<]] web_servers €2 E 1HF 9] &Y.

~/ <MyPlaybooks> / t] & B €] & o] 53t
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/role/ t] &l g 2] o] 3+ role-member-
hostgroup-present.yml 5} <! o] A} 2-& utz o).

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-hostgroup-
present.yml role-member-hostgroup-present-copy.yml

H 3] & role-member-hostgroup-present-copy.yml Ansible Zd o] & 51d-& g}

iparole 2t¢] A A0 the WS WA ste] shl e =4 Fih

[ ]

ipaadmin_password H5-= IdM #2]#1 9] g3 =2 AA 3.
[ ]

olF Wi E ¥dotele 99 o5z AFAUT
[ ]

el
lo
o
afl
lo
ut
i
o
o
L
il

hostgroup 5538 S 2E 11

A oAl ds] 53 ¥ Ansible Z o] 3 s}ddu}.

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: web_administrator
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127, ANSIBLE Z# o] %- A}-8-31o] IDMol| 4] o & 7]k o 4] 2= A o] T

hostgroup:
- web_servers
action: member

s} ol
=

)

o
=

2

2o

o]

Zd ol %Y

%)
"

clul Eg] 5122 A sl Ansible S g o] 22 A3 gt}

I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-hostgroup-present-
copy.yml

/usr/share/doc/ansible-freeipa/ T 2 & ¢] ©] README-role Markdown 3} & FZ 354 Al

}:o

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] | A A Z Z g o] H& F X314

n= = = aas
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137 ANSIBLE =3 0] 5-& A5l RBAC A3 &2

RBAC(] 3 7]t o1&l = Alo])i ol &, A @ Aol tha] A8 A4 59 A= Ao AAUZY
Utk 53] 72 slAtl A RBACE ALt 1 <) Gejo] 9 delate] AZH A2EL pei
i =gl 2+ A&,

o] o)X= Ansible =3 o] &2 A8 3o IdM(Identity Management)ol] 5| RBAC # 32 @& 517] 9
o A9S A8y

Ansible & A}-g-3lo] A-&2} A 2] RBAC A glo] =X &9l

Ansibleg A-8-3to] A&7 A o] IdM RBAC @ &Hol] 9ln] @ sto] A=A <l
Ansible & A}g-3ko] IdM RBAC # gtoll ?&ko] 350 94 er2x] el
Ansible 2 A}-8-3}o] A2} A 2] [dM RBAC A3t o] 5 7

Ansible A1-23] IdM RBAC @ 3gto] gli=x] gl

A 27 A

RBAC®] 71d 7} 92 olal @t
13.1. ANSIBLES A}£3}o] A1z} A ¢] IDM RBAC @ 3to] 1=x] 39l
IdM(Identity Management) ] & 7] 4k o 4] 2= & o] (RBAC)el A 9 g AL At o AFS Ao

oA A oF gk

Age] Aol YA e AHS AU
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137¢. ANSIBLE &8 ©] -2 AH-8-5l] RBAC A& &2

L Azl M= UtFo] e F718 4 A== Ansible Zg o] B2 ALg35le] ¥l AL A= 9
HE AEFUG. o] dAldA = T2E Aot AdE 2 E IdM A3HS 43945t v AH-H =
full_host_administration ¢]2}l= A 33 AA = MH S A9 d.

A 27 A

[
IdM 227 52 27 A&

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

42 a5he = IdM Al o] FQDN(E 7#3H8 =2l o] §)& AHg-3te] Ansible 214l 2]
stele A A&

Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & € ] o] U&1Yt}.

~/MyPlaybooks/ T ¥ €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/privilege/ ©] & € ] o]] 1+ privilege-
present.yml 3} o] A2 viEt}.

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml privilege-
present-copy.yml

H 3 & privilege-present-copy.yml Ansible =) o]

Az
=)
e
tllo
hines
L
fiu)

ipaprivilege 219 A Aol 4 the WSS M stel BAS =P

ipaadmin_password H= IdM #2] #o] g5 =2 AU

name HEE A Ao o]E o 2 AA 3} full_host_administration.
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< description 12 A}8-3lo] @3S A3}

e
|=°
r

A A oA 3] A=A Ansible Zd o] & 51 v},

- name: Privilege present example
hosts: ipaserver
become: true

tasks:
- name: Ensure privilege full_host_administration is present
ipaprivilege:

ipaadmin_password: Secret123

name: full_host_administration
description: This privilege combines all IdM permissions related to host

administration

o

)
2

0] o
==

[e]

Sd ol AL A e 33 AP st= Ansible S o5& 234t
I $ ansible-playbook -v -i inventory privilege-present-copy.ymi

13.2. ANSIBLES A}-8-3to] A2} 4 o] IDM RBAC A gtol]l 9] Agto] A=A <l

ok
o
e
[o
r.)
)

IdM(Identity Management) < & 7] ut o 4 2 %] o] (RBAC)oll A 2HA 3 AL&2 A o] A
A E APl of

Ago] Adso] 94 e ASS AT

2
)
]
)
ol
filo
)
o
o
w
N
)
=2
L
i

& A=A}l A = Ansible %iﬂl o] 58 AL&-5lo] o] d GAdA AR Akl AHE F7lst= HHS
A3yt o] A= T2E FAE 9l #HH 2 E IdM A 32 full_host_administration o]g}+= &
gt Frbet= HHS AU 72402 ARLS S2AE 55, 52E AR L S 2E aF AEH

A ol W EH U T,
A 27 A
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137¢. ANSIBLE &8 ©] -2 AH-8-5l] RBAC A& &2

IdM #2312 432 <43 sU o

Ansible A o] == 9] ansible-freeipa =l 7] x| & 4 X 3} & o).

742 S 3tel = IdM A ] o] FQDN(E 73+ =9l 0] §)& AH8-3to] Ansible 214l & 2]
sl e A4 ALY

Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & €] ] o] U&1Yt}.

full_host_ administration Asgto] dH5Y . AnsibleS AH8-5te] AgHS WA 3= Wyl Ol
3t Z}A4] & U]-8-2 Using Ansible to ensure a custom IdM RBAC ¥ &o] Q=4 32134 A 2.

Azt
1.
~/MyPlaybooks/ T ¥ ¥ 2] £ o] &3 .
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible-freeipa/playbooks/privilege/ ©] @ € 2] o] 91+ privilege-member-
present.yml 5} o] A2 wiEt}.
$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-present.yml
privilege-member-present-copy.yml
3.
H 3] & privilege-member-present-copy.yml Ansible =g o] & 342 4y}
4,

ipaprivilege 2} 24014 the WS A4 sl st =4 Pk

AHg Aol S 2 ol §-& 2T

ipaadmin_password H= IdM #2] #o] g5 =2 AU
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°
name W5 A3 o522 AU
°
A 5L A 23t = A o5z AP
°

action 47} member & A A 5 o] =X Flshr}.

A oAl ds] 3 ¥ Ansible =g o] 3 A d}.

- nhame: Privilege member present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that permissions are present for the "full_host_administration
privilege
ipaprivilege:
ipaadmin_password: Secret123
name: full_host_administration
permission:
- "System: Add krbPrincipalName to a Host"
- "System: Enroll a Host"

- "System
- "System
- "System
- "System

: Manage Host Certificates"

: Manage Host Enroliment Password"

: Manage Host Keytab"
: Manage Host Principals”

- "Retrieve Certificates from the CA"

- "Revoke

- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
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Add Hosts"

Enroll a Host"
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Manage Host Keytab"
Manage Host Principals”
Manage Service Keytab"
Modify Hosts™"

Remove Hosts"

Add Hostgroups"

Modify Hostgroups"
Remove Hostgroups"

Add krbPrincipalName to a Host"

Manage Host Enroliment Password"
Manage Host Keytab Permissions”
Manage Host SSH Public Keys™

Manage Service Keytab Permissions"

Modify Hostgroup Membership"



137¢. ANSIBLE = d| o] 55 A}-8-3}>] RBAC ¥ 3t ¥

ol 5 w3 AW e LS A4 5= Ansible Z# o] 5S 23
I $ ansible-playbook -v -i inventory privilege-member-present-copy.yml
13.3. ANSIBLES A}-4-3te] IDM RBAC #Aghol Agto] g5 o A ¢-2A] 32l

IdM(Identity Management)2] A 28] A2 = IdM 9 & 7]k A A2 Ho] S AL A (A S F+ AF

o}

TS A 3o A = Ansible Z 2] o] 22 A}-4-5ke] Aol A ABL A A s WS AF T o] dlx
AAE 712 Q1A @A AgolA] CAACL AR FAskE 23 AZA A7 Bde A9, o
2 So] AR e 9IS wATU.

A 27 A

[ ]
IdM #2123 432 <43 sU

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5Yt}.

~/MyPlaybooks/ t] & €] 2] 2 o] 53 }.
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/privilege/ ©] @ € 2] o] 91+ privilege-member-
present.yml 32 o] A28 wiEU ),
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$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-absent.yml
privilege-member-absent-copy.yml

]
=)
1
filo
o2
L
fiu)

H g gt privilege-member-absent-copy.yml Ansible =] o]

ipaprivilege zt] A A ollA b3 HFE A4 st dLS =AY

[

AL Aol A ZHY] o] & =AU -
[

ipaadmin_password H5-= IdM &2z 2] g3 =2 AA 3.
[

name H+E Ag o]F o= AAPYT
[

AT AA AAZ A o]5o 2 A 55 AAH I
[

action H 47} member & A A 5 o] =X eI},
[

state M 5=7} absent 2 A& 5 o] A=A F2A g}

A oAl ds] 3 ¥ Ansible Z# o] 3 s}Addu}.

- name: Privilege absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "Request Certificate ignoring CA ACLs" permission is absent
from the "Certificate Administrators™ privilege
ipaprivilege:
ipaadmin_password: Secret123
name: Certificate Administrators
permission:
- "Request Certificate ignoring CA ACLs"
action: member
state: absent
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137 ANSIBLE =g o] 53 A}-8-5lo] RBAC 3 42

Edol 5 v AW e LS A4 5= Ansible Z# o] 5S 23
I $ ansible-playbook -v -i inventory privilege-member-absent-copy.yml
13.4. ANSIBLE S A}-8-3} A1-8-2} 4 o] IDM RBAC d3 o] 5 HA

IdM(Identity Management)2] A 28] A2 = IdM 9 & 7]k A A2 Ho] S AL A (A S F+ AF
o}

& AR A= o & Eo] A3oNA 2 71X ATS A A7) " Fol A3t ol5 WA WHS AHEFY
o AFfA o= A o] 50| ¢ o H&sA] FFU ). o] dA oA A A= full_host_administration
A3se] o] 22 limited_host_administration © = ¥ 73]},

A 27 A

[
IdM 2] 7} 952 %3 AU,

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X5t}

Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & | ] o] U&Yt}.

full_host_administration ¥ 3to] JFUth. A3 F71st= Yol di g AAT &2
Using Ansible to ensure a custom IdM RBAC ¥ &to] 1 =4] el al4 Al 2.

~/MyPlaybooks/ t] & €] 2] 2 o] 53},

I $ cd ~/MyPlaybooks/
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/usr/share/doc/ansible-freeipa/playbooks/privilege/ t] & € €] o] 1+ privilege-
present.yml 32 o] A28 wigU ),

I $ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml rename-

privilege.yml
3.
g g rename-privilege.yml Ansible Zd| o] & A4S ).
4,
ipaprivilege Zt¢} A A A o5 WS AR5t LS =4 F
[}
ipaadmin_password H= IdM #2] # o] g3 =2 A .
[}
name M5 AA A o]5Fo = AH P
[}
rename ¥<+& F7}st5L A9 A o] o2 AR Y.
[}
state i+& F7}slaL o] 5ol = AR F .
5.
Zd o8 AA 9] o5& WATIT ol F 5A I 2HY.
- name: Rename a privilege
hosts: ipaserver
become: true
6.

ol %o 29 o] 5 WATU ol & 59 ke 24Uk

[...]
tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:

[.-]

A oAl ds] 3 ¥ Ansible =g o] 3 A A
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- name: Rename a privilege
hosts: ipaserver
become: true

tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:
ipaadmin_password: Secret123
name: full_host_administration
rename: limited_host_administration
state: renamed

sl g A g

Sd ol L3 A e 33 AP st= Ansible S o5& 234t
I $ ansible-playbook -v -i inventory rename-privilege.yml
13.5. ANSIBLE S 2183} IDM RBAC d3to] gl=4] &9l

IdM(Identity Management)2] A] =&l 2] 2}= IdM 9 & 718k A A 2 A o] 2 AF2-2} XA S 4= YFY
th. o Aol A = Ansible Z ] o] 55 AH-&-3to] RBAC d3ho] fl=A] &= WS "“‘“‘“4 o
o] a Ao A= CA #E] A Aol Y=A S st= WS AE P o] AAE 53l A=A A& =
IdMa A Q15 71 3S 388 F = T8 AHEA7E Yo

A 27 A

[

IdM #2|# ¢S & &3 dHFY T
[

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5t}.
[

742 52 & IdM Al ©] FODN(E 318 =091 o] £)& A1-g-she] Ansible 214l &2
sl e A4 ALY

Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] &€ & o] U&1Yt}.
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~/MyPlaybooks/ t] | ] 2] £ o] & .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/privilege/ t] & € ] o] 1+ privilege-
absent.yml 5 o] AHE-S wHFU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-absent.yml privilege-
absent-copy.yml

3.
H 3] & privilege-absent-copy.yml Ansible =3 o] & 3} & gy}
4,
ipaprivilege Zg A A4 T3 HFE AR5t FYS =AH P
[
ipaadmin_password H5-= IdM &2z 2] g3 =2 AA .
[
ol T E AlAS = A9 o]Fo = AR
[
state 157} absent = A4 = o] J=A AFY .
5.

S o159 Y o5& HAF UG d & &4 v ZsUd

[...]

tasks:
- name: Ensure privilege "CA administrator” is absent
ipaprivilege:

[.-]

A o Ao ds] 3 ¥ Ansible Z o] 3 w}d A}

- name: Privilege absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure privilege "CA administrator” is absent
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ipaprivilege:
ipaadmin_password: Secret123
name: CA administrator
state: absent

hiRel |
=

)

o
=

2

g

)]

=3 0]% 7l

%)
"

137¢. ANSIBLE = d| o] 55 A}-8-3}>] RBAC ¥ 3t ¥

clul Eg] 5122 XA sl Ansible Z# o] 22 A3 gt}

I $ ansible-playbook -v -i inventory privilege-absent-copy.ymi

13.6. F71 | &2

°
IdMe] A3 =,

IdMe] d3hs FxsA L.

/usr/share/doc/ansible-freeipa/ t] 2 € g] o]l A A& 7153k README-privilege 719 & &%

A 2.

/usr/share/doc/ansible-freeipa/playbooks/ipaprivilege T @ gl 2] o] -] M= Z g o] &S I

=844 9.

= =
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147. ANSIBLE =3 o] &-& A}-8-3}o] IDMol] 4 RBAC & 2]

RBAC(2 & 7|¥t A= Aol )= AT, A 2 Aol diall Boja A FH AA L Ao] MIAUF
Y. 53] EHT"P“ 3] tell Al RBACE AHg-std 70 Al Foo] e A2Ae] ASH Al 2"S

o =gol @ 5 Ay

o] &A= Ansible = o] &2 A}-&3}o] IdM(Identity Management)ol /] RBAC @ &2 3

SR E e el e A9y,

Ansible 2 A}§3le] RBAC 7 &o] x| el

Ansibleg A}-£-35lo] X4 0] 9= RBAC d3to] Y=4] 33

Ansible 2 A}§ 3le] RBAC 7 &o] gli=A] el

Ansible S A}-8-3lo] £ o] IdM RBAC ¥ gHe] | Q1A] 2l

Ansibleg A}-8-314] 44 <] IdM RBAC 32| Wn] 7} o} d#] 39l

Ansible 2 A}-g-3}o] IdM RBAC 4 & o] & WA

A 27 A

RBAC?| 713 3 93 & o3l F 4.

14.1. ANSIBLES A}£3}o] RBAC @ 3to] gli=x] sl

l:]
-
—

IdM(Identity Management)2] A 2= A& 2= IdM 9 & 7]k A A = A o] (RBAC)E AH8-A | A &

+ g4 uth

L Azl A= Ao F718 5 YEF Ansible =3 o] B2 A12-51o] IdMe] A3lo] Y=
= 3EE AE UL o] dlAAA = oS dd FEE FA5HE WE S APy
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147. ANSIBLE =] o] % A}-8-3}¢] IDMol| 4] RBAC 71 & 22|

MyPermission d 3lo] )&yt

MyPermission 932 s 2~ Ed gt & 23 4 A&}

Aol E3e Aol Fold AHg AL G G5l el 7H5e e RE 44 5
& 4 g

write

read

)
i)

add

delete

A 27 A

[ ]
IdM #2812 438 <43 sU

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

o] a Ao = AME Zd ol 52 BEAIE S ARZT T4 AX= ~/MyPlaybooks/ t] € 2l &
AAdskal 4 A9 /i gy o

~/MyPlaybooks/ t] & €] 2] 2 o] 53},
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I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/permission/ t] @ € ] o] 1+ permission-
present.yml 3-8 E A o

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-copy.yml

# g gt permission-present-copy.yml Ansible = @ o] & 322 gt}

ipapermission /4] 4| Aol A the WS AP stel BA e =Pk

[}
AHS At ol 2HA 2 ol &S =F g
[}
ipaadmin_password HS-= IdM &2z 9] g3 =2 AA .
[}
name W& A o]0 2 AAZ I
[}
object_type ¥ 5== host 2 23 3t}
[}

o
_E,
it
E
S
i
o
it
lo
f
i
oX.
o
L
v

A oA A3 5+ € Ansible Z# o] 5 2D Y.

- hame: Permission present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "MyPermission” permission is present
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
object_type: host
right: all
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147. ANSIBLE =] o] % A}-8-3}¢] IDMol| 4] RBAC 71 & 22|

Edol & w3 AW e LS A4 5= Ansible Z# o] 5S 23

IdM(Identity Management)2] A 2= A& 2= IdM 9 & 7]k A A = A o] (RBAC)E AH8-A x| A &
F dFUh

02 Aol A = Aol F71F 4= Y= Ansible Z o] 52 A1g-3}o] IdMe)] A 3to] =R 3213}
WS AWy o] dAlCAN = v U B E Fdsks M-S 2493y

e

[ ]
MyPermission { 3lo] )&t
[ ]
MyPermission @32 S AEE F713t= g9t AH2- 8 4 A&t
[ ]
A3lo] X3tH Adlo] oA AL A NAlE SAE FEA 7153 S RE ZAYPLS F3h T
T JdHFUg
[o]
write
[o]
read
[o]
a4
[o]
=] I
[o]
add
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delete

MyPermission d gto] £3td d3to] Hojd
T AU

Fx

AAS AAAZ U ANF T F d= 54 732 IdM LDAP 2=7]vjof| o3| A=A R
Yt} 28 o] 2 So] object_type o] S 2E 7} 3] host ¢l 79 attrs: car_licence
E AASA A3 TP S2E 5 AFA} ghol A X S FUkeE AL & o ipa:

ERROR: attribute "car-license"7} 9 & WA X & 3] &35}1A 25Ut}

A 27 A

[}
IdM #2]2 ¢ & 43 dFHH
[}
Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}
[}
o] dAIME AE Z ol 5o BARS AFT T I X = ~/MyPlaybooks/ t] 9 ] 2] &
A star 74 Jda 7 dd o
A=}t
1.
~/MyPlaybooks/ t] ¥ ] 2] £ o] & o}
I $ cd ~/MyPlaybooks/
2.

/usr/share/doc/ansible-freeipa/playbooks/permission/ t] @ g ] o] 1= permission-
presentyml 5191 & Hapgh o},

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-with-attribute.yml

H 3] & permission-present-present-with-attribute.yml Ansible =g o] & 32 ¢gv}.
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147. ANSIBLE =] o] % A}-8-3}¢] IDMol| 4] RBAC 71 & 22|

ipapermission ¢} A A4 O3 A& A5t 4L S A AU

[}

AHS AHeE ol 2HA &Y ol &S =F g
[}

ipaadmin_password H 4= IdM &2z 2] g3 2 AA 3.
[}

name W& A o]l5 02 AAZ PTG
[}

object_type W= host 2 23t}
[}

SHE HFE RE o2 A
[}

A oA A3 74 € Ansible Z# o] 5 2D Y.

- nhame: Permission present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "MyPermission™ permission is present with an attribute
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
object_type: host
right: all
attrs: description

H

Jlol o
==

2

g

o]
=

clul Eg] 5122 A sl Ansible S # o] 22 A3 ).

il
)
:._1,

glol &

I $ ansible-playbook -v -i inventory permission-present-with-attribute.yml
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RHEL 79] Linux =2l ID, 91Z= @ F & 7fo]=o] A} 8 3] @ 75 A7)0} & FZ34A 2.

14.3. ANSIBLE S A}-8-3l RBAC d3to] gl=A] 32l

IdM(Identity Management)2] A 2= A& 2= IdM 9 & 7]k A A = A o] (RBAC)E AH8-A | A &
F dFUh

o
= uhye A9,

A 27 A

[}
IdM 22) 2t 55 S Y& T
[}
Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5t}.
[}
o] A A= AE ZTH ol 59 BAIES AZE T4 1A= ~/MyPlaybooks/ Tl d € 2] &
st 4 Aaa 7P gy o
4
1.
~/MyPlaybooks/ T | €] 2] £ o] .
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible-freeipa/playbooks/permission/ t] @ € ] o] 1= permission-
absent.yml 5} < 2] A}E S w5t}
$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-absent.ymi
permission-absent-copy.yml
3.

H 3] & permission-absent-copy.yml Ansible =3 o] & 92 gy}
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147. ANSIBLE =] o] % A}-8-3}¢] IDMol| 4] RBAC 71 & 22|

4,
ipapermission 4] A A0l A & WS 2Q st AL 2P T
[ ]
AHg- Aol 9A 29 ol F- =R T
[ ]
ipaadmin_password H5-= IdM #2]#1 2] g3 =2 AA .
[ ]
name W& A o]l5 02 AAZ P
A o Ao ds] 53 ¥ Ansible =g o] 3 s}d A}
- nhame: Permission absent example
hosts: ipaserver
become: true
tasks:
- name: Ensure that the "MyPermission™ permission is absent
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
state: absent
5.
e A
6.
Zdol% HA3 AW e 52l ¢ A4 5= Ansible 0] 52 AW

I $ ansible-playbook -v -i inventory permission-absent-copy.yml
14.4. ANSIBLES A}-£23}9] 4:4 o] IDM RBAC @ 3te] uln]2l x| 3ol

IdM(Identity Management)2] A28 A2+ IdM 9 & 7]k A A = A o] (RBAC)E AH8-A | A &
F dFY

1o

°
o
e
of
oE
o

& A atol A= Ansible E ] - AHg 5te] &4 o] IdMe] RBAC A g H ] Q1%
A9 ARH oz Ade] Yk AHEAE 54l Y FEL AT 5 daUTh
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o] of A o] ] = MyPermission @ glo] ¥£3+¥ A}g2}71 A A3 T2 E =] gecos 2 description
#S 7 F J=A FAst= S AE U

Fx

A LT 'Ill AZT F A= 54 732 IdM LDAP =7]vlo O3] A= A] &5
(B =N 2 B AR = object type o] 3 2E7} U3l host <1 73-$- attrs: car_| Ilcence
S AAstd 4 stal s AE 54 AFat grol d X e 7}0};:41 < m ipa:
ERROR: attribute "car-license"7 L7 WMAAE 3 &3HA EHEH

A 27 A

[ ]

IdM #2212 5 & ¢ dFY .
[ ]

Ansible A o] =< 9] ansible-freeipa =l 7] x| & A4 X & o).
[ ]

o] Al A= AE ZTH ol 59 BAIES AZE T4 1A= ~/MyPlaybooks/ Tl H € 2] &
A starl 4 Aokal 7 U ok

MyPermission d 3lo] )&yt

A3
1.
~/MyPlaybooks/ T | €] 2] £ o] .
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible-freeipa/playbooks/permission/ t] @ € ] o] 1= permission-
member-present.yml 3} & BALgH o).
$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-
present.yml permission-member-present-copy.yml
3.
H 3] & permission-member-present-copy.yml Ansible =g o] & 342 4y}
4,

ipapermission 24} A oA o3 WEyE A st LS =T
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147. ANSIBLE =] o] % A}-8-3}¢] IDMol| 4] RBAC 71 & 22|

[
AL Aol A ZHY] o] & = FU O
[
ipaadmin_password H5-= IdM #2241 2] g3 =2 AU,
[
name Y& A o] F o= AR Pt
[
attrs ==& description 2 gecos 4= AR}
[

action ¥14=7} member £ A A 5 o] YA g},

A oAl ds] 53 ¥ Ansible =g o] 3 A d}.

- nhame: Permission member present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "gecos™ and "description" attributes are present in
"MyPermission™
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
attrs:
- description
- gecos
action: member

H

Jlol o
==

2

g

o]
=

clul Eg] 5122 XA sl Ansible S g o] 22 A3 gt}

%
X

Zd ol &
I $ ansible-playbook -v -i inventory permission-member-present-copy.ymi
14.5. ANSIBLE S A}-8-3}<] 4:4] o] IDM RBAC d3t2] win] 7} ofd x| 32l

IdM(ldentity Management)o] A] 2€ 2]z} IdM 9 & 7] 8k 9 A 2 =) o] (RBAC)E AL&-2 | A &
F AHFYh
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& Azl M Ansible Fe°] %2 AHg-51e] £ o] IdMS] RBAC 713 9 m 7} obd A stel st
We Au gt 2348 o2 Aol i AL AV} IAM LDAPS) @52 A4 s ol G5l £33}
A9 g2 7Hd 5 &

o] d Ao A = T tl’d FHl & FRlst= Wi S AEEUd.
MyPermission d 3lo] )&yt

MyPermission Asto] £3H AFo] Y& AHEAT AA? T2 E =2 description &4
< 7H syt

A 27 A

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5Yt}.

o] A A= AE ZTH ol 59 BAIES AZE T4 YIX = ~/MyPlaybooks/ Tl H € 2] &
Adskar 4 ga 7 g o

MyPermission d 3lo] )&t

~/MyPlaybooks/ t] | €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/permission/ t] @ € ] o] 1= permission-
member-absent.yml 3} & B x}3 .

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-
absent.yml permission-member-absent-copy.yml
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147¢. ANSIBLE &3] o] 5-& AI-8-5l<o] IDMA] RBAC d gt 3=

H 3] & permission-member-absent-copy.yml Ansible =3 °] & 3d-& 4.

ipapermission 2] A Aol A the W5 A stel AL =Y Tk

[ ]

AHE At ol SHA &Y o] & =4 FU -
[ ]

ipaadmin_password {42 IdM &2 22] ¢ 2 Ao
[ ]

name W+ A3 o522 AFAUH
[ ]

attrs iS55 A9 o2 AAHFUG
[ ]

action 45 member = A4 g}
[ ]

state ¥ =7} absent= 2 o] A=A A},

A oA &l =3 A Ansible =d o] & 2 ¢t}

- name: Permission absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure that an attribute is not a member of "MyPermission”
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
attrs: description
action: member
state: absent
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23} AM =2l 9ol g A4 = Ansible Z# 0] %S s g,

=

%)

ol &

I $ ansible-playbook -v -i inventory permission-member-absent-copy.ymi

14.6. ANSIBLES- A}-8-3}<] IDM RBAC @3t o]5 ¥ 7

o8 710k QA2 Aol & A AT F A%

o}

the Ao 4 Ansible Ed 0] %2 AHg-ste] A o] 2 Hh

%£ 33t o] ol Aol A
+ MyPermission €] o] &2 MyNewPermission 2= 7] o]-—— H .

,.
n:E

o rlr
m?. o

A 27 A

[ ]
IdM #2252 23 ALY
[ ]
Ansible A o] == 9 ansible-freeipa =l 7] x| & A4 X 3} & o).
[ ]
o] A A= AE ZH ol 59 BAIES AZE T4 1A= ~/MyPlaybooks/ Tl d € 2| &
Adskal 4 ga 7-3 g o
[ ]
IdM<]] MyPermission o] 9144 t}.
[ ]
IdM<ll = MyNewPermission o] §l&4 o).
A=t
1.
~/MyPlaybooks/ T] @€l €] 2 o] &3]t}
I $ cd ~/MyPlaybooks/
2.

/usr/share/doc/ansible-freeipa/playbooks/permission/ t] @ € ] o] 1= permission-
renamed.yml 3} < o] A}ES w5}
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147. ANSIBLE =] o] % A}-8-3}¢] IDMol| 4] RBAC 71 & 22|

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-renamed.ymi
permission-renamed-copy.yml

H 7 & permission-renamed-copy.yml Ansible =3 o]

4z
=)
e
filo
o2
L
i}

ipapermission 21¢] A Aol A the W5 A ste] AL =Y Pk

Abg Abaol 2 A ol §-2 2 th

ipaadmin_password H5-= IdM &2z 2] g3 =2 AA 3.

A oAl ds] 53 ¥ Ansible Z o] 3 w}Add}.

- name: Permission present example
hosts: ipaserver
become: true

tasks:
- name: Rename the "MyPermission"” permission
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
rename: MyNewPermission
state: renamed

s} ol
=

H

o
=

2

Ao,

o)

Zd ol %Y

%
"

clul Eg] 5122 XA sl= Ansible Z# o] 22 A3 gt}
I $ ansible-playbook -v -i inventory permission-renamed-copy.ymi

14.7. 37} g &~
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[}
IdMe] AgHS x4 Al 2.
[}
IdMe] A3 F=.
[}
/usr/share/doc/ansible-freeipa/ t] @ €] 2] ol A] A}-& 7}'5-¢+ README-permission 3} &
FzAA 2.
[}

/usr/share/doc/ansible-freeipa/playbooks/ipapermission t] g ] 2] o] /] M & Zg|o] &S
FxsA L.
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15%. ANSIBLES A}-8-51o] IDM2] 2] EZ = %] &g

157. ANSIBLES: A1-8-3to] IDM9] E-2] EZ =24 &g

o] 2 IdM(Identity Management) A ¥l & X #2)5t5 £5- 915 A £42 $alat WA 5171
sl M2 A dgUh o2 Sol, & Au 7 Ashshel e Aol A vl elo] Al 2% A% A
RIS YR AW F s ez Al HARe A4st £48 AN g Brd SE da.

IdM A B0l A8 glol el 2a] Aloke uto 2 B T Ajulo] A Aete] TAH AL 3
F HlolHE TR BAE HolHE BE2A Gula} o] AFEU T F Ba|2e] Gul Al ho] B
Aol 9l A AAbE EZ2A AladE 2 F4 T

o] &A= Red Hat Ansible Engine 2 A}-83}o] IdM 24| Al¢k, EZ 2 X A|2HE @ EZ 23] 3
HALS #Elshe WH S AW o] Foe o3 Aol 3o dFUT

Ansible2 A}-8-5ko] IdMol] 24) A] ko] g1=A] el

Ansible & A}-8-3to] o2 IdM 5A| £ 7Holl BA| Al ko] EAst=A] <l

Ansible AF&3t0] /) o] B2 7o HA) Al oko] A=A el

Ansibleg A} 23519 IdMo)] EZ 2 x| Hu| A7} Q=X 3oldt}).

Ansible2 A}-g-3to] IdM 24 2 thA] 273}

Ansible2 AF&3to] IdMo] 24] 4 0] gl=A] el

15.1. ANSIBLES: A}-8-3to] IDMe] %4] A ko] Q%] BHal

IdM(Identity Management) A ] o] 23 € o€ & BA| AL 7]wto 2 BA Pt F Ao &

A Aetol TAE A% P HolE 7 FHAUTH Bal Aot G4 Az TR dojHE R v B
AR A e BARO 2 BAHT G BA R R ulA BARO 2 BaPU .

o] Al o A = Ansible =g o] 52 A}-8-3}9] server.idm.example.com 3} replica.idm.example.com
Zvol 2wl 53 o) BA) Al oko] QEA Felate WESe AT
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A 27 A

[ ]
EZZA O EAE A YEE IdM EZ =] AA 9 digt AR AH-S olsf 8l ofF I

O3 87 A3HS 55 3= Ansible Al o] ==& FAAFU -
Ansible ] 2.8 o] 42 AL8-313 A& T
ansible-freeipa | 7] x| & A X I F U }.

~/MyPlaybooks/ t] 21 & 2] o] 4] o] 2] A
| ¢l o] £)2 A}-&3}] Ansible ¢lul E2] 92

A

~/MyPlaybooks/ T ¥ €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/topology/ ] @ € €] o] )+ add-
topologysegment.yml Ansible =] o] & 39S Hx}3 ).

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/add-topologysegment.ymi
add-topologysegment-copy.yml

# 7 & add-topologysegment-copy.yml 528 g},
ipatopologysegment 2t¢] A Aol A 5 WS A sto] LS =FF

ipaadmin_password ¥ 5-E IdM # 2] #} s =2 A3,
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15%. ANSIBLES A}25l<] IDMe] B4 EZ 2 X 3z

aHE {39 wet o)Al M5 domain == ca 2 A 3.

4
N
N
e
>

A% WS BA| Aoke] 9% w27} D IdM A 9] o] B0z A4 Th

2HLE WMFE BA) Ao 2ulE =719 IdM A 8] 9] o] Eo 7 AR}

state ¥ =7} present 2 A& o] A=A Al

A oA A3l 3| Ansible Zd o] 5 7Y

s

U,

- name: Playbook to handle topologysegment
hosts: ipaserver
become: true

tasks:
- name: Add topology segment
ipatopologysegment:

ipaadmin_password: Secret123
suffix: domain

left: server.idm.example.com
right: replica.idm.example.com
state: present

H

jlol o
==

2

A

o]
=

il
)
:._1,

glol & A E 2] 7S XA 5= Ansible T8 o] 52 A3 Y.

I $ ansible-playbook -v -i inventory add-topologysegment-copy.yml

.7 Al <k, Topology Suffixes, Topology Segments= X314 A 2.

/usr/share/doc/ansible-freeipa/ t] @ & g] o] 2l+= README-topology.md ¥ -& %3514

i )
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/usr/share/doc/ansible-freeipa/playbooks/topology Tl g g gl A= Z g o] &S Fx3}
AA L.

15.2. ANSIBLES A}-8-31o] o] 2] IDM ¥4 2 7bo] BA] A oFo] £ sh=A 32l

IdM(Identity Management) A1 1o <748 dlol B & 5] Aok 7lvko = BAgUth F Aulo]
A Akl FHE A% D dolE st FHAU BAl Ak G Nz FEAN HolHE R vA 2
AR A ThE BA B O B H 2 T2 Bl Lol A R A A Eow BalPch.

o] A M o)A IdMe] of 2] Hx] 2 4 7ho] B Aoke] 1A FAat WL AP

A 27 A

[
EZexe) B2 yAd IdM EZ 2] A0l ta A AL olal sk w A 3
A .

o &7 AHS 5535t Ansible Alo] =5 FAIAFU
Ansible B 2.8 o] &3 AH&-stL FU T
ansible-freeipa | 7] x| & A2 X I F U t}.

~/MyPlaybooks/ t] 2 €] 2] o] A o]

3 gL A o]-—E— IdM A v] ] FQDN(R 39 =
1] ¢l o] F)2 A}-&-3to] Ansible QW E2] U2 WA 3

=]
S
~/MyPlaybooks/ T | ] 2] £ o] & o}

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/topology/ ] @ g €] o] )+ add-
topologysegments.yml Ansible =] o] 3 519 & E A3},
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15%. ANSIBLES A}25l<] IDMe] B4 EZ 2 X 3z

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/add-topologysegments.yml
add-topologysegments-copy.yml

H A 35}17] $138] add-topologysegments-copy.yml 314 -& g1}

vars Ao the W4 S At HAe 24P,

[}
ipaadmin_password 5= IdM #22 ¢35 2 AR o).
[}
RE EZZX AW EoJ A ipatopology_segments A Ao P& F7}s5l b HF
9]

o

F71F AR E {39l w2} HulAl 142 domain =+ ca 2 A A g .
o

AZ UFE B Aok 9% =y 2 |dM AW 9] o]0 7 ATt}
o

uhE WrE A Aloke] SuhE =7k 2 IdM A M €] o] g0 2 4 gt

add-topologysegments-copy.yml 3+< 9] tasks 4] A o] 4] state =7} present = A4 5|
o] 1A A

A oAl dis] 53 ¥ Ansible Z# o] 3 s}d A}

- name: Add topology segments
hosts: ipaserver
become: true
gather_facts: false

vars:
ipaadmin_password: Secret123
ipatopology segments:
- {suffix: domain, left: replical.idm.example.com , right: replica2.idm.example.com }
- {suffix: domain, left: replica2.idm.example.com , right: replica3.idm.example.com }
- {suffix: domain, left: replica3.idm.example.com , right: replicad4.idm.example.com }
- {suffix: domain+ca, left: replicad.idm.example.com , right:
replical.idm.example.com }
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tasks:
- name: Add topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: "{{ item.suffix }}"
name: "{{ item.name | default(omit) }}"
left: "{{ item.left }}"
right: "{{ item.right }}"
state: present
#state: absent
#state: checked
#state: reinitialized
loop: "{{ ipatopology segments | default([]) }}"

6.
sl g A g
7.
Zao)% sl 7 A Ee $AL X4 s Ansible Zd o] % Aa gtk

I $ ansible-playbook -v -i inventory add-topologysegments-copy.yml

B2 A<k, Topology Suffixes, Topology Segments= X314 A 2.

/usr/share/doc/ansible-freeipa/ t] g £2] o] 21+= README-topology.md 2} -& =314

Al Q

i )

H o

/usr/share/doc/ansible-freeipa/playbooks/topology Tl g g ] oA A= Z o] & F X3}
Ar L.

15.3. ANSIBLES A}8-31e] 5 7l o] B8 7he] BA) Al oko] YA el

IdM(Identity Management) A ] o] 239 o€ & BA| A }L 7]wto 2 BA P} F Ao &
A A kol FAE S P dolEl 7t FRBUD B Ake F4 A2 TR dojHE A v B
ARAN O E BA RO 2 BAHT T2 B4 RAA R WA BARo 2 BAH

i
of
s
L
fiu)

o] MM A IdMS] o & HA] 2 4 Zrol BA| Alofo] EAISH=A el shs L

A 27 A
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15%. ANSIBLES A}25l<] IDMe] B4 EZ 2 X 3z

EZZR 9 BEAE A4 U}d4 IdM(Identity Management) EZ =2 X & A A 317] 18 A
& AHdS olallal o ot

= &7 A3 $53t= Ansible Alo] ==5 7S
Ansible B A 2.8 o] A4S A3 Y5
ansible-freeipa | 7] x| & A2 X I F U t}.

~/MyPlaybooks/ T} & €] 2] | 4] o] & & ¥4 & 74 3h+= IdM A 8] 2] FQDN(R 319 =
] ¢l o] £)L A}-8-3l] Ansible S1ul 2] 9122 A AL

~/MyPlaybooks/ T ¥ ¥ 2] £ o] &3 .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/topology/ t] & € 2] o] 3J+ check-
topology.yml Ansible Z 3| o] & 1Y -& B A o).

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/check-topologysegments.yml
check-topologysegments-copy.yml

AR L 94 check-topologysegments-copy.yml 2 -S g1t}
vars Al oA o5 WSS A3t Y-S =433
ipaadmin_password 5= IdM #22 ¢35 2 AR o).

RE EZ 2] Al E A ipatopology segments A Ao 3 & 37135} o}

o
‘E
i
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£ 233
o
F7tete AW E §3 o w2} F e AL 45 domain £+ ca 2 43 o
o
A% A45 HA| Aok A =71 2 IdM A 9] o] g e % HF .
o
2HlE WSS BA) Aot 2ulE =71 2 IdM A B 9] o]E o 7 AR}

check-topologysegments-copy.yml 32 9] tasks 4] M o] 4| state ¥ 5=7} present = 23
Hol A=A g

A o Ao ds] 53 ¥ Ansible =g o] 3 A A}

- name: Add topology segments
hosts: ipaserver
become: true
gather_facts: false

vars:
ipaadmin_password: Secret123
ipatopology_segments:
- {suffix: domain, left: replical.idm.example.com, right: replica2.idm.example.com }
- {suffix: domain, left: replica2.idm.example.com , right: replica3.idm.example.com }
- {suffix: domain, left: replica3.idm.example.com , right: replica4.idm.example.com }
- {suffix: domain+ca, left: replicad.idm.example.com , right:
replical.idm.example.com }

tasks:
- name: Check topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: "{{ item.suffix }}"
name: "{{ item.name | default(omit) }}"
left: "{{ item.left }}"
right: "{{ item.right }}"
state: checked
loop: "{{ ipatopology segments | default([]) }}"
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I $ ansible-playbook -v -i inventory check-topologysegments-copy.yml

A 7 <}, Topology Suffixes, Topology Segments= F x4 A 2.

/usr/share/doc/ansible-freeipa/ t] @ & g] o] 21+= README-topology.md ¥ & %3514

AL,

/usr/share/doc/ansible-freeipa/playbooks/topology Tl g g gl oA A= Z g o] &S F X3}
Ar L.

15.4. ANSIBLE S A}-£-314] IDMol]| EZ 2 X] Hu]Al7} =4 g3 ).

IdM(Identity Management)©] 2] Ak A ~EdX EZ 2R FulAle A9 dolHE AU
t}. IdM-2 domain 2 ca 9] 5 7[A] 39 EZEZA HuALE LU 7 HulAls o] wal=<l
Hxo] B EZ2XE YehdUth B4 Aol FAHA F A9 & M AT {Po EZTEX
Aul A7 AHE-H Y o

wu)ol Gul Aol Abg A, 1% 2 A H 3 22 BE wulel B dolelzk £3HUth ca WulAbol =
A% M A2 A fdol tld ol H 7t £ o] AFUTH CAIF /127 XA Aol w2213
U,

o] A4 6| A= Ansible Z2]0] % A1-g-3to] Mo £ 2] R A7E QA Selahes By e A7
Fuith of el Aol A= IdMe] Eu 9l Ful A7k A selshs Wy At

A 27 A

[ ]
IdM 32z g5 5 23 sy

& 27 AHdS S5k Ansible Allo] ==2 #A S
Ansible 14 2.8 o] 42 Ag-3t3 &L T
ansible-freeipa | 7] x| & A2 X | F U t}.
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~IMyPlaybooks/ T & €] 2] 9| 4| o] 2| 3 JF 4
| ¢l o] )& A18-3lo] Ansible ¢lWl E2] 91l S

o b

Az}
1.
~/MyPlaybooks/ T] @€ ] 2 o] 53]t}
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible-freeipa/playbooks/topology/ ] & g €] o] 9]+ verify-
topologysuffix.yml Ansible Z o] & 54 -& B A5 o).
$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/ verify-topologysuffix.yml
verify-topologysuffix-copy.yml
3.
H 3 & verify-topologysuffix-copy.yml Ansible =g o] & 34 & 4y}
4.

ipatopologysuffix A A A o3 HFE DA sl LS AT

[}
ipaadmin_password H+Z IdM 2| A 3= Ao
[}
Hu]A} M52 domain 22 AA Ut} ca A =R ol AL WSS
2 A4
[}

ol\

state W57t A% HES A o] AEA AU e FAS BT

@A) o Ao] ta] 541 Ansible = o] % w21 ¢J Ut}

name: Playbook to handle topologysuffix
hosts: ipaserver
become: true

tasks:
- name: Verify topology suffix
ipatopologysuffix:
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ipaadmin_password: Secret123
suffix: domain
state: verified

5.
sl e A g
6.
Zao)% sl 7 A Ee $AL x4 s Ansible a0l % Ao gtk

I $ ansible-playbook -v -i inventory verify-topologysuffix-copy.yml

B A A 2k, Topology Suffixes, Topology SegmentsE ZIZ 34 A L.

/usr/share/doc/ansible-freeipa/ T} @ &) o] 2l+= README-topology.md <& %3514

Al Q

i )

/usr/share/doc/ansible-freeipa/playbooks/topology T g g ] oA A= Z g o] & F X3}
AA L.

15.5. ANSIBLE S A}-£ 5}o] IDM 24 2 }A] 27|35}

A0l 28 /12 SOk QxR H A e P dlolEulol 2ok £ A o) 2150 5 3
FUTh gulo| = HolH AER HA RS A 2AFT o2 So] Mglolq AT 5 g Belo]
Bad Ag ol 27188 5 At

3

EA dulolEgt 2] HA|EoA HAA FET AR A BUlE H A Hl o] g o] =
£ A2 ZFYdhIn contrast to replication updates, during which replicas only send
changed entries to each other, reinitialization refreshes the whole database.

BH S AYst= 22 S2E £ reinitialized A Z AU H ol H & 714 & HA RS AP s d
direction 342 A&}

o] A A = Ansible =3 o] 5-& A}-8-3lo] server.idm.example.com o] 4|
replica.idm.example.com oA =42l Ho]H & TA] Z7]|3}6l= Y-S A F o
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A 27 A

& 87 AHdS $53= Ansible Alo] ==& FA IS
Ansible B4 2.8 o] & AH&-stL FU T
ansible-freeipa = 7] X & A2 X 5 }.

~IMyPlaybooks/ T & E] 2] 9| 4| o] 2| 3 J 4
| ¢l o] )& A18-3lo] Ansible 1wl E2] 91l S

o o

~/MyPlaybooks/ T | ] 2] £ o] &3 o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/topology/ t] 2l € ] o] 2]+ reinitialize-
topologys.yml Ansible Z 3 o] & 34 -& B AU o).

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/reinitialize-
topologysegment.yml reinitialize-topologysegment-copy.yml

H 7 & reinitialize-topologysegment-copy.yml ¥ & ).
ipatopologysegment A Ao A T} HFE A A 5lo] AL A
ipaadmin_password 145 IdM #2] 2} ¢ = DA o).

AHulAl 42 domain 22 AU cadlo]HE A A8t A MFSca=z
AR ¢
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15%. ANSIBLES- A}-8-31] IDM9] B4 EZ =2 X] 3

[ ]

AZE WMFE B Aot 9% =g AP
[ ]

2ulE M5 E BA Ak gntE =2 AP
[ ]

state W7 A 2718 =5 A Ho| A AP

A o Aol A3 54 A Ansible Z g o] 2 ¢t}

- name: Playbook to handle topologysegment
hosts: ipaserver
become: true

tasks:
- name: Reinitialize topology segment
ipatopologysegment:

ipaadmin_password: Secret123
suffix: domain
left: server.idm.example.com
right: replica.idm.example.com
direction: left-to-right
state: reinitialized

)

.7 Al <k, Topology Suffixes, Topology Segments= X314 A 2.

/usr/share/doc/ansible-freeipa/ t] & 2] o] 31:= README-topology.md 2} -8 =314
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Al Q

i )

/usr/share/doc/ansible-freeipa/playbooks/topology Tl g g g0 A A= Z o] &S F X3}
Ar L.

15.6. ANSIBLE S A}-8-31] IDM9ll B-A] 4 o] gl=A] &<l

IdM(Identity Management) A ¥ o] 3-8 d] o]l 24| Aloke 7lwke 2 Ba gt T Aujo] 2
A Ako] TAB AS P HolE 7 FHAUTH BAl Aok 4 A= FRED dolHE R v B
ARo)A] T BAROZ BAH T T2 BA RN 3 v BAROZ B},

o] MMM F BAE 7k B Aol IdMol| fli=A] 3213t= el dis] Al o] oA
A& replica01.idm.example.com 3} replica02.idm.example.com IdM x| ¥ 71}01] w1l K& EA
Al <kol YleA st WS AY .

A 27 A

[ ]
EEZRA ] EAZAA UEdE IdM EZ 2R Al A g A7 AH}S olsl st J=A &
Ay

o= &7 AH3E F535k< Ansible Alo] ==8 FAIFUY.
Ansible B A 2.8 o] &S A3 Y5
ansible-freeipa | 7] x| & A2 X I H U o}.

~IMyPlaybooks/ t] 8 €] 2] o] 4] o]

g &4
v 2l o] £)& A}-&3lo] Ansible o1¥l E 2] 31212 X

S
H =
a4 A

=

~/MyPlaybooks/ t] & €] 2] 2 o] 53 }.
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15%. ANSIBLES- A}-8-31] IDM9] B4 EZ =2 X] 3

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/topology/ t] &l g ] o] )+ delete-
topologysegment.yml Ansible =] o] & 39S H 13},

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/delete-topologysegment.yml
delete-topologysegment-copy.yml

H 7 & delete-topologysegment-copy.yml 3 & G}
ipatopologysegment 2} A A oA oh5 WS AR st el & =H P
ipaadmin_password 5= IdM #22 ¢35 2 AR o).

WA} W42 domain © 2 AP Th EE A% Q£ o 7hol] caHlo|E 7} 1
= ol 7% W5 S caz AT

2% W42 A Aloke) 9% el IdM A8l 9] ol o A T,

o

HhE W5 g BA) Aok 2ulE 9l IdM A H 9] o] §o = A4 T,

state M 5=7} absent 2 A& 5 o] A=A F2A g}

A oA ds] 53 ¥ Ansible Z# o] 3 s}ddu}.

- name: Playbook to handle topologysegment
hosts: ipaserver
become: true

tasks:
- name: Delete topology segment
ipatopologysegment:
ipaadmin_password: Secret123
suffix: domain
left: replica01.idm.example.com
right: replica02.idm.example.com:
state: absent
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Felol % 5193t QM Ee 5192 A4 5He Ansible Fdo] -2 A g,

.7 Al <k, Topology Suffixes, Topology Segments= X314 A 2.

/usr/share/doc/ansible-freeipa/ t] & 2] o] 31:= README-topology.md 28 =314
Al Q

i )

/usr/share/doc/ansible-freeipa/playbooks/topology Tl g g g0 A A Z Z o] &H& F X3}
AA L.

15.7. F71 gl &=

°
A2 EZ2A] Al FA FxHA L.

IdM EA] 2 A X & Fx34 A L.
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167. ANSIBLES A}-231] IDM Aj 1] 2]

AT 5 A&
A% 5 91

Red Hat Ansible Engine 2 A}-8-3}< IdM(Identity Management) EZ = X] o] A &
ES AFRS] IdM EZ 2 X o] AH 7} QA EA

(RR= anSIbIe-freelpa o] 7] A o)l 4] server =
FUT BEAZ S 71 AU BAES B 75 dFUTL

Ao e O 2o TgH ] YF1T.

[ ]
Ansible A1-g-3to] IdM A1l 7} Q=R 8l
3} o

°
Ansible & A}2-3l IdM A 8 7} IdM EZZ X o] A Q133 321

o

ulA] ut [dM A 8] o & 3 = IdM A B] 7} QLA 32l

IdM A v 7} gla-&

[ ]
Ansible Z# 0] 5-& AH8-5l 7]E IdM A7 A A d=A A FH -

°
Ansible Z# o] 5-& AH8-31o] 7]1& 1AM AW 7} A 5 =X 1 o

[ ]
71 IdM A 1] o] IdM DNS 9127} &35 o] QA=A Ayt

)
71<& IdM A ¥ o] IdM DNS 9] x| 7} &3 = A & d=A AT

16.1. ANSIBLES A}23} IDM A ¥ 7} Q=X 32l
Ansible Z ) o] &9 4] ipaserver ansible-freeipa = &2 A& 35} IdM(Identity Management) 4] 1|

7t AEA AT 4 Axvh
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Fx

ipaserver Ansible 2 52 IdM A ¥ & A X 31 A] k5.

A 27 A

s 27 A3e 353 Ansible o] =8 TAAL T

[

Ansible B} A 2.8 o] &4& A}&-3a YFH
ansible-freeipa | 7] x| & A2 X I F U t}.

~IMyPlaybooks/ t] & €] 2] o] 3= 3}2]= LDAP ©l o] €] 4] o] 2°] FQDN(% 73} 9 =u]
9l o] &)2 AF&3ke] Ansible olul £ 2] shol S A A&,

Ao] =E oA AWMEZ HAdo) FolA IdM A 2] SSH A4 o] Alu) = 253}

~/MyPlaybooks/ T ¥ ] 2] £ o] &3 .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/server/ t] & € 2] o] $J+= server-present.yml
Ansible Z# o] 5 #d -3 BEAgh o

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-present.yml server-
present-copy.yml

H 7 & server-present-copy.yml 32 .
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167. ANSIBLE-S A}-8-5o] IDM A 1] 2]

4,
ipaserver 2-¢] A Mol Tk WS ARSI HA L A st FALe =H P
[}
ipaadmin_password 5= IdM #22 ¢35 2 AR o).
[}
name W5 A8 9] FQDN o= A4 3. o Al 48] ¢] FQDN &
server123.idm.example.com ¢4y t}.
- hame: Server present example
hosts: ipaserver
become: true
tasks:
- name: Ensure server serveri23.idm.example.com is present
ipaserver:
ipaadmin_password: Secret123
name: server123.idm.example.com
5.

d

) Al e S e A4 .

)

Ansible Z g o] 2-& 2333 =g o] & v

X

I $ ansible-playbook -v -i inventory server-present-copy.yml

[}

Ansible Z#| 0] 5-& AH8-51 ID #2] AW AR E FXAHA L.
[}

/usr/share/doc/ansible-freeipa/ t] 2 & ] ©] README-server.md 319 & X314 A1 Q.
[}

o

/usr/share/doc/ansible-freeipa/playbooks/server o] 2 gl 2] o] A A = Z g o] B F X314
AlQ.

16.2. ANSIBLE S A}-8-3}« IDM 48] 7} IDM EZZ A A gl &S 32l

Ansible =) o] & x}-& 3} IdM(Identity Management) A 87} S 2E 2% IdM EZZ X9 Ql=X]
A

ansible-freeipa ipaserver & 33} 93] o] Zg o] 5ol A A8 = ipaserver 252 A w4 IdM A
H| 2 F A AsHA] FFU T
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A 27 A

O3 87 AHEHS 553 Ansible Al o] ;==& FAAFUH-
Ansible B4 2.8 o] & AH&-stL FU T
ansible-freeipa | 7] x| & A2 X | F U t}.

~/MyPlaybooks/ t] g€ 2] ol = Z=Z 2 44 5l = LDAP d] o] €l i o] 2~ 2] FQDN(HA
3hd = Q) °]F)& AHS-3te] Ansible Il =] v S A A FU

Ao] oA AMEz sl Aol IdM A2 e] SSH A A o] A= A3}

~/MyPlaybooks/ T ¥ €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/server/ t] & € 2] o] $J+= server-absent.yml
Ansible Z# o] 5 #d -3 BEAFg o

I $ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-absent.yml server-absent-
copy.yml

H 3] & server-absent-copy.yml 3} & g1},
ipaserver 2] A QoA TS W4S Q5T 3L AFst] FAL =3

ipaadmin_password ¥ 5-E IdM # 2] #} s =2 A3,
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167¢. ANSIBLES A1-8-3}o] IDM X 1] 2]

name W2 A 4] 9] FQDN ©.2 47 ghch. o 2] A1) <] FQDN &
server123.idm.example.com ¢y t}.

state =7} absent 2 A& ¥ o] J=X] 3},

- hame: Server absent example
hosts: ipaserver
become: true
tasks:
- name: Ensure server serveri23.idm.example.com is absent
ipaserver:
ipaadmin_password: Secret123
name: server123.idm.example.com
state: absent

d

Ansible Zd 0|53 A3 st S ol E Hd R A e 3}AdS AU

X

I $ ansible-playbook -v -i inventory server-absent-copy.yml

server123.idm.example.com 2 7}<] 7] = 2 E o] & A u](NS) DNS #d|Z =7} DNS & & 9
A AAAQEA AP o= IdM = 9|3 DNSol 4] #el stz 53 DNSE AHg 5H=A] of
o FAgle] H&F .

[ ]

IdM A A A& F=xsH4 A L.
[ ]

/usr/share/doc/ansible-freeipa/ T] @ & ] ©] README-server.md 319 & I X34 A1 Q.
[ ]

/usr/share/doc/ansible-freeipa/playbooks/server t]j g g gl o A A= Z g o] &S Fx3514]
Al Q

i )

16.3. vFA1 2} IDM A 1] 9 &5 293 = IDM A H7F 1A &<l

O

Ansible2 Ag-te] A ujol A vhA =} 1AM A 8] 2 Q26 27k A8 521 5ol = IdM(Identity
Management) AW 7E A AT 5 AsUh CA(RIS 7133), 71 57 7] #H(KRA) == DNS A vl =
T 1dM A u] 29 of Yo}
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%-‘4

CA, KRA == DNS A8 2 ALg-5H = vl 2 A ¥ & A A 1A IdM 7]50] 27
F9E Ut ipa service-find 3% 2 AL-g-3te] o @ IdM Al N A FAA 55
o= gele 4 AFUrh CA XM 9] 7|2 o5&
dogtag/server_name/tektonM_NAME 4 c}.

ansible-freeipa ipaserver ¢ &3 22| o] Z# o] KA AL-8-5 = ipaserver 252 X B x| IdM 4|
H| 2 F A AsHA] FFU T

A 27 A

& 27 AHdS S5k Ansible Allo] ==2 A AFU Y.
Ansible ¥} & 2.8 o] & A}-&-31aL JH5U
ansible-freeipa | 7] x| & A2 X I F U t}.

~/MyPlaybooks/ t] & €] g ol = &=z 2 43 5l2] = LDAP ©| o] g vl o] 2~ 2] FQDN(H 1+
3t9 =2l o] §)2 AH&-38o] Ansible Q1w 2] 91U S A AEFU.

Ao} wE o)A Mg sho] ol IdM A u2o] SSH A o] A= SE g th

~/MyPlaybooks/ t] A €] 2] 2 o] 53 }.
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/server/ t] & € 2] o] $J+= server-absent-
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167¢. ANSIBLES A1-8-3}o] IDM X 1] 2]

ignore-last-role.yml Ansible =g o] & 32 EA}3h o).

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-absent-ignore-last-of-
role.yml server-absent-ignore-last-of-role-copy.yml

H 7 & server-absent-ignore-last-role-copy.yml 3198 g1 t}.
ipaserver 2t¢] Al Ao A o5 WFE AR5 HA S A5t A S 2 F P
ipaadmin_password 5= IdM #E2 ¢35 2 AR o).

name W& A v 2] FQDN 2. 2 4733} oA 48] 2] FQDN &
serveri 23.idm.example.com A}

ignore_last_of_role W47} yes & AR 5 o] JE=A A}

state M 5~E absent = A FU}.

- name: Server absent with last of role skip example
hosts: ipaserver
become: true
tasks:
- name: Ensure server “server123.idm.example.com” is absent with last of role skip
ipaserver:
ipaadmin_password: Secret123
name: server123.idm.example.com
ignore_last_of_role: yes
state: absent

Q)
=

(<

Ansible Zg|o] 22 A3 3}a = o] I 1 2] 93U X AZF P

)

¥

I $ ansible-playbook -v -i inventory server-absent-ignore-last-of-role-copy.ymi

server123.idm.example.com 2 7}<] 7] = 2 E o] & A u](NS) DNS #d Z =7} DNS & & 9
A AAHQEA AU h o) IdM E= 912 DNSol A 7] shi= 53 DNSE Abg-at=A of
ol AAQlel A-&HU
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[ ]
IdM A 8] Al A& F=3H4 AL
[ ]
/usr/share/doc/ansible-freeipa/ t] 2 & 2] ¢] README-server.md 319 & ZF X314 A1 Q.
[ ]
/usr/share/doc/ansible-freeipa/playbooks/server t]j g g gl o A A= Z g o] &S F X314
AlL.

16.4. IDM A 7} 9122 Shelalx| @ T IDM A v o} el 2o & iy

EZ 7 ]9 A IdM(Identity Management) 4] 8] 2 A 7 3= 7 ¢ Ansible =#| o] & A} &35} &)
AkS 2 =E FAZ F AFUTH £ o] FFo]EL IdM A7 SAERZE [dMo] EASHA] FES

o

ofy
ko

AAsE = A& Au7E A2 ZEste Aol w A o] B4 Al S FAlsh= Aol
2HUL. EZ2R 9 59 AF AL = ANS AAGE EZZAS F e AA 9
# SY2EHE 23S F dFUL

ipa server-del 38 & AM8-st] EZ 2R oA A A= MM E AALE = A5y

3

CA(Q1Z 71%), 7] 27 7] THKRA) =3 DNS A ¥ 932 3t vpA et A8 & A A 3
= IdM(Identity Management) 7] 5-o] =LA €49 U}, o] A2 Wx]317] 93] =4 o]
Mo A= CA, KRA = DNS A1 9 &2 3t A2 A A 37| Ao ol & Auj 27t =
NS W Q1o ThZ A H o)A A& FAR) el g,

(™ ]
/
i

ansible-freeipa ipaserver & 33} 93] o] Z g o] 5ol A A4 = ipaserver 252 A w oA IdM A
H| 25 A AsHA] FFU T

A 2T Ava

[ ]
IdM #2) 4 ot 52 23 JHYT
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1673 ANSIBLE S A}-&-35la] IDM A 1] &2
O3 8 A1S 5531= Ansible Alo] ==5 A HFU.
Ansible ¥ 2.8 o] 35 AHg-51aL U
ansible-freeipa | 7] x| & 2 X I F U t}.

~/MyPlaybooks/ T g€ g0l = Zx 9 44 5}l LDAP "] o] g n] o] 2] FQDN(A
58 <l o £)& AL8-3to] Ansible olul = 2] 5ol 2 A A% k.

Ao] o)A AWM ez o] Fe@ IdM A ¥ =] SSH AZ o] A= A5 3.

~/MyPlaybooks/ t] | ] 2] £ o] &g o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/server/ t] & € 2] o] $J+= server-absent-
ignore_topology_disconnect.yml Ansible =3 o] & 39S B A}gh o).

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-absent-
ignore_topology_disconnect.yml server-absent-ignore_topology disconnect-copy.yml

H 7 & server-absent-ignore_topology_disconnect-copy.yml 3148 ¢ t}.
ipaserver 2] A A A o5 WS A5 U S AAGsto A S =4 FU
ipaadmin_password H= IdM #2#x g3 =2 DA
name W45 A ¥ 2] FQDN ©. 2 443}, o A] A1 2] FQDN &

server1 23.idm.example.com A}
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ighore_topology disconnect =7} yes 2 A A & o] A=A &2l

state W47} absent & A A 5 o] =X &1},

- nhame: Server absent with ignoring topology disconnects example
hosts: ipaserver
become: true
tasks:
- name: Ensure server “server123.idm.example.com” with ignoring topology
disconnects
ipaserver:
ipaadmin_password: Secret123
name: serveri23.idm.example.com
ignore_topology_disconnect: yes
state: absent

Ansible Zd 0|52 A3 st SHolE Hd R A e A3 AP

$ ansible-playbook -v -i inventory server-absent-ignore_topology disconnect-
copy.yml

[ &l A} server123.idm.example.com 2 7}<] 7] = 2 E o] A 8| (NS) DNS gl Z =7}
DNS g oA A A H A=A &1 dU o o= I[dM == 2] 5 DNSo| A 2] 8= 53 DNSE At
&3t =A] o fo FAgle] AEFH .

[ ]

IdM A v A A S F=3H4 A 2.
[ ]

/usr/share/doc/ansible-freeipa/ t] @ & 2] ©] README-server.md 5} & F=314 A1 9.
[ ]

/usr/share/doc/ansible-freeipa/playbooks/server tj @ g gl o A A Z Z g o] &S F X514
Al Q

i )

16.5. ANSIBLE Z @] 55 AH8-3to] 71€ IDM AW 7 A A A=A Ay

Ansible Z ) o] 29| 4] ipaserver ansible-freeipa = &2 A}£ sla] 71 IdM(Identity Management)
A7t AR A 13 o] Playbook2 IdM X ¥ & A X 514] 54Ut
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167. ANSIBLE-S A}-8-5o] IDM A 1] 2]

A 27 A

o 27 AHHE 3 5hc Ansible Alo] =8 TR YFU T
Ansible 14 2.8 o] 4-& AHg-3t3 &L Tt
ansible-freeipa | 7] x| & A2 X | F U t}.

~/MyPlaybooks/ t] g€ 2] ol = Z=Z 2 44 5l = LDAP d] o] €l i o] 2~ 2] FQDN(HA
3hd = Q) °o]F)S AHS-3te] Ansible 1Ml =] vl S B A FU

Ao] = oA AWM ez stle] Aol IdM Az e] SSH A A o] A= 3o}

~/MyPlaybooks/ T ¥ €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/server/ t] 2 € &) o] 21+ server-hidden.yml
Ansible Zd#l o] & 39S EA T

I $ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-hidden.yml server-hidden-
copy.yml

H 7 & server-hidden-copy.yml 39S g1t}
ipaserver zt¢] A Mol A b3 WFE A5t HA S AFste] HA S =HF

ipaadmin_password ¥ 5-E IdM # 2] #} s =2 A3,

181


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

name HS S A 8] 2] FQDN 2. 2 A A3t} o A A 8|2 FQDN &
server123.idm.example.com ¢4y t}.

EARA W7 True 2 A3 H o] A=A gy

- name: Server hidden example
hosts: ipaserver
become: true
tasks:
- name: Ensure server serveri23.idm.example.com is hidden
ipaserver:
ipaadmin_password: Secret123
name: server123.idm.example.com
hidden: True

Q)
=

AW e e A4 .

)

i)

Ansible Z#l°] 5-& A3 3L S ol & I

I $ ansible-playbook -v -i inventory server-hidden-copy.yml

[}
Ansible Z#l o] 53 AH&-3t ID 2] A AR & F=x4 A L.
[}
FAR BAE BES FEFAIA L.
[}
/usr/share/doc/ansible-freeipa/ T] @ & ] ©] README-server.md 3192 FZ3I4 A1 Q.
[}
/usr/share/doc/ansible-freeipa/playbooks/server tj g g gl o A A= Z g o] &S F X314
Al Q.

16.6. ANSIBLE Zd| o] 52 AMg-3te] 7]E IDM A ] 7} ZA 5 =4 13

Ansible =g o] &-o] 4] ipaserver ansible-freeipa = 52 A}%z‘s}fﬂ 71 IdM(Identity Management)
A w7} A H =X 39131} o] Playbooke IdM A ]| 2 A X 31A] ¢k t).

A 27 A
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fu)
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tilo
ofy
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©
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8
Iy
i
-
o,

AU
Ansible ¥ d 2.8 o] ¢S AFg-3tar JHU
ansible-freeipa | 7] x| & A2 X I F U t}.

~/MyPlaybooks/ t] & & 2] o = 3¢ = 3l 47 ste] = LDAP | o] g vl o] 2= 2] FQDN(H 1+
3t9 =2l o] )2 AH&-8o] Ansible S1Wl 2] 9o A ALY

Aol == M Ez stdo Fold IdM A u]22] SSH AZo] A= 5 gUth.

~/MyPlaybooks/ T €] 2] £ o] & o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/server/ t] &l g 2] o] 2+ server-not-
hidden.yml Ansible Z 3 o] & 5 d & BAgY o

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-not-hidden.yml server-
not-hidden-copy.yml

A 7 & server-not-hidden-copy.yml < & .
ipaserver 2] Al Ao A o3 WS A5 HA S A5t A& 2 F P
ipaadmin_password H5-= IdM &2 # 432 A 3.

name 45 A 2] FQDN 2.2 A3t} oA A # 2] FQDN &
server123.idm.example.com ¢4 t}.

183


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

T7Fkno 2 A3 5o J=A FAF .

L
X
rﬁ

- nhame: Server not hidden example
hosts: ipaserver
become: true
tasks:
- name: Ensure server serveri23.idm.example.com is not hidden
ipaserver:
ipaadmin_password: Secret123
name: server123.idm.example.com
hidden: no

[e]
1__

i
ich
%
4
tilo
N
o
9
L
)

e}

Ansible Zdlo] 5 233 S ol 9

I $ ansible-playbook -v -i inventory server-not-hidden-copy.yml

°

Ansible = o] 52 A}8-5to] ID #e] v X & F=sHYA 2.
°

wAA BAE RES FEsA L.
°

/usr/share/doc/ansible-freeipa/ t] @ & 2] ©] README-server.md 319 & FZ3sI4 A1 Q.

/usr/share/doc/ansible-freeipa/playbooks/server t] 2 gl 2] o] A A= Z g o] B IF X314
Al Q

i )

16.7. 71 IDM A} ¥l ol IDM DNS 9117} &350 =] s gt

Ansible =) o] 29 4] ipaserver ansible-freeipa 2 &< A}-8 35l 7]E IdM(Identity Management)
Ao EA IdM DNS ¢ x]7} &35 Q=X e},

ipaserver Ansible = 52 IdM A ¥ & A X }1%] k5.

A 27 A

184


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index#installing-an-Identity-Management-server-using-an-Ansible-playbook_installing-identity-management
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/planning_identity_management/planning-the-replica-topology_planning-identity-management#the-hidden-replica-mode_planning-the-replica-topology

167. ANSIBLE-S A}-8-5o] IDM A 1] 2]

IdM DNS 91X 71 51U th. ¢ & 9] location2 germany ¢4 th.

Auo] g FE AA 2 AJo] 9lojof ). ol A A= server123.idm.example.com
At

O &7 A3E F535k< Ansible Alo] ==8 FAIFUY.
Ansible ¥ d 2.8 o] 4& AFg-3tar 5
ansible-freeipa | 7] x| & 2 X I F Y d}.

~/MyPlaybooks/ t] 2 & 2] | = 3¢ = 3l 47 sl = LDAP | o] g vl o] 2] FQDN(H 1+
3t9 =2l o] §)2 AH&-38o] Ansible QW 2] 91U S A ALF U

Aol oA QulEa] stelo] B olH IdM A w2 9] SSH A o] A2 25 .

~/MyPlaybooks/ t] & €] 2] 2 o] 53 }.
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/server/ t] & € 2] o] $J+= server-location.yml
Ansible ¥ o] 5 39S EAMY

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-location.yml server-
location-copy.yml

# 3] & server-location-copy.yml 312 & g},
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ipaadmin_password 5= IdM #22 ¢35 2 AR o).

name W4 £ server123.idm.example.com © = A3 3t}

9% W4-= germany = A A3t}

A oA A3 74 € Ansible ¥ o] 5 2D Y.

- name: Server enabled example
hosts: ipaserver
become: true
tasks:
- name: Ensure server serveri23.idm.example.com with location “germany” is
present
ipaserver:
ipaadmin_password: Secret123
name: serveri23.idm.example.com
location: germany

Ansible Zd 0|53 A3 st S ol E Y 2 A e 3}AdS AU

H

X

I $ ansible-playbook -v -i inventory server-location-copy.ymi
SSH £ 183} serveri23.idm.example.com ¢ root = 443t}
I ssh root@server123.idm.example.com
AQH o] E7} ZA] A L5 EE x 8] o)A named-pkcs11 A U] 22 ThA] A &3H4] Al 9.

I [root@serveri23.idm.example.com ~]# systemctl restart named-pkcs11

Ansible =8 °] 52 AH8-sto] ID &) An A E F=xs}

il
>
to
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16%. ANSIBLES A}1-2-3}o] IDM A ¥ &)

IdM $] %) 7} J=4] 3215l Ansible A1 8-S Z% 3]

l
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;L
>
>
to

/usr/share/doc/ansible-freeipa/ T] @ & ] ©] README-server.md 319 & I X34 A1 Q.

/usr/share/doc/ansible-freeipa/playbooks/server tj g g 2] o A A= Z g o] &S F X314
Al Q

i )

16.8. 7] = IDM A B} o]] IDM DNS $] x| 7} S35 A e gti==] gl

Ansible Z ) o] 29| 4] ipaserver ansible-freeipa = 52 A}-&3}l<] 7] IdM(ldentity Management)
A uol] IdM DNS 91317} @250] A eFeA sl gk A2 ARE A5 WA 5= A w o] DNS 9|
X E a3F31A] uh4 A 2. Playbook2 IdM A ¥ & A x| 31#] &1t}

A 27 A

IdM #e) 2 9+ 52 o3 YTk

Auo] g FE A 2 AJo] 9lojof ). ol A A= server123.idm.example.com
Ayt

o3 87 AMeHS 5%31= Ansible Alo] ==& 7 HFU.

Ansible ¥ 2.8 o] /32 AH8-3t3 FU

ansible-freeipa | 7] x| & A2 X I F U d}.

~/MyPlaybooks/ T g€ gl ol = Z X 9 44 5}l LDAP "] o] g n] o] 2] FQDN(A +t
58l <l o] £)& AL8-5to] Ansible olul = 2] 5ol e QA% k.

Aol =EoA Az Ho] B old IdM ) o] SSH Aol A= 25 o
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~/MyPlaybooks/ T] @€ 2] 2 o] 53]t}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/server/ t] & € 2] o] ]+ server-no-
location.yml Ansible =3 o] & 29 5 A3 ).

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-no-location.yml server-no-
location-copy.yml

H 7 & server-no-location-copy.yml 3¢ & ).

ipaserver 2] A Mol A the WS AL AL A gste] AL 2T
ipaadmin_password 5 E IdM #&E] 2} ¢t = AR ).
name ¥ 4-£ server123.idm.example.com .2 A4 3},

AA W7 2 AR YEA SAF .

- hame: Server no location example
hosts: ipaserver
become: true

tasks:
- name: Ensure server server123.idm.example.com is present with no location
ipaserver:
ipaadmin_password: Secret123
name: serveri23.idm.example.com
location: “”

Q]
=

<

RN SERAE: LR

)

i

Ansible Z3 0] 5-& A3t S ol & I
I $ ansible-playbook -v -i inventory server-no-location-copy.yml

SSH £ A1-8-3}] server123.idm.example.com 9j root & <143 t}.
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16¢. ANSIBLES A}-&35}a] IDM A 1] 32
I ssh root@server123.idm.example.com
Qo E7} ZA] AL 5 EE A4 named-pkcs11 AH]| A S A A 614 A Q.

I [root@serveri23.idm.example.com ~]# systemctl restart named-pkcs11

[}
Ansible =# 0] 53 AH&-3t ID 2] A AR & F=x4 A L.
[}
Ansible& A}-8-3} IdM2] DNS €] %] &2 & ZFZX34 A L.
[}
/usr/share/doc/ansible-freeipa/ t] 2 & ] ©] README-server.md 319 & I X314 A1 Q.
[}

/usr/share/doc/ansible-freeipa/playbooks/server tj @ g gl o A A Z Z o] &S F X514
Al Q

i )
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Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]
17%. ANSIBLE Z 0] % & A}-2 5l 52E #2)

Ansible A 2" 74, AT EJo] W £ W 59 U EE 5P 3= dl AHEH = A3 EYU T
Ansiblecl = IdM(Identity Management) x] 91 o] ¥3}x o] 9l 21 Ansible 2 52 Al835lo] S 2E #&]
& A5 + AFU

o] ol A Ansible Eel o] ALEste] ELE B BAE GRS W T W) FYHE b G 2
g2 A3 gt

FQDNo 2 gt Hold IdM 32 E g =-o] Q=X el

IP 325 A&3te] IdM 32 E g 2o] Q=X 3l

dolo 432 oY IdM T 2E FEo] =4 &<

o] IPFAZE IdM 3 2E o] Q=R 89

IdM 3 2 E o] gl=A] 2
17.1. ANSIBLE Z | 0] 22 A}-8-5lo] FQDNO 2 IDM 2 E o] 9J=X] el

A) Ao A= Ansible Z3 o] 52 A}ﬂé‘}m] IdM(Identity Management)ol] & 2-E g5o] J=X] 3
= e g3, A E §E2 FQDN( A tsd =uQl o] 2 )o =k Aol gt}

oo

7t A48 43¢ 3259 FQDN ©] 52 A5 SR

ol

o

o

15

IdM A v = DNSE #el st % 7454 ehskvth.

S2E AA IPFL7F AN S2EVE FAE A IP F4E & F 954t FQDN &
2ot AolH $AEE FylslH 7122 o 2 |[dM DNS A H] 29 z}e] EA| A} 3F=o] AP}
A5 5o YL IdM Z oA ER AL 42 = AT, #AE A= IP F4271 /54
. DNS M| 271 H =5 A O =2 YU o]EdH &2 ,] AA IP =27} 774 5 31 5123 DNS
A==7t el Ef Y.
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177¢. ANSIBLE Z#| o] 5-& A}-8-5lo] S 2E &

3

Ansibleo] gl 2 ipa host-add & 32 A}-&3}9] IdMol] 32 E dH=-o] AAH Ut}
IdM9)] & 2E & F7}15l= 2 3+= IdMol] &2 E A 71 H 4 o). Ansible2] idempotence
on idempotence | &9l Ansibleg A& 3le] SAEEZ IdMo)] F71512d S2E AH =
present: state: present £ & 9| 5l= Z g o] HS A A3 oF FUr}.

A 27 A

[}
IdM 322 5 5 43 JdEFU T
[}
ansible-freeipa = 7] x| &= Ansible A E 2 o] A xgt}.
A=}
1.
eIl £2] 1} () : inventory.file )& A A 3}l ipaserver = o] 1} 9] A o]},
[ipaserver]
server.idm.example.com
2.
golsle = IdMol] 9= & 2=E 9] FQDN & 2 Ansible Zdo] & 34 -& AA T ). o] &HA
£ d<4=3}517] 93] /usr/share/doc/ansible-freeipa/playbooks/host/add-host.yml 3} of| 2] of
A BAE £4E 5 AFU
- name: Host present
hosts: ipaserver
become: true
tasks:
- name: Host host01.idm.example.com present
ipahost:
ipaadmin_password: MySecret123
name: host01.idm.example.com
state: present
force: yes
3.

dolde gy

e

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-is-present.yml
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a1

o] A& 4335}1H IdM LDAP A u] 2] §2E 3}& o] AA X4t IdM Kerberos & %
ol Z2EE 5EaA HUTh o £ 98] T2EES IdM Setel A== W)L aof Fivh.
AA @ ) 8- Ansible Ze0] %2 ALgsle] ID 2] Seho] A= MRS FEatAl L.

o
ol
L
)

IdM A v] o] admine. 2 = 2213t}

$ ssh admin@server.idm.example.com
Password:

ofr

ipa host-show 573 2 948 3sl3L $2E o] 5 AP Y.

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
Password: False
Keytab: False
Managed by: host01.idm.example.com

=22 |dMel] host01.idm.example.com o] J=4] &<13 ]}

17.2. ANSIBLE Z g o] 82 A}235lo] DNS AR 2 IDM 32 E dEo] Q=X 3ol

o] 5] = Ansible =#|o] &g A}as‘}m] IdM(Identity Management)ol] &~ E gEo] Q1E=x%] 3
e AYPYUG 52E 52 FADN( F#3te =9l o5 ) R sl IP F42 gyt

A4
=

o]
213}

51

Ansibleo] gl © 1 ipa host-add ™ % S A}-8-3l] IdMol] 32~ E 3H50] A4 FH ).
IdMo)] 3 2~E E Frlsl= A3 = IdMO]] 3 2E AH 71 §4t. Ansible2] idempotence
on idempotence | &9l Ansibleg A& 3lo] SAEZ IdMo)| F71518d S2E A=
present: state: present £ A 9|5l = Z g o] HS A A3 oF FUr}.

A 27 A

[ ]
IdM 2] 7} 5.2 %3 AU,
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177¢. ANSIBLE Z#| o] 5-& A}-8-5lo] S 2E &

ansible-freeipa = 7] ] &= Ansible A E 2 o] A xgt}.

el £2] 1}2l(o): inventory.file )& A A 3}l ipaserver = o] 1} o A o]}

[ipaserver]
server.idm.example.com

B3 = IdMo] Y S 29 FQDN( 3 7319 =1l o] F )& AH8-3le] Ansible Z |

HdS AAAFUG T3 IdM A 7E DNSE 2|3t s 7Aoo SAEQIPF4AE 43 %
= 73-% ip_address "7/ 9] 31-& A QG Y. SAE7EDNS 242 g eo] EA5HeA
IP F471 2o st} o] GA S d<+=3}317] 93l /usr/share/doc/ansible-
freeipa/playbooks/host/host-present.yml 5} d ol A Gl A & B-Alsl =S 5= AHFUT. &
F7HARE XRS5 AFYTh

Ir e

- name: Host present
hosts: ipaserver
become: true

tasks:
- name: Ensure host01.idm.example.com is present
ipahost:

ipaadmin_password: MySecret123
name: host01.idm.example.com
description: Example host
ip_address: 192.168.0.123
locality: Lab
ns_host_location: Lab
ns_os_version: CentOS 7
ns_hardware_platform: Lenovo T61
mac_address:
-"08:00:27:E3:B1:2D"
- "52:54:00:BD:97:1E"
state: present

il

dolde g

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-is-present.yml

193


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

3

o] Ax}= 4351 IdM LDAP A v 2] S 2 E §E o] A5 X vt IdM Kerberos & <
5284 &Y ol & 95 32EE IdM 2Tl A= w3 ok g
2 Ansible Z#| o] 55 A3l ID 2] S2to]AE AX & Fx34 A L.

o
ol
L
)

IdM A v] o] admine. 2 = 2213t}

$ ssh admin@server.idm.example.com
Password:

ot

Y5 5AE o] 2L AR T,

ofr

ipa host-show ¥ & & <]

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Description: Example host
Locality: Lab
Location: Lab
Platform: Lenovo T61
Operating system: CentOS 7
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
MAC address: 08:00:27:E3:B1:2D, 52:54:00:BD:97:1E
Password: False
Keytab: False
Managed by: host01.idm.example.com

=22 |dMel| host01.idm.example.com o] J=4] &1}

17.3. ANSIBLE Z g o] &S Al-835}o] 922 45 2 o7 IDM &2 E = o] Q=4 &9l

ipahost 2 55 A1-8-3td A 2H A2 271 51te] Ansible 2 1t AH-8-3t] IdMo]] o 2] S AE 3HE0]
AAY A=A &1 5 AH Ut o] A4 = FADN( Z73tE =v¢l o] & )oA et Fojgt o &
2E g Eo| JIEA AelstE WYL A3 Ansible S o] 8-S AashA TAE U Yoo ¢+
37 A EYY
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177¢. ANSIBLE Z#| o] 5-& A}-8-5lo] S 2E &
3

Ansibleo] ¢l 24 ipa host-add = 3 2 A}-&3lo] IdMol] S 2 E 3=o] A gt}
IdMol] & 2E & F7}135l= A3+ IdMel 2 E A 71 F ). Ansible2] idempotence
on idempotence | &9l Ansibleg A& 3le] SAEZ IdMo)] F71518d S2E A=
present: state: present £ & 9| 5l= Z g o] HS A A3 oF FUr}.

A 27 A

[ ]
IdM 2] 7} 5.2 %3 AU,

ansible-freeipa = 7] x| &= Ansible A E 2 ] A xgt}.

Az

eIl E£2] 1}l (): inventory.file )& A A 3}l ipaserver = o] 19 & o]}

[ipaserver]
server.idm.example.com

wAsEE ldMe Y& 32E2] FQDN( 3738 =12l o] F )& AH8-3o] Ansible Z#| o]
B 39 AA gyt Ansible Zd o] Hol A & 2E 7} IdM9] o]v] 93 update_password 7}
on_create = A|FH I E 7zt SAE gia oo ¢TE WASEE slelH random: yes 2
force: yes 4% F713U . o] dAIE T <=3}3}7] $3) /usr/share/doc/ansible-
freeipa/README-host.md Markdown 3} o] 4] o] 4| & A}l =4S 5= d<5H .

- name: Ensure hosts with random password
hosts: ipaserver
become: true

tasks:
- name: Hosts host01.idm.example.com and host02.idm.example.com present with
random passwords
ipahost:
ipaadmin_password: MySecret123
hosts:
- name: host01.idm.example.com
random: yes
force: yes
- name: host02.idm.example.com
random: yes
force: yes
register: ipahost
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Edol%e A gyt

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-are-present.yml

[...]

TASK [Hosts host01.idm.example.com and host02.idm.example.com present with
random passwords]

changed: [r8server.idm.example.com] => {"changed": true, "host":
{"host01.idm.example.com": {"randompassword": "OHolRvjUdHOYcbf6uYdWTxH"},
"host02.idm.example.com": {"randompassword™: "5VdLgrf3wvojmACdHC3uA3s"}}}

Fx

do] U354 435 (OTP)E ALL35te] S2EE IdM ZelolAd E= v 23512 Ansible
S ol HS AHE 5ol IdM S80I E 5o gk A Hof FAS FxsAY 434 ¢
3: U5t AR E AHSSte] SEtoldE AAE FEHA L.

oY
ol\
L
)

IdM 2 ¥ o] admine. 2 21213t}

I $ ssh admin@server.idm.example.com

Password:
2.

ipa host-show & & A H sl I 2E F sh}e] o] & AA AU

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Password: True
Keytab: False
Managed by: host01.idm.example.com

ZZHoA = d2o 9 45 E A1E35o] IdM)] host01.idm.example.com ©] 1 =X] &1},

17.4. ANSIBLE =go] 22 A}235}o] of&] IP =42 IDM 32 E 20| 9=x] 3ol

o] A A& Ansible =g o] &3S A}ﬂé‘}m] IdM(Identity Management)ol] &~ E g&o] Q1E=x%] 3
dst= S AYgUT 25 JEL2 FADN( B3te =vl ol 5 )3 a3 o5 IP F42 J o
Yt
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177%. ANSIBLE Zd o] 52 A1-8-351] 32 E #g

3

ipa host
a3

g 2] €] ¢} 2] Ansible ipahost 2 & % Eo o8 IPv4 % IPv6 47}
RAE=A el 5 FYth. ipa host-mod 83 &

P AAE ARG e

A 87 A

[ ]
IdM 727 952 o Rl o

ansible-freeipa = 7] x| &= Ansible A E 2 ] A xgt}.

el £2] 1}l (o): inventory.file )& A A 3}l ipaserver = o] 19 & o]}

[ipaserver]
server.idm.example.com

Ansible =g o] & 3192 A} ipahost W9 o]0 2, BAsE = IdMY] A= T
29| FQDN( 4 1t3H8 £v2 o1& )& A4 g ip_address 77-& A3t o] o
ol 2| IPv4 2! IPv6 ip_address 35 A AUt} o] GAE @<=3t317] 913
/usr/share/doc/ansible-freeipa/playbooks/host/host-member-ipaddresses-present.yml 3}
Aol A] A E BAS L A F FUD FHARE TS S E AFY

- name: Host member IP addresses present
hosts: ipaserver
become: true

tasks:
- name: Ensure host101.example.com IP addresses present
ipahost:

ipaadmin_password: MySecret123
name: host01.idm.example.com
ip_address:
-192.168.0.123
- fe80::20c:29ff:fe02:a1b3
-192.168.0.124
- fe80::20c:29ff:fe02:a1b4
force: yes

g

Ut

il

Aol Ay
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$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-with-multiple-IP-addreses-is-present.yml

Y
kd

o] Axz}oll A= IdM LDAP v o] S A E 3128 A4 3] g IdM Kerberos &9 4] &
EE 553K &5Uth ol & S8 32EE IdM S0l A E= w & of Ut} &HAl
&2 Ansible 80152 AHE-sto] ID & S| E AAE FEHH A L.

@

)
ol
L
=

IdM A ¥ o] admine. 2 21213t}

I $ ssh admin@server.idm.example.com

Password:
2.
ipa host-show B & & Q&5 T2 E o] & XA
$ ipa host-show host01.idm.example.com
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
Password: False
Keytab: False
Managed by: host01.idm.example.com
2322 IdMe]] host01.idm.example.com ©] I =X4] &1},
3.

IdM DNS @ 2 =] 5 2E2] o IP 327} =] <1529 ipa dnsHistory-show 3 3
& Aok o AR E AR T

IdM =1 Q1 9] o] &

$ ipa dnsrecord-show idm.example.com host01
[..]

Record name: host01
A record: 192.168.0.123, 192.168.0.124
AAAA record: fe80::20c:29ff:fe02:a1b3, fe80::20c:29ff:fe02:a1b4
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177. ANSIBLE Z 8| o] 5-& A}-8-31] 52 E e

Zgd 4 Zgol&d N AFHE 2E IPv4 2 IPv6 347} host01.idm.example.com S~ E
53 Eut2A A4 HJ=A 1o

17.5. ANSIBLE =3 o] 5-& AI-8-31o] IDM S 2 E o] Ql=A] <l

4] = Ansible =g o] 22 A}1-&3}o IdM(Identity Management)ol 4] &2 E 3t o] Q14
st WS Ay

A 27 A

[ ]
IdM #2] =} Q15 AW

ol & 2] 9} (o : inventory.file )2 A A 3131 ipaserver = o] 5o A 2|},

[ipaserver]
server.idm.example.com

BA3EE IdMo) Q= 3 2E 9] FQDN( A #3128 L2l o] 2 )& A2 3] Ansible Z3) 0]
8 3d S AU IdM = 2l o] DNS7} 53¢ 73-$- updatedns: yes 3412 A}-2-3l< DNS
AX T2E 3 BE F/HA 28 dZ=E AARUH

o] &A= d4=3}3}l7] 913l /usr/share/doc/ansible-freeipa/playbooks/host/delete-
host.yml # o 4] oA & B Alsl 2 43 5 J& Tt

- name: Host absent
hosts: ipaserver
become: true

tasks:
- name: Host host01.idm.example.com absent
ipahost:
ipaadmin_password: MySecret123
name: host01.idm.example.com
updatedns: yes
state: absent

Edolue A gyt
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$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-absent.yml|

3

Az= 33 25U
IdM Kerberos @ 9= 3 2E 7 2A31K &4t}
IdM LDAP A # o] & 2E 20| &t

Zelo]lAE T2 E A o4 SSSD(System Security Services Daemon)<} 78 A~
gl ) 2] £ IdM -4 & Al A sle | Z2o] A E 9 A] ipa-client-install --uninstall 3
2L AP ol gt ZAA S &L IdM ZZo|AE AR A AZS FZXSHA L.

A5 9
1.
admino = ipaserver o] 21213},
$ ssh admin@server.idm.example.com
Password:
[admin@server /]$
2.

host01.idm.example.com ol t] 3 AW E T APt}

$ ipa host-show host01.idm.example.com
ipa: ERROR: host01.idm.example.com: host not found

E9L2 32E7HdMA 9155 A3

17.6. 71 gl &=

[ ]
/usr/share/doc/ansible-freeipa/README-host.md Markdown =}

tllo

CECRRES

/usr/share/doc/ansible-freeipa/playbooks/host t] &l g 2] 9| A 57} S o] &2 FZF3I4 A
o -
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2

r-l

187. ANSIBLE =g 0] 52 Al83t S 2E 17 #+

o] Zol A& IdM( Identity Management)?] &2 E 152 47 3}3L, Ansibleg A}8-31 IdM(Identity
Management)e] S 2E {53 AdHE O3 AYS Fd st HHS AHE P

[}
IdMe] 32 1§
[}
IdM S 2E 1§ 0] gJ=X 3l
[}
IdM 3 2E O Fo] 32E7 J=A 3l
[}
IdM 3 2E 28 3
[}
IdM S 2 E 59 i8] #2237 A=A &2l
[}
IdM S 2E 2894 S2E7 g EA 89
[}
IdM 5 2E a2 FA $3H S2E a5°] gl=A &
[}

M 525 5ol WM #el <k e 89

18.1.IDM9] 3 2~E 1 F

IdM 325 252 a8 a2 24, 53] AA = Aol e Ao £F FFsate vl A8 5
Az

s2E g Qe

e ZF ANz A 72 L 7l 542 713 1AM 52E A7} ¥3hE A E It
oE So] AL WA, B A 93] B A2 Ao} 27 Aol Wet T2E 252 el daUth
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IdM A ] 2 ZEto]AE

7€} IdM & 2E 5

7N1EHoz WA s2E O

U

7NNBARo 2 |dMABE ZE IdM A 1¥] $2Ed g3 32 E 17 ipaservers S A ).
A 0 g 28 W)

IdMe] 25 £33 A3 2 2 Ay 250 89Ut 32E OF B7l 32E OF A9 9n|d A
2 S2E JF B RE UM S2AE I8 A9 7Y AW 2 7Y th

18.2. ANSIBLE Z g o] 22 A} &35}¢] IDM 2 E 180] Q=] 39

R

o] A A A= Ansible =) o] 22 A}-&3lo] IdM(Identity Management)o] A] S 2E 1F0°] AE=XR
UE S Ay

a1

Ansible©] gl © ™ ipa hostgroup-add & ¥ & A}-8-3l4 IdMol]| $2E 157 50| A
ARYH ldMo] 3 2E 253 F7she= 43 ldMe] 3 2E a5 JH 7 g4
Ansible2] idempotence on idempotence w &9l AnsibleS Al &35l T 2E IFS
IdMol] 7138l S 2E 189 A4H & present: state: present = A 9|3t = Z o] &S
A3 oF T,

A 27 A

[ ]
IdM #2312 43 8 <43 sU

[ ]
Ansible 7A E £ 2] 9] ansible-freeipa 7] & A X HF Y}

Azt

1.

ol 2] 52 (4 inventory.file ) A A slar e} A IdM A 8] B2 © 2 ipaserver = 3 9]
sk
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187. ANSIBLE Z g o] 22 A} g 3}0] S AE

Ll
m
e
o

[ipaserver]
server.idm.example.com

9§ 52E 1§ YN S A5kl Ansible Tdo] 1 sl g AU o E =

databases #l+= 3 2E 1F 9] =4 &2lslE W - ipahostgroup 24 ol name: databases =
A At} o] GA = G433 7] 93l /usr/share/doc/ansible-
freeipa/playbooks/user/ensure-hostgroup-is-present.yml s} ol A ol Al & B-Alstal 4 &
T AFUH-

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
state: present

Z g o] &) A state: present = o]v] A 31A] ke F T2E aF 2 IdMI] Fr13EE &

S ey

il

ol %2 Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hostgroup-is-present.yml

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

#2 A2 93 Kerberos E| A2 & F 3o}

$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:
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$ ipa hostgroup-show databases
Host-group: databases

ldMo] H ol Elm o] = B2 E 8ol AUt

18.3. ANSIBLE Z o] 22 A}£3}lo] IDM S 2E 159 S2E7} Q&R 39

o] ) A o] 4= Ansible Z g o] &2 2183} IdM(Identity Management)©] 3~ E 18] 3~ E 7}
Q=R stel sk WS 2 g o,

A 27 A

[}
IdM 322 5 5 43 U
[}
Ansible 71 E £ 2] 9] ansible-freeipa 371X & A x| 3 & }.
[}
Ansible Zd o] Fo] x5l = $2E = IdMo) 55U o). A g U] 82 Ansible =3 o] &
S ALg3te] IdM 52 E g20] YA o} & F2aAAl L.
[}
Ansible 0] % oA FxaE TAE 25| IdMo] F7HE A5 Th AA & 8-
Ansible Z#| 0] &2 A1831o] IdM S 2E 2F0] YA o8 & Fxs4A Q.
A3
1.
olwl 2] 9} (d): inventory.file )2 WA 3132 €} A4S IdM A 8] 5= 0 2 ipaserver = A 9]
.
[ipaserver]
server.idm.example.com
2.

g9 s 2~E JHZ Ansible Z3 o] & YU -S A4 ). ipahostgroup ¥ 4=2] name v
M MFE AR5l 3 2E 2 §9] o] 22 A A ). ipahostgroup ¥ 5=2] host v 7] H5S
AH&8te] SAE o] & A A AU o] @A S @<=31317] 913l /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-are-hostgroups-are-in-hostgroup.yml & of A
AAE BAEY 4 5 YFUTh
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- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
host:
- db.idm.example.com
action: member

o] =g o]& 2 db.idm.example.com & *E £ databases 32 E 1§ 71t}

action: member 3J-& Z g o] Ho] A3 = H databases 1 AAE F715t8 2 A =5HA] &
< Yeld Y. di4l db.idm.example.com 2 gl o] g H] o] 0] F=7}512 &= Al =9 3HA Py

il

ol %2 Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-present-in-
hostgroup.yml

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

A AE 93 Kerberos E]l AL & F 3.

$ Kkinit admin
Password for admin@IDM.EXAMPLE.COM:

32E aFo dIA ARE XA Sl T2E aF Y Z2EE FAF L

$ ipa hostgroup-show databases
Host-group: databases
Member hosts: db.idm.example.com
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db.idm.example.com & *E = databases T2 E 152 W 2 AFPYth

18.4. ANSIBLE =3 o] 52 A&-3le] IDM S 2E 1§ 53

o] A A A= Ansible =) o] 22 A& 5lo] IdM(Identity Management) S ~E 159 £H S2E
aF°] A=A Fste HHS AP A

A 27 A

[ ]
IdM #2123 432 <43 sU

Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}

Ansible Z ¥ o] & 3 oA F Xl $2E 272 IdM] A& #A S &2 Ansible
Z g ol E 2 A1L5e] IdM & 2E 150 IR o1 & JFEFF4HA L.

23
1.
olvl 2] s2l(4: inventory.file ) WA sla e} A IdM A 8] B2 © 2 ipaserver E 3 9]
.
[ipaserver]
server.idm.example.com
2.

283 S2E IF A BE AHS-31o] Ansible Zd# o] & 21U & A A g o} Ansible = 9]
BoAx $2E OaF A7l 32E IF B A=A 213 name HFE AlE35le] §2E 1
% B9 0|22 AP hostgroup W5 AL 5te] FH S2E 215 A9 052 AR F
Yt} o] GAE @<=3}3}7] 913l /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-are-hostgroups-are-in-hostgroup.yml =} of A
AAE BAE T £ 5 AFvih

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure hosts and hostgroups are present in existing databases hostgroup
- ipahostgroup:

ipaadmin_password: MySecret123

name: databases
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187. ANSIBLE E9 o] 5-& A3t S 2E 1§ &

hostgroup:

- mysql-server
- oracle-server
action: member

o] Ansible =gl o] &2 databases &2 E 159l mygsl-server 2 oracle-server 3 E 1
Fol JEA g action: member 3 & =g o] o] AP A IdMo]| o] gulo] 2= a1 F
ZAAE F7ste] AL A =5HA] 55 UEd Y

ol %2 Aa gk

il

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-present-in-
hostgroup.yml

)
ol\
L
X

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

A2 AE 935 Kerberos E]| AL & A3}
$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:

THE Z2E OF° Y ZT2E aF Ud ARE IAFYL.

$ ipa hostgroup-show databases
Host-group: databases
Member hosts: db.idm.example.com
Member host-groups: mysql-server, oracle-server

mysql-server 2 oracle-server 3~ E 152 databases $2E 1§l &G
18.5. ANSIBLE = d]o] 52 A}l£35}o] IDM &2 E &9 9y #AZ A7 =X &9l
th5 Az A = Ansible Z# o] 53 AH&-sto] IdM £ 2E 3! 3 2E JF @y #2a7 A=A &
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Ansible 7 E £ 2] 9] ansible-freeipa 3| 7]1x] & A X &1}
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[ipaserver]
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- name: Playbook to handle host group membership management
hosts: ipaserver
become: true

tasks:

gl & 2] 912 (4] : inventory.file )2 A A 3151 ipaserver £ o] #} o] A o]},

- name: Ensure member manager user example_member is present for group_name

ipahostgroup:
ipaadmin_password: MySecret123
name: group_name
membermanager_user: example_member

- name: Ensure member manager group project_admins is present for group_name

ipahostgroup:
ipaadmin_password: MySecret123
name: group_name
membermanager_group: project_admins

il

dolde gy
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18¢. ANSIBLE Zg|o] 22 A} 8 3lo] $AE 18

FLJ

=

path_to_playbooks._directory/add-member-managers-host-groups.yml

I $ ansible-playbook -v -i path_to_inventory_directory/inventory.file

ol}l

A

ipa group-show ™ & & A}-8-3} group_name —25 ¢l example_member %

W A ToE0] QA AN 5 Y&

A A Ao = ipaserver o] = 1213t}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

testhostgroup || tj 3t A B & XA ).

ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name
Member hosts: server.idm.example.com
Member host-groups: testhostgroup2
Membership managed by groups: project_admins
Membership managed by users: example_member

ipa hostgroup-add-member-manager --help & =34 A 2.

ipa man ¥ o] X & F X3P A L.

18.6. ANSIBLE Z o] 82 A} 2 3}o] IDM 3 2E 189 32E7} Q=X 3ol

o] A A o] A= Ansible =3 o] &2 X831 IdM(Identity Management)] &

A selshs P A9y

A 27 A

[ ]
IdM 227 52 23 A&

1 project_admins 7}

aFA =2ET}
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Ansible 71 E £ 2] 9] ansible-freeipa 3 7] %] & A X &1}

Ansible Z o] &9 FZ3H = T 2EE IdM A5 ZA S U 82 Ansible Zd] o] &
2 Abgate] IdM 2 E 2 o] QA ol ¥ B FEFAA L.

Ansible Zg o] & st o)A FZaHe T2E 2F2 ldMo] & th A g W& Ansible
Zg ol B AL 5t IdM S 2 E 15| YA o 2 F234A L.

A3
1.
olvl 2] s}2l(4: inventory.file ) A A 3la e} A IdM A 8] B2 © 2 ipaserver = 3 9]
.
[ipaserver]
server.idm.example.com
2.

JQ9} SAE YW FTAE IF @EE 2}4-5le] Ansible =g o] & -4 AL AU
ipahostgroup ¥ <4=2] name w7} H4E ALE-5te] S 2E TF 9 o] 58 x]igﬁ—],] t}.
ipahostgroup ¥W=9] S 2 E ujj7) 131—?% A2 3t SQlslEE TAE 1180 Yl SAEY o]
L AAFYU. o] @A S @<=3}3}7] $13l /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-are-hostgroups-are-in-hostgroup.yml & of A
AAE BASZ 4 F daUh

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is absent
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
host:
- db.idm.example.com
action: member
state: absent

o] =g o]& 2 databases S E 1§94 db.idm.example.com S~ E 7} QlE=%] 3213
t}. action: member 3] 2 =) o] Ho] A3 =] databases 15 AA = A Adte] L A =5HA] &
< ey
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187. ANSIBLE Z g o] 22 A} g 3}0] S AE

Ll
ﬂl

e

Edol e Ay

s

Ut

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file

path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-absent-in-
hostgroup.yml

)
ol\
L
)

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:

[admin@server /]$

#2 A2 913 Kerberos E| A2 & F 3}

$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:

s2E 2§ 9 s2Ed @ Ans AR

$ ipa hostgroup-show databases
Host-group: databases

Member host-groups: mysql-server, oracle-server

db.idm.example.com & 2-E = databases 32 E 15| A 351x] 5.

18.7. ANSIBLE Z o] 52 218519 IDM 32 E I2FA TH 32E 1579 gl=A 89l

o] Al Ao 4= Ansible =] o] 22 A}-&3}o] IdM(Identity Management)e] 9]} &€ I8 =
49 52E a5 e sk e 4P

A 27 A

IdM #2123 43 2 <43 sU o

Ansible 7 E £ 2] 9 ansible-freeipa 7] %] & A X &1}
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oY
olX

212

e

Ansible Z#) o] & s} o] A x5}
Z g o] BS ALt IdM 2 E 5o

o
rr
N
2
e
e rlo
Y
Y
o
>,
>
o

olwl 2] 5} (d): inventory.file )2 WA 3132 €} A4S IdM A 8] 5= 0 2 ipaserver S A 9]
.

[ipaserver]
server.idm.example.com

e S2E IF PR E AHE5te] Ansible Zd o] % 3192 44§ o - ipahostgroup
W5 Fo 4] name B E A}8-35l0] 9 S AE 189 o2 AU} hostgroup B+ &
AHgSt] FH S2E 2§ ol 52 AP o] GAE T3E}s] A3
/usr/share/doc/ansible-freeipa/playbooks/hostgroup/ensure-hosts-are-hostgroups-are-in-
hostgroup.yml s} o) A AAZ BALsa 4T = YHFU T

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure hosts and hostgroups are absent in existing databases hostgroup
- ipahostgroup:

ipaadmin_password: MySecret123

name: databases

hostgroup:

- mysql-server

- oracle-server

action: member

state: absent

o] =g o] & & mysql-server 2 oracle-server &~ E —135 0| databases 3 2E 159 Q1
=x] 82l t}. action: member 32 Z g o]Ho] AP A IdMoA] dlo]EH| o] A 18 AHA
7t A A H = E A 25HA] &3S UEd YL

dolde gy

il

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-absent-in-
hostgroup.yml

i)
N



187. ANSIBLE Ed o] 52 AH&-st] $2E 7 e

admino 2 ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2.
#A2AE 9]¢ Kerberos E]ZA-S @ F ).
$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:
3.

F3H 32E aFol Qojol st S 2E a7 dId ARE TAFUG.

$ ipa hostgroup-show databases
Host-group: databases

22 mysql-server @ oracle-server 33 3 2E 50| 9 Hlo|gu|o]l A TAE IF4 9122
gy
H

o
2

18.8. ANSIBLE =g o] 22 A}& 5] IDM 32 E 180] gl=x 3ol

4= Ansible =) o] 22 A}-£3l<] IdM(Identity Management)ol X S 2E 1F0°] S1E=A
WS A

Ansibleo] gl 2™ ipa hostgroup-del H & & A1-8351 IdMI| A & 2E 1§ 35Fo] A
AUt ldMo X 3 2E 2755 A A e A3= IdMl S2E 7] gl ZH gyt
Ansible2] idempotence on idempotence ] #j] Ansible2 A}-&3}] IdMo| A &2 E
IS AAS}EA T2E 252 A S absent: state: absent £ 3 9] 5l= S o] H S
A8l oF o

A 27 A

[ ]
IdM 2] 7} 5.2 %3 AU,

Ansible 71 E £ 2] 9] ansible-freeipa 3| 71X & A x| 3 & }.
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A%

olvl & 2] 9} (o : inventory.file )2 AW A3l e} AT IdM A v] E= 0 7 jpaserver = A 2]
Figah=

[ipaserver]
server.idm.example.com

Q9 S 2E OF AR E AL-514] Ansible Z# o] 5 39S AT o] @A & d&3)
sl7] 93l /usr/share/doc/ansible-freeipa/playbooks/user/ensure-hostgroup-is-absent.ymil
A A oA E BAST £ F AdFUTh

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
- Ensure host-group databases is absent
ipahostgroup:
ipaadmin_password: MySecret123
name: databases
state: absent

o] =g o]E 2 IdMol 4] databases &2~ E 1E 0] gl=X] 3213t} state: absent = o] 1]
AA H A ZE 1AMl A S 2AE IF 2 AHAletEE @3S ov

il

Aol %2 Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hostgroup-is-absent.yml

oY
ol\
L
=

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

A2 AE 95 Kerberos E]| AL & A3}
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$ Kkinit admin
Password for admin@IDM.EXAMPLE.COM:

I~

A3kA e E2E IF @ YUE EA T

-I {
r‘

$ ipa hostgroup-show databases
ipa: ERROR: databases: host group not found

IdMoll = glo]El W o] = 32 E 80| gl&yth

18.9. ANSIBLE Z & o] 22 x}8351¢] IDM 32 E 126 A] 2lv] THa] 27t Q=] 8l

& Aol A= Ansible E9 0] 32 Abg-ste] M E2E 9 S2E aFo) 9m #elAst EA 8
Asts L AP

A 27 A

[ ]
IdM #2123 43 2 <43 sU o

Ansible 7 E £ 2] 9] ansible-freeipa 3| 7]1 %] & A X &1}

A BYAZ AAST B2l ot TAE 250 o] 5L AARE AR EE ALER TF
ol 5o glofof Fuith.

A3
1.
eIl 2] 1} (o) : inventory.file )& A A 3}l ipaserver = o] 1o A o]}
[ipaserver]
server.idm.example.com
2.

He3d A2 W S AE 718 Wy FAg

oX,
s
fu
>
5
(7}
S
)
(il
)
o
Ao
o
e
ttlo
ox
oX
i)
L
i)

- name: Playbook to handle host group membership management
hosts: ipaserver
become: true
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tasks:
- name: Ensure member manager host and host group members are absent for
group_name
ipahostgroup:
ipaadmin_password: MySecret123
nhame: group_hame
membermanager_user: example_member
membermanager_group: project_admins
action: member
state: absent

e

Aol %-g Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-member-managers-host-groups-are-absent.yml

Z

ol

A

ipa group-show ™ & & Al-8-3}o] group_name —15 9] example_member == project_admins 7}
W AR T3] YA A AL F AFU

A A d3ke 2 ipaserver o] 22213t}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

testhostgroup || tj 3t A B & Z A ).

ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name
Member hosts: server.idm.example.com
Member host-groups: testhostgroup2

il
R
Y
o
i)
>
to

ipa hostgroup-add-member-manager --help

ipa man | o] X 2 Fx34 A 2.
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197 IDM 35 g =] A o

o] el A= IdM(Identity Management) ¢t 5 7 3] 51 Ansible &3 o] 52 A-8-5to] IdMe]| Al 95 7
A& F7teke S A9 Ay

19.1. 9% F Aol & FAYU7A?

45 P FEs FHAok shs AA FHYUTh ol So] 45 AAL H2 45 Ao] L A
2498 999 £ AU o 491 ATE W TE AL D2 U LTS AP0 A
A 212 355700 285 AF WAk Futh ol 27l 3 45 AL AL T2 It AR
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19.2. IDM¢] ¢t5 A =)

¢} 5 = IdM(Identity Management) A}-8-2} 7} IdM Kerberos =1 219 215 31= 714 L ubA ¢l vy 9]
o ¢35 3L o2 g IdM A& &} F5 7t S8 oF sl= 87 AHHS 78‘ ot

51

IdM <ts J 22 712 LDAP v g g 2] o] AA 5 o] A7t Kerberos KDC(Key
Distribution Center)= 45 A A2 & &3}

5 42 40 £ Mol 95 B2 elshs ol AL 5 At S0 g

A

A 3 AR PGB ALY R Aol GBI AT 9 =90
FET ) A (D)
AR} G5 909 Fokm F AT 1
9 1Mol A AL Aol A 8 s el vl A
Ag EA T

ol
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AZHAZH B T

AEAV 5T WA FAE 458 0

A7) Aol 1417k o) 4 7] ehed of F o
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A
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S Al 2

Ak Aol =8

AR 8 ] Rke] 95 & AFEE 5§

syt

Aoy 4} =6

AREAF7E o AR E s 79
IdMell A AL8-2} A8 & e Th

L%

o
¢}

2w} A A 2HA = 60

AFEA 7 A Y Aol Feola = A
ZF7HE o] th 718 $- A}

&AL AH ol 99

2208 Al AF

l‘ﬂn
o



197%.IDM ¢t 5 43 A 9|

A a3 o]
Lockout 7] 7F H) A9 A Ho®E 2aA A= 35 = Lockout 717} = 600

A& A o] F A= AHE) P T

A A4 R 7130 AA =T 5 Qle g stEd o] A EZE = A A A S
LT A @ Fol A FF 71T E A AN L. G5 FA SR Z A )
3t A g U] -2-2 Red Hat Knowledgebase?] ¢t s oA a3t Fx= FeldU7z1? =
FxsH A Q.

19.3. ANSIBLE =] 0] 22 21831 IDMo]) ¢+ % o] 1] el

o] 4410 X = Ansible £ 0] 5 & x}4-51o] IdM(Identity Management)ol %3 % 3o] 1] 2l
she ol dhsl Al g o,

IdMe] 7] global_policy ¢ts B A4 ¢35 =t A SH 29 F= 022 AZPgUr. &=
3 71= A71= 002 AP Y

Ansible Z o] &2 A1-835to] IdM &5l djs] A2 43 A

2
tllo
X
ofo
gh
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g
o
i)
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i
e
f
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L
i)

3

M 250l o3 b5 B AT gl 5 AxUTh A AHE A ¢h5 B S ol
4 glguth

A 27 A

[ ]

Ansible A EZ 2] 9] ansible-freeipa | 7] x| & A2 X 5o}
[ ]

IdM #2# ¢ & 43 dFUG
[ ]

IdMel ¢t3 F A o] A=A A st= 2FHU T
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A%

olwl 2] 5} (d: inventory.file )2 A Al 313 [ipaserver] 2 A o] IdM A 1] 2] FQDN & A 9]
4.

[ipaserver]
server.idm.example.com

elstE = ¢% A& A o sh= Ansible T o] & 94 & AU o] A S D3d}st
& ® /usr/share/doc/ansible-freeipa/playbooks/pwpolicy/pwpolicy present.yml 3} < 2] of =]
2 BApe L £ g

- hame: Tests
hosts: ipaserver
become: true

tasks:
- name: Ensure presence of pwpolicy for group ops
ipapwpolicy:
ipaadmin_password: MySecret123
name: ops
minlife: 7
maxlife: 49
history: 5
priority: 1
lockouttime: 300
minlength: 8
minclasses: 4
maxfail: 3
failinterval: 5

N8 W7 BAL o u]st=X] o O g A4 & U -&-2 Password policy attributes & 3=
sH Al 2.

il

Aol 44

o

Ut

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory /new_pwpolicy_present.yml

Ansible Z#| 0| 5-& A3 & 02 A&t IdMe]l th g ¢FS A A o] IdM] 1= sl ).
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19%-. IDM ¢+ 5 A 3 3 9]

controIPIane AdS AHA o] ¢4 9= 1= AAHA 1 global_policy ¢35 A o=
SXAE=9 7 AR H A LH5U. o] 83k o] = EgressIP A 32 ActiveDirectory 15 9]
‘_Q_pollcy =2 250 2 gA ey =A] FLF Ut

global_policy & A& &} tjs] 28 A Fo] AR e AL A A
o 2F AR 43 - 5y

12
2
e
ttlo
p#,

}_-o

19.4.1DMe] 57} ¢t5 =) g4

IdM(ldentity Management) 2]z} = libpwquality 715 Al EES 7|vte 2 71 43S AF
ghote] 712 945 Q@ 7 AR S A3 F dsUT. FHEE A 7‘“ T E ool xE YT

--maxrepeat
Al GBolA 5 E&H e A A5 £4 & AL}
--maxsequence

0] 2 A At} o] 23 A F29] o 2 12345
)kal 7‘-3])\]_2 E‘J—]‘O]‘X] 01-}\],"]:]_ oo] P‘ﬂlilt }\]

A} ¢+3 ol A monotonic & } Al 29 Huj
= fedcb 71 JFY ). 01?11‘_ ot o] gl
%‘.’\7} %3 o] mlo] K&l ALY

flo
L
-l>

--dictcheck

00] o} A$ 7H5 & +4 Aldto] Q= B 7} A 9 Tol s} AR sH=A AT ok DA
libpwquality = Crackllb glo]l B g g = AL 35} ALA AALE $3 ).

--usercheck

0°] obd A% 7Fs @ $4 7Hs @ ol AX P2 o] AR o Fo] X o] YA FAFY
t}. 37 v qko] A8} °l Eol]t A w R &)
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g sy 371 F42S 485 IdMe A --minlength

"

o A ¢
R

RHEL 7, RHEL 8 2 RHEL 9 A u| ¢} &35 37 oA = RHEL 8.4 o] Jo A A3 5=
Aulol gk #7115 A 44 A8 5 AFUTH A AT} AM Zefo] A=) 219l
o] 2151 IdM Zeko] =7} RHEL 8.3 o] ol 4] A3 51 1dM A ¥l s} S A1 3k 7§ A
29 BAH 9B ANE L 4T A 27 Aol 48 HN S5vth AAA 5L 9
sl = E A4S RHEL 8.4 o] 40 2 ¢ a0 =87} Qulel =g th.

M 150 37} 45 33 A g

pwquality(3) = 74 = o] ]

19.5.IDM 250 F71 9t5 44 44 A&

o] Ao A & IdM(Identity Management)oll 4] 37} ¢t5 A2 S 283
o] dAlel A= Al 3ol AHgAe] 7} AFE- A} o] o] EFHEA] AL 5o F 7
¥ 3t o] A skl managers 1F° t 3 ¢S AF S A &5t YHS

A 27 A

IdM )= =2 2 1215 o] JgFU )
managers &2 IdMol| 2154t}

managers ¢S Z 42 IdMo)] 54

A%
managers 159 AL§ A7k A4 @ RE Al 5ol AR ol AAHE A g T

I $ ipa pwpolicy-mod --usercheck=True managers

222



)

ol

(5]

19%. IDM &5 A 2] A 9]

A5 AA o] o] 2L A AR Lo 7] global_policy 7 =& gt}

managers ¢S F oA TS A FA9 Hd 5 22 A}

I $ ipa pwpolicy-mod --maxrepeat=2 managers

N

27 o)4e] A% EAVL XFE A ¢S AT F AaUh S 5
eR873mUi111YJQ 2§ A2 3/ls7} £3t5 o] Q7] W&ol 5] & 5% L&)

test_user @t = HIZE AL A E 713Ut}

$ ipa user-add test_user
First name: test
Last name: user

Added user "test_user"

managers 159 test A} 2= 3715 o).

IdM <3 Uloll 4] Identity -~ Groups — User Groups (A&7 1§) & Z2 @t}

AH8-2 21 'managers’ol] A&} AF8-A} 71 #| o] R 9| A test_user £ 1 )

&gt ; 311 = Z 8 31o] AHEAE Prospective & 2 o] 53t
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3.
test A& 212 AT = ADA G
a.
Identity —» Users = o] 53}
b.
test_user = 3§}
C.
2 vl yrol A s AL & P
d.
ARl dig AA G5 E AHFUT.
4.

o3 =] A test_user <] U] 3 Kerberos TGT( ticket-granting ticket)S o 4 A 2.

I $ Kkinit test_user

a.
A4 s JP P
b.
NzRo N gEs WAsloF 3 %2 FUth test_user o] AHEA} o] Fo] EFE FE
2 99y
Password expired. You must change it now.
Enter new password:
Enter it again:
2
Kerberos:= Al #3ld ¢ 7 435 AF wurtglon, 39d ot 45
7t ARD G ol 55 ATA duyTh
C.

g

Nzl 48 S Aot ARAAS S FeAFUh I o ¥ FAF EAT THE
[e)
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Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.

Enter new password:
Enter it again:

e
=2
fo
N
X
T
)
32
o
tlo
1
i)
N
L
v

A 28] o] AR GT A IES TFH
=

] 225 o) 4
A

o
rr

[e)
H

Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.

Enter new password:
Enter it again:

7t TGTE gl gk

$ klist
Ticket cache: KCM:0:33945
Default principal: test_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
07/07/2021 12:44:44 07/08/2021 12:44:44
krbtgt@IDM.EXAMPLE.COM@IDM.EXAMPLE.COM

o] Al managers ¢+s A 3 o] managers 15 2] A& Aol A Lul=4 FEEUo.
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Red Hat Enterprise Linux 9 Ansible-S- A}-8-5l+] Identity Management d X] & 2]
20%. IDM Z2}lo] A E 9] IDM A}-& Aol Al SUDO A 2 A3 o

o] A1 Aol A= ID 2l o) A A& Aol Al sudo oAl 2 AFE Kol st ol vhal A=A,

20.1. IDM Zg}o] A E 2] SUDO Al 2~

A" FE s FE7F obd AHGA7E YA © 2 root AFS- Aol disl dlokd e 9E S APT 5
V=S sudo NA 2 AS F AT F JFUth webr] AHEA7E ubE 0 2 root AHEAHE 91§l o oF g
e BB S sk she B¢ sudo & A&t RE S ol FHUT 4EE AT F root AL A
A RAAF WP o] APFUrt. dloJE o] = Mu| 2= AR 2 G2 AR EE 2F 2= sudo BH S
A3t sudo 7+ ol sl RunAs alias & 743 4 Q5Uth

RHEL(Red Hat Enterprise Linux) 8 &2 E 7} IdM(Ildentity Management) Z2}o|dE=z 524 ¢
g5 Yo E SAEA ofd IdM AHE-AHE A S & A= sudo 3 S ART = AFHG.

242 /etc/sudoers 7Y
IdM <

o] A Mol A CL(EHZ AEso]2) 2 IdM 9 UIS A1g-3to] IdM Zeho] AE o] 4 sudo 2] 4
Aol sl A% gk

T UNIX 7] 9k 8- A Al 4 Kerberos x| H] 2o YA 235}51 Q15-8h= 718 W 2l
GSSAPI(Generic Security Service Application Programming Interface)= A}-8-3}<] sudo <l tjs] ¢
3 YEAFS AT % AF T pam_sss_gs.so Pluggable Authentication Module(PAM)-S- A}
4-3to] SSSD A H]| =& F-3l GSSAPI Q152 5&35 AH&-A7T -2 g Kerberos E] A & AL8-3}¢]
sudo 8% & A5 + dFU.

20.2. CLIE A}&-3}+] IDM Z2}o] A E 9] IDM AFg-A}ol| Al SUDO Al 2 A Hof

IdM(Identity Management)dll 4] = 53 o] g sudo A2 AgHS 54 IdM S 2= E 9] IdM A&
A AR FAT 5 AFUG WA sudo FH S F713 v skt o] 32] " & o dl g sudo +FF S v

2
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20%. IDM Z&}o] A E 9] IDM AF&-A}o]| Al SUDO A A A3d Ba

oy
L
i)

o] & Eo] idm_user_reboot sudo 3 S A 3l<] idm_user A4 ol idmclient A] 2=l o] A
/usr/sbin/reboot HE S AP 5 J = AAXS F o3 H o] AAE A5l

A 27 A

[ ]
IdM 2232 21915 0] Y&,

AHgA 915 S A 3he] IdMo) A idm_user of i@ AH8 A AP AP AP S
AR EU T CLIZ Abg-shel Al IAM AH8 A F7hate ol ol @ A & g2 2
g3tel ALEA F71E FEFPA L.

idmclient &2 E 9] 22 idm_user Al A o] gLt} idm_user AF& 2= =2 /etc/passwd
o] g o] AA FFUTh

IdM 12] 2 2 Kerberos E] A& 7 A g o}
I [root@idmclient ~]# kinit admin
sudo % 3 <] IdM ] o] €] l] o] 2~ 9] /ust/sbin/reboot ¥ 3 & F=71§ o).

[root@idmclient ~]# ipa sudocmd-add /usr/sbin/reboot

Added Sudo Command "/usr/sbin/reboot"

Sudo Command: /usr/sbin/reboot

idm_user_reboot #}+= sudo 3 & WUt

[root@idmclient ~]# ipa sudorule-add idm_user_reboot

Added Sudo Rule "idm_user_reboot"

Rule name: idm_user_reboot
Enabled: TRUE
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/usr/sbin/reboot @ & & idm_user_reboot i3 o] F7134t}.

[root@idmclient ~]# ipa sudorule-add-allow-command idm_user_reboot --sudocmds
'/ust/sbin/reboot’

Rule name: idm_user_reboot

Enabled: TRUE

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

IdM idmclient &2 E 9] idm_user_reboot 73 & A & 3}.

[root@idmclient ~]# ipa sudorule-add-host idm_user_reboot --hosts
idmclient.idm.example.com

Rule name: idm_user_reboot

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

idm_user 713 < idm_user_reboot i+ o] 373}

[root@idmclient ~]# ipa sudorule-add-user idm_user_reboot --users idm_user
Rule name: idm_user_reboot

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

a1

AuolA ZetoldER M7 AHFS Awahe o @ 2ol AY 4 YFUTh

)
ol
L
)

—_

idmclient S 2 E 9] idm_user Al 2.2 21213t}
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2.
idm_user Al g o] =34 & 4= = sudo 3 & AP}
[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user on idmclient:
lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,
env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",
env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",
env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",
env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",
env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET
XAUTHORITY KRB5CCNAME",
secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin
User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot
3.

il
e
JR
o
L

sudo & A}8-3td A| 2" S AR}, v A X 7} A = H idm_user 9] ¢35

o}

[idm_user@idmclient ~]$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

20.3. IDM <} UIZ A}-8-3}o] IDM Z2}o] A E o] IDM AH-&-=1ol| 7l SUDO A Al 2 A 3 3o

IdM(Identity Management)dll 4] = 53 W E o] g sudo AA 2 AgHS 54 IdM S 2= E 9] IdM A&
Z AR Hoq T = dFUT AA sudo HH S F713 b s o] 2] ¥ ol o g sudo 3 & v
Yo

idm_user_reboot sudo ﬁ%i' S A A3l idm_user Al A o] idmclient A] 2=l 9] A] /usr/sbin/reboot
RS AYT F I=ATS steld o] AxE =P

A 27 A

IdM 2232 22915 0] Y&,

AH&2F ¢ % *J! g 3tel IdMell 4] idm_user ol di gk A2 AP S At AR LS = 38l
AFAFUth BHZE A H o] A2 AL 3] A IdM AL AE =718k Wy ol Al g A W&

equz e } sto] Abg A F7HE BEFAIA L.
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idmclient &2 E9] 22 idm_user Al A o] gLt} idm_user A} 2= =2 /etc/passwd
o] g o] AA FFUTh

Az
1.
sudo = & 2] IdM ¢l o] €] W] o] 2~9]] /ust/sbin/reboot =& 2 =73t}
a.
A=A - Sudo - Sudo HH o 7 o] 53]
b.
QEZF Ao Add & 283t sudo ¥ F7dis FAE AU
C.
sudo:/ust/sbin/reboot & A}-8-3t] AIE8A7E AT = J=HE S 4G
29 20.1. IdM sudo ®H & 7}
Add sudo command x
Sudo Command * fusrishin/reboot
Description
FeA
* Required field
Add || Add and Add Another | | Add and Edit || Cancel
d.
F7te 2994Ud
2.
idm_user 7} idmclient A| 261 & AR & 5= A =5 A sudo F & 35S A}-8-3}4] sudo

#5244 T

A4 - Sudo - Sudo & o 2 o] F gt}

230



207%. IDM Zgo] A E 9] IDM AL-&-A}ol| Al SUDO A 2~ A3 R

L EF JdoA] Add & E¥ 5t sudo 7+3F F71 dist FAE U

sudo 73 9] o] < ¢ gt} idm_user_reboot.

AEAE AQFI

who A Mol XA AHgA R 2% 2r) e WES Ae g

AHg-A} FHE L] o A g1 F o] 319] Al Aol A& == 73 oA Add users into
sudo rule "idm_user_reboot" tl 3} A#& gt}

iii.
Add users into sudo rule "idm_user_reboot" o3} Az}l A Available & o]
idm_user &<l &2 A= 3532 Prospective € 2 o] 53}

4
N
i
i
)
o
L
v

NA2 o] AE MMA AP S2E D 1§ e BES Ag

S 2E FHe|aLE] o A] o] 3 o] 51¢] A M) A8 Add & 2351 sudo 13
"idm_user_reboot" t)3} Az}oll E2E F71 d3} AAE AU

iii.
AHE 715 € 9] sudo 137 "idm_user_reboot" 3} A Ao T 2E F7} AR}l A
idmclient.idm.example.com &<l -2 A9 5151 Prospective € 2 o] 53Ut}

i
N
i
iy
1
d
L
v
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g
B9 e AR P
i

B9 el oA 2 A 9 Ao 59 AN g AP 9 »

aF Be HES Aagyd.
ii.

Sudo Allow Commands (8% 35]-&) 3}¢] A4 Add allow sudo

commands into sudo rule "idm_user_reboot" tj 3} A#}71 € J ).
iii.

Add allow sudo commands into sudo rule "idm_user_reboot" ] 3} 4} =} 2]
Available (X}-& 7}5) 9 9l A /usr/sbin/reboot 3¢l &2 X =3t 5 Prospective ¥ & o]
S

iv.
Add = =323} idm_sudo_reboot 7| o] ] & So} 7).
29 20.2. IdM sudo 3 F7}
Who
User category the rule applies to: O Anyone (@ Specified Users and Groups
O users External BDelete +Add
O | idm_user
() User Groups @Delete +Add
Access this host
Host category the rule applies to: O Any Host @ Specified Hosts and Groups
(O Hosts External @ Delete #Add
O | idmdientidm.example.com
[J Host Groups BDelete +Add
Run Commands
Command category the rule applies to: O Any Comman d @ Specified Commands and Groups
Allow
[ Sudo Allow Commands @Delete 4 Add
O | rusr/sbin/reboot
[J  Sudo Allow Command Groups @Delete +Add
h.

Az ga wa ol A4 28 g

Al RS 7R oz 2ss o] YLt

e

Aol A 2ol Az W A1

tllo

SER

o 2

i
2
b
i
o
32
oy
L
fu}

o
ol\
L
)
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207%. IDM Zgo] A E 9] IDM AL-&-A}ol| Al SUDO A 2~ A3 R

idmclient o] idm_user 2 212135}

sudo £ A}8-8] Al 2812 AR R T W A1X| 7} EA H W idm_user o] ¢t

t}.

il
e
JH
o
L

$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

sudo 72 o] Lul=A FAHE A A 2o ARG PYTh

20.4. IDM Zgto]JA E oA Au| X AP o 2 P& A3 st= CLIo] SUDO 3 A4

IdMoll X = RunAs ¥ & A1-8-31o] sudo 3 & FA3st] & AMEA = 152 = sudo BE &
AP 7 AdFUG. A E So] wolguol & A EGA RS TP 5= IdM Sl AETL S 5 2
H g A E2A o)Al sl Fst= 22 Au|= AR o2 YB3 S Ao g

o] oA = A&l run_third-party-app_report 2= 4 & =9 sudo 732 A A 3l idmclient &
2 E 9] thirdpartyapp A 8] 2 AlZ 2 2 idm_user A7 ol A] /opt/ third-party-app/bin/report &5 & 2
Pe 5 AHUTh

A 27 A

IdM 2] 32 23215 5yt

AH87 15 S A stel 1Mol idm_user of He A8 AR S A sk AL H s
ARG CLIS A8 5tel Al 1AM AL RS F7bsHs ol ta 4@ e Fa =2 A
gote] ALE A 71 FESAA L.

idmclient &2 E 9] 22 idm_user Al A o] gLt} idm_user A}& 2= =2 /etc/passwd
s o] Y s o] X ek

third-party-app ©l2}= AH8-AF XA o Z&] Al o] A o] idmclient &2 E o] A X = o] QJHFYT.

third-party-app °ll = 2] A o] A o] t & report H H & /opt/ third-party-app/bin/report t] 2l
2o A9 Y.

233


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#adding-users-using-the-command-line_managing-idm-users-using-the-command-line

Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

third-party-app ol S Al o] Aol i g P& L A3 3l7] 93] thirdpartyapp ol2t= =2 A
H 2 AR S AP AFU

IdM #-2] x} = Kerberos )AL A A3 ¢},
I [root@idmclient ~]# kinit admin
sudo & o] IdM d] o] §] #] o] 2 ]| /opt/third-party-app/bin/report 8 % & 713 ).

[root@idmclient ~]# ipa sudocmd-add /opt/third-party-app/bin/report

Added Sudo Command "/opt/third-party-app/bin/report”

Sudo Command: /opt/third-party-app/bin/report

o] & 9] run_third-party-app_report 21 sudo 773 & w5}

[root@idmclient ~]# ipa sudorule-add run_third-party-app_report

Added Sudo Rule "run_third-party-app_report"

Rule name: run_third-party-app_report
Enabled: TRUE

user = <users 342 A}-835}o] sudorule-add-runasuser ™= % o] tj 5] RunAs A} &A= %]
A

[root@idmclient ~]# ipa sudorule-add-runasuser run_third-party-app_report --
users=thirdpartyapp

Rule name: run_third-party-app_report

Enabled: TRUE

RunAs External User: thirdpartyapp

Number of members added 1

24 Ay~ AR £ Active Directory A}-8-219} 742 IdMo]| o 3] --groups=* 40 2 X
AE A AH(EE 28)= 959 F dFUY 25 ol 59 dall % A FAE F718HA] v Al L.
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207%. IDM Zgo] A E 9] IDM AL-&-A}ol| Al SUDO A 2~ A3 R

idm_user_reboot 13 || /opt/third-party-app/bin/report 4 & & 715t}

[root@idmclient ~]# ipa sudorule-add-allow-command run_third-party-app_report --
sudocmds '/opt/third-party-app/bin/report’

Rule name: run_third-party-app_report

Enabled: TRUE

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

IdM idmclient &2 E ]| run_third-party-app_report 773 2 & &3},

[root@idmclient ~]# ipa sudorule-add-host run_third-party-app_report --hosts
idmclient.idm.example.com

Rule name: run_third-party-app_report

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

idm_user A% & run_third-party-app_report 73 o] 3713t}

[root@idmclient ~]# ipa sudorule-add-user run_third-party-app_report --users
idm_user

Rule name: run_third-party-app_report

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

Fx

Aol A 2ol Az W AL

o

SER

rr
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o
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idmclient S~ E o] idm_user A/l ¢ & 2 2203t}
Al sudo & & HAEJ .

idm_user Al G o] =34 & 4= J = sudo 3 & FIA P}

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user@idm.example.com on idmclient:

lvisiblepw, always_set_home, match_group_by_gid,
always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS
LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _ XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user@idm.example.com may run the following commands on idmclient:
(thirdpartyapp) /opt/third-party-app/bin/report

report ™ & & thirdpartyapp A v 2= Al o =2 A3 gc).

[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report
[sudo] password for idm_user@idm.example.com:

Executing report...

Report successful.

20.5. IDM S gtolA EoA] Au] 2 Al o =2 S 438 3t+= IDM WEBUI| SUDO 3 A4

IdMol| 4] = RunAs ¥ 3 2 A18-314] sudo 32 At & AM8A £ 1522 sudo H3H S
AP 7 dFUG. A E So] Holguol = fEA RS 2P 5= IdM S| A ETL Al% AL
H g A Z Al Aol s Fst= 22 Au|= AR o2 FFS Ao g

o] a A = A&l run_third-party-app_report 2= IdM WebUI<l] sudo 732 A Al 5l idmclient
3 2 E 9] thirdpartyapp 48] 2 Al © 2 idm_user Al A o] A /opt/third-party-app/bin/report H & & 4
P+ YU

A 27 A
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207 IDM Z o] E 9] IDM Al-g-A}ol| Al SUDO Al 2 A3 B

IdM a3 = 22915 0] &yt

AH87k 9k 5§ A4 stol IdMOIA] idm_user o B2 A8 A& BT AR E Ha
AR EUTH CLIZ ALg-3hel A IdM A A4S F7kah ol e AT Wge H5Z2 A
gatel AL A F7hE BEFAA L.

[«

idmclient &2 E 9] 22 idm_user Al A o] L&t} idm_user A& 2= =2 /etc/passwd
o] g o] AA FFUTh

third-party-app ol 2t= A18-2F A A o] Z 2] A o] A o] idmclient 32 E o] Az 5o 5.

third-party-app ol =] 7l o] A o] tj 3} report & & -2 /opt/ third-party-app/bin/report tj 2
2o A9y

third-party-app ol 2] Al o] d ol g B =S A3 37] 9131 thirdpartyapp ©] 2= =2 A
H A AR S AP AFU

sudo = 9] IdM d] o] 5 1] o] 20| /opt/third-party-app/bin/report & &S F7}13 o).

33 - Sudo — Sudo FF o & o] 53t}

2 2% Agdd A Add S 22359 sudo B F71 A3t AAES 4Urh

/opt/third-party-app/bin/report =& 2 ¢} =& 3},
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Add sudo command

Sudo Command *

foptithird-party-app/binire pu}r‘tl

Description

* Required field

Add | | Add and Add Another || Add and Edit | | Cancel

Al sudo B FE-2 AHE-3te] Al sudo 1+ H S A FUH-

A4 - Sudo - Sudo & o 2 o]E ).

QEZ 4] A Add & 2

= = 1

sto] sudo 713 F71 di3 445 gyt

sudo 3 9] o] &< ¢ &t} run_third-party-app_report.

Add sudo rule

Rule name *

run_third-party-app_re pu}r‘tl

* Required field

Add

Add and Add Another

Add and Edit | | Cancel
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AR AL FHE| AL ] o A - F o] 3 9] A Ao A8 H =
rule "run_ third-party-app_report" ol 3} A4 z}= =2 g}

o,
o
>
o
o
c
n
D
=
7]
5
=>
(]
(7]
c
o
(]

iii.
Add users into sudo rule "run_ third-party-app_report” tj s} =} ol A

Available €9l idm_user 21 &3 A =3t & Prospective € = o] 534t}

Add users into sudo rule 'run_third-party-app_report’ b 4
Filter
Available Prospective
[  uUsers > (] Users
[J | admin | idmuser
<
External
Add || Cancel

s2E st aelol A o] FHe] st¢] AHo] 445w Add hostsE 2¢ el

sudo 73 "run_ third-party-app_report"” ti3} FA}o] S 2E F71E QU
iii.

Add hosts into sudo rule "run_ third-party-app_report" o3} 3=} 2] Available

4 9] idm.idm.example.com &<l g2 A€l 5} Prospective & 2 o] 53t}
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240

Add hosts into sudo rule 'run_third-party-app_report’ b 4
Filter
Available Prospective
[J  Hosts > (]  Hosts
[ | client2.idm.example.com [+  idmclientidm.example.com
£
External
Add || Cancel

W7 A Lol A AL e B Qe
2% #Y e WES AU,

ofr

191 A 4ol A gEm A4 A B

e

Sudo Allow Commands ( & 3]-8) 3} 9] 2] A4 Add allow sudo command
into sudo rule "run_ third-party-app_report"” i3} Z#= Hu}.

Add allow sudo commands into sudo rule "run_third-party-app_report"
dialog box in the Available column, check the /opt/ third-party-app/bin/report x| =
ul A~ = XMl slal Prospective 9 & o] 53 o}

Add allow sudo commands into sudo rule 'run_third-party-app_report’ X
io Command Filter
Avallable Prospective
[J  Sudo Commands > [ Sudo Commands
[ help &  Joptithird-party-app/bin
< freport
Add | | Cancel
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Add (71)Z £9 319 run_third-party-app_report 5 o] x| & Eo}z}.

Runas A}8-42 24 $hoh.

As whom A o)A A4 A18A 2 1§ 2r] @ WES A

RunAs Users 3} 9] A A4 Add = =] 3le] Add RunAs users into sudo rule
"run_third-app_report” i3} A4 xS gu}.

Add RunAs users into sudo rule "run_third-party-app_report"” o 3} 2=} ol A
External ’3=#}-9] thirdpartyapp 41 1] 2 A& ¢} = 332 Prospective € 2 o] 53}

Add RunAs users into sudo rule 'run_third-party-app_report' X

Filter available Users Filter

Available Prospective

(J | Users > (J  Users

admin
employee

helpdesk

0000

manager

External

thirdpartyapp

Add | Cancel

Add (71)= £9 319 run_third-party-app_report 5 o] x| & Eo}zt}.

A% 4o AN Age 2L,

12402 24350 YAF1.
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29 20.3. sudo & o] g Al H F K

Who

User category the rule applies to: O Anyone @ Specified Users and Groups

O @ Users External f Delete < Add
O | idm_user
[J  UserGroups W Delete < Add

Access this host

Host category the rule applies to: O AnyHost @& Specified Hosts and Groups

(J  Hosts External i Delete = Add

O | idmclientidm.example.com

(0 = Host Groups @ Delete 4 Add

Run Commands

Command category the rule applies to: O Any Command @ Specified Commands and Groups

Allow
[J  Sudo Allow Commands W Delete <+ Add
O | Jopt/third-party-app/bin/report
[  Sudo Allow Command Groups fiDelete < Add
Deny
[J = Sudo Deny Commands @ Delete <+Add
[]  Sudo Deny Command Groups i Delete =+ Add

As Whom

RunAs User category the rule applies to: O Anyone @ Specified Users and Groups

[J = RunAs Users External [ Delete < Add
O | thirdpartyapp True
[(J  Groups of RunAs Users i Delete <4+ Add

RunAs Group category the rule applies to: O Any Group (® Specified Groups

[0  RunAs Groups External W Delete 4 Add

51

| Mulol A Zetel A=z WA AL Astate @ ol 4 & A&t

o
ol
i)
)

—_

idmclient &~ E 9] idm_user Al 22 21203},
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207%. DM Zg}o] 2 E o] IDM A8-R}ol| Al SUDO 9 Al

Al sudo & & H| ZER o

idm_user Al F o] =3 3 4= 2= sudo 73S EA T

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user@idm.example.com on idmclient:

lvisiblepw, always_set_home, match_group_by_gid,
always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS
LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _ XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user@idm.example.com may run the following commands on idmclient:

(thirdpartyapp) /opt/third-party-app/bin/report

report ™ ¥ & thirdpartyapp A v 2= Al o 7 A3},

[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report

[sudo] password for idm_user@idm.example.com:
Executing report...
Report successful.

20.6. IDM Z 2}o] A E ol 4] SUDOe] tl gk GSSAPI Q15 &7 3}

2 AA}o| A= pam_sss_gss.so PAM 252 53) sudo 2 sudo -i @& o] gt IdM Z2lo]d E
gk Ak Bk A H| A o ZE|Alo] A Z= 7 QAE o] 2=(GSSAPI) Q15 2

o
TS =3 IdM A}&2= Kerberos E] A2 A} &31a] sudo B 9] 91=3F 4= <5}

A 27 A

IdM 5~ E0] &g 5= IdM AF&2Holl B3 sudo 732 A A5t o] dRldA =

idm_user_reboot sudo T3S A3t idm_user A4 o] idmclient 2~ E o] 4]
/usr/sbin/reboot ¥ H & AT F J= AT o P

o

/3 sl sl A gt o]

letc/sssd/sssd.conf 212! 7 PAM 3122 /etc/pam.d/ T] & E ] o 5] =4 512 A root ¥ §Hol
g9 3.
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A}
1.
/etc/sssd/sssd.conf 234 51U S Gt}
2.
[domain/ <domain_nameé&gt; ] A A o] o} &S F71 o
[domain/<domain_names]
pam_gssapi_services = sudo, sudo-i
3.
/etc/sssd/sssd.conf 319 & A &35l 251U
4,
SSSD A ¥] 22 Al Al Zste] 74 W7 AH}S 2=
I [root@idmclient ~]# systemctl restart sssd
5.
/etc/pam.d/sudo PAM 4] 52 ).
6.
2 IE2 /etc/pam.d/sudo FL oA auth A A 2] A A Jo 7 F713 .
#%PAM-1.0
auth sufficient pam_sss_gss.so
auth include system-auth
account include system-auth
password include system-auth
session include system-auth
7.
letc/pam.d/sudo S A Fsla F=FU).
8.
/etc/pam.d/sudo-i PAM 74 314 -& g4t}
o.

3 352 /etc/pam.d/sudo-i It o] 1= auth 2] A WA Po =2 F713 ).

#%PAM-1.0
auth sufficient pam_sss_gss.so
auth include sudo
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207%. IDM Zgo] A E 9] IDM AL-&-A}ol| Al SUDO A 2~ A3 R

account include sudo

password include sudo

session optional pam_keyinit.so force revoke
session include sudo

/etc/pam.d/sudo-i 322 A A3} S5}

idm_user Al o2 S 2Ed 212030}

[root@idm-client ~]# ssh -l idm_user@idm.example.com localhost
idm_user@idm.example.com's password:

idm_user AP o= gA o] FFHA=A 1.

[idmuser@idmclient ~]$ klist
Ticket cache: KCM:1366201107
Default principal: idm_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
01/08/2021 09:11:48 01/08/2021 19:11:48
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 01/15/2021 09:11:44

(%1€l A13})idm_user A A o ] 3 Kerberos A1 2 Z o] gl= 7% A Kerberos A2 =

B2 AASL Sk A4 FHe 2P

[idm_user@idmclient ~]$ kdestroy -A

[idm_user@idmclient ~]$ kinit idm_user@IDM.EXAMPLE.COM
Password for idm_user@idm.example.com:

oHs & A3 ek sudo & AFgako] A 2L AR YT

[idm_user@idmclient ~]$ sudo /usr/sbin/reboot

IdM §-o] 25 9] GSSAPI &5
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IdM <) UIE AH8-3te] IdM S 2}o] A E 9] IdM AF-&-ZHol Al sudo A A = A3k Hlof

CLIZ A}£3514] IdM Z&}o] 2 E o] IdM A}& A9l Al sudo A A 2 AL BojF ),

pam_sss_gss(8) =& 7o)X

sssd.conf (5) =22 7 o] %]

i)

20.7. IDM = 2}o] A E o] 4] SUDO9 tj 3k GSSAPI 215 &A131 1 A&

& A z}ol| A = pam_sss_gss.so PAM 2 &2 33l sudo 2 sudo -i '8 & ol gt IdM Z2}o]d E 9

Tl vk 3k qu] s o) E2 Aol A 23 QE 3 o] 2(GSSAPI) A% A 5ol thal At =
@ 2utE J=2 27919 AHSAHE Kerberos E1 A2 AFE-3ko] sl ol djal 215 g o,

A 27 A

[ ]

IdM S 2-E9j] & & 5= IdM AF& Aol g 3 sudo 73 S AA A5 o] dAldA =
idm_user_reboot sudo 3 & A A 31<] idm_user A A o] idmclient 2 E o] 4]
/usr/sbin/reboot ¥ H & AT F J= AT AP

[ ]
idmclient 3 ~E o] dj g 2vlE 7l= Q1FS FAAFUY
[ ]

letc/sssd/sssd.conf 212! 7 PAM 3122 /etc/pam.d/ T] & E ] ol 5] =4 512 A root A §Hol

g9
A=}t

/etc/sssd/sssd.conf 234 51U S Gt}
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20%.IDM E2to] A E 2] IDM AL-§-Aoll 7l SUDO A &= A Fro

[domain/ <domain_nameé&gt; ] A A o] oS &S F71 .

[domain/<domain_names]
pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:pkinit

/etc/sssd/sssd.conf 312 & x| &3} 241t

SSSD M M| 2% ThA] Al gtste] 74 WA Algre 2= g,

[root@idmclient ~]# systemctl restart sssd

/etc/pam.d/sudo PAM 4] 52 ).

o2 =2 /etc/pam.d/sudo FL oA auth A 2] A A Jo 7 F71g .

#%PAM-1.0

auth sufficient pam_sss_gss.so
auth include system-auth
account include system-auth
password include system-auth
session include system-auth

letc/pam.d/sudo S A Fsla F=5 ).

/etc/pam.d/sudo-i PAM 4 314 -& g4t}

3 352 /etc/pam.d/sudo-i It o] )= auth 2] A WA Po =2 F713).

#%PAM-1.0

auth sufficient pam_sss_gss.so

auth include sudo

account include sudo

password include sudo

session optional pam_keyinit.so force revoke
session include sudo
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10.

o
ol
L
)

—_

/etc/pam.d/sudo-i 322 2] A3} B4}

idm_user A1 o= S AEJ 2121313 AvtE =2 AEFF o).

[root@idmclient ~]# ssh -l idm_user@idm.example.com localhost
PIN for smart_card

zute 7he AHgA R EAY B0l 9EA FAg

[idm_user@idmclient ~]$ klist
Ticket cache: KEYRING:persistent:1358900015:krb_cache_TObtNMd
Default principal: idm_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
02/15/2021 16:29:48 02/16/2021 02:29:48
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 02/22/2021 16:29:44

idm_user Al g o] =3 & 4= = sudo 37 S AT

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idmuser on idmclient:

lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot

oHs & A3 ek sudo & AFgako] A 2L AR YT

I [idm_user@idmclient ~]$ sudo /usr/sbin/reboot
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207, IDM Zg}o] 2 E 9] IDM ALz}l 7] SUDO A A A3 B

PAM x| u] 2 2] GSSAPI Q152 Alo] 3= SSSD &4

IdM &-o] =5 9] GSSAPI &5

Kerberos 215 3% A]

IdM §§ UIE A3t IdM S 2ol A E 9] IdM A1-8-2Lol Al sudo A A= A g o
CLIE A5l IdM S2to] A E 9] IdM AL-8-Aol| Al sudo 4] = A 7S oyt
pam_sss_gss(8) =& 7o)X

sssd.conf (5) =22 7 o] %]

20.8. PAM 4 1] 2~ 2] GSSAPI 21352 A| o] 3= SSSD 34

letc/sssd/sssd.conf 74 alo] The 54 & A}-8-51e] SSSD AjH] = o] A] GSSAPI 44 & x4 3
4 Axvh

pam_gssapi_services
SSSDE A1-§-3 GSSAPI Q1Z2 7|25 02 v 2455 o] FUth o] AL AL§ 3ol
pam_sss_gs.s0 PAM 25 & A185lo] GSSAPI Q1 Z S A58 = Q= dEE TEE PAM A v 2
552 AQE 5 AFUT GSSAPI 152 PAF oz n@dstatad o] §4L - 2 AP
pam_gssapi_indicators_map
o] &4 IdM(Identity Management) =ul 2ol gt 2 & F Ut} o] §42 AHE3Heo] PAM o) 4] 2

BTG AH] 20 Ryt o] Q3 Kerberos 215 A X2 I gt 22 < PAM_services ;_
<required_authentication_indicator>_ 3 2] o] o] of gt}

A

kd
e

g3 24yt

$EeQ

ol)
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RADIUS ¢135-2] 7Z-¢- radius

PKINIT, ZrlE 71= &= Q154 152] PKINIT

pam_gssapi_check_upn

ol A BAssn /1R A OZ true = AP R o] F42 B33 SSSD A u] 20 A
42} o] 5-o] Kerberos A4 %%4 A x| 3| oF g ). false Q1 Z-¢- pam_sss_gs.so PAM 252 2
SFAHEEHALS 7HAE F dE REAHAE ASEUT

o A

& {48 AH4-3te] sudo 2 sudo-i ;q v 29 tj3| Kerberos 2153 A}-8-312H sudo AH-8-#71 &
314 432 AFH ook &t ALGA o] 52 Kerberos F=A| ¢t A A& of ). o] 23k A2 [pam] 4
Ao 7] W&ol BE =v 2l %%‘4‘3}

[pam]

pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:oitp
pam_gssapi_check_upn = true

ftlo
W
2
i
4
it
¥
i)
L
v}
v
o

o] 2 3 A& 78 [domain] A A ol A AA 3o [pam] A A 7k
AL 7 =) °1 o t}2 GSSAPI 24 & # &3t}

idm.example.com =1 Q12| 739

[ ]
sudo ¥ sudo -i A ¥] 29 3] GSSAPI 21=2 &4 315t}

sudo -i FFol tlsl YA ks AF AF AF A% AF AF AFel WagUrh
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20%. IDM Z&}o] ol E o] IDM A}& Aol A] SUDO A 2~ A3k Ha

AU X 5}= A8 A} o] 53 Kerberos =A] 4 &

ad.example.com =m|21¢] 3¢

[}
sudo 4] 2] thall A vk GSSAPI 215 <& 24 513t}

AR AR} o 3} Bk FAE & §3HA vhAIAl L.

[domain/idm.example.com]

pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:otp
pam_gssapi_check_upn = true

[domain/ad.example.com]
pam_gssapi_services = sudo
pam_gssapi_check_upn = false

Kerberos Q1= 3 A]

20.9. SUDO-g GSSAPI Q135 &4 sl 4

IdMoi] 4] Kerberos €] #1 & A}2-3}<] sudo A H] 2~
4 #AE A AT,

i
[}
ol\
o

% 5 Qe AP e Atel 08 AL stel 7

A 27 A

°
sudo A 8] 20 tis] GSSAPI Q1355 43U IdM 2 20| A = A sudo]] o g
GSSAPI 215 &4 3= Fxshi Al L.

letc/sssd/sssd.conf 212! 7 PAM 3122 /etc/pam.d/ T] & E 2] ol 5] =4 512 A root & §Hol
g a3

o3 2771 EA A Kerberos A H]| 20| A $2E o] F& 7|90 2 o] X E]lZ 9] O3 &
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ahe o]

filo
o
o

% JUth

sl g 5 ¢l

rl

I Server not found in Kerberos database

o] 71 /etc/krb5.conf Kerberos 24 11 o] [domain_realm] A Ao 2~ E o]
F7hg o

aff
tilo
)
)

[idm-user@idm-client ~]$ cat /etc/krb5.conf

[domain_realm]

.example.com = EXAMPLE.COM
example.com = EXAMPLE.COM
server.example.com = EXAMPLE.COM

o 2771 A =¥ Kerberos 217 57 o] gl
I No Kerberos credentials available

o] 7% kinit %92 €| S A1-§-5to] Kerberos 44 52 71431711} SSSDE AHg 5] <
Zguh.

[idm-user@idm-client ~]$ kinit idm-user@IDM.EXAMPLE.COM
Password for idm-user@idm.example.com:

I/var/log/sssd/sssd_pam.log =1 % 9] T}& 9 F 71 A=A Kerberos 72 Z o] dA|
21213 A} 7o) AL L7} o] 23 A X 51K &1t}

User with UPN [<UPN>] was not found.

UPN [<UPN>] does not match target user [<usernames].

o] ¢ SSSDE= A1831o] 21EA =X 3¢l 3l AL} /etc/sssd/sssd.conf 1} of] A
pam_gssapi_check_upn {4 ¥ @435 18342 L.

[idm-user@idm-client ~]$ cat /etc/sssd/sssd.conf

pam_gssapi_check_upn = false

F71 A sl2S 98l pam_ssss_gss.so PAM 2 59 U3 tu| 7 &3 & A 3518 5= 2
Yo

o)y
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20%.IDM E2to] A E 2] IDM AL-§-Aoll 7l SUDO A &= A Fro

/etc/pam.d/ sudo 2 /etc/pam.d/s udo -i¢} 7+o] PAM 3} o] 2 = pam_sss_¢gs_gs.

so 35 £l debug 34 S F7HgH o

[root@idm-client ~]# cat /etc/pam.d/sudo
#%PAM-1.0

auth sufficient pam_sss_gss.so debug
auth include system-auth

account include system-auth
password include system-auth

session include system-auth

[root@idm-client ~]# cat /etc/pam.d/sudo-i
#%PAM-1.0

auth sufficient pam_sss_gss.so debug
auth include sudo

account include sudo

password include sudo

session optional pam_keyinit.so force revoke
session include sudo

pam_sss_gss.s0 R E = A5 S A E5tal E& 28 S AEFUL o] oA = ALE
2ol A Kerberos 247 = o] 15U th.

[idm-user@idm-client ~]$ sudo Is -l /etc/sssd/sssd.conf
pam_sss_gss: Initializing GSSAPI authentication with SSSD
pam_sss_gss: Switching euid from 0 to 1366201107

pam_sss_gss: Trying to establish security context

pam_sss_gss: SSSD User name: idm-user@idm.example.com
pam_sss_gss: User domain: idm.example.com

pam_sss_gss: User principal:

pam_sss_gss: Target name: host@idm.example.com

pam_sss_gss: Using ccache: KCM:

pam_sss_gss: Acquiring credentials, principal name will be derived
pam_sss_gss: Unable to read credentials from [KCM:] [maj:0xd0000,
min:0x96c¢73ac3]

pam_sss_gss: GSSAPI: Unspecified GSS failure. Minor code may provide more
information

pam_sss_gss: GSSAPI: No credentials cache found

pam_sss_gss: Switching euid from 1366200907 to 0

pam_sss_gss: System error [5]: Input/output error

20.10. ANSIBLE Zd| o] &5-& A1-8-3}¢o] IDM Z2}e] 2 E o] IDM A-&-A}ol] o gk SUDO 4 Al 2 A3t 821

IdM(Identity Management)oll 4] = 53 & o] d] g sudo AA| 2 A gto] 54 IdM S 2= E 9] IdM A&

A AR RelH e & & YFUTh
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idm_user_reboot 2}+= sudo 1t o] A=A 215t H o] A5 S5} 132 idm_user 9
idmclient A] €] 9] A] /usr/sbin/reboot &H 2 A 4 9= IS Ko},

A 27 A

[}

Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}
[}

IdM #2]2 s & 43 dFHH
[}

AR s & A sk IdMoY 4] idm_user AH&-2} Al o] A=A ERlsta AR F=S 8
Xﬂﬁl{;‘%‘:}- B= AEH o] 25 AHE-Sto] A 1AM AHE-AHE F7 sk W ol ol gk A4 3 -
2 BEE S *}%3}&1 AHEAL F7HE FESHA Al L.

[}

AR s & A sk IdMol 4] idm_user AH&-2} A1 °l A=A Gt A F=S 8
Xﬂfi‘l%‘%‘:}- B= AEH o] 25 AHE-Sto A 1AM AH8-AHE F7Fshe W ol ol gk A4 3 &
2 BEE S *}%3}04 AHEAL F7HE xRS Al L.

[}

AR s & A5k IdMol 4] idm_user AH&-=2} A1 °l A=A Gt A F=S 8
Xﬂﬂﬁ‘%‘:}- B= AEH o] 25 AHE-Sto] A 1AM A8 AHE F7Fshe W ol ol gk A4 3 &
2 BEE S *}%3}&1 AHEAL F7HE RS Al L.

[}

idmclient o] 22 idm_user Al A o] §l& Y th. idm_user AF8-#+= idmclient 2]

letc/passwd 2} o] UE = A] eiEF )
A%}
1.

ol & 2] 5} (o : inventory.file )2 A 4 3l 3L ipaservers = A o] g}

[ipaservers]

server.idm.example.com

2.

st o]/32] sudo ¥ %S F7H

sudo =3 & 9] IdM d] o] E] 1)) o] 2] /usr/sbin/reboot 3 & o] 21 =X 3¢l 5= ensure-
reboot-sudocmd-is-present.yml Ansible =#) o] 22 A A}, o] GA S Td4=35}3}7]
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207, IDM Zg}o] 2 E 9] IDM ALz}l 7] SUDO A A A3 B

93l /usr/share/doc/ansible-freeipa/playbooks/sudocmd/ensure-sudocmd-is-
present.yml st o A oA & EAlsL 8T 5 dFU

- name: Playbook to manage sudo command

hosts: ipaserver
become: true

tasks:
# Ensure sudo command is present
- ipasudocmd:
ipaadmin_password: MySecret123
name: /usr/sbin/reboot
state: present

o012 43

o
o

Ut}

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-reboot-sudocmd-is-present.yml

42 =3 sudo 13- 44 FU

sudo ¥ & 3J2S A1-8-3lo sudo 37 o] Y =4 3¢l 3= ensure-sudorule-for-
idmuser-idmclient-is-present.yml Ansible =] o] 32 w51t} sudo 73 & AL&-351H

idm_user 7} idmclient A]| 2"l & A 1G5 A H5U ) o] A S G£31617] 9
3] /usr/share/doc/ansible-freeipa/playbooks/sudorule/ensure-sudorule-is-present.yml
Aol A oA BAre £ S 5 AF T

- name: Tests

hosts: ipaserver
become: true

tasks:
# Ensure a sudorule is present granting idm_user the permission to run

/usr/sbin/reboot on idmclient

- ipasudorule:
ipaadmin_password: MySecret123
name: idm_user_reboot
description: A test sudo rule.
allow_sudocmd: /usr/sbin/reboot
host: idmclient.idm.example.com
user: idm_user
state: present

o 5S 43

o
2

Y.
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$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-sudorule-for-idmuser-on-idmclient-is-
present.yml

ol}l

A

idm_user 7} sudo = A}-£3}o] idmclient 2 A& 5= A
+ sudo 3 -& idmclient 9| A €] 2 E 54 A] Q.. A 1] ol A] uﬂ?g,l
EA= 44  dsU

#| 32l3te] IdM AW el YE=x] 82l st
Hgo] ZEolJE ] H &= &

r rlr

idmclient o] idm_user 2 212135}

sudo £ AH&-sto] Al 28-S ARG Ut WA A 7} A HH idm_user 9] 43
t}.

i
s
)
i)
L

$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

sudo 7} &ul= A T4 A$ A 28e] AR P

/usr/share/doc/ansible-freeipa/ ] 2 €] 2] ol 5] README-sudocmdgroup.md, README-
sudorule.md 7} & FZ 314 A Q.
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3to] IDMel| 5.22E 719k 4] 2 A o] T2 o] YA e

217 ANSIBLE =g o] &2 A&
9l

217. ANSIBLE Z ¢ 0] 22 AL-g-3te] IDMol]| &2 E 7]k 92 2 Ao} F5 o] Y&A]

o] #Zoll A+ IdM(Identity Management) S 2 E 7]ut A A2 A A 3} Ansible & A}8-31o] A o) 5l= vt

¥e A9 g
SR o A E AEs YU

=

Ansible2 A|2¥] A, AZEYo]l X D 27 Yulo]EE
IdM(Identity Management) Al o] 3 }.

21.1. IDMe] 32 E 7]ut A 2 =] o] 3

| FEE /I A2 Ao (HBAC) 73 £ A1) o] Al s A28 AL slol Soue
E o] AAAT 5 Qe AR A B AR 1R S Qo A AW 222 HBAC #32 A

o}oq Oe B2EE 94T 5 Axu

AIL EA AL A} 220 v 2 A3}

T2l A A A" T3 AA A

#

&

Y

o

3111

[ ]
54 Ayl Ant =l o] A| ¥ o] AA L6 H AHEE F A ES

2 E AMg ALl He) RE S2Ed] T

7| 2A o2 IdM2 JA IdM =1 9] & AH A 25 F3
@ g AA 22 v allow_all o2 712 HBAC #3802 749t

71 allow_all 132 753 HBAC 173 AlEZ giA| 5l T} E SAE9 O A =E vjA A4S
T IdFUY. L I 7HAstE A X Ao FE9 5 HBAC 13 S /H ALgAL S 2E =
283 5 JFyh

Au 2 QA AA g2} 2F, S2E OF £E A6 X a9
21.2. ANSIBLE Z 3| o] 32 A}-&3lo] IDMe]]| HBAC 3 o] JEA] &<l

3] IdM(Identity Management)o] 2 E 7] 8k o) A 2 ]| o]

1

o] A A oA = Ansible =3 o] 22 A&
(HBAC) 7 F o] A=A st S A9 gy
AHA @ AL

[ ]
ansible-freeipa = 7] x| &= Ansible A E 2 ] A xgt}.
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IdM 2] 7} 5.2 %3 AU,

HBAC 20 Al88 A4 @ A&7 282 IdMo] 51tk 244 & Ul &2 Ansible 22
ol =g AL-3he] Ag A A4 Bel 2 Ansible 20|52 AL&-3ke] IdM 28 2 5 W17} 9
=4 Selgch

HBAC i+ 2 A&s 32 W 3 AE 1F9] IdM] 95Ut AA S U2 Ansible =3

=

ol%-& ALgsle] 2= we] 3 Ansible Edo] %2 Abg o] S2E 2FS R FYA L.

A}
1.

el £2] 1}l (): inventory.file )& A A 3}l ipaserver = o] 1} o A o]},

[ipaserver]

server.idm.example.com

2.

3ol 32l = HBAC A A & A 9] 51+= Ansible o] 5 314 & AT o] A E @3}
sl7] 93l /usr/share/doc/ansible-freeipa/playbooks/hbacrule/ensure-hbacrule-allhosts-
present.yml st ol A o] A1 & B Atz A F AHUh

- name: Playbook to handle hbacrules

hosts: ipaserver
become: true
tasks:
# Ensure idm_user can access client.idm.example.com via the sshd service
- ipahbacrule:
ipaadmin_password: MySecret123
name: login
user: idm_user
host: client.idm.example.com
hbacsvc:
- sshd
state: present
3.

SHol5S A3

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file

path_to_playbooks_directory/ensure-new-hbacrule-present.yml

s 2
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217, ANSIBLE =g o] B2 A}2-3519] IDM9]]| 32 E 7]ult A A X A o] 72 o] JE=x4] 3o

Be)4 Aoz [dM g Uld 22913t}

2.

AA - $2E 74t WA 2 A o] -~ HBAC H|2E 2 o] 5§}
3.

who =9 A idm_userE A= g o).
4,

ol A 2 € o] A client.idm.example.com & A€ 3t}
5.

Via 48] 2 =) o] 4| sshd S A&}
6.

3 Holl A 2221 & A3
7.

Run test (] 2E 2 3)) =] 4 Run test( H|ZE A3 ) v]ES Zgt}. ACCESS
GRANTED7} £ A5 HBAC #& o] AAFZ A o= L& ).

/usr/share/doc/ansible-freeipa t] 2 &] 2] ¢l README-hbacsvcgroup.md, README-
hbacrule.md 3} & FZ314 A 2.

/usr/share/doc/ansible-freeipa/playbooks t] @ €l 2] o] 31 ¢ tdE g Y= S o8BS I
ZsH A L.
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2273 IDMe] 44 =9 ne

o] &ol A= IdM(Identity Management)<] 22 54 =& disll A4 Pt b2 FAE 2MFY
o}
[ ]
A4 59 meol Addun
[ ]
A4 59w AEE I A Jun
[ ]
Bk g A2 A o] ol wa IdM A A8 F A= Ed F30 A 59 2
[ ]
2HAL 7o 2 IdMOl A AFS R F Y= OFT 73 A 59 2
[ ]
A 9 mg Avlold e A,
[ ]
ldMol A 247 57 222 el she 712 989U
[ ]
IdMol| A A4 T 253 AH8-3H7] 9la AFd 8 7 AHQl KRA(Z] 5+ 7138) A A].

A T8 Bad 8% ZE HoHE & XA s A4 stE = IdM(Identity Management)
ALEAOAl 83 715 AUt o] AN = OFd 32 A4 % Ea3 S5 27 ALl w2}
Mg of st A4 58 25 dis A8y

2 A, AN, T4 L BTt o DL B AX(dM)Y U th ke ek
2 A% A4 FY)olu] ARE A4 = AHE TFW AN2T 5 AFY

pins
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227 IDMe] R4 S5 &

7021 SSH 7]

A7 5 B8 45 ReAG MR £ Y&Th 4T Bl A% vhIAE 4 FY mee Aut

Moz AgATL A 57 BEol A Aug A2 AT AA 23] 8l shtel 1w dsE A
Aatz 71oslok Gtk 2t A AL NE A4 39 R oS AYAES AP S A5 BE
A7 59 Bee A8AT AA 59 B ool 4B Aol AA 28] el FEE 4T Bast gl

Ut

a1

IdMe] A7 27 =g o3 1] IdM 2 Auj 2o A28 5 Y AZF A4 FHL

Agae AU

[}

A7 58 Ree Ad 5 B 2049 42 $9 g ARAT A Y 2 we2
Aelshe (M ALEAFEE Al 28 5 AFUTh EF 1AM B AE 7 59 2gol] AN 5
gl4uth

[}

AgAGNA AA 2 2 AT 5 Ak 2L Ado] R A5 M B A= A4 =

W Eee AL AEAE A 4R 4HT 5 AFUTh
[}

AFgA 2 A 2t M v Qo] 558 2 E A 2ol 44 5% 2gol 449 A=

oAl 28 4 5Tk
[}

bl 474 29 mgol = shibe] A= (ol: shte] ) EHS F A&k e o

A AAE 9hE, 19 EE AFA 9 2L o] A TS TS 5 AT

a1

Vault:= IdM 1 UI7} opd I1dM CLI("d 38 =)l A 9+ 18- & A FU -

22.2. VAULT 2§}, Wlw] 2 22zt
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IdM(ldentity Management)2 o33 742 vault A2 3 S +

Vault 2=

A 29 wgdE o el A47

% o] glojo} Futh. 7}

Vault 9 v
A7 5% Eo W= & AR e AH| 2 A A S AR 58 B0l QAT = A=
A&} = A AU
Vault #2] =}
A4 FTE 2 &

ERE A 5 Eeol U@ FAS A

Vault 28 A= 2 &
de +9 + dxych

o4 2 symmetric A4
< A& Vault 793

°
)
ol
ol

A7 Z9 28 Az A= Vault #2]#F Adto] 9= 2E AL AU IdMe] 9 & 7] ul A 2~
of A& 4 = Ad 2FYY

A 61(RBAC) Zie) 2 E o] 4 Aghe ofat

Vault A& %}
vault A}-8-2= A4 5% 250l = A oy 7t = AH-AS YEFd Y . ipa vault-show ¢+

o 574 Wl 220 Vault AL A A7k EAH U,

2

$ ipa vault-show my_vault
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Vault name: my_vault
Type: standard
Owner users: user
Vault user: user

A Z29 2 Aoy 2 AL A} A =9 129 g3t ZFA S Y £&L Vault containers 2 Z
o

AHA T8 Baoll @ AA R U 82 3, Wl B symmetric 24 T BaS FESHAIA

22.3. &, 0913 2 SYMMETRIC R34 4 » &

M-S 129 9 o)A = A o] ol me} IdMe] B G2 47 29 B e Ry
EF A 58 e
Vault 2-fixboh A4 53w WUl G 18 Ag S Qe ARG ukshy 4

MY
filo
f
o
i)
)
2
(]

A7 Z9 2o wote Uy 712 wagych Vault 2445t s A=
T QAW AA 39 2 FE S Ao} G

A7 54 222 WS symmetric 7|2 X3 HY 1:} secrets in the vault are protected with
an symmetrlc key A2 A= 27l 71 S AR5 J\]EL L B #3531 Q1 71 S AR S AASHh o).
Vault @8] = A|z8l9k R A3 £ AR A28 =3 2 /x°;<}‘~ AFRALS uAsy A = YS
Yt

22.4. ALg A}, A2 D FH AH FH 2L

M2 2582 /N0 2 A7 33 a2 ole 4302 BRI okd Eol & 72 79, 244
ERER R EETE SRR SIS

X 221.28AL 7o 2 = 1dM A E 29 2.2
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%3 A4 2574
AR AR A A 0
AzYe  me

o

=4

AUz o ze A A4H Y B
AzYR  me

KX

=4

FHAD G SRR ANz A
FH RS MIAH=A4E3E 44
o
=

22.5. VAULT ZHl o]

A7 %9
oA A2 5t

23 Aol
=71
T

¥ 222.1dM9) 712 A7 9 7& Adoly]
3 v

A8} 8 o]

¥ 2= e o] Ajw28] 79l A o]

o] Abg A 9 A H] 2
g Aoy

M2 ALg 4 = Al o] 2w A Ad F9 mgol 44E Wl 2 A A E

AFEAe) 79 A o]

+51

n D

IdM 2] 27} 81§ 5He 7 9 AHg A e
shi ol ge] Abg A AH 1 B n
F8 5 Ak

1AM %] 471 51 g3k 25 = E A )

&2 BT S AFU

S A IdM 2] 27} 3] & 8t= A9 AFg A} 2
e A} A H] o] A oM o] /2 A}%X} A4 F

o
B A 5 28 o909

~1 O

W 2gol o A A o

Holde= A4 9 289 Ad MYt} of %o = IdM(Identity Management)
AR 5% 25 A olyvrt YdHo] dsyTh

of ] ALg A} E A H] 204
e A

Jo
e
+
%2,
rr
_|>i
i)
o|N
ol

= Au) 2ol thal

AHgAE R A H 2 AR ol & A5 02 A FUTH AL AL EE A 27} AR H E IdMe Aol B

g Ze=S A A g o,

226. 712 IDM A4 59 23 39

o] Al o A = IdM(Identity Management) z} 4
gxo) Aol £

disl A9 g o ol ol &
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a1

ipa vault-* 9% 3 23 s17] Aol IdM =H| Q12| An] F o]-L]- ol el 7] B 71
(KRA) 54 Al 2" 4 245 AAFYth AA T W82 ldMell 7] 5 7] A3 =
FxAA L.

9% 3

IPA-S2 27 $% 1dMAA ST 23 R4S A4 5% 2533 ddMd 4us A
X

ipa vault-add --help, =4 ipa vault-* 4 3 o] --help A& 718w &4 2 sl G W H o AL& 7153

ipa vault-find --help AA g Eg o] TAIFH Y T

N
E

ipa vault-show Ro LYo A =W 1S oA 28 2}

A S R HHE Y S 2
user_vault --user A S Bg AFAE XA ok Yt vault &AFAE XA 5HA] o™ [ dMo Al =}
idm_user A5 EEs A XS dEsy

[admin@server ~]$ ipa vault-show user_vault
ipa: ERROR: user_vault: vault not found

IPA vault-show T A S ol QA= ) AA st e A S ol 3f A 5
shared_vault -- meolx] A Aol gt 2= Lo [dM|A A 2 Re S 3 5 girhal
shared aH Ut}

[admin@server ~]$ ipa vault-show shared_vault
ipa: ERROR: shared_vault: vault not found

22.7. IDMo)| 7] B3 712 A %]

o] A A A= EA IdM A v o] x] KRA(Key recovery Authority) +4 & A2 A x| 3lo] IdM(Identity
Management)ol| x| A4 5% 23S A st S A9y

A 27 A

IdM 2 ¥ o] root & 212150 A HFYT

IdM 215 73] IdM A v o] A= o] glFUn.
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Directory Manager A2 %4 o] J&4Yt}.

KRAES 2xg4t.

I # ipa-kra-install

266

ZEARN BB IdM 238 22 A WA KRA%’S A&+ AFY T :LFHL}-H}
KRAsE d X321 54 € EA £ KRA EA S X 37] Aol AF HAEZS A
2 A3 Ut 2d g2 94 4R Eﬂlﬂ° Al 4 & dFY

A7 59 w e AUI2E AHSST GH A o2 ALg ek H T /o] 1dM A vl o) KRAZ
AAFUT. oF 2l Ae) KRA AW E 5 sl ol dlolel &20] WAsA eriieh.


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/demoting-or-promoting-hidden-replicas_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/planning_identity_management/planning-the-replica-topology_planning-identity-management#the-hidden-replica-mode_planning-the-replica-topology

2373. ANSIBLES A-8-51o] IDM A§ A A7 57 =g #hel: Bt 4% 2 714

i

o] oM Ansible 42 Z% Bg BES AHgato] ID Bl A AHSA 44 F9 B & wel S
WS AW P 53] AL A7t Ansible Edo] %2 ALg stel The Al 7HA A% AL FaAshE
W2 A9 g

[ ]

Mol 4] 2187 2}

i)
ol\
)
o
dlo
o
o
oX
d
L
fu)

A7 %7 mgol A AgEch

A AE F o] B2 1dM Zetel Aol A A gstn A e 4 AxyTh

A 27 A

[ ]
7] B3 713(KRA) Q154 A2 A @ 271 IdM = <1 2] A H] F kit o] Aol A 2] 5 o]
AU ZHA @ &2 [dMol| 7] B 7] A= FEsH A L.

23.1. ANSIBLES A}-8-3lo] IDMol] 3 AF8-AF 214 57 25 321

o] A A o 4] = IdM(Identity Management) A}-£ 2} 71 Ansible =#) o] 8-& A}-8-35}o] s} o] 4F<] 721
A7 8B5S AHSste] T8 AR E A ARst= WH S HoFU. ot A&l A8
o] A idm_user AH8-A}= my_vault 2h= EF 39 244 598 EaS AP US 2 A T8 e
8-S AH8std vl A 23 o idm_user 7} A5 D 27} flFU . idm_user = AHEA7 =1
A3 ZEIdM S}l EdA LS AN S = Jd5HT

A 27 A
[}
Ao HAE A
o}

]_

rlr

ofr

% 2E2l Ansible A E = 2] 9] ansible-freeipa 3| 7] xS A X3 &HY

idm_user 9] 435 =

2

2 Ytk

A
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268

/usr/share/doc/ansible-freeipa/playbooks/vault ¢} 2 &£ 2] 2 o] 53 ).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

Nl

=

Wl £ 92 A (4 inventory.file ):

I $ touch inventory.file

inventory.file & &3 [ipaserver] A Ao 44 & IdM A # S & 9]

server.idm.example.com & Al 35l = = Ansibled] X A]3l# A 1S

server.idm.example.com

I [ipaserver]

ensure-standard-vault-is-present.yml Ansible =3 o] & 5}¢] o] A}2-2 1l

o] B3 By

FU. o

=
=

et

I $ cp ensure-standard-vault-is-present.yml ensure-standard-vault-is-present-copy.yml

r’l

3

e

ipavault 24¢] A 8o] A the W52 AP ste] A2 =4 Fuch

ipaadmin_principal 142 idm_user = A& 3}

ipaadmin_password 4= idm_user 9] ¢35 2 A4 ).

A1eA M52 idm_user = A& 3}

name ¥2 my_vault 2 A4 g},

vault_type i+E5 3%F o5 474

g

Ut

I 91 =5 ensure-standard-vault-is-present-copy.yml 3¢ & ).



2374 ANSIBLES A}§-5to] IDM AFg A 442 27 g ¥el: Mot 44 9 74

o] &A ool dal] -3 Ansible =8 o] & 32 Yt}

- nhame: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:

- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
vault_type: standard

7.
$9¢ AgEch
8.
Eeol%g APk,

I $ ansible-playbook -v -i inventory.file ensure-standard-vault-is-present-copy.yml
23.2. ANSIBLE S A}-8-3lo] IDM9] X AF8-AF A4 5 250l Bt B3

o] A M)A IdM(Identity Management) A}-&2}7} Ansible Zd) o] &2 A}-&-3lo] 712 x4 94 =
= T BRE AFst= WS BoFUTh AHEE oA <l A idm_user AF-&-2H= my_vault 2=
A7 S8 250l password.txt 2t= W13 G R e HA S obFto| Byt

A 27 A

[}
Az}l GA = AP st= T 2E2l Ansible A E £ 2]9] ansible-freeipa ¥ 714 & A XA &4
c}.
[}
idm_user 9] ¢35 = &3 54U}
[}
idm_user = & Aol 714 my_vault 9] @] AF&2 o
[}

password.txt.txtol] A 2 4= A H 1 th my _vault o] ofFle] B& A 33194t}
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A%

/usr/share/doc/ansible-freeipa/playbooks/vault o] 2 &£ 2] 2 o] 53 ).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

g 9oL 9 TAFHE IdM 1~1 H] 7} [ipaserver] A X o] UL o] Q=X &2l
Eo], server.idm.example.com & 4 3= = Ansibled] A A58 W &2 48 FY

-

&0

L

[ipaserver]
server.idm.example.com

data-archive-in-symmetric-vault.yml Ansible = o] &5 2} o] AH2-S THEXA| v
"symmetric"2 "standard"= vlEF U} o & So] &3 &Y.

I $ cp data-archive-in-symmetric-vault.yml data-archive-in-standard-vault-copy.yml

3 4+ A== data-archive-in-standard-vault-copy.yml 34 -& g1 t}.

e

r’l

ipavault 2] A A A g5 M-S 25t LS =43

[}

ipaadmin_principal 142 idm_user = A& 3}
[}

ipaadmin_password ¥ 4= idm_user 9] ¢35 2 AA ).
[}

AHgA HSE idm_user 2 A4 g}
[}

name W4 S my_vault = A3 ).
[}

iINWHTE FQ833 AR YE Ao AR A== AR
[}

action 45 member = A4 g},
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2374 ANSIBLES A}§-5to] IDM AFg A 442 27 g ¥el: Mot 44 9 74

ol @A) o dal 53 € Ansible Zd o] & 3 ).

- nhame: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
in: /usr/share/doc/ansible-freeipa/playbooks/vault/password.txt
action: member

6.
e A g
7.
o) ne QA

I $ ansible-playbook -v -i inventory.file data-archive-in-standard-vault-copy.ymi
23.3. ANSIBLES A} 235l IDM9] X3 A8 2 A2 29 RS oA A|=Z8 A

o] A A o A = IdM(Identity Management) X182} 71 Ansible Zd) o] 82 A}-8-3}o] AL&#} 712 A4
S HAA Al AR A= WE S BAFUT ofel] Axlol ALg-H o ol A] idm_user AL-8-A}=
my_vault gl= ZF F3 9 A4 S5 2394 host01 o]2}= IdM 2ol A E 9 gt F 9.3 dlo]E 7}
RAE FAL AU idm_user = Lol AA 2T o A5 Dyt sy idm_user =
Ansibleg A}-8-3} Ansibleco] A X9 IdM S &lo| A E oA nAS A = Q&)

A 27 A

[ ]
Ansible Z1 E £ 2] 9] ansible-freeipa 71X & A XA HFUT. T2 A 22 A ZE AP st=
S2EQU
[ ]
idm_user 9] ¢35 = &3 J5Yh
[ ]

idm_user = my_vault 9] 2§21}
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[ ]
idm_user = my_vault ol A]Z31& A FA5F5U ).
[ ]
Ansible2 A 2R A HE= IdM T2 E 9] tdE P & & 5
[ ]
idm_user = A1 AR S AT IdM 3 2E 9| fa g oA S 5 dFYTh
A
1.
/usr/share/doc/ansible-freeipa/playbooks/vault t] 2 &£ 2] 2 o] 53 ).
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
2.
AMED IS A3, AIRAL AN = IdM Seto| A E et FasiA g ol g A4 A
AF3FUTh o] & S, Ansibleo] A] 2812 host01.idm.example.com o] A M5l = E | A 51
W oee 49 g
[ipahost]
host01.idm.example.com
3.
retrive-data-symmetric-vault.yml Ansible =g o] & 5}l o] A}22 wk5 1},
"symmetric"2 "standard"= vlEF Ut} o S So] 433 ZHUh
I $ cp retrive-data-symmetric-vault.yml retrieve-data-standard-vault.yml-copy.yml
4.
H R 35171 913 retrieve-data-standard-vault.yml-copy.yml 319 & g 4t}.
5.
hosts ¥14-= ipahost & 2 A 3l A& A g}
6.

ipavault 24¢] 4|8 o] A the WSS Y ste] A2 =gk

ipaadmin_principal 142 idm_user = A A 3}

ipaadmin_password 4= idm_user 9] ¢35 A4 ).
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237%. ANSIBLEZ A}-8-3to] IDM A2 247 S B5 B2 Bt A%

e

AA
=4

A1eA M52 idm_user = A& 3}

name W52 my vault = A4 3.

AR HRE Ao AA HER ofx AFE HA

o

U,

state 1 5-Z retrieved = A A 3t}

ol @A o dal 539 Ansible Z g o] & A ).

- nhame: Tests
hosts: ipahost
become: true
gather_facts: false

tasks:

- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
out: /tmp/password_exported.txt
state: retrieved

)

39 o]
ds AR

9

U,

il
o

Ut

ol 52 243

I $ ansible-playbook -v -i inventory.file retrieve-data-standard-vault.yml-copy.ymi

4

ol\

Al

1.
SSH to host01 as user01:

I $ ssh user01@host01.idm.example.com
Ansible Zg|o] & 5o A out Wl A A AT 91U S el
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I $ vim /tmp/password_exported.txt

ol Al WRW AL B 5 A&k

AnsibleS A}8-3l] IdM =14 54 25 9 AF8-AF Bk 2] 9 Eg o5 WSl Yl ZA
3 ] 8-& /usr/share/doc/ansible-freeipa/ t] &l g 2] 9| /] A}& 7153+ README-vault.md v}=
712 7} /usr/share/doc/ansible-freeipa/playbooks/vault/ Tl @ g 2] o] IJ+= A= Zgo| &S F
Z3H Al L.
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247 ANSIBLES A1£-319] IDM AMH| A 214 5 2.5 A Bt A3

EV
1

2473, ANSIBLE2 A-8-31e] IDM Aul 2 347 57 =g #hel: Bt 43 2 714

i

ol A A= &AL ansible-freeipa vault 555 AM8-sto] Au] 2= M-S T4 AF4 A <t
AsA Adste B Holgyo

AN A AL HE A4 F e & symmetrico] ], o] £ o] £ A1g-817] 913l Fel A7} he @A S
Sahaof 32 ol g

openss| § 92l E| 9} 7o) & ALg3lel A2 712 A4 T

A A7 A 29 289 olFto]l B e o] A A A AL ZA 72 5P o]F =gl E
A AN 2" A TAEEE AU A A2AEALE JQ 7] 2 ALL-5le] A2 LS A ). /‘1“]" 3 e
At B gto] AA 28 4= JdFUT

neto] 249 A¢ Ae A AN A A4 59 oA oS RAD O £4HA L A Au s
Axezo] B WS 5 5T

A 27 A

[}
7] B 7]13(KRA) Q154 A28 A @ 471 IdM =4 ¢l o] A8 F 31} o] Atol] A X 5 o]
AFUh AA g &2 IdMe]| 7] 5+ 7] A X & Fxe4H A L.
ol Ao & A7 g
[}
Ansibleg X}-& 3} IdMol] symmetric A/ 8] R4 54 2 80| A=A 39l
[}
AnsibleS A}-8-3lo] symmetric 217 57 25 IdM A v] 2= A1 =23 A%
[}

AnsibleS A}-g-3}lo] IdM A 8] 2 2] Au] 2 A|=38 ZAA
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Ansible2 AHg-3te] &4 35 1AM A H 2 42 39 58 A2 87

AAe] B4

[ ]
A = Av = G5 E A sk A AY UG
[ ]
private-key-to-externally-signed-certificate.pem-2 x| v] = 1 ¢to] E3Hd 512 U th(o] 7
T 5 A A AFA o g A<l 7]). o] AN 71 & AA T8 B34 A RS AN sk
AHE-E = 719 719 5 31A] w4 A L.
[ ]
secret_vault = AH] = BHS A F3517] 8] A E A4 T8 259U
[ ]
HTTP/webserveri.idm.example.com & 7 &4 2&9] A-FA12l Au] 2t}
[ ]
HTTP/webserver2.idm.example.com 2 HTTP/webserver3.idm.example.com & x}7 &
¥ EE W AH Ay
[ ]
service-public.pem & password_vault o] A/ Z 9 ¢35 = A3 3}stE H AFEHE A=
370 7194t
[ ]

service-private.pem 2 secret_vault o] A1 Z 8 43 = sl 55t o AL HE Av 2 72 7]

A,

24.1. ANSIBLE S A}-8-3}¢] IDM9] SYMMETRIC AMu] 2 A 5 28] JJ=A

g

-I (0

o] Al A o A = IdM(Identity Management) 2]z} 7} Ansible =3 o] 3-8 A8} s} o] 2] 721
A T RS AHEete] 9 AR E A A AR st HH S RoFU . of A ALE-EH =
o ol X &= & A7} secret_vault 2= symmetric A4 598 282 AA{UL o2 A &H A4 F1
BE5oA Al ARS A H X4 S8 2o @7 71 & AHS-Ste] Q1SSElor @Yt A S =
+ 9= ZE IdM ZolAEoA] LS AT 5 AdF Y

A 87 A

[}
Ansible Z1 E £ 2] 9 ansible-freeipa 71X & A XA HFUT T2 A 22 A ZE AP 5=
S2EQYr)

276


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

247, ANSIBLES A18-3l9] IDM AMH]| A R4 57 25 A B A3 2

AA

N = |

[}
IdM 2214 k52 23 Y&
1.
/usr/share/doc/ansible-freeipa/playbooks/vault o] 2 &£ 2] 2 o] 53 ).
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
2.
A 2= Q12" 29 F7) 715 7HAJ YUt ol & 0] openss| {22 €& A&
a.
service-private.pem 7} 21 7] & A A}
$ openssl genrsa -out service-private.pem 2048
Generating RSA private key, 2048 bit long modulus
A+t
........................................... +++
e is 65537 (0x10001)
b.
MeQl 7] = 7]uro =2 service-public.pem 7] 7] = A A g}
$ openssl rsa -in service-private.pem -out service-public.pem -pubout
writing RSA key
3.
A€} 213} inventory.fileo] gl= 3¢ QM Ee] LS A} h(ol: inventory.file ).
I $ touch inventory.file
4,
AW Ez] 9US A3 [ipaserver] Al AoA A IAM AW E FogUh dl & 9],
server.idm.example.com & 74 35} == Ansiblecl] x| A]5l2H o3& J= ).
[ipaserver]
server.idm.example.com
5.

ensure-asymmetric-vault-is-present.yml Ansible =# o] & 3% o] Al S wlFU ) o &
5ol b33 25Uy

277



Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

$ cp ensure-asymmetric-vault-is-present.yml ensure-asymmetric-service-vault-is-
present-copy.yml

3

e

I 9 =5 ensure-asymmetric-vault-is-present-copy.yml 3 & 1}

r’l

service-public.pem F7l 71 & Ansible 71 E £ 2] o] 4] server.idm.example.com A H 2 &
Absh= &S F7Hd ok

8.
ipavault 2] A MM thg WS A ste] shele] vheiA RS S
[}
ipaadmin_password H 4= IdM &2 # 432 A 3.
[}
name W5 ALE-5to] 2H4 513 259 o] 55 A o Kol : secret_vault).
[}
vault_type ¥14-= symmetric &2 A3 ).
[}
MU 2 AT E A T B35S &7 A H = FA (A
HTTP/webserveri.idm.example.com )2 A2 3]t}
[}

public_key_file 2 27 7]19] 91X 2 A3}

A oAl dlsl 42 Ansible Zd| o] & 512 ¢jYt}.

- hame: Tests
hosts: ipaserver
become: true
gather_facts: false
tasks:
- name: Copy public key to ipaserver.
copy:
src: /path/to/service-public.pem
dest: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem
mode: 0600
- name: Add data to vault, from a LOCAL file.
ipavault:
ipaadmin_password: Secret123
name: secret_vault
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vault_type: asymmetric
service: HTTP/webserveri.idm.example.com
public_key file: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem

%)

A A%

U,

%

I $ ansible-playbook -v -i inventory.file ensure-asymmetric-service-vault-is-present-
copy.yml

24.2. ANSIBLES A}-8-3t SYMMETRIC A4 357 250l @ Au] 2 F7}

o] 2|4 = IdM(Identity Management) 2] 2}7} Ansible Z & 0] 5-& ALg-3t] A B2 2124 S
2o AW Au|2E FUlsle S HAFEE BF (2 $9 25 AZA A S AT+ A
Ut} olgl] AX}oll AFE-H o Ao A IdM 2] 2= HTTP/webserver2.idm.example.com %
HTTP/webserver3.idm.example.com A ¥] 2 4] = HTTP/webserveri.idmexample.comoj A 453t

secret_vault vault.com o] F7}34t}.

A 27 A

[ ]

Ansible Z1 E £ 2] 9] ansible-freeipa 71X & A XA HFUT. T2 A 22 A ZE AP 5=
I2EQQUth

[ ]
IdM 22 ¢35 & 43 dFHH

[ ]
A2 B QS A 3st7] 918 symmetric A7 S 252 A4 JFUG

A3

/usr/share/doc/ansible-freeipa/playbooks/vault o] 2 &£ 2] 2 o] 53 ).
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
A9 213} inventory.fileo] gl= 73 -$ QM Ee] LS A} oh(ol: inventory.file ).

I $ touch inventory.file
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oWl e du [ipaserver] ARA AR IdM AW E AogUr) o = E9],
server.idm.example.com & 74 3= Ansibled] A A3 H 3L &3t

[ipaserver]
server.idm.example.com

data-archive-in-asymmetric-vault.yml Ansible =@ o] & 592 B A5t} o & So] ¢}
=34 25U

I $ cp data-archive-in-asymmetric-vault.yml add-services-to-an-asymmetric-vault.yml

#H 3R 317] 93l data-archive-in-asymmetric-vault-copy.yml 3122 gyrc}.

ipavault 5] A Aol A the W5 Y stel AL 54T

[ ]
ipaadmin_password H+Z IdM #2] A} g2 =2 A .
[ ]
name W42 74 59 289 o]Z 07 AA () : secret_vault ).
[ ]
Aul 2 WEE AF 58 220 Al 25
HTTP/webserveri.idm.example.com )2 A2 3] t}.
[ ]
services W5 AHg-5to] A4 S 25 A3 QAT = Je= Au=F FoA
Yt
[ ]

action 45 member = A4

ol &A| ool dal] 39 Ansible =g o] & 32 Yt}

- nhame: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:
- ipavault:
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ipaadmin_password: Secret123

name: secret_vault

service: HTTP/webserveri.idm.example.com
services:

- HTTP/webserver2.idm.example.com

- HTTP/webserver3.idm.example.com
action: member

7.
s AgF
8.
Edo %2 A gk,

I $ ansible-playbook -v -i inventory.file add-services-to-an-asymmetric-vault.ymi
24.3. ANSIBLES A}-8-3lo] SYMMETRIC A4 54 2-&-ol IDM Au] 2 A| =33 A%

o] A M)A IdM(Identity Management) 2] 217} 5ol Au] oA A 5= J == Ansible =
g o] 52 AHE-sto] Au| = A T B30 A ZARS AFste S BolFUh ot Eatol ALS-H
oA = A2 A7t secret_vault 2}= symmetric 244 58 250 A|A8lo] £3d PEM 29 -& #7333}
yrtt. o] ZA st A7 S8 ESolA A A3E A E A 718 AHE-ste] A7) Q1S538 oF Y
. A4 58 5 WeE ZE IdM Sgo|Jd EdA ad S AT = dFU

A 27 A

[ ]
Ansible Z1 E £ 2] 9] ansible-freeipa 71X & A XA HFUT. T2 A 22 GAZE AP st=
I2EQQUth
[ ]
IdM &2 # 45 & <3 JdHFUT
[ ]
AH] 2 B kS A F8E7] 98] symmetric 214 58 252 A AFUT
[ ]

Hote Ansible AEE# 9 22 2 A AH Y : /usr/share/doc/ansible-
freeipa/playbooks/vault/private-key-to-an-externally-signed-certificate.pem ).

/usr/share/doc/ansible-freeipa/playbooks/vault o] 2 &£ 2] 2 o] 53 ).
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I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
A€ A}g}: inventory.fileo] gl= 7-$- <lwl 2] 91A-S A A (4l : inventory.file ).
I $ touch inventory.file

AIME= A8 E [ipaserver] A Ao A AT IdM AW E Aot ol & &9,
server.idm.example.com & 4 3l = = Ansibleo] XAl 5lg]d 4SS =3}

[ipaserver]
server.idm.example.com

data-archive-in-asymmetric-vault.yml Ansible Z @ o] & 5}d & B A3t ol & So]
=34 25U

I $ cp data-archive-in-asymmetric-vault.yml data-archive-in-asymmetric-vault-copy.yml

H R 35171 $138 data-archive-in-asymmetric-vault-copy.yml 3498 g1 t}.

ipavault 2] A A A g5 M-S A5t LS FHFU

[}

ipaadmin_password H+= IdM #2# 52 AA .
[}

name ¥l+E 24 £ 289 o]0 7 MA K : secret_vault ).
[}

Al Mg A2 F 2o Aul 2 ZfRHel:
HTTP/webserveri.idm.example.com )= A4 3] t}.

I=9] in H=Z "{{ lookup('file’, 'private-key-to-an-externally-certificate.pem’) |
b64encode }}" & A A g}, o] DA 31'A Ansibled] 4] IdM 4] ¥} 7} o} d Ansible A E &
o] 2 tae e dlA A 7S AHEFte] A< Ao

action & member = A3 ).
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24%. ANSIBLES AH&-5ke] IDM A8l = 347 7 =& sl et A 9 A4

o] &A| oo dal] 39 Ansible =7 o] & 32 Yt}

- nhame: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:
- ipavault:
ipaadmin_password: Secret123
name: secret_vault
service: HTTP/webserveri.idm.example.com
in: "{{ lookup('file', 'private-key-to-an-externally-signed-certificate.pem’) |
b64encode }}"
action: member

7.
$ae AFgIh
8.
Zao%e AP

I $ ansible-playbook -v -i inventory.file data-archive-in-asymmetric-vault-copy.yml
24.4. ANSIBLE S A}1-&3}] IDM A u]2=2] A u]2 A|=8] 732

o] Al/d o A = IdM(Identity Management) A}-8-2}71 A v 25 ] A sto] A H| 2 247 S B30l A4 A]
A0S A =S Ansible Zd 0] 53 AHS-5t= MH S BoFU. ot A A}l AHE-R A A A E3
o] 52 4133l secret_vault 2= symmetric A4 54 23X A| 2R S X183 PEM 3-8 A
3lal, Ansible 19l £3] 519 ipaservers 2 Ydd R E S 2EQ A A 91X AFFU

M| 2E 71 9S ALE-3He] IdMe)] Q1% 33 A Q) 7] 8 AHE-ste) R4 Z1 ®&o) Q1% ). ansible-
freeipa 7t 4319 IdM Ze}o] A= o] A M 22 tl4lste] A S ANT 5 AHUTh

A 27 A

[ ]
Ansible A E 2 & o)) ansible-freeipa 3| 7] X & AP FUH Z2 A 29 GAS AP sl=
S2EQQUr}
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[}

AH] 2 B eES A F8t7] 98] symmetric 24 58 252 A AFUT
[}

AR T8 5o AR S B JFU
[}

Ansible A E £ 2] 9] private_key_file H o A XA g S XA AMu| 2= (F T B8 A=A
S AAS = o AHEEH = 1 71E AR EFU

/usr/share/doc/ansible-freeipa/playbooks/vault o] 2 &£ 2] 2 o] 53 ).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
A=) ALg: inventory.fileo] R1= 79 Wl E 2] 31U-3 A/ Y oh(<ll: inventory.file ).

I $ touch inventory.file

lipaserver] 21 Aol IdM A 4] & 4 o] gt}

[webservers] A oA A AL AN TAEE o3t} o E So], Ansibled)
Al =281 & webserveri.idm.example.com,webserver2.idm.example.com 2
webserver3.idm.example.com o] A= & A A58 H th5S 4 F .

[ipaserver]
server.idm.example.com

[webservers]

webserveri.idm.example.com
webserver2.idm.example.com
webserver3.idm.example.com

et

retrieve-data-asymmetric-vault.yml Ansible = o] & 5} o] A}2S w5} o S
g3 ZEyH

o]

I $ cp retrieve-data-asymmetric-vault.yml retrieve-data-asymmetric-vault-copy.yml
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)
tz
2
)
o3
Y2
k)

2

[‘J

H R 35171 913l retrieve-data-asymmetric-vault-copy.yml < & g}

ipavault 2] A A A g5 WS 25t LS FH 3T

ipaadmin_password W52 IdM &)z ¢ 2 A3 o

name W5 A4 59

&9 o]

afil

o 2 A oh(d: secret_vault).

!

A= WSS A 57 28] Al SfAHe:
HTTP/webserveri.idm.example.com )2 A4 3] t}.

private_key_file 5 AU = A4 578 B3 A ARAS AA s H AHEEHE 71 Y

o R = A4 I

private-key-to-an-externally-certificate.pem A =23 (o : A ZF dAHI)S AN
stel = IdM A 8] 9] QX &2 o} HE AP o

action & member = A3 ).

o] &A| ool sl =39 Ansible =g o] & 32 Yt}

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: Secret123
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’') | b64encode }}
out: private-key-to-an-externally-signed-certificate.pem
state: retrieved
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IdM A 1o 4] Ansible A= = HlolH U< A A s FdolFol 44 F7H

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false
tasks:
[...]
- name: Retrieve data file
fetch:
src: private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: yes
mode: 0600

Z A A private-key-to-an-externally-signed-certificate.pem ¥ -& Ansible ZA EE & 9]
Ansible 71 E £ 9] Playbookol| d%3t= A4S Ed ol Hell 7134 o

- name: Send data file to webservers
become: no
gather_facts: no
hosts: webservers
tasks:
- name: Send data to webservers
copy:
src: private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tls/private/httpd.key

mode: 0444
9.
e A
10.
Eg ol 53 AP

I $ ansible-playbook -v -i inventory.file retrieve-data-asymmetric-vault-copy.yml
24.5. ANSIBLES 2183t &4 9 79 IDM A H| A 374 294 28 A28 HA

o] A1 A J| 4 = IdM(ldentity Management) 2] 27} A B 2 Q1 21 A7 &4 5 0L o Ansible =#)
ol 5-& AAHE-sto] A H| X AA FH BSol AGE Al A S WA s WS RAFUY T3 oA 9
Alyg] 0= A H Al =8l o] £4% webserver3.idm.example.com oA &3 A| 2R L A A 5=
symmetric Z+7 58 25-9] 7]7F otd Ao % P FU ). o] e A A A A2 A= symmetric 2H4 S
B3 A2 S AL IdM 3 2 E o) O] symmetric A7 518 2304 A1 23S AT o AHE-H]
+ Ansible =] 52 A AHE T o] AAHE A1 A o IdM A2 A= A A 28-S AHS-ste] A PEM
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¥ <2 anyone A4 % 259
[e) o

= & A1 8] webserver3.idm.example.com ol ojj 3t Aj
N AAHA FES AN Ee vt =

9
@ the F AaE thAl A

A 27 A

[}
Ansible A E 2 & )] ansible-freeipa 3| 7] X & A A FUH Z2A| 29 GAZS AP sl=
S2EQYr}

IdM #2]7 ¢35 5 93 dFU
AH] 2= B kS A F8t7] 98] symmetric 24 58 252 A AFU

IdM 52 =0)q A3 == 9 Au] 2o g A httpd 71 2 A4 ko] £48 ol 715 243
4t

Al httpd 7] = Ansible AE E 29 24 =2 A 7Zg (el : /usr/share/doc/ansible-
freeipa/playbooks/vault/private-key-to-an-externally-signed-certificate.pem ).

/usr/share/doc/ansible-freeipa/playbooks/vault o] 2 &£ 2] 2 o] 53 ).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

AWM ED #AS A3 g S2EVL Eu2A Ao YA AP
[ipaserver] A1 A €] IdM A ¥ o}

[webservers] A X oA A|ARS AT SAEYUTh o & E0], Ansibleo] A 23S
webserveri.idm.example.com 2 webserver2.idm.example.com of] 7 X3} == x| A] 513

W e g

[ipaserver]
server.idm.example.com
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[webservers]
webserveri.idm.example.com
webserver2.idm.example.com

Z2o] &49 9 Au7t 3 o] QA oA FAFUh AR oA
webserver3.idm.example.com.

AR 3}7] 913 data-archive-in-asymmetric-vault-copy.yml 3} & g}

ipavault 2] 4 o4 the WSS AR stel HA S 4 FTh

[}

ipaadmin_password H4-= IdM &2 # 432 A 3.
[}

name W& 27 54 259 o] o2 HA g h(: secret_vault ).
[}

M)z Mg A2 58 2o Al 2 fakel:
HTTP/webserver.idm.example.com )= 4 A g},

5= 9] in HE "{{ lookup('file', 'new-private-key-to-externally-signed-

certificate.pem) | b64encode }}" & A4 3t} o] A 31 Ansibleo] 4] IdM A # 7} o} d

Ansible 21 = E2 2] Z¢] il elolA A2l 71 AHgstel S & ATk

action 4= member & A A3},

ol &A| ool sl 3 Ansible =7 o] & 32 Yt}

- nhame: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:

- ipavault:
ipaadmin_password: Secret123
name: secret_vault
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service: HTTP/webserver.idm.example.com

in: "{{ lookup('file', 'new-private-key-to-an-externally-signed-certificate.pem’) |
b64encode }}"

action: member

5.
sl A g
6.
o8¢ AP
I $ ansible-playbook -v -i inventory.file data-archive-in-asymmetric-vault-copy.yml
7.
AR 35171 913l retrieve-data-asymmetric-vault-copy.yml 3 & .
8.

ipavault 5] A Aol A the W5 Y stel AL 54Tk

o3
Y2
k)

2

[}
ipaadmin_password H5-= IdM &2 # <432 AU
[}
name W42 74 9 289 o]0 7 A3 th(: secret_vault ).
[}
MU= W35 A F¢ 259 AH) 2 LA
HTTP/webserveri.idm.example.com )2 A2 3] t}.
[}
private_key_file 55 Au| 2= A4 F9 2& A1ZRL A= d AHEHE A9 T
o] A= ARG
[}
71& &4 v 9 H g 9 2] new-private-key-to-an-externally-certificate.pem x] =gl
S AA st = IdM A 9] X = ol M5 A
[}

action 4= member & A3},

ol @A oo sl 539 Ansible Zd o] & 3 ).

- hame: Retrieve data from vault
hosts: ipaserver

289



Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

become: no
gather_facts: false

tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: Secret123
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}"
out: new-private-key-to-an-externally-signed-certificate.pem
state: retrieved

IdM A} ¥} o] 4] Ansible AE e 2 Hlo]g HA S 1M a Falo| o] AHL F7Hgh

- name: Retrieve data from vault
hosts: ipaserver
become: yes
gather_facts: false
tasks:
[...]
- name: Retrieve data file
fetch:
src: new-private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: yes
mode: 0600

7 2 = new-private-key-an-externally-signed-certificate.pem 32 -& Ansible 1 E £ & 9]
Ansible 71 E £ 9] Playbookol| d%3t= A4S Ed ol Hell 7134 o

- name: Send data file to webservers
become: yes
gather_facts: no
hosts: webservers
tasks:
- name: Send data to webservers
copy:
src: new-private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tis/private/httpd.key
mode: 0444

1.
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247 ANSIBLE S AL-8-51e] IDM A 2 47 313 .2 hel: e 4§ % 74

12.

e

dlol 8¢ Ao,
I $ ansible-playbook -v -i inventory.file retrieve-data-asymmetric-vault-copy.yml
24.6. 71 gl 2=
[ ]

/usr/share/doc/ansible-freeipa/ t] 2@ & 2] ol /1 README-vault.md v}=t} & 94 & =3}
A L.

/usr/share/doc/ansible-freeipa/playbooks/vault/ o] 2 g gl o] A A Z Z g o] 8-S F X354
Al Q.
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257. ANSIBLE. A}-83}o] IDMoA] A8] 2= &A] U A u] 2= E£A)] &<l

IdM(Identity Management) 34 2] x}+= Ansible service &

T2 A

Fg-stel IdMol Wlol Bl BatA) ke 5
g Au] 27k Mol £R1 54 AL Fetslo] QEA ST 4 AUt o 2 Sol, service 252 AL
g3te] T 5 5 dgh
[ ]

Fxox Axd /\~]H]}\7]- |dM EE}O]QE‘)]] A=A Flstar 9l
24

= ATl AU E=E AF
=2 A Aok A g & o et S R [
o
IdM =}l E 9] IdMol] HTTP A v] 27} 91&=X] <13},
o
IdM o] 2] o] Z&}e]A E 9] I[dMe] HTTP A H] 27} 1=A] g2l
o

DNS glo] IdM Zete] A= 6] HTTP 1] 27t =X sl g o

IdMo) 55 A1) =0 1547 Aol A=A selakn
= ARG A S U 8L T2 FEIAIA L.

IdM A 2 2o 915 3 AFM 7t AEA Sl

12

[}
IdM AH§ Ak} 5227k A H] 2 A0S AAsk L 4SS 5 U AN S W gL g
2 gL,
o
M AHg 4, 18, E2E B S2E TF0] A2l 719 AYFES 58T
o
M AF84, 1%, AE EE SAE 22 585 Aulae) AN e AN 5 A%
U,
[}
IdM <18 %9} 5.2 E 7} A1) 20 Kerberos M3 F718 4 Q=% 5 §F1th A4S )
o thee FxyA L.

A 4] 2 9] U] 3 Kerberos 1.2t ] ¥4 o]
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#ensuring-the-presence-of-an-http-service-in-idm-on-a-non-idm-client-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#ensuring-the-presence-of-an-http-service-on-an-idm-client-without-dns-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#ensuring-the-presence-of-an-externally-signed-certificate-in-an-idm-service-entry-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#using-an-ansible-playbook-to-allow-idm-users-groups-hosts-or-host-groups-to-create-a-keytab-of-a-service_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#using-an-ansible-playbook-to-allow-idm-users-groups-hosts-or-host-groups-to-retrieve-a-keytab-of-a-service_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#ensuring-the-presence-of-a-kerberos-principal-alias-of-a-service-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible

25%. ANSIBLES A}-8-5o] IDMo| A A ] 2 EA) 8l A 8] 2= EA)] 24

v

AH) 271 1AM Zeho] AE ] glEA SHelata 2t A9 AT Al 2E A5 o= A7 .
AA S NG T2 FEFA AL L.

&L

IdM Zz}o] A E 9] IdMol] HTTP A v] 27} gl=A] A

25.1. ANSIBLE Z & o] &2 x}835}o] IDMo] HTTP AJH] 27} 9l=x2] 8l

o] A4 6] 4 &= Ansible Z 0] % A1-8-5ke] [dMol] HTTP Al 7} =7 &l s uhy
o}.

il
i
of

o
L

A 27 A

[ ]
HTTP A 28 52 E5Hs A28 ldM el A=y,

IdM 2] 7} 95 7} ATk

A3
1.
Awl e 7Ad-& WA G H(el: inventory.file ):
I $ touch inventory.file
2.
inventory.file & &€ 1 [ipaserver] A Ao A |dM A v AU o & 59,
server.idm.example.com & 74 3= & Ansibled] A A 38 ¥ &L 4EF
[ipaserver]
server.idm.example.com
3.
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present.yml Ansible =3
°o]% sl g AP ol & So] g3 ZaUth
$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present.yml
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-copy.yml
4.

HZ & /usr/share/doc/ansible-freeipa/playbooks/service-is-present-copy.yml Ansible
Z@ol% A e Juh
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- name: Playbook to manage IPA service.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure service is present

- ipaservice:
ipaadmin_password: Secret123
name: HTTP/client.idm.example.com

5.
& +3 g
[ ]
ipaadmin_password H 5o A A 25k IdM B2 & ¢S HAg .
[ ]
ipaservice ¢} 2] name W0l Aol d ) 2 HTTP A u] 27} 23] F2l IdM Zg}o]
E9] o] 2& WA
6.
stel e AAsta ER P
7.
EY ol 5 9L A EL 3L X4 5H= Ansible T o] 58 Ayl
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-copy.yml
A3 2
1.
IdM #2] 2= IdM ) Ul 22213 o)
2.

Identity — Services = o] 53}

HTTP/client.idm.example.com@IDM.EXAMPLE.COM 7} A u] 2 2 9] % A5 Ansible =g o] &
ol IdMol| A F & o g F7HHAFH -

HTTP x| ¥ ¢} B 193] Sato|AE 7He] A4S B 531 d Apache HTTP A v o] TLS ¢+<

294


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#proc_adding-tls-encryption-to-an-apache-http-server-configuration_restricting-an-application-to-trust-a-subset-of-certs

257. ANSIBLES A}-8-31a] IDMo] 4] AJ1] 2 E2) 2 A ] = £ 3l

HTTP 2] 22] Q154 & 83321 A certmongers AF-8-3sto] A v 2o dj gt IdM <154] 7}
A Q7] ol A AAE FxsHA Q.

25.2. ANSIBLE Z & o] 22 x}-85}o] 1] IDM Zg}o] A E o A] IDMo]] HTTP A 1] 27} 9l=2] 33l

o] A Ao] A= Ansible S8 o] %2 AHg3to] IdM Z o] AE} opd T2 E o)A IdMel] HTTP A1 7}
1A Shelsh Wy AW Th HTTP AM 2 IdMel 37}ste] IdMe] 3 2E 2 F713h .

A 27 A

[}
S2E HTTP Au] 22 A g%

HTTPS 443 S 2EE [dM ZefolAE7} ohduth 2282 .o® Ansible Z#]0] %2 A}
£-3to] IdMe]l HTTP A1) 27} QlEA) SHelals 91 S 433t

IdM #2) 4 95 7 Ao

IPV6S A1831= 72$- DNS A @ 2= - £ AAAA g 3= - SAEE AL 8 4 AUt

A3
1.
oWl 2] w2 WA oH(dl: inventory.file ):
I $ touch inventory.file
2.
inventory.file & &€ 1 [ipaserver] A Ao A& |dM A v AU o & 59,
server.idm.example.com & 74 3= & Ansibled] A A 38 H &L 4EF
[ipaserver]
server.idm.example.com
3.

/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present- without-host-
check.yml Ansible Zd| o] &5 34 & BAIg U o & 0] U3 25U
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index?lb_target=production#obtain-service-cert-with-certmonger_certmonger-for-issuing-renewing-service-certs
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index?lb_target=production#setting-up-a-single-instance-apache-http-server_restricting-an-application-to-trust-a-subset-of-certs
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#ensuring-the-presence-of-an-http-service-in-idm-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
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$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-without-host-
check.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-
without-host-check-copy.yml

B AlH 7Y /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-

without-host-check-copy.yml & 3 5l H g gt} ipaservice 2] ol A

==

ipaadmin_password @ name ¥ 42 51Ut}

5.
°
°
6.
7.
As A

—_

296

- name: Playbook to manage IPA service.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure service is present

- ipaservice:
ipaadmin_password: MyPassword123
name: HTTP/www2.example.com
skip_host_check: yes

Hd S F4g.

ipaadmin_password H+E IdM #2]#} e =2 Ao

name Y5 HTTP Ay 271 H3) FQ S2EQ] o] o= AR
A S AAGsta FE I
Sdlol & 3L QA e 31U S A4 st Ansible Ed o] 53 A3 F o

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-without-host-

check-copy.ymi

IdM #2] 22 IdM ) Ul 222013 o)



25%. ANSIBLEZ A}-2-3}¢] IDMol|A] A H] A =R 9@ A 8] X =X 39l

Identity — Services = o] 53}

ol A AH] £ E-=9] HTTP/client.idm.example.com@IDM.EXAMPLE.COM 7} ZA] g4 }.

EA2 1 353e]A Apache HTTP Serverol] TLS ¢35 3} 3712 J 2314 A £.

25.3. ANSIBLE Z & o] 22 x}83}o] DNS ¢l o] IDM Z&}o] 1 E o] HTTP A H] 27} 9 =x] &<l

o] 4 H o] A= Ansible Z 0] %2 A1-4-5te] DNS g2 o] gli= IdM Zeto] Ao 4a F<I HTTP
A7t QEA SHelshis WS AW LT IPVEE AH4-3Hs 7% IdM 52~ E o) DNS A 20] gl
DNS AAAA a2 o] 9182 ol gt

A 27 A

[ ]
HTTP A u| 25 S 2E = A &F o] IdMdl] 555 o] JdF .

$2E9] DNS A == DNS AAAA HZ =7 EA61A] &S F AU, 18x god 52
E°] DNS gl=Z=7} ,}‘“ 73¢- Ansible &3] o] 5-& AFg-319] IdMeol] HTTP A v] 27} 9l =4 <21

s dAE B2 L.

IdM 2] 7} 95 7} QAT

olwl & 2] 3d-& A oh(al: inventory.file ):
I $ touch inventory.file

inventory.file & &€ 1 [ipaserver] A Ao A |dM A v = AU o & 59,
server.idm.example.com & A 5l == Ansibled] XA 3}24d 42S U=

[ipaserver]
server.idm.example.com
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/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-host-
force.yml Ansible Zd o] & 51U & HAIZUth ol & E0] b3 ZHU

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-host-
force.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-

host-force-copy.ymi

B AlH 7Y /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-
host-force-copy.yml 2 g o] # Qg t}. ipaservice 24 ol 4] ipaadmin_password 2 name
HEE FdFyd

- name: Playbook to manage IPA service.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure service is present

- ipaservice:
ipaadmin_password: MyPassword123
name: HTTP/ihavenodns.info
force: yes

s} ol
=

e

U,

T3

)

tlo

ipaadmin_password H4-= IdM #2|# 432 A 3.

o

Ut.

name U5 HTTP Ay 27} 23] T2 s 2EQ o]lFo 7 AF

)
1
filo
)
oX
o
K
o
f
=
L
k)

il

gl

(=

%2 938 A4 3l Ansible Z 80|52 A3 o,

)
:._l,
0,

o]
=

il

glol &

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-host-force-

copy.yml

o
ol\
i)
=
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257. ANSIBLES A}-8-31a] IDMo] 4] AJ1] 2 E2) 2 A ] = £ 3l

IdM #2] 2= IdM ) Ulell 22213 o).

Identity — Services = o] 53}

ol A AH] £ E-Z-o] HTTP/client.idm.example.com@IDM.EXAMPLE.COM 7} £ A] g4 }.

F41& R332 Apache HTTP Serverdl] TLS ¢33} 715 F=x3H4 Al 2.

25.4. ANSIBLE Z 8 0] 53 AH8-sto] IDM A 8] 2 5o 25 A5 JAFA7F A=A <

o] A1 A d 4] = ansible-freeipa service 2 52 Al-&3lo] 25 CA(21ZF 7] A)oll A BF T QAZA 7}
HTTP A v =2] IdM 35l A= A=A 2elst= WS A8 gyt IdM CA7E obd 9] 5 CAZE A7
g HTTP A 22 Q1547 1.0 IdM CA A ZHA A€ ASA & AHE-she= A% 53] &y

A 27 A

[}
S2E] HTTP Au] 22 A g4

HTTP A1) 2 IdMel 5= %ot

IdM 2] 7} 95 7} ATk

FA1 7} HTTP Au) 28] FR)of S gabis 9% M3 AF4 7} 45U th

A=}
1.
Wl 2] 912 A A3 oh(dl: inventory.file ):
I $ touch inventory.file
2.
inventory.file 2 < 7 [ipaserver] A Ao AA s IdM A v S F o g}t o = 5o,
server.idm.example.com & 74 32 Ansibled] A A58 ¥ T3S &Pt
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[ipaserver]
server.idm.example.com

/ust/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-
present.yml 3} o] AL S wigUth ol & 4 U337 25U

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-
present.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
certificate-present-copy.yml

e AHg}: Q15417 PEM(ZQ] AR 1S Ret vl ) F 2l 7 ¢ CLI(E B = AgH o] 2)E
23 9 44 AE T = A== Q1F 4] 7} Distinguished Encoding Rules(DER) 3 2] © = W 33}
Y.

I $ openssl x509 -outform der -in cert1.pem -out certi.der

base64 §H < AHg-3te] DER % X F8 oz dsgguch A< 1)
wo &2 AHg- gtk

CELEE

m il

$ base64 cert1.der -w0
MIIC/zCCAeegAwlBAgIUV740+4kXeg2104vxfRRtydm...

JASAME LAF EYA SHERER EARM L

/usr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-present-
copy.yml 2l & Aol 42 AYstw APt

- hame: Service certificate present.
hosts: ipaserver
become: true
gather_facts: false

tasks:
# Ensure service certificate is present
- ipaservice:
ipaadmin_password: MyPassword123
name: HTTP/www.example.com
certificate: |
- MIICBjCCAW8CFHNnm32VcXaUDGfEGADL,...
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o
ol
i)
=

—_

Q E% 9] Service Certificate A Ao A A =2 F714 AFA

25%. ANSIBLES A1-8-3to] IDMol| 4] Au] 2= ) @ A u] 2 £ 3¢

[...]
action: member
state: present

s} ol
=

)

tilo

T

o

U,

AZA MFZE AFR-5lo] A 23 Q15 A & CLIdA EAG AdFA 2 AP AR
= "|" pipe £} §H7 certificate: HF- & AH8-3t= 3¢ 3 = LS 3= diA
154 THIS WAYE 483 = Ut o] 27 shd 154 17178 A 938U

ipaadmin_password H 5o A A 23k IdM #2] & ¢3S HA YU

name W2 A ojd HTTP A u| 271 A3 521 IdM S2to|JA E 9] o] & WA

Edol 5 w3 AW e LS A4 5= Ansible Z# o] 5S 23

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-present-
copy.yml

IdM #2] 2= IdM ) Ul 22213 o).

Identity — Services = o] 53}

N2 F719 AF A (o : HTTP/client.idm.example.com )7} Q= A 8] £ o] 5& 3.

i

2 5 gt
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25.5. ANSIBLE Z o] 822 A}-231o] IDM A} &4}, 18, $2AE B S 2AE 152 53 Au|29] 7|4
S ARE F JdFUH

keytab-2 Kerberos ® ¢t A9} 43 3ld 7] S £33 dAdJduUct 719 A& Adukx o g ALg
ZA7F 228 A Y LRk EﬂéE o #7ga gzl °“A1| 5tA] ¢33 % KerberosS AL-§-3]

HAFOR AFT F AES st U ALFUT 28 O3 23AHEE A5 H A4 TEL AL
LA A =dol A7 J+°'oll HA 28 5 gl T

IdM(Identity Management) # 2] 2} = o2 AF&-27F IdMol| A] A 3] =] = A 8] 2o 3t 712 A X5
AG ARSHES 3142 5 A& 54 AR L AR 2F0] 1AL AT F AES sl gk
IdM #2258 FRHA R AE 2 B S ALgAAl 99T 5 AFUh o] 9L uh AR
H A28 A E APy

o] MAAE EA IAM AL A} AL A 18, S2E 9 S 2E 82 383519 IdM o] A Eof A
213) 5] = HTTP A H] 20 & 71 9S A A 5t B S A9 Pt 53] user01 IdM AH§-=}7}
client.idm.example.com o] 2}:= IdM Zglo] A EoA AP == HTTP A v 29 dit 7| S AA3S
5-&ote WS A8 g

A 27 A

[ ]
IdM 227 52 27 A&

Ansible 71 E £ 2] 9 ansible-freeipa 371X & A X3 & }.

HTTP Au] 2= IdMd] 52354

HTTP Mu]| 28 2 E 3= A 2" IdM Z2o|dEQ Yt

IdMel] 7191 & A8 T & =5 3 &st= IdM AHEA 3 AHSE & 25 AUt

IdMo)] 711 & AT Fd=IdMS2E D s 2E a5 YT

=

ol £ 2] A& AT (o : inventory.file ):
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25%. ANSIBLES A}-8-3}<] IDMol| 4] A1) 2 ) 9 Aju] 2 £ 8hel

I $ touch inventory.file

inventory.file & & 1 [ipaserver] A Ao A |dM A v AU o & 59,
server.idm.example.com & 74 3l == Ansibled] A A58 H T3S &Pt

[ipaserver]
server.idm.example.com

/usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_create_keytab-present.yml Ansible = o] & 512 & B AUt} o 2 So] 033 ¢
FUth

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_create_keytab-present.yml /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-allow_create_keytab-present-copy.yml

A 7 & /usr/share/doc/ansible-freeipa/playbooks/service-member-allow_create_keytab-
present-copy.yml Ansible = o] & 5} gt}

O3S HAste] 34 S =3 UG
[}
ipaadmin_password 5=l A XA gt IdM #2] 2} s dY ).
[}
HTTP A u] 271 A8 F20 IdM S| A E Q] o] YT A A A=
HTTP/client.idm.example.com¢j 1 }.
[}
allow_create_keytab_user: A X o] J<d = IdM A1-&2}9] o] 54U A oA =
user01 ¢ t}.
[}
allow_create_keytab_group: A Ao Y& € IdM A}8-2F 259 o|5Y4 Y.
[}
allow_create_keytab_host: A /Hdo)] &€ IdM S ~E 9] o] 59 Yt}.
[}

allow_create_keytab_hostgroup: Ao g4 IdM 2 E 1579 o] 59Ut
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tasks A4 9] name W= A A 29| o]5YY .

A7 A E 918l 24D Fol= BAME 5

flo

g 24Uth

- name: Service member allow_create_keytab present
hosts: ipaserver
become: true

tasks:
- name: Service HTTP/client.idm.example.com members allow_create_keytab present
for user01
ipaservice:
ipaadmin_password: Secret123
name: HTTP/client.idm.example.com
allow_create_keytab_user:
- user01
action: member

6.
TS Ao

7.
Sd ol 5 L3 A e 33 AP st= Ansible S o] 55 234t
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_create_keytab-present-copy.yml

s 2

=7 HTTP Aul 20 0@ 7190 A4S 5 9 Aol 9l 1AM A18 42 1dM A1 o] SSH
= sa gy

$ ssh user01@server.idm.example.com
Password:

ipa-getkeytab 3 % & A}-8-5to] HTTP A v 29 A} 7192 A4 .

$ ipa-getkeytab -s server.idm.example.com -p HTTP/client.idm.example.com -k
/etc/httpd/conf/krb5.keytab

s 4L 719 WA stz 98] KDC(Key Distribution Center) A 8] S x4 g o).
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25%. ANSIBLES A}-8-5o] IDMo| A A ] 2 EA) 8l A 8] 2= EA)] 24

v

p v A5t = keytabo] Bt FAE A g
k342 A 715 5712 keytab 9 & X Z @Y o] fle 4+ A4E9Ut

QoA Q77 HAsHA] ¢k o user01 = HTTP/client.idm.example.com 2] 7|51 & Ag & o= A

A5y

25.6. ANSIBLE = d o] 22 A}2-5lo] IDM A2}, 18§, S2E B SAE 150] A 8|29 7]9 AN

s

keytab-2- Kerberos ¥ ¢t ¢} ¢+33td 7] B8 £3ele FL YUt 719 Ao Adubz o 2 AL
A7} 2257 Qut 2 E widd] AAE 3ol WA 25HR] 2= KerberosS A2 3ol 23 HE
It AR AZE £ Y= e g AP YUt 28 g8 2P EE A5H A 29 L AL 5o
A7 N2 AZE HAdo) AT = AHFU

IdM 2H2] 2= ThE AHEAL7H IdMel A 28 5= A e o) 0@ 719 S AAst AL AAFES 5188
4 A%Uth

ol AAX = 54 IdM ALE-A}, AH8-AL 1, S 2E 8l S 2E O53 5850 IdM S2to] A E A
AP 5= HTTP My 29 7193 A sk S A% gyt 53] user01 1dM A}-8-2- 7+
client.idm.example.com o 5] 23 =] = HTTP A H] 2 2] 7|2 AT = L= st P S A9y

o}

A 27 A

[ ]
IdM #2812 438 43 sU
[ ]
Ansible 7A E £ 2] 9] ansible-freeipa 3 7] & A X F ).
[ ]
HTTP A ¥ =& IdM9l] 5= 5o
[ ]

Mol 7502 7 5 91 IdM AHS A 2 ALg 4 1B ok
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—

IdMo] 7191 e 5 YEIdM T2E B T2E 259
A=}t
ol 2] 3-8 A (o : inventory.file ):

I $ touch inventory.file

inventory.file & < 7 [ipaserver] A Ao AA s IdM A v S H o gt} o = 5o,
server.idm.example.com 2 4 3} =5 Ansibledl] XA s} @ O3S 9483,

[ipaserver]
server.idm.example.com

/usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retrieve_keytab-present.yml Ansible = o] & 52 & B AUt} o S So] b33 ¢
FUth.

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retrieve_keytab-present.yml /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-allow_retrieve_keytab-present-copy.yml

B AlHE 7Y /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retrieve_keytab-present-copy.yml S g1}.

)
1
tilo
N
X
e
L
k)

ipaadmin_password H5-= IdM &2 # 432 A 3.

ipaservice Z¢] 2] name 4= HTTP AH| A FA| 2 AA o A doA &
HTTP/client.idm.example.com¢j 1 }.

allow_retrieve_keytab_group: A A o] IdM A}-8#}9] o] &2 A AUt} A oo A
+ user01 g},
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o
ol
i)
X

—_

25%. ANSIBLE2 A}-8-51] IDMo| A] A 8] & Z7] @ A u] 2 E7) <]

v

allow_retrieve_keytab_group: A A9 IdM A}-& 2} 25 9] o] & A AT .

allow_retrieve_keytab_group: A A IdM S 2~ E 9] o] &8 XA F ).

allow_retrieve_keytab_group: A A9 IdM & 2E 1F 9] o] & A AT .

tasks 4] 1 2] name M 5E AHS-5ho] &4 °l52 AR U

AA A E 918 24D Fol BAME %

flo

ge3 24yt

- nhame: Service member allow_retrieve_keytab present
hosts: ipaserver
become: true

tasks:
- name: Service HTTP/client.idm.example.com members allow_retrieve_keytab
present for user01
ipaservice:
ipaadmin_password: Secret123
name: HTTP/client.idm.example.com
allow_retrieve_keytab_user:
- user01
action: member

H

jlol o
==

2

g

o)

ol &

%
"

clul Eg] 5122 A sl Ansible S # o] 22 A3 gt}

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retrieve_keytab-present-copy.ymi

HTTP A 29] 71512 A8 5 9 Aol 9t IdM AL A2 IdM A vl o] SSHE 3 &
U,

$ ssh user01@server.idm.example.com
Password:
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ipa-getkeytab § % & -r 343 7] AL8-38] keytabS 7 A 3o}

$ ipa-getkeytab -r -s server.idm.example.com -p HTTP/client.idm.example.com -k
/etc/httpd/conf/krb5.keytab

s 42 719 S 7 A sl = KDC(Key Distribution Center) /¥ S x4 g t}.
p 342 AN keytabe] Bt F=AE A4 gt
Kk FALAANA 7E F71E 719 9L S AR AU Lo fle A+ AAdHU

A oA Q771 FAFHR] ¢k o™ user01 Z HTTP/client.idm.example.com ¢] 7|91 & A g & oz 7

25.7. ANSIBLE &3 o] 5-& A}-&-3lo] A u]22] KERBEROS 4] 3 o] J&=A] &<l

AR A Y] QoA = IdM #2217} Kerberos A ' S AL-&-3l] IdM A&7}, S A E = A2
o Al Kerberos o Z&| A o] Al AFT F AESF dt= Aol EFULL ol& g Al o= thao] X3
Y.

ALgA ol o] WAHAUA T AL AL o A ALE R o 534 Al AHERF o] 5 BT ALg-sto]
A28l 228 % glojof g

IdM Kerberos g ¢ o] ojvld =w Q13 & A f-ol = AFS A= oMY F45 AME-St =
28 oF Y.

o] Ao A & client.idm.example.com o] 4] 23] 5] = HTTP 4] v] 2] dj 3}
HTTP/mycompany.idm.example.com ¢] B QI ¥ 3 S vlc = 9 H S A},

A 27 A

IdM #2] 7} 9t 5.2 93 A5 Th
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25%. ANSIBLES A}-8-8}0] IDMo] A Aju] 2 4] 2 ] & £ ]

[ ]
Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}
[ ]
S 2EJ HTTP Myl 25 AR H5U.
[ ]
HTTP AH]| 2 & IdMel] S=3 &Y.
[ ]

HTTPS 443 52E% IdM S0 AE YT}

=

wl £¢] v S AA S tH(o: inventory.file ):
I $ touch inventory.file

inventory.file & &3l [ipaserver] A A A& IdM A HE FoP . o & 9],
server.idm.example.com & A 5= = Ansibled] X A3}z o2& 9=

[ipaserver]
server.idm.example.com

/usr/share/doc/ansible-freeipa/playbooks/service/service-member-principal-
present.yml Ansible Zg o] 3 5}& Bl th o] 2 So] &3 2y h

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-principal-
present.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
principal-present-copy.yml

H 7 & /usr/share/doc/ansible-freeipa/playbooks/service-member-principal-present-
copy.yml Ansible Z#l¢] & 34 -& .

5.
e WA BA e =Y P
[}
ipaadmin_password 4=l A XA gt IdM #2] A} ¢+s gy ).
[}
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name W52 AQ A Al 29 o] FYUh ol Aul 20 4 34 o] F AUt AA
dj o] /] = HTTP/client.idm.example.com ¢} 1 t}.

Bt FA WA X4 3 Kerberos AH8-A} B Ut} o]:= name Wy = ojd A
H] 20 F718 ¥ ¢} @A o o] A= host/mycompany.idm.example.com ¢ 1) t}.

tasks A4 2] name W42 (A A F 9 oYUt

o 24Uth

flo

A7 A E 918 24D Fol BAME 9

- hame: Service member principal present
hosts: ipaserver
become: true

tasks:
- name: Service HTTP/client.idm.example.com member principals

host/mycompany.idm.exmaple.com present
ipaservice:
ipaadmin_password: Secret123
name: HTTP/client.idm.example.com
principal:
- host/mycompany.idm.example.com
action: member

sl g A g

Edo]% 53} A el S Qs Ansible Fal ol A4 gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-member-principal-present-

copy.yml

Z g olBe AP3td 0o AZT 4= glon 0 failed 2] o] WA 31 HTTP/client.idm.example.com
48] 29 o] g host/mycompany.idm.example.com Kerberos A& A3 o2 A HFU.

AH&AE, B 2E Bl Au] 29| Kerberos H.QF 4] M3 &2 8 F=xsHA L.
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25%. ANSIBLES A}-8-3}<] IDMol| 4] A1) 2 ) 9 Aju] 2 £ 8hel

25.8. ANSIBLE Z & o] &2 x}£3}o] IDMo] HTTP AJH] 27} Q=] 82l

o] A Mol A IdMA A2 55 34| ol thal 493 ch. 531, Ansible Za o] 22 AHg el
IdM<jl 4] HTTP/client.idm.example.com ©]2}= HTTP A 8|7} QLA &21st= Wi S A9 3.

A 27 A

[ ]
IdM 2] 2} 9t 7} Qo)
A
1.
Adu e Y-S AA Y () : inventory.file ):
I $ touch inventory.file
2.
inventory.file & &€ 3 [ipaserver] A Ao A |dM A v = AU o & 59,
server.idm.example.com & 74 3= = Ansibled] A A 38 ¥ &L 4EF
[ipaserver]
server.idm.example.com
3.
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent.yml Ansible = g o]
5 99 g BxAgh g ol & 5] gg3 2ay.
$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent.yml
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent-copy.yml
4.
A 3 & /usr/share/doc/ansible-freeipa/playbooks/service-is-absent-copy.yml Ansible =
#9015 5l A,
5.
&g WA e 23U
[ ]
ipaadmin_password W0l A A o] sk IdM &2 2 ¢3¢
[ ]

ipaservice 29} ©] name W <=0l A o] © HTTP A]u] 2 9] Kerberos A}-8-#-¢g Y o}
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oo 2ayTh

flo

A7 A E 918l 24D Fol= BAME

- name: Playbook to manage IPA service.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure service is absent

- ipaservice:
ipaadmin_password: Secret123
name: HTTP/client.idm.example.com
state: absent

6.
stel e AAsta E P
7.
ol s w3 AW LS A4 5= Ansible Z# o] 5S 23
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent-copy.yml
A 9A
1.
IdM #2] 22 IdM 91 Ul 22213 o)
2.

Identity — Services = o] 53}

A 8] 2 &= HTTP/client.idm.example.com@IDM.EXAMPLE.COM A ¥] 27} 3L A & %] ¢t o & |dM

— 1

A e Aoz AAHAFHT

25.9. F71 g A2

[}
/usr/share/doc/ansible-freeipa/ t] 2 € 2] ©] README-service.md v}=t}-& 34 & %3}

AAL.

/usr/share/doc/ansible-freeipa/playbooks/config t]j @ g gl o] A A= Z g o] &S Fx3514]

AL,
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26%. ANSIBLE Z @ o] 22 A}2-35l IDMe] 229 DNS 34 A&

267¢. ANSIBLE =¥ ] 52 A3t IDM2] == DNS +4 &=

Red Hat Ansible Engine dnsconfig =53 A}-8-3}H IdM(ldentity Management) DNSe]] dj3t 2=
W e A 4 A& 229 DNS Ao AojE A4S 2= |dM DNS A B0 L5t} 1
EM 232%W 79L& 573 IdMDNS g9 9 #3184 &7 w5

=293 A2 ZA: only, first £= noned Ut} o] 21 & 13 2] DNS A2 3 F o th & AHA g+
82 IdM<] DNS A2 4 3 & F=34] A Q.

AT =3 2 4TF =3 999 7134

A 27 A

[}
DNS A]u] 227} IdM Ao 2351 of Sl 58 DNSE AHg-ste] 1M Aol & AR5 3
Mol @ AA e 8-S ohe P F s FEehuAl L.

|

IdM A ¥ 2 X): 53 DNS¢} 37 53 CAS & CAZ A%

IdM A B] B 3]: FE CAZ 9|1 CAZS A235l= 5 DNS A&

IdM A 6] H]: CAgle] 53 DNS AH§-

o] ol g& AMo] EgE o] Atk

NetworkManagerol A /etc/resolv.confe] F2¥ A2 z}7} 2| A H A == 5= 4
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Ansible2 A}-£-3}<] IdMol] DNS 224 Agz71 Q=X &<l

Ansible2 A}-23}4 IdMo)] DNS 2 2% AgZx}7} glE=X] 39l

ipadnsconfig ansible-freeipa = & 2] action: member 341

IdMe] DNS A2 74 A 4-7]

Ansible Z o] 22 A}l-&3}] IdM DNS 223 FA o] A U A F o] A o] A=A &<l
iR h=¢

Ansible Z 0] 5-& A1-8-3}o] IdM DNS| A 22 Agx}7} v st A=A 321

Ansible = d| o] &2 A}83}o] IdM DNSol| A A ul-gk
stE A=A S gy o

Na

o9y

BN

3] 999 571371 v &4

26.1. NETWORKMANAGER©?I| #] /ETC/RESOLV.CONF2] 229 A2 A7} A AHA =5 3= 4

53 DNSE 218319 IdM(Identity Management)S A X 5}'H 127.0.0.1 localhost =4 & 7[E| 7| =5
/etc/resolv.conf 314 o] A FH ).

# Generated by NetworkManager
search idm.example.com
nameserver 127.0.0.1

DHCP( Dynamic Host Configuration Protocol )& A}-&3}+= U E 429} e 54 s A=
NetworkManager 48] 27} /etc/resolv.conf 3} o] gt HAA A4S ==L 4 5. DNS 4 2
FTAHO=Z wrE7] 93] [dM DNS A x| =2 4 2= o33 722 2] © 2 NetworkManager 48] 2~ &
Ay

DNS 4% ~a e 74 &4 2 DNS A 552 Aoja7] A3l
/etc/NetworkManager/conf.d/zzz-ipa.conf NetworkManager -4 39S A A o).

# auto-generated by IPA installer
[main]
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2673 ANSIBLE Zd| o] 3£ A}-£-5}o] IDMe] 2= DNS

dns=default

[global-dns]
searches=$DOMAIN

[global-dns-domain-*]
servers=127.0.0.1

i

2.

NetworkManager 4] H] /\7} E}A] 23t o] 3Y -2 34} /etc/NetworkManager/conf.d/
oo vpx] et 5 o] AA S ALE-3}9] /etc/resolv.conf 31U 2 A A F . o] A9 zzz-
ipa.conf 3} ¢J .

T8

/etc/resolv.conf A L FE 0 2 A 3R] ul4 A Q.

26.2. ANSIBLES 2}-8-5}<] IDMoj] DNS 229 Ag=7} 9)=4] 3ol

o] A A o A = IdM(Identity Management) #32) A7} Ansible =) o] 22 A}£-31o] IdMoA] DNS =
29 AGA7E d=A A5t HHS AE I of oA Lo A IdM B2 2= ZE 539 =
IP(Internet Protocol) v4 4-7} 7.7.9.9 21 DNS A 8] = DNS 2243 A2 27} A, LE 53 9 A
2001:db8::1:0 2] IP v6 47} 9 =X &-<elsh]t].

A 8T A

[ ]
Ansible Z1 E £ 2] 9] ansible-freeipa 71X & A XA HFUT. T2 A 22 A E AW 5=
S2EQr}.

IdM #2|#} ¢ & 43 dFU T
A=}t
/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

AW e #AL A3 A 3ElE IdM A B 7} [ipaserver] A d o) A= o] =X 323
Eo], server.idm.example.com & 743l == Ansibledl] X A5}z H o} 18|

tlo rl

tlo
o

J 7
o o
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[ipaserver]
server.idm.example.com

3.
forwarders-absent.yml Ansible Z o] & 3}¥ 9] AL2& WU o & S0 a3 254
c}.
I $ cp forwarders-absent.yml ensure-presence-of-a-global-forwarder.ymi
4,
HF & 4 A== ensure-presence-of-a-global-forwarder.yml 3128 g1 t}.
5.

IdM DNSell 223 A2x71 A=A &2A3H7] 938 E3 o] 52 name ¥ 5E Playbook
2 HAIY.

b.
tasks A A oA 2] 2] o] 22 W73l DNS 229 Ag A7} ¥E 539 7.7.9.9 2
2001:db8::1:02.2 A =A] 2l g
C.
ipadnsconfig <] forwarders A /Ao A 32 3 F o).
i.
3l W14 ip_address 32 global forwarder: 7.7.9.9 9] IPv4 4= WA 3.
ii.
5 WA ip_address 72 global forwarder: 2001:db8::1:0 2] IPv6 4= WH7
I
iii.
XE o] 53 o7 Y Ho| A=A FAF U
d.

state = present = M 733}

ol &A oo da] -39 Ansible =7 o] & 32 Yt}

- name: Playbook to ensure the presence of a global forwarder in IdM DNS
hosts: ipaserver
become: true
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tasks:
- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0
on port 53
ipadnsconfig:
forwarders:
- ip_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53
state: present

6.
s AgFh
7.
Edol %2 Ay gk,

I $ ansible-playbook -v -i inventory.file ensure-presence-of-a-global-forwarder.ymi

26.3. ANSIBLES 2}-8-5}<] IDMoj] DNS 223 Ag27} 9=4] 3ol

o] A A o Al = IdM(Identity Management) 2] 2} 71 Ansible = o] 22 A}-8-3}¢] IdMoj| ] DNS =
29 A7t gleA 3A1steE HH S AU ol A AL A IdM #E]| A= NEHY 22 EF
(IP) v4 4-71 8.8.6.6 o] 32 X E 53 o] 4] 2001:4860:4860::8800 2] IP v6 47} 9= DNS 223 AZ
ZA7F A=A A g

A 27 A

[}
Ansible A E 2 & 9 ansible-freeipa 3| 7] X & A XA FUh Z2 A 29 GAS AP sl=
S2EQYrt)
[}
IdM # & 435 42 JdHUG
A=}

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
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2+l
=
=

e

Y
Y

g0 1o
%

JMED 3dS A3 A3t = IdM A ¥ 7} [ipaserver] Al o] Ud = o] =]
t}. o] £ 9], server.idm.example.com & -4 3l == Ansiblec]] X A5l H o2&
.

[ipaserver]
server.idm.example.com

i
lll
2
v
o
o
i
if)
L

forwarders-absent.yml Ansible Z g o] & 3} o] A}L& Tt . 4
c}.

I $ cp forwarders-absent.yml ensure-absence-of-a-global-forwarder.yml

HAF & 4 Q== ensure-absence-of-a-global-forwarder.yml 3-8 g1 t}.

IdM DNSol] 22 A2 27} Q== Z g o] &9 name H4E Playbook= 733 t}.

b.
tasks A Ao A Q] 9] o] F-& W75t DNS 224 AJ27] 8.8.6.6 %
2001:4860:4860:4860::8800°] gl= A S st =5F P
c.
ipadnsconfig <] forwarders A /Ao A 32 3 F o).
i
A WA ip_address ztS =4 forwarder?] IPv4 342 W7 3}, 8.8.6.6.
ii.
T+ WA ip_address %2 global forwardere] IPv6 34 = W7 gt}
2001:4860:4860::8800.
iii.
X E o] 53 o7 HAAH A=A AP
d.

action 45 member = A4 gt}
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26%. ANSIBLE Z @ o] 22 A}2-35l IDMe] 229 DNS 34 A&

‘3e] 71 absent 2 A4 H o] J=A A F Y.

o] @A o] dal 53 = Ansible Z# o] & A Yt}

- name: Playbook to ensure the absence of a global forwarder in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
action: member
state: absent

action: member & A}-8-3}#] ¢a1 =g o] &) A state: absent 347 A&
3tH Ed o] Ho] Ao

6.
stele ARG
7.
ZyolBe AT

I $ ansible-playbook -v -i inventory.file ensure-absence-of-a-global-forwarder.ymi

/usr/share/doc/ansible-freeipa/ T @ & ] ¢] README-dnsconfig.md 3}

ipadnsconfig ansible-freeipa = £ 2] action: member 341

26.4. IPADNSCONFIG ANSIBLE-FREEIPA =& <] ACTION: MEMBER &4
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ansible-freeipa ipadnsconfig 2 &3 A}-&3}<] IdM(ldentity Management)o 4] 2= A9 A& A
9] 3} state: absent -84 9] 9] action: member &4 & A}£-3| o} g}, action: member = A}£3}
A g3 E¥| o) o)A state: absent T AL g3 @ o] o] AT AR Hoz nE F2Y A
AE A A S o|BoA] ZF AR Ao 2 XA ok ). ulA state: A {4 o= action:
member 7} ¥ Q A g5l

o} 3E oA = action: member 342 &8l 2 A8 2 HoF=DNS 229 AGRE F71 4 A A
= A dAIE AZTTUL. T= 7 29 ZAFE Y.
[ ]

Zeolu e Adsir] Aol TR =W AR

S REERE RV

kel

26.1. 224 2'@%} <] ipadnsconfig 7]

o) WA % 2 ol 2]

o] Az} forwarders

8.8.6.6 8.8.6.7
[.-]
tasks:
- name: Ensure the presence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.7
state: present

8.8.6.6 8.8.6.6,
[.] 8.8.6.7

tasks:
- name: Ensure the presence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.7
action: member
state: present
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26%. ANSIBLE Z @ o] 22 A}2-35l IDMe] 229 DNS 34 A&

SRR E I S PERUE R EER

o] Az} forwarders

8.8.6.6, ZHo)lES
8.8.6.7 [...] APt @
tasks: F7HEAE
- name: Ensure the absence of DNS global forwarder 8.8.6.7 Yt A
ipadnsconfig: A -
forwarders: 8.8.6.6,
- ip_address: 8.8.6.7 8.8.6.7& W
state: absent B A gF
Eh=
8.8.6.6, 8.8.6.6
8.8.6.7 [.]
tasks:

- name: Ensure the absence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.7
action: member
state: absent

26.5. IDM<] DNS A& 3 =)

>
ng
o
)
tllo
)
Mo,
d
L
)

IdMS R Wi @ g %= BIND A2 5 2 2 none ldM 2

forward first (7] 231

IdM BIND A1) 2= DNS # 2] & 748 AgzolAl AU A8 0.7 T A7 23
3l A7 Ao shd BINDE= Q1 o] v E ALE351e] A7 Ao 2 Eolziyh. A WA A
B A Aoln DNS Ef|H < A 3st= d AT

Lt
N2

rlo

forward only
IdM BIND 4] 1] 2= DNS & & 749 AGA A AGdUth. AW o7 = A7 232 2l
3l A2 7k A= shA BINDoA| 20| AE0] 9 {5 whahghich. 3 W A4 FH 2FD
o] J= F7d AP

none (forwarding disabled)

oX

t}‘_]_—

ol

Q)3
=

DNS #1213 none 1t 4 31.0.2 A9l 4 gkt A Wlagshis 22 A 7
go A2 48 FUth o] 42 BIND FAA ¥ AL 522 st A%
IdMI Y}

r
o 2

OHI
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a1

AG-S A8 5to] IdMS] Hlo] B = T2 DNS A ¥ 9] Hlol8 s A8 5 g5t th IdM
DNSe A 712 o] 54 519 Jdo] g Azl A2 5 AU

7124 2 = BIND A u] 2% 7129l DNS ol 2] IdM A vl o] Azko] gl Qolo] &ah
A% A2 s O Az AgaA au. ol 48elA [dM B o 5w o] oA 7]
£ DNS o] 22 22 % 3107 NXDOMAIN $-go] ugg et £9 9 ALS 52 e
Ut

d] 26.1. o & £ Scenario

IdM A ¥ = test.example<l] i & ¥ gto] 9151 Th DNS 9 9. BIND:= 192.0.2.254 IP 3471 9=
DNS Auj = A2 & dgsies 74|,

ZolA ETL EA 514 &= .test.exampled] dl 3 F 2] & HAFst= 725 DNS o] 52 BIND A =
IdM A] B} 7} test.example. % 2 oll T3 AZo] Y A E 192.0.2.254. v 2 AR A< &
A gt 272 o2 DNS Z&o]d Ex NXDomain 9 7 WA A S A5l ALgA oA FEd =
Qo] EASHA &S ¢HUT

26.6. ANSIBLE = o] -2 A}-&3lo] IDM DNS 228 74 ol 3 WAl A3 o] A4 o] A=A AT
=8

o] Al A o]l A = IdM(Identity Management) 2]z} 7} Ansible =3 o] 52 A}-835}<] IdM DNS2] 2=
HAG JAo] WA AGH =S A= HHS AEd .

A 3 WA DNS A2 A2 2183 29 DNS A7 +AR A2AoA A2gUd. My &7
= A7 27 Qs A7t A9 5HA BIND= QI E Q9] A ¥ & ALE-sto] A7 s Ao = Solzi o
forward first policy= 7] 2 A A Ut} o= EHF F A 3l & gFyc}.

A 27 A

[ ]
Z2ZAAE AP 3= 32E2l Ansible Z1E E 2] 9] ansible-freeipa | 71%] & 4 X 35Ut
Z4A 3 ) &2 ansible-freeipa 7 7] 2] A X & Fx3H4] A L.

ldM 2] 4 958 231 g5
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267%. ANSIBLE =g o] 22 A}8-5lo] IDMe] 2= DNS A 3

IdM 317 o = 53 DNS A 87} E£3t5]0] & th.

A7)

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] & € 2] 2 o] 53 .

$ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

W E 9YS 9 FAsE = IdM A 8] 71 [ipaserver] A A o] v L 5 o] Q=R
£ o], server.idm.example.com & 743l == Ansibled]] X A5}z H t}

tlo rl
tlo
I

[ipaserver]
server.idm.example.com

i

set-configuration.yml Ansible Z @l o] & 5} 9] A2 S gt o & So] 433 254

t}.

I $ cp set-configuration.yml set-forward-policy-to-first.ymi

AL 93] set-forward-policy-to-first.yml 512 & gt}
ipadnsconfig 24l A Qo)A o W58 2Qst HAe =A PG
ipaadmin_password Y 4-& IdM &2z} ¢t =2 AU

forward_policy 4 WA 2 A3

#HHo] gle g ZdolHe g2 2 P2 AAFUL A A A ] -
Ansible Zd o] & A 94U t}.

- name: Playbook to set global forwarding policy to first
hosts: ipaserver
become: true

tasks:
- hame: Set global forwarding policy to first.
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ipadnsconfig:
ipaadmin_password: Secret123
forward_policy: first

)

shele A g

il
e}
o
Az
tlo
i
)
d
W
i

IdMe] DNS A2 A3 & Fxs4d A Q.

/usr/share/doc/ansible-freeipa/ t] @ & 2] ©] README-dnsconfig.md 31948 FZ3s14 A1 2.

“

ZHA 3 A Z Z g o] B2 /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] 2 g 2] &
Tz A L.

26.7. ANSIBLE &3 o] 5-& Al-8-31<] IDM DNSol| 4 22 A2x7F v 445 H A=A &2

o] Al A o A = IdM(Identity Management) 2] 217} Ansible = 3] o] 52 A}-835}<] IdM DNS9j| A &+
29 AGA7 A st H A=A 5= Y S A4 Py . disable:= forward_policy ¥ 45 none
o2 AR5t gy

F=¥ A9A4E w24 55W DNS Ael7t A28 s A @y 229 g 74
ue o A gl et 58 guth o] 42 BIND 7AA ¥l A9 B2 A4 23 FAS
IdM Y o

A 27 A

ZZAAZ AP st= S 2E2l Ansible 7 E £ & o) ansible-freeipa 3| 7] X1 & A X 54t}
ZHA g ) &2 ansible-freeipa 3] 7] #] X & F x4 L.

IdM #2123 432 <43 sU
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26%. ANSIBLE Z @ o] 22 A}2-35l IDMe] 229 DNS 34 A&

IdM 27 ol = 53 DNS AW 7} 35 o] JFH o

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2.
AW Ee 3AdS F3 7435t = IdM A ¥ 71 [ipaserver] A A o] U d = o] A=A <19
t}. o £ Eo], server.idm.example.com & A4 5= Ansibled] A3 d oS 435y
o}

[ipaserver]
server.idm.example.com

disable-global-forwarders.yml Ansible Z 3 o] & s} o] AHES fHF U o & E9] U3
4 ZF4dh

I $ cp disable-global-forwarders.yml disable-global-forwarders-copy.ymi

# 3 & disable-global-forwarders-copy.yml <& g1t}
ipadnsconfig 2t} A A dA b5 WS A5t FA S 2 F 4
ipaadmin_password H+E IdM #2] A g2 =2 A S

forward_policy 45 none 2.2 A& 3.

A o Aol 3] 54 A Ansible Z g o] 2 ¢t}

- name: Playbook to disable global DNS forwarders
hosts: ipaserver
become: true

tasks:
- name: Disable global forwarders.
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ipadnsconfig:
ipaadmin_password: Secret123
forward_policy: none

6.
s AgFh
7.
Edo %2 A gk,

I $ ansible-playbook -v -i inventory.file disable-global-forwarders-copy.yml

[ ]

IdMe] DNS A2 34 & =34 Al L.
[ ]

/usr/share/doc/ansible-freeipa/ t] 2 & 2] | README-dnsconfig.md 32 & &34 A] Q.
[ ]

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ g 2] o] A] ¢ &2 A Z Z g o]
& FzAA L.

i

26.8. ANSIBLE =g 0] -2 A}-g-3lo] IDM DNSoll A4 F3 2 9 utg 23] 99 <] 57157} v &4 sts
QEA FAF .

A o) 4] = IdM(Identity Management) 2] 27} Ansible =] o] 22 A}-83}o] IdM DNS<| A &
A 23] dYo] F7IsHA X5 st PHS AP FUL

A 27 A
[}

EZZAAE AP3l= S 2EQl Ansible 71 E £ 2 9] ansible-freeipa 3| 7] A1 & A XA H U o).
ZA 8 U &2 ansible-freeipa 7] 7] 1] A X & Fx314] A 2.

Az
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267. ANSIBLE =g o] 52 A}-&-5lo] IDM2] 2% DNS 4 &<

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig o] @l €] 2] 2 o] 54 t}.

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

Qe 3AdS 3 745t = IdM A 8] 71 [ipaserver] Al o)l UYd s o] =4 13
o] 2 Eo], server.idm.example.com & 74 3 == Ansibleo] XA sl A o132 4=

o}
o}

[ipaserver]
server.idm.example.com

disallow-reverse-sync.yml Ansible =3 o] 5 34 & BEALgU . o & 59 b3 254
o.

I $ cp disallow-reverse-sync.yml disallow-reverse-sync-copy.ymi

3L 94 disallow-reverse-sync-copy.yml 31212 ¢},
ipadnsconfig 2rg A Ao A o HFE A5t U S =HFU L
ipaadmin_password H= IdM #2# 432 AA .

allow_sync_ptr 55 no & A4 .

AR oAl A3 =4 =F Ansible Z3 o] 2 ¢t}

- name: Playbook to disallow reverse record synchronization
hosts: ipaserver
become: true

tasks:
- name: Disallow reverse record synchronization.
ipadnsconfig:
ipaadmin_password: Secret123
allow_sync_ptr: no
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il

Aol 49

o

Ut

I $ ansible-playbook -v -i inventory.file disallow-reverse-sync-copy.yml

/usr/share/doc/ansible-freeipa/ t] @ & 2] ©] README-dnsconfig.md 319 & F X314 A1 Q.

ZHA| 3 A& Z ¢ o] 82 /usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] 2 g 2] =
FxsA L.
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IdM(Identity Management) 2] z}+= ansible-freeipa 3] 7] ] o] 5] A}-&& 4= = dnszone 2 2 A}
€3] IdM DNS g 9 o] ZH-5st= 4 & A2 5 AFUH o] ZollA = v 41 2 Aol disj) 2
Bgdy .

IdM<ll A <] 9= = DNS 9 §3

ldMol| 4] 74 & 4= 91i= DNS 44

Ansible & o] -2 L8 3to] IdM DNSol 712 492 A4 5= ¥

Ansible 2] o] -2 A}g-3ko] o] 2] W47k 91 713 IdM DNS 9 o o] Q=] 3Hel o

Ansible % 0] %2 Abg-3to] IP 27k A4 @ Wl o4& DNS 23] Jojo] YA elste

e

A 27 A

[ ]
DNS A H] 27} IdM A ¥ o] A =] 5] o] 9J %1t} Red Hat Ansible Engine2 A3t 53
DNS= IdM A ¥ & A 2] 3= Wy ol ti g 24 g | 82 Ansible =3 o] 52 AHg-5lo] ID 2]

v AAE FZSHHA L.

27.1. A 95 DNS 9 4%

IdM(Identity Management) 7/ 5 /& 49| 5 712 %3 ] DNS 992 A A g th. o] Ao
N olele % 714 f3) Felol vls) A st DNS 422 93 Alvkel @ dlAS T et

a1

o] 7}o] =44 &= Microsoft Windows DNSoll A}-£ 5= gol¢} o2 99 53 g3l
BIND §-0] & AI&-34 . BIND2] 7] g <2 Microsoft Windows DNS<] 4 w3 =3/
Fo 9 gtk T3] FIg FA3 L2 ALEH U BINDe AG o o2 Microsoft
Windows DNS ¢ 274 [gx] o} FA3 S == AMEFH Y

712 DNS 99

329


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index?lb_target=production#installing-an-Identity-Management-server-using-an-Ansible-playbook_installing-identity-management

Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

712 DNS g gol= dg J=DNS Holg 7l 23+ o] g o 52 DNS Hlo|EE 5] 8§8 F
A&} o] Eﬂ% ¥ == BIND 4 2] & master 23 7} 53} ipa dnszone-* fﬂ%‘%
sto] 712 g2 BT 5 AFUh

X Z DNS 7H o) wa} 2 E 7|2 g Qo= Ad A 2 (SOA) 2 YA A H] (NS) Al Z=7} £35 o]
of Ut} IdM2 DNS ¥ & AT o o] gt Y IE=F A5 o= AAsA v -3 U2 A3}
W NS HlZ=8 A9 oo 502 Exs)of Furt.

E% BIND 5] we} Aujo] Agto] gli= ol ol thd 7127 o DNS Au =2 dgguth. of
28 DNS A A2z atn) Aol tal Aol Y& += Awd

o 27.1. DNS A& A} 2 9

IdM A 8] o]l &= test.example. 7] & G 9 o] £3H5 o] &t} o] 4= sub.test.example.
o]l 3 NS 9 gl Z=7} £33+ o] AFU o E3ttest.example. 4 & & sub.text.example
319 oo t 3t 192.0.2.254 forwarder IP F4 = 74 gt}

ZA54) e o] B2 Al s Z o] 9l == NXDomain $§-2 441501, IdM A 1] 7} o] o]
ol sl Aol 917] ol Aol +AHA et

A, IdM A B8] 7} o] o] Foll i3l A gho] §12 2 = hostl.sub.test.example. o] 5l dl g
2] 7} -4 A forwarder 192.0.2.254 = A g},

DNS 99 A&

IdM2] #- oA = %i“é‘ DNS g 9ol 2% A= dolg7F 2350 JA dFUTh. A, do =z
"zone"& YutH o 7 v} F /IR AR 3.

ki
=
o
L
all

=13 AZ ¥ DNS A H 9] IP F4

Aojd =Rl &3t= o] 5l dig = ﬂﬂlLX]XOHIP—rLE@%‘%QE} o] 532 %= BIND
T-A 9] type forward 2 A 7} 5L 3 ). ipa dnsforwardzone-* & & A8-5lo] A2 S AT
JdHY
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Z2 DNS ¢ 92 IdM-Active Directory (AD) 41| 9] A8 ~E A 53] 58t} IdM DNS A H 9
4] idm.example.com & 2 o] O] & @ 3ko] 932 AD DNS A] v o] ad.example.com & & o] o) 3 @A 3to] Q)
= 4% ad.example.com -2 idm.example.com 7] 2 ¢J o] DNS A& 49 ¢} =,
somehost.ad.example.com 9] IP 49 th & F 2] 7} IdM S&o]| A E oA AZH 7}
ad.example.com IdM DNS A2 o] |3 € AD =2l AEEH = AGP ).

27.2. 712 IDM DNS % o 9] 74 %4

IdM(Identlty Management)2 MZAF 717 AF AP T AN 2R3 2E ERZ 72 FAHC= A
IS AT IdM DNS 49 &4 o 4] E}%%ﬁ%‘*ﬁ}b}%’\}%ﬁ}ﬁ FRAEF A= 7199 +
A 4S8 2S F IdFUL

CLI( ® = <l g # o] 2)2] dnszone-mod & & . z}A] 3 &2 IdM CLIo| 4] 7] DNS <
o] 4 AR & FxFAA L.

IdM € UL ZAI g U] 82 IdM €1 Ulel| 4] 718 DNS g9 9] 4 H3d & F=x34 Al 2.

ipadnszone & & A}-8-3}+= Ansible Z ] o] 59U} A & U] 82 IdM<2] DNS 4 & ]

= FxsAA L.

ool g AAl e WAt A% G 44 DNS A ul 7k 7 4] 5 (SOA) Al == 52 A2
sh= a7 DNS o] & Aulol Al sl F Al =2 gl ol =ahs e Aol gk

¥ 271.IdM DNS 99 &4

Ansible-freeipa ¥

o~
T

A AE ol F A name_server SOAMNAME©°| 2taL i &Fi= 714 DNS o] F A H &) =2l o] 55
¥ EEL LS
7182 o 2 7} IdM A B &= SOA MNAME & = o] 24418 4yt
A4 o 2 --name-server = AL-§ s} LDAPoﬂ A 79 gho] T
Al Y
# Aol d =4 admin_email P HE AN A AHE T ol A FAE AAG T o] 7RIS
S 2E 9 root Al A YY)

SOA 34 serial SOAH Z=9] d&H W
Z AA s AL A=
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Ansible-freeipa ¥

=
T

SOA A & 3.3 A= 23 71 DNS Mo A Helo] EE @ Hsl7] Aol th 712 2+4(2) &
AP

SOA A A = Retry AR AR 1 2GS oA A 8] Aol th 7] dks AlZHER) S
AU
SOA W& expire A& =837 Ao 1% DN SHHMW MZ 23 AduolEE

SOA #H % minimum RFC 2308 o e} &4 7HA1 <] Al ZHTTL) 22 % @92 A4 3%
Yt}
SOA A1 Al 7+ ttl d o apexol A A Z =9 TTLES % ©@9j= A4}

example.com < & ¢] 7% example.como] gt o] &2 = E ¥
F (A, NS = SOA) 7L 74 5] o] 21 A ¢t test.example.com
I e vgE =l o5 TS A FHU

7] gfo] B A1 2k default_ttl ool A TTL gho] A=A ¥ FH ] BE Fholl tigh 3
NS S8l 712 A Z2ETILATL 2 A gtk |73 A S
2l g-3le] ™ 2 E |dM DNS A H o A named-pkes11 A1 ==
TRA] Al #pa of gy o)

BIND g o] E A update_policy DNS ol o] F&oldEd & &5 += AdS A TYh

2

= ol E dynamic_updat = Z]dESDNS Y ZE= e T2 Hduo|EE Sk

e=TRUE|FALSE
false®Z A4 & |dM Z&}o| A E A 2=Hl oM [P FAE F=713517]
U dulelEE 5 glsyth

A% 88 allow_transfer=s AP d JJS RE()ow FEE AT FAEIPFLEE
tring HEYAolE HESATHEUT
P dFe 712 oz v @A stEof AdFHTh 7|2
allow_transfer 7 none ¢ 4t}
A7 e allow_query Semicolons ()2 F+EEDNS HYS AP F JYEIPFL EE
YESA O F EEL AFF UL
PTR &7]3} 3] & allow_sync_ptr= FIJ ALEEAAAA Y ZE(AY @ Z=)71 PTR @ Z = (reverse)
110 HRZEg A5 o R 57|35t =R RS AP
dA At forwarder=/P_add DNS o< 9& B3 1AE A2 143tk IdM =1 ol
ress o AlgH F W Agaeles
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Ansible-freeipa ¥

o~
T

forward policy forward_policy= d2 A3 A3k A Q== A Ao o) g A4 & W & [dM
none|only|first o] DNS A& A S HZ34H AL

27.3. ANSIBLES- A}-8-3}<] IDM DNSl| 712 49 AA

o] A Ao 4 = IdM(Identity Management) 2] z} 7} Ansible =) o] 22 A}-83}o 7] DNS &g o o]
A=A FR1s= HH S BoFU T ot A ALl AHE-E o ol 4] IdM 2] A= zone.idm.example.com
DNS g9 o] J=A &d o

A 27 A

[ ]
Ansible A E 2 & ) ansible-freeipa 3] 7] X & A A FUH Z2A| 29 GAS AP sl=
s2EQT

Az
1.
/usr/share/doc/ansible-freeipa/playbooks/dnszone ] @ g ] 2 o] 53t}
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone
2.
JMED 9dS A3 43 = IdM A ¥ 7} [ipaserver] Al d o] Ja = o] J=A] 213y
t}. o] 2 9], server.idm.example.com & +4 3l == Ansiblec] X A]slE ¥ o422 43T
c}.
[ipaserver]
server.idm.example.com
3.

dnszone-present.yml Ansible Z#l o] & 31U & EARIU G o & Eo] a3 ZFU
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I $ cp dnszone-present.yml dnszone-present-copy.yml

4,
H A & dnszone-present-copy.yml 3-8 g1t}
5.
ipadnszone z¢] A Ao A ths WS A6t LS =AU
[}
ipaadmin_password H 4= IdM &2 # 432 A 3.
[}
zohe_nhame ¥ ~E zone.idm.example.com 2 2 A A g},
A o Aol 3] 54 A Ansible Z g o] ¢t}
- name: Ensure dnszone present
hosts: ipaserver
become: true
tasks:
- name: Ensure zone is present.
ipadnszone:
ipaadmin_password: Secret123
zone_name: zone.idm.example.com
state: present
6.
TS Ao
7.
SHol5S A3F o

I $ ansible-playbook -v -i inventory.file dnszone-present-copy.yml

[ ]

A Q== DNS 49 13L& FxsiAe.
[ ]

/usr/share/doc/ansible-freeipa/ t] 2] = 2] ¢] README-dnszone.md 3} & =34 A 9.
[ ]

/usr/share/doc/ansible-freeipa/playbooks/dnszone t] @ €] 2] o] 5] 41 = Ansible =dj o] &
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277%. ANSIBLE Zd| o] 52 A}-8-35}<o] IDMDNS 49 g

27.4. ANSIBLE =] o] -2 A}-8-5}o] IDMo]| o] & ¥ =7} Q& 712 DNS 9 <lo] YA 33l

o] Al A o A = IdM(Identity Management) 2] 217} Ansible =3 o] 52 A}l-835}<] 7] DNS g ¢ o]
AEA Felst= HE S voF U ol 2ol /\} = of o A] IdM #2] A= zone.idm.example.com
DNS < 9jo] J=A] 3213yt Ansible T o] 52 999 o8 w7l S +AFU

A 27 A

Ansible Z1 E £ 2] 9 ansible-freeipa 71X & A XA HFUT. T2 A 22 A ZE AP st=
S2EQUr}.

/usr/share/doc/ansible-freeipa/playbooks/dnszone ] @ g ] 2 o] 53 t}.

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

Wl Eg AL A3 A3 = IdM A ¥ 7} [ipaserver] A A o] Jd = o] A=A 213
I & E0°], server.idm.example.com & 74 35}’== Ansibled] A A5l o2 98T

LR

[ipaserver]
server.idm.example.com

dnszone-all-params.yml Ansible Z & o] & 1} o] AHES R o &
Yrh.

et

o] The-7

o)y

I $ cp dnszone-all-params.yml dnszone-all-params-copy.yml

H A & dnszone-all-params-copy.yml 319 & gt}

ipadnszone 2¢] A Mol A the W5 A ste] AL =Yk
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336

ipaadmin_password W52 IdM &)z ¢35 2 A3 o

zohe_hame W% zone.idm.example.com 2 2 A A g},

A2 AAAA a|i54 %7152 PTR dl 2 =9 AAAA gl F=¢] S7]312 5] &3a@

allow_sync_ptr A5 true= A A3}

IdM Z&}o] A E A| 2"l A IP F4E F7181A Y ¢ dl o] E31+= d] dynamic_update

W4 E truez 244t

g FAE 9 219l DNSSEC A 2 32 35l2]H dnssec HSFE true= A A3

allow_transfer 42 J Qo) A= BX o] A9 IP F4 = AAH ).

allow_query & A& 4P 5 A= IPFE E= v EAR AP 3.

A Mg 228 A2 IPF42 4434

serial 42 SOA 7= dA s = AA

o

Y.

Y2 °] DNS gl =0 d g A 2 A A =, 0h 5,3 4t 2 default_ttl 315 73 < 9y

nsec3param_rec H+E AFE-3lo] 9o t sk NSEC3PARAM | Z =5 A o .

71 9493 AX = 299 = skip_overlap_check ¥1+= true= AR o).

ol& A7} 81 e 4 Qi Aol = DNS ¥ A4 L 744 4gaein

skip_nameserver_check = true= A4 3 t}.
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A o Aol 3] 54 A Ansible =g o] ¢t}

- name: Ensure dnszone present
hosts: ipaserver
become: true

tasks:
- name: Ensure zone is present.
ipadnszone:

ipaadmin_password: Secret123
zone_name: zone.idm.example.com

allow_sync_ptr: true
dynamic_update: true
dnssec: true
allow_transfer:
-1.1.11
-22.22
allow_query:
-1.1.11
-2222
forwarders:
- ip_address: 8.8.8.8
- ip_address: 8.8.4.4
port: 52
serial: 1234
refresh: 3600
retry: 900
expire: 1209600
minimum: 3600
ttl: 60
default_ttl: 90

name_server: server.idm.example.com.
admin_email: admin.admin@idm.example.com
nsec3param_rec: "1 7 100 0123456789abcdef"

skip_overlap_check: true

skip_nameserver_check: true

state: present

H

33 o]
ads AR

g

U,

il

ERERRERY

o

Ut

I $ ansible-playbook -v -i inventory.file dnszone-all-params-copy.ymi
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AL E=DNS 99 32 FXFHA L.
712 IdMDNS o} o] 74 54 & x4 2.
/usr/share/doc/ansible-freeipa/ t] 2@ & 2] ¢ README-dnszone.md 32 & F% 314 Al ©.

/usr/share/doc/ansible-freeipa/playbooks/dnszone t] @ €] 2] o] 5] 41 = Ansible =dj o] &

o AxA L.

27.5. ANSIBLE Z 0| %2 Abg-3to] IP 32471 92 wl 933 DNS 3] Gojo] Y= 22l

o] A A d 4] = IdM(ldentity Management) 2] 2} 7} Ansible =) o] 22 A}-8-3lo] <-3F DNS 4
o] A=A FRIst= WH S HoF Ut of] AX}oll AFE-H o oA IdM &2 == IdM S ~E 9] IP 4
9 HFA Aol & AL8-3te] 9 wak DNS %3] g9o] d=A A0 FY .

name_from_ip U5 AHE-31] DNS A1 9] IP =4 JFAL Aol & AF5HA 9] ol A& +
AEUT AFAF 2ol & AASHA om A 2dH L2 DNS AH & 99L #2353 name_from_ip 3t
192.168.1.2 & 7|vto 2 FA 2]l t}3 DNS 49 5 3= vtsla 5= ¢ .

1.168.192.in-addr.arpa.
168.192.in-addr.arpa.
192.in-addr.arpa.

A oA vrstE o] o sl &S F 7] W] name_from_ip = A5 2 J o AAS BHA 5t
7] 913l present = 23 © state 4 OIW 9 ARE S 5 A5 U

A 27 A

[ J
Ansible A E £ 2] 9] ansible-freeipa | 7] A = A XA FUTH Z2A4 29 QA S AP
sx2EQUT,
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277%. ANSIBLE Zd| o] 52 A}-8-35}<o] IDMDNS 49 g

A
1.
/usr/share/doc/ansible-freeipa/playbooks/dnszone t] @ g ] 2 o] 531}
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone
2.
oMl Ea] 9L A3 A3t = IdM A ¥ 7} [ipaserver] A Ao U d = o] JE=A] &<l
t}. o & S9], server.idm.example.com & 1A 5l == Ansibleo] A A58 d o2 4234
t}.
[ipaserver]
server.idm.example.com
3.
dnszone-reverse-from-ip.yml Ansible Z#| o] 5 #}g o] A2 WYL o & 5o b33
23Ut
I $ cp dnszone-reverse-from-ip.yml dnszone-reverse-from-ip-copy.yml
4.
H 3] & dnszone-reverse-from-ip-copy.yml 3} & g1},
5.

ipadnszone 2¢] A Aol A th& W5 A ste] AL =Y Tk

ipaadmin_password ¥ 5-E IdM #2]#} s =2 AA 3.

name_from_ip H5Z IdM o] 5 A 9] IP2 A 315 HFAF 2ol & AT

A o Aol A3 A Ansible =g o] ¢t}

- name: Ensure dnszone present
hosts: ipaserver
become: true

tasks:

- name: Ensure zone for reverse DNS lookup is present.
ipadnszone:
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ipaadmin_password: Secret123
name_from_ip: 192.168.1.2/24
state: present
register: result
- hame: Display inferred zone name.
debug:

msg: "Zone name: {{ result.dnszone.name }}"

Playbook 192.168.1.2 IP 522 2 3| H A} Z o] 2494 «u-ak DNS %3] 992 AA
duUth 3o EYol 82 A7 49 o5& BAFY T

6.
sl e A3
7.
Zdo] %2 Ak

I $ ansible-playbook -v -i inventory.file dnszone-reverse-from-ip-copy.yml

[ J

A 45+=DNS 99 {3 S A=A A L.
[ J

/usr/share/doc/ansible-freeipa/ t] @ & 2] ¢] README-dnszone.md 3} ¥ & J X344 2.
[ J

/usr/share/doc/ansible-freeipa/playbooks/dnszone t] @ €] 2] o] 5] 41 = Ansible =dj o] &
S FxAA L.
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287 . ANSIBLES A}-£3to] IDMe] DNS ] X #a]

IdM(Identity Management) 32] 2}+= ansible-freeipa =l 7] X] o] 5] A}-&3 4= 9= location 2 &2 A}
€3t IdM DNS 91X & 2|2 7+ Ut o] el = b FA 2 dxpel dis] A8 gyt

[ ]
DNS 7] 4k AJu] 2 73 4)
[ ]
DNS 9 Xl o & vl &£ 512] AH}
[ ]
DNS A] 7} (TTL)
[ ]
Ansible& x}-£3to] IdM €] <1
[ ]

Ansible g A}-8-314] IdM 93] 9l

28.1. DNS 7] 9k Xju) 2 A A

DNS 7]t Au) 2 A A e Z#o] A E 7} DNS Z 2 & 22 A}48-5to] LDAP E:= Kerberos 9} 22 5
Mu g A gate Ve el Aue e e, et 49 43 F shie Zeo|AEs}
O e A FA UEAD U] A7 Zolv] AA 1§ AR 7H b M= Axet )
A AF AME RS F YES st AYUTh

e Ao olgos YA oR 1T Aot gyt

oo
Q'L
e
f
i
IS
2
im
e

DNS Aul & 2] 3% FFAZ A8 Hh 5AF DNS Al & A}
AUz 23R L 1B A0 U e 5 F Aol AA 2T = dguth

IdM(Identity Management) vl 1] | LDAP,Kerberos 3 7] € Aju]2=o] dj gk DNS A u] = 2=
(SRV 2l 512)7F AU th. ol & So] the WS IdM DNS v 910] TCP 719 Kerberos A v 2% 1 3
3= S 2E 9] DNS A ¥ £ &}
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$ dig -t SRV +short _kerberos._tcp.idm.example.com
0 100 88 idmserver-01.idm.example.com.
0 100 88 idmserver-02.idm.example.com.

E9de g ZR7 x3E YL

s
T
(@)
N
~
©
N
>
2od
w
2
>
Y
BN
o
>
> -.-

88 (L E M 5): AH| 20 TE W5,

Nyl 2g A gas sAE] 44 ol gyt

o] A A vEgE F TAE o] F2 LI F4 =99 weight=

Az %59 olo] 22 AHg- T,

, EeHOIGLE} DNS 9110) 461 DNS 2 Al s 793
2 1dM A o] ¢ 853 gho] wrabgU . of2l o Aol A Zeto]

H1 A e TR AFUT

_kerberos._tcp.germany._locations.idm.example.com.
0 100 88 idmserver-01.idm.example.com.

o)) 28.2. DNS 91%] 7]vt 4 =}
$ dig -t SRV +short _kerberos._tcp.idm.example.com
50 100 88 idmserver-02.idm.example.com.

IdM DNS A= 22 AH & ’ﬂ:{b‘_é‘}—‘e DNS ] X2 SRV g2 =£ 712 7] = DNS

%
il

Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

o =
T =
E X
—_—

o]
AR

e FEel A HEAE A AU A S Ul gL
L.

N
oy
L
v
L
oM,
o
flu
i)
o
re
m
fr

2ty Ao &
germany o] 4] DNS A

1 3 (CNAME)< =

52 2 Jig3h . o] CNAME ifl]:' == E99 A A Zo IAFYUL o] dAdA T2E
idmserver-01.idm. example com & —"r/}j %971 713 ¥ gro] o v g 943}, idmserver-

02.idm.example.com &
AHE-H U o
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28%. ANSIBLES A}-23}<] IDM<] DNS $] %] &g
28.2. DNS <] %] 9] dj 3t v 3£ 328 A}gt

IdM(Identity Management)2 53 DNSE A8 v ¢ X 48] 2~(SRV) I Z=& AT F dHY
t}. IdM DNS A 8] = 91X SRV g Z == WA 317] w Fol z+ DNS 9] X9l Zo]x 3}1}2] IdM DNS A
W A8 of .

DNS $1 X0l 0l & Zeto] A E o] M & Fafo] AEo|A 5418 DNS 3 Z= o)A gk F o] it} o]
g ol IdM DNS A/ 1] £ 1]IdM DNS Z:u] 2 41| o} 2 38t 32 DNS Al 2= 74 S st FefolQd
=7HIdMDNS Aol A 91X g s=g Slsta A7 5 Ay

IdM 2 1]IdM DNS A 8] 27} 39 o) 212 9] w] Z oA DNS A ARt = 48 A7 Wl 22 S ALE-51o
7}4 747k IdM DNS Al & 25 o 2 A9 gt dubd o 2 IdMo] ofd DNS A ¥ & AHS-st= 232
O|AEZL 71 7t7h2- DNS 9] Ao t @ A ZEE AR R H A 9| [dM M B A EE ALE 2 5 54
o

28.3. DNS A] 7+ (TTL)

ZeolAEE o] T4 AP H A7 FADNS g 22 AZ=E AT F= AFUh o83 A A
° 2 3 2o AEE TTL(Time to live) gto] W22 wl7hA M7 AHFE FA8HA 28 5 AUt
IdM(Identity Management)2] 712 TTL k2 14 g

Zalo|lAE AFEH 7} AL E 7t 23k 2% IdM DNS & 9 o] TTL z+-2 243 oF &yt Zato
ANETLALOlE ZHol 29 st=dl QA ARG FS o 32 o= ARt o|gA 3tA & At
o|E o thA] AZA317] Aol ZEto]lAE] FA|H DNS g =Zo] vtz g2 g DNS A v S F &l 93
SRV A Z=E A= 2F Y}

71% IdM DNS 99 o] 74 54 & Fza414 2.

28.4. ANSIBLE-S A}-2-3}o] IDM 9] %] 8ol

IdM(ldentity Management)2] A] 2€ &zt = 4] I[dM DNS ¢ x| & A4 slo] Sato|AE 7} 713 717t
SHEYI A= Yo AF AW E S F AEF & 5 dF Y.

2 A}l A= Ansible =] o] 58 A}-g-31a] [dMol] DNS 91X 7} A=A &2lste HHS 4393y
t}. o] o Ao A &= IdMol| germany DNS ¢ X7} =] 82lsts L Adc. Axxoz =
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Red Hat Enterprise Linux 9 Ansible2- A}-8-3} 4] Identity Management A4 3] 4 2]

M Zeto] AET} Al S8 7S Zolt vl AT 5 YES 5 1AM Al S o] )Xo FFE 5 9l

#Ud.

A 27 A

[ ]
IdM #2123 432 <43 sU

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

o] dAANA = AE Ed ol H2] HAE S AZE T4 AR = ~/MyPlaybooks/ 1] 98] &
Adsa 4 o 73 gy o

DNS 93] ol o g vl 3 2] AFRES- ol 3 o}

~/MyPlaybooks/ t] 8 ] 2] £ o] &3 o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/location/ o] 2 g 2] o] 21+ location-
present.yml 32 o] A28 wrEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-present.yml location-
present-copy.yml

¥ 3] & location-present-copy.yml Ansible =3 o] & 79 -& gy}
ipalocation ¢} Ao A o5 H4E A sto] Hd S =4 AT
AHE At ol BHAl &) ol F& =3 d¢U -

ipaadmin_password H5-= IdM &2z 2] g3 =2 AA 3.
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287. ANSIBLES- A}-8-3}<] IDM2] DNS €] =] &

name M5 914 ol o2 AP

A A oA 3] =4 F Ansible =g o] s ).

- name: location present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "germany" location is present
ipalocation:
ipaadmin_password: Secret123
hame: germany

g

)

0] o
==

2

dol & U Al e 3 -S X4 st= Ansible = o] 52 APt

il

I $ ansible-playbook -v -i inventory location-present-copy.yml

IdM <1 UIE A}-8-351<] DNS ¢ x| IdM A 1] &3 == IdM CLIE A}1-8-3}o] DNS $] %] <] IdM
A8 SFS AZFAA Q.

28.5. ANSIBLES- A}-8-3}<] IDM $] =] 813

IdM(ldentity Management)2] x| 2€ &zt = 4] I[dM DNS ¢ x| & A4 slo] Sato|AE 7} 713 717t
SUEYI A=Y AFT AHE F S FUEF T F AFUT.

t}& A z}o)| A = Ansible Z g o] B2 A8 3o IdMo] 4] DNS £ x| 7} 9l =X] delst= why e A3
Ut}. o] dAo] A= IdMol| 4] germany DNS $]1 X7} Q1=%] sHelsl= Wb S A9, Ag Aoz &
A IdM A & o] X0 @3 5 glor 24 IdM Zo]AEA o] Au & AT 4 gls

A 27 A

[
IdM #He) 2} 5 & 2 Sl th
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Red Hat Enterprise Linux 9 Ansible2 A}-8-5}¢] Identity Management A2 X] 2 #2]

[ J
IdM 4] ¥] = germany DNS ¢] X o] &35 #] g5y
[ J
Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5t}.
[ J
ol dANME AE Zaol o] BAE S A ZT T4 1A =2 ~/MyPlaybooks/ v & ]2 &
A star 74 Aoa 7 dd o
Azt
1.
~/MyPlaybooks/ T €] 2] £ o] &3 o}
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible-freeipa/playbooks/location/ t] & €] 2] o] 21+ location-absent.yml
o] AR S THEU T
$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-absent.yml location-
absent-copy.yml
3.
# 3 & location-absent-copy.yml Ansible Z o] & 2122 gUt}
4,

ipalocation 2] A o)A th& W5 4 stel A =4 Pk

[ J
AHE AHE O] 2HA] &Y o5& =8 FY
[ J
ipaadmin_password H5-= IdM #2121 2] g3 =2 AA .
[ J
name W5 DNS 91X o]0 % A4t
[ J

state M =7} absent 2 A& 5 o] A=A F2A gl

A oAl ds] 3 ¥ Ansible Z# o] 3 A A}
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- name: location absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "germany" location is absent
ipalocation:
ipaadmin_password: Secret123
hame: germany
state: absent

5.
stele A g gk
6.
Fedlol % A% AWM= 9AS A Yshe Ansible Fel ol -2 A Ttk

I $ ansible-playbook -v -i inventory location-absent-copy.yml

28.6. 71 g1 &~
°
Al Q

i )

/usr/share/doc/ansible-freeipa/playbooks/location t] 8@ €] ] o /] A= Ansible =] o] &

2 BxFA L.
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297, IDM<l| 4] DNS A& #=]

2 A z}ol| A = IdM(Identity Management) ¢ Ulo] 4] DNS 229 A2z @ DNS A2 949 & A

3 3, 1dM CLI 2 Ansible2 AHg-3Hs W8S 43 ghch

IdM DNS A Hl ] 5 712 o} &

IdM<e] DNS A2 3 3|

IdM 1 Ulol] 229 Agx 37}

CLIol 2= A2z 371

IdM §1 Ulo] DNS Forward Zone 7}

CLI%| <] DNS Forward Zone 37}

Ansibleg A} 23} IdMe<l| A] DNS Global Forwarder 2 A

Ansible2 A}-£3l4 IdMol] DNS 229 Ag 271 Q=X 3l

Ansible& A}-8-3}4 IdMell DNS 2 =% AgGx}7} gl =] 321

Ansible2 A& 3} IdMol] 5] DNS Global Forwarders”} v &4 3} 5 ¢l =% &<l

Ansible2 A}&3}o] IdMol] DNS Forward Zoneo] ) =4] &2l

Ansible2 A} 3} IdMol] DNS Forward Zoneo] o8] A2x}7} Q=X &l
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Ansible2 A}-&3}o] IdMol 4] DNS Forward Zoneo| v &4 3l & 2 =4] &<l
Ansibleg A}-8-3o] IdMo] DNS A2 & o] S1=A] 3tel

29.1. IDM DNS A 1] 2] = 7= o &

DNS 422 DNS A 1] 227} DNS 72| o] $-5talis Wol 932 nPUh. 7|24 02 1dM=} 534
Berkeley Internet Name Domain(BIND) A v] 2= #H ¢ ¢/7= DNS A 8|9} 277 DNS A u] o &S 3
t}.

A3 )&= DNS Ay

DNS Z o] 1o A IdM A Hjoll 5= o] &2 712l shd BINDIA 748 Fojo] L1 dlo]
B2 $adih 93 9 dole st 34 tE dolgun ¢4 gy

Al 71 DNS A 1|

DNS Ze}o] A=A IdM A 1ol A ge] Q1= o] &< A2l 5h BINDo|A] the DNS A1 & ALg
sto] A2 2 SAse 2 FUth A4 B HA e A% BINDE A5 2 S 243}
3 A7 $2 A2 5 AHg-ste] DNS A 2lol SaaTh.

7-¢-ol w2} BINDo Al T} DNS A ujoll 24 A3 3 Aol A ALg 75 & Hlol S 7wro = A
A2 Y3t Fol R H A F&Uh 02 DNS A nQ F 22} 2 ALg-3te] A2l Flates
BINDE 748 % 9&4Yth

4=

}& A1-831=5 BINDS 74 3H2 IdM A ¥ o} e zholl 2] 3L g-ghol thA] Ae=] 5 1dM A
A

} 5 gl dlol8 9] DNS A4 <& gk

e e
o

W

it

29.2. IDM<] DNS A& 3 =)
IdM2 A A 2 U XF BIND A2 382 EE none ldM 4 A9 A28 A APy

forward first (772 31)
IdM BIND A 8] 23= DNS # 2] & 748 A2xolA A2k A 0§ ==
s Fal 7k As)5HH BINDE Qg Ul o] A|H| = A2 5te] A7 S| A o= Solzich A WA AL 7
2 A o|v] DNS E¥| 3 & H ] 3}3st= dl A3

forward only
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IdM BIND Aj¥] 2= DNS 71212 74 ¥ dgaolAl dgaich Au 95 E A7 272 o
3l 727k 25 sk@ BINDo) A ZelolAEo] @ 78 vaFTh 4 Wak A8 A4 24D
ol Q= Bl AFAU

none (forwarding disabled)

DNS 7)) none A2 g8 02 Agsx &k dg veysh= 229 49 740 g
dolul Aol = e F-2FUT o] $HL BIND 7AA ¥ AgA 252 AFats Az A

IdM Y t}.

i

Agg AH43ho] [dMe] dlo] el thE DNS Ajule] dlolel st Aqe 5 fleUich IdM
DNSelA 712 9] 57 59 Fojol e Al @t A2 + YFUrh

7134 © = BIND 48] &% 725 DNS o] Zo] IdM A ulo] Agko] gl G0l &al
A% A2E e Av e dgshx ST ol 3ol A IdM d o] Bjul o] 2o 4 72
# DNS o] 22 22 5 10w NXDOMAIN - 5ho] utggujch, T D& A& 54 e
Ut

d] 29.1. o & £ Scenario

IdM 4] 1] = test.examples] dj & A &o] 11 th. DNS 9 <. BIND:= 192.0.2.254 IP 347} Q=
DNS A¥ 2 A2 & ddat=s +4H Ut

Zelo] A ETL EA6HA] Z=.test.exampled] th & FAE = A5 3= 29 DNS o] £¢1 BINDI A =
IdM A #] 7} test.example. < G ol gt A3to] U5 A& 192.0.2.254. A ¥ 2 AG3}A L5 S &
At A74 o 2 DNS 2ol E= NXDomain £.5 WA X & $213510] ALgAtoA A8 =
HQlo] EAI3HA &S <Y

29.3.IDM <} Ule] 223 Aga 37}

rr
%
]
tilo
i
ol
d
L

o] A o)A & IdM(Identity Management) <] Ulol]l 2 =% DNS A2 A2 F7}8}
t}.

A 27 A

[
IdM 2] 2= 1dM JUIo) =121 o] g5t
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#A 2= A2 DNS A H 9] IP(Internet Protocol) F4 5 &3 dFU

IdM §1 Ulel 4 W] =¢] = Au] 2 — DNS 224 74 - DNS £ Agg.

RED HAT IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DMS

DMS Zones

AUtomou N DMS Forward Zones

DS Servers < Refresh || @ Delete | | 4 Add
DNS Global Configuration i

[J | Location

O | default

Showing 1to 1 of 1 entries,

RED HAT IDENTITY MANAGEMENT & Administrator ~

dentity olicy Authentication Network Services

Automount DNS ~

DNS Global Configuration

2 Refresh || ‘D Revert || X Save | Actions ~

Options

Allow PTR sync O

Global forwarders Add

Forward policy @ Forward first O Forward only O Forwarding disabled

IPA DNSSec key master

IPA DNS servers server.example.com

AgE DNS A& = 45418 DNS M w9 IP 342 AT
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RED HAT IDENTITY MANAGEMENT

dentity

Policy

Automount

Authentication

DNS

Network Services

DNS Global Configuration

< Refresh | | "D Revert || X Save | | Actions ~
Options
Allow PTR sync O
Global forwarders | ‘ID.1D.‘ID.‘I| Undo
Add || Undo All

Forward policy

IPA DNSSec key master

IPA DNS servers

Forward policy &

RED HAT' IDENTITY MANAGEMENT

dentity Pol

Authentication

@ Forward first O Forward only O Forwarding disabled

server.example.com

Aego.

Network Services PA Server

Automount

DNS

DNS Global Configuration

< Refresh | | 'D Revert

Options

Allow PTR sync

Global forwarders

Forward policy

IPA DNSSec key master

IPA DN5 servers

3 A=) AgL

o
ol
L
)

352

X Save

Actions ~

O
10,1010 Undo

Add || Undo All

@ Forward first O Forward only O Forwarding disabled

server.example.com

£33 .Click Save at the top of the window.

& Administrator ~

& Administrator ~
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W= Au) = - DNS 229 74 ~ DNS & Ad ok

RED HAT IDENTITY MANAGEMENT & Administrator ~

dentity y Authenti on Network Services

Automount DMS

DMS Zones
AUtomou N DMS Forward Zones
DS Servers < Refresh || @ Delete || 4 Add
— DNS Global Configuration i
[0 | Location

O | default

Showing 1to 1 of 1 entries,

IdM < Ulell A1 3 A2 A Fo] 3 FA3teo] Sle 228 A2V Je=A AU

RED HAT" IDENTITY MANAGEMENT & Administrator v

dentity icy Authentication MNetwork Services

Automount DMNS ~

DNS Global Configuration

< Refresh | | "D Revert || X Save | | Actions ~

Options
Allow PTR sync O
Global forwarders 10.10.10.1 Undo
Add || Undo All
Forward policy (® Forward first (O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

29.4. CLIo) 2 =4 Agx 37}

o] MAMAE CLFH % AE o] 2)o) 4] 2= DNS A2AE F7haie By e 44

29
L
o

A 27 A

[ ]
IdM 22 42 2 1915 0] o,
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s DNS A H] 9] IP(Internet Protocol)

Aus A2
A7
[ ]
ipa dnsconfig-mod 3§ 3 & Al &3] A 229 AGA= F71gY o). --forwarder 342 A}
g-5to] DNS Agat9| IP 742 A4 gt
[user@server ~]$ ipa dnsconfig-mod --forwarder=70.10.0.1
Server will check DNS forwarder(s).
This may take some time, please wait
Global forwarders: 10.10.0.1
IPA DNS servers: server.example.com
A5 9
[ ]
dnsconfig-show 3 & & A1-§-3lo] 229 AIGAE IAFU T
[user@server ~]$ ipa dnsconfig-show
Global forwarders: 10.10.0.1
IPA DNS servers: server.example.com
29.5. IDM € Ulol] DNS FORWARD ZONE 7}
o] A A o] A = IdM(Identity Management) <] Ul DNS I L FrelE S Ag g
=8
MEA Bed A4S AS L A YA S ARA mIN L. A YL BFE ST
o] efm o] S ALg-at el71A e wAIZH BAY 5 Atk Ad FolL Abgaof
Se ¢ 229 A2 7S A lse o AL AdF
Al DNS 94 & A4 & v Red Hat2 3174 ] 94 B (NS) Bl 2 =& A}-8-31o] 3%+ DNS
AAL A AEF Jol e FA st Aol THUDL dREe) A 22l AgAs
TEsh dg g9l desiA FFUH

AHgt=AHow =

AR T AL
[
IdM 2] 4= 1IdM Ule] 22915 0] A&t
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FAg = A2 DNS A 1] 9] IP(Internet Protocol) F4 5 <3 954t

RED HAT' IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication

Automount DMS «

DNS Zones
AUtomOUH DMS Forward Zones i
DS Servers Z Refresh || @Delete | +Add
— DNS Global Configuration
[J  Location

O | default

Showing 1 to 1 of 1 entries.

DNS Forward Zones A A oA 712 &8t}

RED HAT IDENTITY MANAGEMENT & Administrator

Identity Policy Authenti n MNetwork Services

Automount DNS «

DNS Forward Zones

Q 2 Refresh || WDeletel | +Add | | J=Disable | + Enable

[ ' Zone name Status Zone forwarders Forward policy

No entries.

DNS A9 o} #71 Folx Ag 9o ol 52 AAFUTh
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Add DNS forward zone

(=) Zone name *

() Reverse zone
IP network

Zone forwarders *

Forward policy

Skip overlap
check &

* Required field

il

forward.example.com.

Add

(@ Forward first O Forward only O Forwarding disabled

O

Add | | Add and Add Another | | Add and Edit | | Cancel

4,
F7t M ES 2P R DNS Hul 9 IP 328 AQstel A2 232 BEUh 44T I4T
oz Mo AEAE AL F dFUH
Add DNS forward zone x
(® Zone name * forward.example.com.
() Reverse zone
IP network
Zone forwarders * 10.10.0.14 Undo
Add
Forward policy (@ Forward first O Forward only (O Forwarding disabled
skip overlap O
check @
* Required field
Add | | Add and Add Another | | Add and Edit || Cancel
5.

Forward policy S A9 gt}
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(® Zone name * forward.example.com

() Reverse zone
IP network

Zone forwarders * 10.10.0.14

Add

Forward policy @z Forward first ) Forward only O Forwarding disabled

Skip overlap O
check @

* Required field

Add and Add Another || Add and Edit | | Cancel

6.
AS @A
1.
IdM € UloA] Y] E<¢] = A 4]~ - DNS Forward Zones — DNS & A =3},
RED HAT IDENTITY MANAGEMENT & Administrator «
dentity ) Authent on Metwork Services
Automount DNS «
DMS Zones
AUtomoun DMS Forward Zones i
Search DS Servers 2 Refresh || i Delete | | 4 Add
| DNS Glebal Configuration
[J  Location
O | default
Showing 1 to 1 of 1 entries.
2.

IdM <1 Ulol] X] A gt forwarders 2 forward policyS A5l A s A o] A=A
sl g
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RED HAT IDENTITY MANAGEMENT & Administrator ~

Identity Policy Authentication Network Services IPA Server

Automount DMNS

DNS Forward Zones

Q ' Refresh | | wDelete || +Add || = Disable || + Enable
[J  Zone name Status Zone forwarders Forward policy
O | forward.example.com. « Enabled 10.10.0.14 first

Showing 1to 1 of 1 entries.

29.6. CLI° A] DNS FORWARD ZONE =7}

o] A Mol = CLIE R 2 lE|sfo] )0l 4 DNS Ag ol F7lahs W At

=82
WA Wad A 9E AT AY Fol S ALS A AL A AL BE EF
Mo ohym ol 2 Abg-shwl qﬂﬂmenﬂﬂm@ﬂ-,wﬂﬁ}@g%qgn%a%

st B¢ 228 A9 A4S AR st o AHSS A dHY .

Al DNS 99 & A& o Red Hate &3 Ul YA Bl(NS) gl 2 =2 A}-8-3}
AL S AHgsta A 44 S BA S Aol EFULL g9 A 2=
Al Ao 2 2R A g Qo] Q1A LU

A 27 A

[ J
IdM 22 A2 2295 0] &y

[ J
#A 2= A2 DNS A 1 9] IP(Internet Protocol) F42 ¢ dFUth

Azt

[ J

dnsforwardzone-add 4 & & A} &3l A} A S =715 A A o] Y AL --
forwarder 34 0 2 s} o] o] AgxE XA 3L --forward -policy §4 o2 A FA L X

Chishs s

[user@server ~]$ ipa dnsforwardzone-add forward.example.com. --
forwarder=10.70.0.14 --forwarder=10.70.1.15 --forward-policy=first
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Zone name: forward.example.com.
Zone forwarders: 10.10.0.14, 10.10.1.15
Forward policy: first

)
ol
L
=

dnsforwardzone-show 3 & 2 A} 83} vl A A

%
)
4
(7]
23
L
of
2
filo
ke
>
g
L
£

[user@server ~]$ ipa dnsforwardzone-show forward.example.com.

Zone name: forward.example.com.
Zone forwarders: 10.10.0.14, 10.10.1.15
Forward policy: first

29.7. ANSIBLE S A}-8-3l IDM<l| x| DNS GLOBAL FORWARDER 2 A

o] Al 4 o) A = IdM(Identity Management) 2] 2} 7} Ansible = #] o] -2 A}-23}o] IdMej| ~] DNS
Global Forwarders 474 sl= WS A8 3o

ofe] oA A=} A IdM #2] A= ZE 53 o] A A 2 EZ(IP) v4 =47} 8.8.6.6 ©] 3L IPv6 =4~
2001:4860:4860::8800 ©] = DNS A # o]l DNSE A4 g o).

A 27 A

[
Ansible A E 2 & o) ansible-freeipa 3| 7] X & A A FH Z2A| 29 GAZS AP sl=
S2EYYr
[
IdM 3217 355 23 sy
A=t
1.
/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
2.
ANED] A S A3 74353 = IdM A 8| 7t [ipaserver] A A o] YA o] =] 213y
o] 2 Eo], server.idm.example.com & 74 3 == Ansibleo] XA 5l A o132 4=y

o}
o}
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[ipaserver]
server.idm.example.com

3.
set-configuration.yml Ansible =& o] & 2} o] AH2-S wtFUH. o & E°] ta3 254
o}.
I $ cp set-configuration.yml establish-global-forwarder.yml
4.
H 3] & establish-global-forwarder.yml 31 & 44t}.
5.

IdM DNSoll A 222 AGxE AA == Z o] 5-9 name H4E Playbook=z 7
Ay

tasks 4 M o] 4] DNS 228 4222 8.8.6.6 2 2001:4860:4860::88002 = w5 7] 9|
3l B ol 2L WMAFU .

ipadnsconfig <] forwarders A /Ao A 32 FJ F o).

A WA ip_address 73 2 =4 forwardere] IPv4 34 = ¥ 7 3t} 8.8.6.6.

+ WA ip_address 72 global forwarder?] IPv6 4= 7 ).
2001:4860:4860::8800.

FE o] 53 02 A A FAFT

forward_policy = ¥ A 2 A}

o] @A oo Ha] 53 9 Ansible Z# o] % A},

- name: Playbook to establish a global forwarder in IdM DNS
hosts: ipaserver
become: true
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tasks:
- name: Create a DNS global forwarder to 8.8.6.6 and 2001:4860:4860::8800
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
forward_policy: first
allow_sync_ptr: yes

6.
e AFFU
7.
Eeol % APk,

I $ ansible-playbook -v -i inventory.file establish-global-forwarder.yml

29.8. ANSIBLES 2}-8-5}<] IDMoj] DNS 229 Agz}7} 9=4] 3ol

o] A Ao 4 = IdM(Identity Management) 2] z} 7} Ansible =3 o] 22 A}-£-3}] IdMol] 4] DNS &
2 AGA7E A=A FRste S A gy ofg oA Al A IdM #E] A= £ E 539 I &
IP(Internet Protocol) v4 47} 7.7.9.9 <1 DNS Aj8]2 DNS 224 Adg27} J=A, L E 53 oA
2001:db8::1:0 2] IP v6 47} =4 &<2lg]}.

A 27 A

[ J
Ansible Z1 E £ 2] 9] ansible-freeipa 71X & A XA HFUT. T2 A 22 GAE A3y st=
I2EQQQUt.
[ J
IdM #2]2 ¢35 & 43 dHFUY
A3}

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
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2.
Qe #dS A3 745t = IdM A 8] 71 [ipaserver] Al d o)l UYd s o] =4 13
t}. o] 2 9], server.idm.example.com & -4 3l == Ansiblec] X A5l W o422 43T
t}.
[ipaserver]
server.idm.example.com
3.
forwarders-absent.yml Ansible Z#| o] &5 3 o] AHE S UG o & Eo] a3 2HY
t}.
I $ cp forwarders-absent.yml ensure-presence-of-a-global-forwarder.ymi
4,
HF g 4 A== ensure-presence-of-a-global-forwarder.yml 3128 g1 t}.
5.

IdM DNS<l| 224 A2 x71 Jd=A FR1817] 938 &8 o] 59 name W5 Playbook
2 WA

tasks 2 o)A 4] o] o] & W7 3te] DNS 229 ddx7t £ E 539] 7.7.9.9 &
2001:db8::1:02. 2 Q=X A3}

ipadnsconfig & <] forwarders A /Ao A 432 F3 F o).

Al A A ip_address 32 global forwarder: 7.7.9.9 2] IPv4 =42 W7 3.

H

5 WA ip_address #t2 global forwarder: 2001:db8::1:0 2] IPv6 42 WH7
I

XE o] 53 o& A Ho] A=A AP

state = present = Y733}
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o= AA oo thal 3 A Ansible Zd o] & LY.

- name: Playbook to ensure the presence of a global forwarder in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0
on port 53
ipadnsconfig:
forwarders:
- ip_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53
state: present

H

ohelg A%

g

U,

Zdo] %2 Ak

I $ ansible-playbook -v -i inventory.file ensure-presence-of-a-global-forwarder.yml

29.9. ANSIBLES 2}-8-5}<] IDMoj] DNS 229 Ag27} 9=4] 3l

o] A A o Al = IdM(Identity Management) 2] 1 71 Ansible = o] 22 A}-8-3}¢] IdMoj| ] DNS =
29 A7 gleA 3Ast=E HH S AU ofd Al LA IdM #E|A=RNEHY 22 EF
(IP) v4 +4-71 8.8.6.6 o] 32 XX E 53 o] 4] 2001:4860:4860::8800 2] IP v6 47} = DNS 223 AZ
ZA7F A=A A FY .

A 87 A

[ J
Ansible A E £ 2] 9] ansible-freeipa | 7] A = A XA HFUH T2 A4 29 GAS APt
S2EQYr)
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AR}
1.
/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
2.
Qe 3AdS I3 745k = IdM HHVP [ipaserver] A Ko Y=o A=A A
t}. o] 2 9], server.idm.example.com & -4 3l == Ansiblec]] X A5l W o422 43T
c}.
[ipaserver]
server.idm.example.com
3.
forwarders-absent.yml Ansible Z# o] & 3}¥ 9] AL2 & WU o & S0 a3 254
c}.
I $ cp forwarders-absent.yml ensure-absence-of-a-global-forwarder.yml
4,
HF T 4= Q=5 ensure-absence-of-a-global-forwarder.yml 3} & g1},
5.
& HFE A4 5o 3dS 249U
a.
IdM DNSol] 229 A2 27} Q== Z g o] &9 name H4E Playbook= 73 g t}.

tasks A oA F¢ge] o]22 W
2001:4860:4860:4860::8800°] gl= A S &A1 =F 3}

oﬂ
3&
£
O
=
wn
il
fu
e
>
ng

2171 8.8.6.6 2

ipadnsconfig <] forwarders A /Ao A 32 F3 F o).

A WA ip_address 7S =4 forwarder?] IPv4 4= W7 3}, 8.8.6.6.

T WA ip_address 72 global forwarder?] IPv6 4= W7 ).
2001:4860:4860::8800.
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I1.
X E o] 53 07 Ao JE=A A

action 4= member & A A3},

‘3e] 71 absent 2 AR H o] J=A A F Y.

ol A ool 3l -3¢ Ansible =@ o] & 32 Yt}

- name: Playbook to ensure the absence of a global forwarder in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
action: member
state: absent

action: member & A}-23}#] &3 =4 o] & A state: absent 34 7 A&
3tH Fd o] Ho] Asg .

6.
22 A4
7.
Edo %2 Ay k.

I $ ansible-playbook -v -i inventory.file ensure-absence-of-a-global-forwarder.ymi

/usr/share/doc/ansible-freeipa/ t] @ & ] ¢] README-dnsconfig.md 3}

365



Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

ipadnsconfig ansible-freeipa = & 2] action: member 34

29.10. ANSIBLES- A}-8-3}<] IDMol] 4] DNS GLOBAL FORWARDERS”} v]| &4 3} = =4 &<

o] A1 A d| 4 = IdM(ldentity Management) 2] 2} 7} Ansible = #) o] 22 A}-£-3}o] IdMo]| A] DNS
Global Forwarders7} H| A 315 Q=X 32 5t= w2 Awddty ), ol oA A}oA] IdM Z2| A=
2H ddAe] dg ZF o] none o= AAHo] A dEAE 2oz v&gsigy.

A 27 A

[
Ansible Z1 E £ 2] 9] ansible-freeipa 71X & A XA HFUT. T2 A 22 A ZE AP 5=
S2EQUr}

IdM 727 52 7 A&

A7)

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig ]2l g 2] 2 o] 53 ).

$ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

AW Ee 3AdS F 7435t = IdM A ¥ 71 [ipaserver] A A o] Ud = o] A=A] <19
£, server.idm.example.com & 4 3l == Ansibled]] X A5l o422 43T Y

[ipaserver]
server.idm.example.com

2= DNS 224 AGAE H|

A s}st == olu] 4 = disable-global-forwarders.ymi
Ansible Zd o] &5 3o Y &S A S

$ cat disable-global-forwarders.yml

- name: Playbook to disable global DNS forwarders
hosts: ipaserver
become: true

tasks:
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- name: Disable global forwarders.
ipadnsconfig:
forward_policy: none

Edlol ¥ AWk

I $ ansible-playbook -v -i inventory.file disable-global-forwarders.ymi

/usr/share/doc/ansible-freeipa/ t] @ & 2] ©] README-dnsconfig.md 3192 F X354 A1 Q.

29.11. ANSIBLES- A}-8-3}<] IDM<l] DNS FORWARD ZONE©] ¢J=A] <21

o] A Ao 4 = IdM(Identity Management) 2] z} 7} Ansible =) o] 22 A}-£3}] IdMol| 5] DNS
Forward Zoneo] ¢J=X] 8<¢lat= vhy S A=) of# oA Ax}o A IdM 2] A= example.com
©] DNS A2 o o o] 8. 8.8.8.8 <l IP(Internet Protocol) 471 2l+= DNS A 8] 2 =X g2lgr}.

A 27 A

[ J
Ansible Z1 E £ 2] 9] ansible-freeipa 71X & A XA HFUT. T2 A 22 GAZE AW 5=
I2EQQUL.
[ J
IdM 2214 k52 23 Y&
47
1.
/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
2.
Sl E7] vAS Ay A& IdM A vl 7} [ipaserver] A Ao A= o] JEA gelgy
t}. o] 2 9], server.idm.example.com & -4 3l == Ansiblec] X A]sl8 W o422 43 TY
o}
[ipaserver]
server.idm.example.com
3.
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forwarders-absent.yml Ansible = o] & 2} o] AR S vkt o &
t}.

e

I $ cp forwarders-absent.yml ensure-presence-forwardzone.yml

AZ s 4+ A== ensure-presence-forwardzone.yml 3 & A}

IdM DNS9l] dnsforwardzoneo] 9 =X] 3<2135}7] 93l =d o] &2 name HS

Playbook= ¥ 7 3},

b.
tasks A A ol 4] example.com<] dnsforwardzonec] 8.8.8.8% A+=X] &
olg< WA,
C.
tasks A A o] A ipadnsconfig A &2 ipadnsforwardzone = 7 ).
d.

ipadnsforwardzone A /Ao A 32 I F ).

ol &7 2y

i

ipaadmin_password ¥15& F7}sla IdM 322 ¢4s 2 A A )
p p

name W4 & 371313 example.com © = A A3},

A
ip_address 2 port a2 A A F .
B.
ulA] Sl At A 2FL £35S DNS A9 IP F2
5]=8
I -8.8.8.8
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forwardpolicy 5 F71sta WA = Ao

skip_overlap_check ¥1+% F713} 3L true = A4 .

Vi.
state ®15=Z present = ¥ 7 3}

ol &A oo dal -39 Ansible =7 o] & 32 Yt}

- name: Playbook to ensure the presence of a dnsforwardzone in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the presence of a dnsforwardzone for example.com to 8.8.8.8
ipadnsforwardzone:

ipaadmin_password: password01

name: example.com

forwarders:

-8.8.8.8

forwardpolicy: first

skip_overlap_check: true

state: present

6.
stel e A4,
7.
ZyolBe AT

I $ ansible-playbook -v -i inventory.file ensure-presence-forwardzone.yml

/usr/share/doc/ansible-freeipa/ t] @ & 2] o] 1 README-dnsforwardzone.md 39 & & *x
341 2.

29.12. ANSIBLES- A}-8-3}<] IDM<l] DNS FORWARD ZONE©| o & A2 A7t J=A 21

o] A1 4 ¢ A= IdM(Identity Management) 2] 2} 7} Ansible = #] o] 22 A}-£3}<] IdM<] DNS

Forward Zoneol| oj2] A2 7} A=A &Qlst= WS A¥ Ut ofd oAl datol A IdM B2 2=
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example.com 2] DNS A& 0] 8.8.8 € 4.44.4 2 AL Ho] A=A AP}
AR 2. AL

Ansible A E 2 & o) ansible-freeipa 3| 7] X & AP FUH Z2ZA| 29 GAS AP s=
s2ET

IdM #2123 432 <43 sU

Azt
1.
/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] & € 2] & o] 53 .
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
2.
oMl Ea vae o5 A= IdM /~1H17} [ipaserver] Al Ao A=l A=A FAFY
t}. o] & E o], server.idm.example.com & 74 3= = Ansibled)] A A3l d o3-S 48
c}.
[ipaserver]
server.idm.example.com
3.
forwarders-absent.yml Ansible Z# o] & 3}¥ o] AL2 & WU o & Eo] a3 254
c}.

I $ cp forwarders-absent.yml ensure-presence-multiple-forwarders.ymil

HF g 4 A== ensure-presence-multiple-forwarders.yml 312 & gt}

IdM DNSA dnsforwardzoneodl] o2 7] 2] A2A7} =% 3l317] 98 =g o] o]
name 4 Playbook= 733 t}.

tasks 4 A o] 4] dnsforwardzone<¢] dnsforwardzone¢] 8.8.8.8 2 4.4.4.4 forwarders
7t A A eF Y ol 5L WA U

370


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

297%. IDM X DNS A& 2]

tasks 41 A o] 4] ipadnsconfig Al =2 ipadnsforwardzone = ¥ 7 3t}

ipadnsforwardzone A /Ao A 43S 5 F ).

ipaadmin_password Y42 F7135132 IdM #2]#F s 2 AA .

name W4 £ 3713132 example.com © = A A3},

A.
ip_address 2 port 3} 2 A A gt}
B.
stol 5l = DNS A Bl 9] IP 342 tjA] Yol F71g .
-8.8.8.8
-4.4.44

state Y1-E present= ¥ 7 g}

ol A oo dal -39 Ansible =g o] & 32 Yt}

- nhame: name: Playbook to ensure the presence of multiple forwarders in a
dnsforwardzone in IdM DNS

hosts: ipaserver

become: true

tasks:
- name: Ensure presence of 8.8.8.8 and 4.4.4.4 forwarders in dnsforwardzone for
example.com
ipadnsforwardzone:
ipaadmin_password: password01
name: example.com
forwarders:
- 8.8.8.8
-44.4.4
state: present
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/usr/share/doc/ansible-freeipa/ T @ & 2] o] 5] README-dnsforwardzone.md 79 & I %
344l 2.

29.13. ANSIBLES- A}-8-31<] IDM9l] <] DNS FORWARD ZONE©<] v &4 3} = =4 <1

o] A1 A d| 4] = IdM(ldentity Management) 2] 2} 7} Ansible = #) o] 22 A}-£-3}<] IdMol| A] DNS
Forward Zoneo] H]| &4 s} 5 =4 &Q135t= Wi AW ). ol oA AR A IdM &2 #}=
example.com 2] DNS A g g o] v|&A 35 Y =A 5101 ol 3] o).

A 27 A

[
Ansible A E 2 )] ansible-freeipa 3| 7] X & A X A5 Z2A| 29 GAZS AP sl=
S2EQUh
[
IdM 2214 k52 23 AU
4
1.
/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
2.
AW ED Y-S I3 A5k = IdM HHM [lpaserver] Ao Yddxo] A=A &y
t}. o & 59], server.idm.example.com & 1A 5l == Ansibleo] A A58 d o2 423y
t}.
[ipaserver]
server.idm.example.com
3.
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forwarders-absent.yml Ansible =@ o] 312 o] AL w5t} o 2
t}.

e

ol &7 2y

I $ cp forwarders-absent.yml ensure-disabled-forwardzone.yml

H 3 & ensure-disabled-forwardzone.yml 3} -& ¢ t}.

fu)
o
E
B
i
i
o
o
£
i)
e
tijo
BN
o
d
L
v

IdM DNSoi| 4] dnsforwardzoneco] H] &4 3} 5] == Z g o] &-2] name 4 Playbook
Z2 HAFYUY.

tasks A A o] /] example.com2] dnsforwardzoneo] B]| & A3 = =4 &2l 51 =5 2}

A ol B2 WAL

tasks A A o] A ipadnsconfig A &2 ipadnsforwardzone = 7 ).

ipadnsforwardzone A /Ao A 32 3 @}

ipaadmin_password {42 F7}513 IdM #2812} ¢35 2 A A ).

name W4 & 371313 example.com © = A A3},

iii.
AA AgA A8 e AAGU

state 4= disabled = ¥ 73 o).

ol& &A| ool dal] 39 Ansible =7 o] & 32 Yt}

- name: Playbook to ensure a dnsforwardzone is disabled in IdM DNS
hosts: ipaserver
become: true
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tasks:
- name: Ensure a dnsforwardzone for example.com is disabled
ipadnsforwardzone:

ipaadmin_password: password01

name: example.com

state: disabled

)

shel 2 A g ch,

il
e}
o
Az
tlo
i
)
e
W
v

/usr/share/doc/ansible-freeipa/ t] @ & 2] ol /] README-dnsforwardzone.md 7} & I %
ERES

29.14. ANSIBLE S A}-8-3l« IDM<2] DNS A& o] gl=A] &9l

o] A A o A = IdM(Identity Management) 2] 2} 7} Ansible =) 0] 32 A}-§-3}o] IdM<ll A} DNS
Forward Zoneo] 1= g<lsh= WS A4t ot oA d3}oj A IdM 2] 2= example.com
°] DNS A& 999 gl&< Fdgyoh

A 27 A

[ ]
Ansible A E 2 & o)) ansible-freeipa 3| 7] X & A XA FUH Z2 A 29 GAZS AP sl=
S 2EQ.

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] & € 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

Qe 9dS A3 A4 5ke] = IdM A B 7} [ipaserver] A A o] YA s o] Q=4 2l
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297%.IDM 4| DNS A& <]

. 9] & o], server.idm.example.com & A 3l Ansibleo] R A58 ¥ 12 43

L)

[ipaserver]
server.idm.example.com

forwarders-absent.yml Ansible Z @ o] & 3 o] AR S vtEUt). o &
t}.

i

ol &7 24y

I $ cp forwarders-absent.yml ensure-absence-forwardzone.yml

i)
2)
]
4

1 == ensure-absence-forwardzone.yml 3¢ & .

fiu)
o
B
B
i
i
o
o
2
i)
1
filo
BN
o
L
L
v

IdM DNS¢ll dnsforwardzoneo] gl A2 32135 Zg o] &2 name HFE
Playbook= w7 g t}.

tasks A A o] A &¢] o] 52 ¥ 733l example.com<] dnsforwardzone©] gl= A<
sl g .

tasks 4] A o] ] ipadnsconfig A 22 ipadnsforwardzone = W7 gt}.

ipadnsforwardzone A /Ao A 32 3 F ).

ipaadmin_password 152 F7}513 IdM #2]2 ¢35 2 A A g

name W4 £ 371313 example.com © = A A3},

state 4 absent 2 54t}
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o]= & A o9 3] A= Ansible Zg o] 5t}

- name: Playbook to ensure the absence of a dnsforwardzone in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the absence of a dnsforwardzone for example.com
ipadnsforwardzone:
ipaadmin_password: password01
name: example.com
state: absent

shel e A F T

)

filo
i
o
s
L
u)

=g

[}

A=
-_l.i'
I $ ansible-playbook -v -i inventory.file ensure-absence-forwardzone.yml

/usr/share/doc/ansible-freeipa/ t] @ & &] o] /] README-dnsforwardzone.md 3} & I %

3414 2.

29.15. F71 &2

°
DNS A&
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307%. ANSIBLES A}-4-3}o] IDM€] DNS g 2=
307. ANSIBLES- A}-8-31<] IDM<] DNS g 3= 2]

o] &A= Ansible =] o] &g A}-&3}o] IdM(Identity Management)oil <] DNS #Z =2 #a]3l&=
b o Aw 3o IdM 32 A= IdMol 4] DNS I 2 =8 71 54, 2 & 5= AU o] o=t
& Ao 3ol dFYTH

Ansible& A}-g-35}<o] IdMo] A 22 AAAADNS g Z=7F =4 &2l
Ansible& A}-g-3}<] IdMo] A 2 PTRDNS g Z=71 A=A &9l
AnsibleS A}-8-35te] IdMol] «f 2] DNS g2 =71 A=A &2l
AnsibleS A}-8-3t] IdMo]] o] 2] CNAME # Z =71 A=A &<l
Ansible2 A}-&351] IdMe]] SRV g Z =7} =4 &2l

30.1. IDM2] DNS g Z=
IdM(Identity Management)2 t}2+3k DNS 9| Z= 5382 A 43Ut 2 471 73 A AF-E Y
.
S2E o] IPv4 T4 g 7| 2 WYY A FEES] PAE o] 52 I A& S2E o] 5¢Y
U AdZE9 IP F4& < 192.0.2.1 7 728 IPv4 49}

A =) g3k ZA S 22 RFC 1035 o] 4] =341 2.

AAAA

ZE ]%er IPV6 F2ol 03 7] 2 YUt AAAA P Z=9] A= o] 5L 7 e TXAE
o] th IP F4 2 2001:DB8::1111 3 742 IPv6 F4 Yt}

AAAA | 2 =0 T @ A4 g ]-4-& RFC 3506 & 231414 2.

SRV

e
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AH] 2(SRV) 2] 42 B E = A2 o] 52 54 Au] 28 A Z s Aul 2] DNS o] Fol w3

AU & 50 o] Y= 32 LDAP O a gl ¢ 2+ Au|AE fAgst= Aol i3+ J5F
Yt

SRV g7 =9 gz 01—— service._protocol(<] : _Idap._tcp )2 Ut} SRV gl 2= o st
T8 A= g3 Al =9 $HE9, 7HEA, FE WS, S2E o]go] XU

SRV @ 2 =ol o & 24 & ) 8-S RFC 2782 & %3144 9.

PTR

o
)

H @ Z=(PTR): IP 342 w2l o] S0l vlg sk w3 DNS gl Z=2 S/

9
kel

5 IPv4 F 20 01§ 943 DNS %3] = 25 in-addr.arpa. =1 219 A ola a3k
G2 AU Aol ¢S 4 A= P49 9 F4 & in-addr.arpa. “1] Qlo]
F7 }!ﬂ ‘QHP IP =49} A 86HA 9 d Ut o & o] U ES A 4 192.0.2.0/24
» o] 749 9vtgF g2 2.0.192.in-addr.arpa ¢} 1 t}.

PTR9] @51 = o] 52 RFC 1035 ol 1 € 2F J 4 o]o]o} 347 RFC 2317 2 RFC 3596 ol A
3} 5] o] of ). srE olF W2 UYA=Z xgﬂ stEl= S2EQ JA SAE o]Fo]ojof it

™

e
K

L

E3t.ip6.arpa. =H Q9] 9 S AHS-sto] IPV6 F 5:011 sl FF F9S 74
g 55 A& IPV6 9 wa G oo o) A4 & ) &2 RFC 3506 & 22aH41 Al 9.

=

-

DNS g|&2 g A= & 718 o 2L g Iz O do]gHr7l B osite= Holl FosiidA L. s &
o] CNAME g|Z 0= S2E o]|20] AR SA A ZENEIP F47 223k IdM ¢ UldlA &
A AP YIE FFo 223 HoHE I EF Al I Z=S Frhstes A9 2ot AFsez

dol =g,

30.2. ¢ utx 2l IPA DNSRECORD-* -4

o] Al A o] A = IdM(ldentity Management)ol] 717¢ 4 ukA Q1 DNS gl &2 d 2= {3
AHA S W AHS S S e S disl Ao

il
sk

F7h, 4
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307%. ANSIBLES A}-8-5}¢] IDM<2] DNS g 2= #&]

[
A (IPv4)
[
AAAA (IPv6)
[
SRV
[
PTR

Bash <j| 4] = --tektonoption={val1,val2,val3} ¢} 7}o] curly braces U} 2] 4% = & H = Z
& vt o F=2¢ Fo F Ay

kel

30.1. gk Y= A

5

-=ttl=number dIZ=E AT A 7HS A )
--structured QA DNS HIZES & BAs5la 1318 F2o=w
LR R =

¥ 30.2."A" 2= 34

¥4 =4 o A
--a- GYAYIE EE=AYIE B2 S FEg ipa dnsrecord-add
rec=ARECOR idm.example.com host1 --a-
D rec=192.168.122.123
ANAAIPF2E AMEE 9d=st= AglZ=2 s ipa dnsrecord-add
< AFYh idm.example.com "*" --a-

rec=192.168.122.123 [2]

--a-ip- =9 IPF4E AGFYh dlz=s s W A ipa dnsrecord-mod

address=strin T S A A= A --arec YUtk 22 1A ¥ idm.example.com --a-rec

g I 2 =AY u) —-a-rec $AL ALLE o A g I 192.168.122.123 --a-ip-
HAA zES A AU A 72 —-a-ip-address &4 ¢ address 192.168.122.124
2489t

[a]©] A IA & IP F471192.0.2123¢] 9fd == Az z=s A3
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3 30.3. "AAAA" = A

¥4 o A
--aaaa- e AAAA(IPVE) 3 2= o= AAAA Yl ZE 28 A ipa dnsrecord-add
rec=AAAAREC <3y} idm.example.com www --
ORD aaaa-rec
2001:db8::1231:5675
--aaaa-ip- A=) IPv6 FAEAFTIUL JIZ=S s 1 A IPA dnsrecord-mod
address=strin @ IZE= S A AF e 48 --aaa-rec YUtk 22} idm.example.com --aaaa-rec
g A EﬂiE%— 474 & uj --aaaa-rec 44> A g I=9] 2001:db8::1231:5675 --aaaa-
AA & A4 sk d AHS-E Yok Al 32 --a-ip- ip-address
address FHAoE A 2001:db8::1231:5676
3% 304."PTR" glZ= )4
¥4 =5 o A
--ptr- G4 PTRYZE=E 2= PTRYIE EE5S ALy ipa dnsrecord-add
rec=PTRREC A DNS Y Z =8 718 o T EDNS g Z =8 = 122.168.192.in-addr.arpa 4 --
ORD 7}elE A2 v ko] ipa dnsrecord-add = 2 2} ptr-rec
A A E G o] Eo] glu g Ut dutF o g server4.idm.example.com.
FEREIPFLAEAZAUEY]ZAA IP F429 wpA] vt
EEYUTh LEZF A= A WA oA A= IPvd F $ ipa dnsrecord-add
4~71192.168.122.421 server4.idm.example.com 2] 0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.i
PTRAZEZ F713H ). = HA o A o] 4] &= reverse p6.arpa.
DNS &%-2-0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.ip6.arpa 1.1.1.0.0.0.0.0.0.0.0.0.0.0.0 --
o F71gY ot IP 471 2001:DB8:1111 ¢l 5~ E ptr-rec
server2.example.com <] IPv6 "3 & Y1 o server2.idm.example.com.
--ptr- HEEe] TXE o35 A FYTh
hosthame=st
ring

3 30.5."SRV" 9|2 = {4

o o A
-=Srv- GA SRV YIZ= EESRV Y IE=E 225 # ipa dnsrecord-add
rec=SRVRECORD AU Th Q2% o Ao A _dap._tcp idm.example.com _ldap._tcp --srv-
ESRVYIZ=o kA2 gd 2 a4 rec="051389
TR EZFS H Pt srv-rec 5412 serveri.idm.example.com.”

priority, weight, port % target zt< & ©] 3
Ut} of o A 51 2 499] weight 72 1007} # IPA dnsrecord-add

2 %]7; i 54 dIZ=7F AN H = g E server.idm.example.com _lIdap._tcp
S wEg s eEbY U --srv-rec="1 49 389

server2.idm.example.com”
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Y
of,

=-Srv- Ha=e] 54 &5 AT A&

priority=number 8o 3SRV HZ=7FodE] ) AS
AFUTH 4 =91(0-65535)= #| 2=
o =EdAs, $AH =T 3
FUth AR EE 4 =977 =2
AEE

WA A8 oF Gk

=-=-SIv-
weight=number

g 7tsAE A gUT sLT ¢
M=o SRV ZIZE =45 AASHE o)
Zgo] gUth A4 715X 100744 3
7haf ok st 54 =7t AL H = g E

(&) detdyoh

--Srv- U S2Eq A M 20 ZES X H T

port=number Y

--Srv- g S2EQ mHel o] 55 AR YT

target=string TRl A MBS ALMS S S QlE S
o] 717k &L 717()Y & s

ipa dnsrecord-add --help & 23} gt}

# IPA dnsrecord-mod
server.idm.example.com _ldap._tcp
--srv-rec="1 49 389
server2.idm.example.com" --srv-
priority=0

# IPA dnsrecord-mod
server.idm.example.com _ldap._tcp
--srv-rec="0 49 389
server2.idm.example.com." --srv-
weight=60

# IPA dnsrecord-mod
server.idm.example.com _ldap._tcp
--srv-rec="0 60 389
server2.idm.example.com." --srv-
port=636

30.3. ANSIBLES A}-8-3}<] IDMol] A 22 AAAADNS g 2Z=7} =4 &2l

o] Al o A &= IdM(Identity Management) 2]z} 7} Ansible =3 o] 22 Al83lo] 54 IdM S 2 E 9]

A %L AAAA 2|3 =7) =7 SRl she

WS wolFLich ofdl Aol ALEH sl Aol A] IdM 2e] A=

idm.example.com DNS < ¢} 9] host1 2] A 2 AAAA F|Z =7} QA=A 13 .

A 27 A

Ansible Z1 E £ 2] 9] ansible-freeipa 71X & A XA HFUT. T2 A 22 A Z AP st=

[ ]
S 2~EQU T}
[ ]
IdM #2z s & &3 dFU
[ ]
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idm.example.com g & o] &4 5} IdM DNSo A &z gl IdM DNSol| 4] 713 DNS <
QL F7}stE i o O3 A 3 Y &2 Ansible =3 o] 22 AF£51] IdM DNS < #2] =
B oHIA 9.

A3
1.
/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] @ & 2] & o] 53 t}.
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord
2.
AW EE] LS A3 745t = IdM A w7} [ipaserver] A Ao Y = o] =4 A3y
t}. o] 2 9], server.idm.example.com & -4 3l == Ansiblec] X A5l 22 43T
c}.
[ipaserver]
server.idm.example.com
3.
ensure-A-and-AAAA-records-are-present.yml Ansible = o] & 2} & B Al o &
o] g3 2y th
$ cp ensure-A-and-AAAA-records-are-present.yml ensure-A-and-AAAA-records-are-
present-copy.yml
4,
HF S 93l ensure-A-and-AAAA- records-are-present-copy.yml 3¢ & g},
5.

ipadnsrecord 2t} A Ao A b5 MFE A5k BdS =ZF 4.

[ J

ipaadmin_password W52 IdM &)z ¢35 2 A3 o
[ J

zone_name W4 Z idm.example.com © = A3 3]t}
[ J

records oA name W3 hostl = A A 313 a_ip_address =
192.168.122.123 = A A sk},

records o] A name ¥~ hostl = A A3} 3 aaaa_ip_address -5 12 A
A
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307%. ANSIBLES A}-8-5}¢] IDM<2] DNS g 2= #&]

A o Aol 3] 54 A Ansible Z g o] & ¢t}

- name: Ensure A and AAAA records are present
hosts: ipaserver
become: true
gather_facts: false

tasks:
# Ensure A and AAAA records are present
- name: Ensure that 'host1' has A and AAAA records.
ipadnsrecord:
ipaadmin_password: Secret123
zone_name: idm.example.com
records:
- nhame: host1
a_ip_address: 192.168.122.123
- nhame: host1
aaaa_ip_address: ::1

6.
stal e A A,
7.
ZyolBe APF T

$ ansible-playbook -v -i inventory.file ensure-A-and-AAAA-records-are-present-
copy.yml

IdM<] DNS g7 =2 ZFXs4A 2.

/usr/share/doc/ansible -freeipa/ ] 2 & 2] ¢] README-dns history.md 3} ¥ & %3514 A|
o -

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] &l g 2] 2] 41 Z Ansible = d| o] &

o AxFA Q.

30.4. ANSIBLES A}-£-319] IDMo]] A 22 PTR DNS &) =7} 91=4] 8l

o] A Ao 4 = IdM(Identity Management) 2] 2} 7} Ansible =#| o] 22 A} 83}l a3 PTR @l Z=
o} 3 54 IdM S 2E o digt A F =71 A=A FR1st= HH S HogFU ol Axjol ALE-4 ol
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oA IdM 2] A} = idm.example.com % g o] IP 3471 192.168.122.45 2l host1 2] A 2 PTR gl Z =7}
Q=4 el

A 27 A

[
Ansible Z1 E £ 2] 9 ansible-freeipa 71X & A XA FUT. T2 A 22 A ZE AP 5=
S2EQUr}.
[
IdM #2812 ¢ & &3 AdHFU Y
[

idm. example com DNS ¢ o o] &3}l IdM DNSo|| A &2 g}, IdM DNSol| A 7] &2
DNS 995 F71st= ol th & 24l @ &2 Ansible =] o] 52 AF8-3to] IdM DNS 9%
A= %‘}7‘0}’8’\] Q.

A3
1.
/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] &l g 2] 2 o] 53 ).
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord
2.
AMED] #AS T3 3kl = IdM x| 8] 7} [ipaserver] A Ao vt d = o] =34 Ay
t}. o & 59], server.idm.example.com & 1A 5l == Ansibleo] A A58 d o2 423y
o}
[ipaserver]
server.idm.example.com
3.
ensure-dns history-with-reverse-is-present.yml Ansible =] o] & 52l o] A2 vh51
t}h ol & So] &3} 25U
$ cp ensure-dnsrecord-with-reverse-is-present.yml ensure-dnsrecord-with-reverse-is-
present-copy.yml
4,
AR S 93l ensure-dns history-with-reverse-reverse-is-present-copy.yml 3+ -2 ¢4
t}.
5.

ipadnsrecord 2t} A A v HFE A5k BdS =Z3 4.

384


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#using-ansible-playbooks-to-manage-idm-dns-zones_configuring-and-managing-idm

307%. ANSIBLES A}-8-5}¢] IDM<2] DNS g 2= #&]

ipaadmin_password W2 IdM &2 #} ¢35 = A A gt}

name W4Z host1 & A&},

zone_name W4 £ idm.example.com © = A4 3]t}

ip_address W12 192.168.122.45 = A4 3 t}.

create_reverse W5 yes 2 AR 3.

A oAl dl3 49 Ansible Zd| o] & w2 ¢jUt}.

- name: Ensure DNS Record is present.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure that dns record is present

- ipadnsrecord:
ipaadmin_password: Secret123
name: host1
zone_name: idm.example.com
ip_address: 192.168.122.45
create_reverse: yes
state: present

H

shelg A%

zd

U,

il
d

Ut

ERERRL

$ ansible-playbook -v -i inventory.file ensure-dnsrecord-with-reverse-is-present-
copy.yml

IdM<] DNS g3 =2 24 A 2.
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/usr/share/doc/ansible -freeipa/ ] 2@ & z] ¢] README-dns history.md 7} ¥ & %3514 A|

(o]
i ]

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] &l g 2] 2] 41 Z Ansible =g o] &

2 AxFA L.

3}l

30.5. ANSIBLES A}-8-3}<] IDM<]] o] 2] DNS g z2=7} =4 &2l

o] A1 A o] A = IdM(Identity Management) &)z} 7} Ansible Z 3] o] &2 A}-8-3}o] o] ko] 53
IdM DNS gl s2=0] AZ o] A=A st S BoFUth ot Aol A€ ol ol A] IdM 2]
Z}= idm.example.com DNS % ¢ o)) host1 o] tj 3t o8 A FZ =7} A=A gy

i A
[ J
Ansible A E 2 & o)) ansible-freeipa 3| 7] X & A FU Z2A| 29 GAS AP sl=
s2EQUT.

IdM #2123 43 8 <43 sU

[ J
idm.example.com g < o] &4 5} IdM DNSoll A #2]3 oh. IdM DNSol| A 71 DNS <4
AL F7}st= Yol o) g AHA 3 J &2 Ansible =3 o] 22 A}-&-5lo] IdM DNS 4 ¢ #z] =

zl-z o]./‘\; }\] o,

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] @ € 2] £ o] 53 t}.

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

T3t = IdM A 6] 7} [ipaserver] A A o] 1 5] o]

QD selg A7 QA e
= Ansibled] A Al a}2 @ o2 92y

o], server.idm.example.com & A==

[ipaserver]
server.idm.example.com

et

ensure-presence-multiple-records.yml Ansible =# o] & 3% o] A2 S wtFU T} o =
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307%. ANSIBLEZ A}-8-3}¢] IDM2] DNS gl Z=

ol &3 g

$ cp ensure-presence-multiple-records.yml ensure-presence-multiple-records-
copy.yml

3

e

I 9 =5 ensure-presence-multiple-records-copy.yml 319 -2 gt}

r‘l

ipadnsrecord 2¢] A Aol A b5 WS A5t HdS =F9U -

ipaadmin_password H4-= IdM #2|# 432 A 3.

records 4] A o 4] name 52 host1 2 A3 o

records 4] o]l A] zone_name M4~ idm.example.com &= A4 g},

e

records A Ao A a_rec 4= 192.168.122.112 & A A 3132 192.168.122.122 = A A

Ik

records Al Ao F WA gPI=F Aol

name W= host1 & A&},

zone_name ¥4 idm.example.com ©. = A4 3]},

aaa_rec HE 11 2 AP

A o Aol A3 54 A Ansible Z g o] ¢t}

- name: Test multiple DNS Records are present.
hosts: ipaserver
become: true
gather_facts: false

387



Red Hat Enterprise Linux 9 Ansible2 A}-8-3} ¢ Identity Management A X] 9 #32]

tasks:
# Ensure that multiple dns records are present
- ipadnsrecord:
ipaadmin_password: Secret123
records:
- name: host1
zone_name: idm.example.com
a_rec: 192.168.122.112
a_rec: 192.168.122.122
- name: host1
zone_name: idm.example.com
aaaa_rec: ::1

6.
2 A F
7.
Edlol %2 Ay gk,

I $ ansible-playbook -v -i inventory.file ensure-presence-multiple-records-copy.yml

IdMe] DNS g2 =& =34 A L.

/usr/share/doc/ansible -freeipa/ ] 2 & 2] ¢] README-dns history.md 7} ¥ & %3514 A|

o
i )

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] & g 2] 2] 41 = Ansible = d| o] &

==
2 BN L.

30.6. ANSIBLES- AH-&-3}] IDMe]l oj 2] CNAME g2 =7} 21=A] =<l

Canonical Name & . =(CNAME # 3z =)= 3o =gl o] 5<% EAH S o
vl 33 5} = DNS(Domain Name System)?] g4 g7 = §3 YU

o]

it
il

2 o}

i

olgow

o] A A o) A= IdM(Identity Management) 2]z} 7} Ansible =) o] &2 A}-83}<o] IdM DNSol| o &
CNAME 3 =71 A=A gl HH S RoF U ol Aol AHE-E ol ol Al host03 & HTTP 21w
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307%. ANSIBLEZ A}-8-3}¢] IDM2] DNS gl Z=

9} FTP A8 gy} IdM # 2] A= idm.example.com < ¢ o]l host03 A g Z=2] 2 ftp CNAME g|Z=

7t A FAFU

A 27 A

[ ]
Ansible A E 2 o)) ansible-freeipa 3| 7] X & AP FU Z2ZA| 29 GAZ AP sl=
s2E.
[ ]
IdM 322 452 <3 AFYU Y
[ ]
idm.example.com g < o] &4 5} IdM DNSo A &z g th. IdM DNSol| 4] 7] DNS &
98 Z71sl= Wi o O] S AA & Y &2 Ansible =8 0] 22 A1&35}o] IdM DNS 99 #a &
%Z&ﬂﬂo-
[ ]
host03 A & & =+ idm.example.com &g ¢ o] &1t}
Azt

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] @ € 2] £ o] 53 t}.

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

ol

AW EE] Y-S F3 A5k = IdM A 8] 7 [ipaserver] Al Aol v d x o] =] A3y
t}. o] & So], server.idm.example.com 2 74 3 == Ansibleo] A A3 W &S 42 Y
=1

[ipaserver]
server.idm.example.com

ensure-CNAME-record-is-present.yml Ansible = o] & 5 o] AR S wtFUth o2 &
ol &3 25yt

I $ cp ensure-CNAME-record-is-present.yml ensure-CNAME-record-is-present-copy.yml

3

¢ )
]

I == ensure-CNAME- records-is-present-copy.yml 344 -8 g1 t}.
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ipadnsrecord 2} 440l A the WS A sl st e 2Pk

[
(A A1) Felo) ol Fo® AFTF AP LAY T
[
ipaadmin_password H+Z IdM #2]#} &2 AA o).
[
zone_name ¥ 4~% idm.example.com .2 A4 3},
[

records W A M A The W4 2 ke Ao

o
name H+5 www 2 A3 U}
o
chame_hostname H4E host03 & 2 A4 g},
o
name H+E ftp = AA F o
o

cname_hostname 4= host03 2.2 A A 3},

A o Aol A3 54 A Ansible =g o] ¢t}

- name: Ensure that 'www.idm.example.com’' and 'ftp.idm.example.com' CNAME
records point to 'host03.idm.example.com'.

hosts: ipaserver

become: true

gather_facts: false

tasks:

- ipadnsrecord:
ipaadmin_password: Secret123
zone_name: idm.example.com
records:

- hame: www
cname_hostname: host03

- hame: ftp
cname_hostname: host03
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}:o

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] & g 2] 2] 41 = Ansible =g o] &

2 FxFA Q.

30.7. ANSIBLES A}-8-3}<] IDMeol] SRV #Z =71 Q=4 <1

DNS AH] 2~(SRV) d|Z == QoA AT 5= Y= AU 29 S2E o|F, XEWNS, AF T2 E
2,94 +9 9 71EX 2 A o 3o} IdM(Identity Management)ol] /] SRV EJIEI_E% }&3le] IdM A
H @ B[RS Fo 5T

o] A1 A o 4 = IdM(ldentity Management) 2]z} 7} Ansible =) o] 22 A}-&3l<] IdM DNS<]] SRV
227 J=A et WS BoFUh ol AAjol AHE-E o dlA] IdM #E] 2=
_kerberos._udp.idm.example.com SRV g =7} 10 50 88 idm.example.com 2] gt &2 Q=4 &<l
gt o] 2 A stA o3 kol AR g

Au)ze] $4 2918 1002 2450,

A 29] 7}E R & 502 2 AP

Ay 2o A AHE T FEES 880 & AA T}

A 27 A

[ J
Ansible A E 2 & )] ansible-freeipa 3| 7] X & A XA FU Z2ZA| 29 GAS AP sl=
S 2EQ T}
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IdM 2] 7} 9t 5 2 231 5T

[
idm.example.com g < o] =4 5} IdM DNSo A &z gl IdM DNSol| 4] 713 DNS <
AL F7}st= Yol o) g AHA 3 J &2 Ansible =3 o] 22 A}-&-5lo] IdM DNS 4 ¢ #2] =
BN 2.
A3

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] & € 2] £ o] 53 t}.

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

Qe #dg A3 745t = IdM A B 71 [ipaserver] Al d o)l a5 o] =4 13
1S Eo], server.idm.example.com & 4 3= = Ansibled] XA 38 d oS 43y

LR

[ipaserver]
server.idm.example.com

ensure-SRV- history-is-present.yml Ansible = o] & 5} o] A}2S w5} o S
=B g S =

e

o

I $ cp ensure-SRV-record-is-present.yml ensure-SRV-record-is-present-copy.yml

3

e

I == ensure-SRV- history-is-present-copy.yml 3-8 g1 t}.

)

ipadnsrecord ¢} A Ao A B WS AQ st HA L 2T

ipaadmin_password H4-= IdM &2 # 432 AA 3.

name W4 S Kkerberos. udp.idm.example.com © = A3},

srv_rec ¥5== '10 50 88 idm.example.com' & & XA gt}
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307%. ANSIBLES A}-8-5}¢] IDM<2] DNS g 2= #&]

zonhe_name ¥ ~% idm.example.com .2 A4 3},

ol= &AA) o9 U3 54 = Ansible Z 3 o] & 7t}

- name: Test multiple DNS Records are present.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure a SRV record is present

- ipadnsrecord:
ipaadmin_password: Secret123
name: _kerberos._udp.idm.example.com
srv_rec: 10 50 88 idm.example.com’
zone_name: idm.example.com
state: present

6.
stal e A AT
7.
ZyolBe AT

I $ ansible-playbook -v -i inventory.file ensure-SRV-record-is-present.yml

IdM<] DNS g7 =2 X4 A 2.

/usr/share/doc/ansible -freeipa/ t] @ & 2] ¢ README-dns history.md 39 & F %3514 A]
o -

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] &l g 2] 2] 41 Z Ansible = d| o] &
o A Q.
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