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A7 g v} Satellite A W o A 3 = = EA 7 A5 o

T8

Satelhte A28 o] A} &A= o] A} g o] == 98 RHEL 8 A 228 1] o] A
sk Y] @A & s oF Fy ok

A 27 Av

® Satellite Servero]] tf 3+ 2] @3lo] L5

1. Satellite7} A A W= A ] Ao d=x] el gt 234 3 &S Red Hat Satellite
A F 2ho] 3 Alo] Z& FEIAAI L

2. RHELO gl 2X &7} 2%d B2 H A vl U 2~ E & Satellite Server= 7} &4t} XMI ﬂ
8o #Zel = 73] 7Fo] = 9] Red Hat Satellite &3 HVH of th gk A B 2a A ] (el
6.10 )& x4 AL

=7
RHELO 2] XA E2] ] A5 7t gl X E] o] ¥4 9.0 & stafjof gyt g £
A E2] ¢ RHEL O W7t &3 315k 7 9 1 E ¢ o] &= g g ol =7} oA = o] &
Y
o 2 o] EUS (Extended Update Support) A E 2 =3 A o] gl Intel o} 7] 8l 2] o] 7 ¢ t}& g
EX]EE]-‘E— '1 gho 2 A st Al L

® Red Hat Enterprise Linux 8 for x86_64 - AppStream(RPM)
rhel-8-for-x86_64-appstream-rpms

x86_64 8 or 8.6
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https://access.redhat.com/solutions/6900331
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_basic_system_settings/assembly_recovering-and-restoring-a-system_configuring-basic-system-settings
https://access.redhat.com/solutions/2115051
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_logical_volumes/index#proc_creating-snapshot-volumes-snapshot-volumes
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_logical_volumes/index#proc-split-merge-raid-image-configure-manage-raid
https://access.redhat.com/support/policy/updates/satellite
https://access.redhat.com/documentation/en-us/red_hat_satellite/
https://access.redhat.com/documentation/en-us/red_hat_satellite/6.10/html/content_management_guide/managing_subscriptions

o

ol\

3%. dadol= &)
® Red Hat Enterprise Linux 8 for x86_64 - BaseOS(RPM)
rhel-8-for-x86_64-baseos-rpms
x86_64 8 or 8.6

® Red Hat Enterprise Linux 9 for x86_64 - AppStream(RPM)
rhel-9-for-x86_64-appstream-rpms

x86_649.0

® Red Hat Enterprise Linux 9 for x86_64 - BaseOS(RPM)
rhel-9-for-x86_64-baseos-rpms

x86_649.0

THE ob7] el A o] - RHEL 8 gl 2 A =] 9 RHEL 9 2] 24 2] & F=x3}

>
>
to

A g W&o FZel= #e] 7}o] =04 Red Hat Satellite 9] 553 vl H o] tf 3t ZE| = 7}% ©
7] (el % 610 )S FEa4 AL

4, Y Q3 RHEL8 @ RHEL9 8] 2 X Eg]7} £3t" Felx= Ho| =
ZHA & W -2 Red Hat Satellite o] 574 v o] g ZH= &
(Oﬂ ]ﬂ A 6.10 )% %_,Z_é‘]./g }\]9—

e = RHEL 8 ] X x| & 2] 7} Satellite Serverel A ﬂ**ﬂﬂ?“& A F1Yt} o & 9] Library
o) Zatol F A oM B EXNEF S FelstEd v2S AT

# hammer repository list --search 'content_label ~ rhel-9' --content-view
<content_view_name> --organization <organization> --lifecycle-environment Library

Lo
an
o
fu
N
o
ﬂ.l[o
N
X
lo
ull
El
2

91_,
i
a

content_view_name & ZHl = H
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https://access.redhat.com/documentation/en-us/red_hat_satellite/
https://access.redhat.com/documentation/en-us/red_hat_satellite/6.10/html/content_management_guide/importing_content
https://access.redhat.com/documentation/en-us/red_hat_satellite/
https://access.redhat.com/documentation/en-us/red_hat_satellite/6.10/html/content_management_guide/managing_content_views

Red Hat Enterprise Linux 9 RHEL 89| RHEL 92 2 dol=

44 A4 Jadol= RN AR

AN z"e] ool = 7sA S 3 7stE d f&p preupgrade H #H S AF8-3lo] pre-upgrade Z 24~ 5
A2 T} o] ©A o A Leapp € 2l Bl = Al &=l of] tf gk H| o] ] & 4=7] 8} 3L upgradability & % 718} 5L
AP dageols A E A FHTh

pre-upgrade X 3141 = /var/log/leapp/leapp-report.txt 3} 7} §] Z Lo A 5 AR 4= Q151U th o]
Hux e ZAHA FAE 89Fstal A EFAS AJMFYTH o] R = Tt ol =8 Xy T

T AeA ARE A st =eolgyrh

E4 /4o A Leapp 2 X&) WH S A 3H7] 918l true/false 22 S AP REH T2
Ivar/log/leapp/answerfile o] | 7§ = 37, -3 3t v A]#] o] I Q g Missing©] pre-upgrade 2 31.4] o] |
ZEUrh LeApp & 2 & &0l e GRS Al FotA = A dadol =5 AU

2y ol = A A o A upgradabilityS #H 7}e o) TS F 71A &4 0] A5 Y T

a. A E fp-report.ixt U A AL 2ol = RIXNE HESI HHE AHIHA o] 2E ALE
st RaE #AE S5 o2 A AdY ot

b @ 2&& ALg et RIS PRSI, AL 7H5d A% 4 AL A gshw, Ak o4 @
EE ALgste] Yoix) 242 8 23 o,
x8

dadol= A @A oA Leapp & A A el Z g o]~ Jagol= T2 M 25 A E oA s}
A 2 E RPM 3| 7] A & th 2 =5HA] 5 o

Qadlol= A NIAE AES AFe ol 2 g aelo] = Z2 A 2 glo] RHEL 8 4 281 & Alu) ] 3k Ak
A ul 3 of sHE A 9ol = &3 o

23

S S ME TE SN o B A3 vlastEd A ARG AR A 22 Y
EE A gsle] gadol= A A E A8 e 4 2% thYou can process the pre-
upgrade report using your own custom scripts, for example, to compare results from
multiple reports across different environments. z}A| 3k W] 82 Red Hat Enterprise Linux
AP Gadlel = BAA AEE AHEsE FEI A L.

AN

1. & =9l 4 UPGRADABILITY 3 7}
BE = A O] AE AMR St 2 o]l = o] dAl oA BT = e g el EAE FldyTh
AR 27 AV
o SJa#ol= FHo] UgHE GAV 4R HAFY
A3}
1. RHEL 8 Al 2=®ll oA o 28 o] = @A & 3 Ttk
I # leapp preupgrade --target 9.0

o 1y o] =9 fetc/yum.repos.d/ T A E g 9] A2} 2|4 B LA B 2 AL S
2ol A st xR B & &5yt

14


https://access.redhat.com/articles/5777571
https://access.redhat.com/articles/4977891#repos

4% A gadel = nuA FE

I # leapp preupgrade --enablerepo <repository id1> --enablerepo <repository id2> ...

® RHSM glo] & 1 o] =3} A RHUIE AFE-3Fe ™ --no-rhsm {4 & 7134 o

® EUS (Extended Upgrade Support), Advanced Update Support (AUS) %=+ Update Services
for SAP Solutions (E4S) B A23 M o] 9l= A9 -- channelA|'d 34 F71gUt A4
S Y= WA TY (e eus,aus, eds).

2. O WY T 3= Leapp ol 2 8.3 7F A 7ol g HH S Al ek Al 2.

o ApSHEBSAYSAT SF TA AES AR A SFS AFF

I # leapp answer --section <question_section>.<field_name>=<answer>

o) & So] A2 e] VDO FA 7t A 4ol o & True S9-< SHelsleivl e B3 2 A
CERICE

I # leapp answer --section check_vdo.no_vdo_devices=True

e /var/log/leapp/answerfile }2 S =50 2 AR 315 # 7] T2 214 6lo] 7Y <] wpx]at =
F28 A A oS, True == False 2 § S 313Ut} Leapp < HHile & #%3514] /‘1+

3. /var/log/leapp/leapp-report.txt < &) B 31X & AALelaL Q1S o] A e o] =8 X85}
Aol RuE BE A S £50 2 s 23
4.2. %) £2%& %3] UPGRADABILITY 371 3 2H5 -7 2 &
shi W g ol

A G ad ol E BANM BT 5 A BAG Y 2L At A4F £ A g
Fuh
AR 27 AR

o Qorzlol= Fulo] U E w7k SREAHU

Az

1. cockpit-leapp =21 2915 A XYt}
I # dnf install cockpit-leapp

2. B} 9-AH oA ¢ £&Z o] 53] root &= /etc/sudoers T o] A EH ALEAE 2190 Y
oh &) &l g AA g &2 RHEL 8 ) &5 AH&-stod Al 2|l #e & AR A 2

3. RHEL 8 Al &glol A R & Qo] 2 = §] & Hrdo A Abd dadol= dAl S s
Yo

I # leapp preupgrade --target 9.0

o 1y o] =9 /etc/lyum.repos.d/ Tl HE 2] & A&7 A4 B A ET] B AW TS
o] Me g Y xA BT & & s

# leapp preupgrade --target 9.0 --enablerepo <repository id1> --enablerepo
<repository_id2> ...

15


https://access.redhat.com/articles/4977891#upgrade-without-rhsm-rhel9
https://access.redhat.com/articles/rhel-eus
https://access.redhat.com/solutions/3082481
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_systems_using_the_rhel_8_web_console/index
https://access.redhat.com/articles/4977891#repos

Red Hat Enterprise Linux 9 RHEL 89| RHEL 92 2 dol=

RHSM glo] 4 =22 o] =3} 7|1} RHUIZ: AF-§-3h2

for SAP Solutions (E4S) B A=z o] A& 7%
S Y= WA TY (e eus,aus, eds).

A

R

4. §) F< 9] 912 1| 7ol A In-place Upgrade Report =

Y 4.1 L U ol »uA

|E| localhost.localdo...

Filters T

Risk

Title Factor . Description

Repositories map file is invalid ®Inhibitor

High
(fetc/leappifiles/repomap.csv)
®lnhibitor
¥ Remediation
hint

OpenSSH configured to use

removed ciphers High

ApF
®@Inhibitor

¥ Remediation
hint

OpenSSH configured to use

In-Place Upgrade Report removed mac

Packages not signed by Red © Remediation
Hat found in the system command

Terminal

LUKS encrypted partition @Inhibitor

detected
®lnhibitor

¥ Remediation
hint

Possible problems with

remete Legin using root

account

chrony using default .
. Medium
configuration

Postfix has incompatible
changes in the next major

version

The subscription-manager
release is going to be set to
8.0

Schedule SElinux relabeling

10 ~ | per page

EUS (Extended Upgrade Support), Advanced Update Support (AUS) %=
-- channelA'd 3-%

--no-rhsm -4 & F73ty th

Update Services

g

T
-
,Q_
=

o g o,

In-Place Upgrade Report for: localhost . localdomain

= Remediation plan (0) | +Add all remediationsto plan (1)

Tags Time
upgrade process 26.08.2019
15:18:04
[auhentiaion | scity | nevwor | sevices JUETIRRIOR
15:23:56
[outenicion | secaity | ntvork | servce UECRRETEE
15:23:56
26.08.2019
15:23:57
oo [ encypion 2608 2019
15:23:59
[autnnicuion | secuity | networ | serces IUEERRIE
15:23:59
[sevice | ime mansgement 2608 2019
15:23:57
[aenices | emoi | 26.08 2019
15:23:58
upgrade process 26.08.2019
15:23:58
[seinoc sy 2608200
15:23:58

1-100fl6 &« < 1 of2 | > | »

HuA go]l 5 2Aad 24, 918 7Y FHARE 7he s Aol v N8 E AT
o 93
o & - A=l AH 7L AsHE s el =HUt
o F-AN2FE g8 x2ad RE IS F F AFTH
o S -Axwle JFE XA FA T F A FFS = F AFYTh
o info-Al2® = o FEA o] o dE TS XA Ge= AR
® [Inhibitor - inhibitor - 280 = L2 A A5 FH(SIE) 18 A] o™ A 2~H o] By 7hE
SAY, AN 2T F GAY, A 2T 5 JAY, 7]50] 2HEetA &S F AF Yo
o A -HIE A ek A rHsehad WY
o FAHE - ETES FAN AP AIT AU
o A H-EASFEoR et ol ek A
5. RuA o Y& AAg UL dHE Y3t Hlo] 2S5 AE S F AU AR AR FS I
A Ag e PS FYFoh
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https://access.redhat.com/articles/4977891#upgrade-without-rhsm-rhel9
https://access.redhat.com/articles/rhel-eus
https://access.redhat.com/solutions/3082481

4%%. A dadel= RIA A%

IH 42 AR AR
Title
Packages not signed by Red Hat found in the

system

Time
26.08.2019 15:23:57

Risk factor @
@ High

Summary

The following packages have not been signed by
Red Hat and may be removed in the upgrade
process: - leapp - leapp-deps - leapp-repository -
leapp-repository-deps - leapp-repository-sos-
plugin - python2-leapp - snactor

Links

¢ Information about package signatures

Remediations @

Run Remediation | Add to Remediation Plan

Command :

Related resources @

Package

0 leapp
0 leapp-deps
i) leapp-repository

o A @yl FAIE A4S A et= Aol EA o g P A

o) A~
A

50

B - AF SIS 5 A9 S ARG o Fsa 2§ A AAE

ol

D7 A, B 2A R, (A, Hl ol E), A, EF

°
o2
19}_5
ttlo
T
rr
>,
[>
T,
S )
B>
[>
£

d
o

CdE ZHH AL = A= S A8 YT

e o
it
oX,
2
R
A
e
-,
o
£~
ofo
o
T,
u)

LR34 9 9% geke] 9= Filters (LE) WES 22 a1 7|
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[+ Is inhibitor?

(] Has remediation hint?

(] Has remediation command?

[ ] Has links?

* Risk factor

* Audiences

* Time

> Drivers

v Packages

leapp = b4
> Tags

Reset Filters

7. Ak e ALY FAE AIAFUL F 714 FAH o] dFUTh
a. A5 A 5 oA Add to Remediation Plan 1] &2 =g 3}of 78 3} =S A e g
Al F A B Zo)| 2] Run Remediation s(a 2 Wy A3 = S8 sto] 214 /A +4
2= O] 2~
T A Ja ]’]D}'

8. 9wl Leapp ol L9 A& AT FUT T g9 A g 7 dee

o

4
w3 o S stdel Wad gl o7 TAPUTh ARe] G A2 AP

a. 71 & True £9< 2zl Add to Remediation Plan & 2 €] &to] 3o 4 A}akS A

A3 AY AL =4 AP

il

b. tAl 7] ko] o}
i P SH BE S AAYstA SH TN HE S AL S H SHES AR
I # leapp answer --section <question_section>.<field_name>=<answer>

o & o] Al 2ol VDO A7} gli=A Aol v True $4-2 el shelwl
T A8FgYh

I # leapp answer --section check_vdo.no_vdo_devices=True

%
I3
o

ok w3

ii. /var/log/leapp/answerfile 7S 5 2 HF 33 # 7] 55 2HA| 5l u}d ] npx] 9t
Z9o] 48 A A 35Fal, True == False & S &<l gt} Leapp -2 Hfile o 4] & 3+

R



Y 4.4. FHEA -2 Leapp ¥ iUt

[ teapp-20201026.

F

Pac
G
Mis

iers ¥
Tite

sing req

Dosfstools incor

Upgrade is unsupported
Difference in Python versions and support in RHEL 8

ed by Red Hat found on the system

Missing required answers i the answer file

chvony using default onfiguration
SElinuxwil be set o permissive
Postix has ncompatible changes nthe next maor version
mptible changes i the next majorvrsion

Grep has incompatible changes i the next major version

mode

Upgrade Report for: leapp-20201026142326

Excluded RHEL 8 reposiories

‘SElinux relabeling has been scheduled

w3 99 Q% Yol ol ol AR FAE 2ol
EARHAG d ot RE £4 252 A THY

19 45. 74 A8

Remediation Plan

Execute Remediation Plan

e

Remediation-ID
Status Code
Runtime

=)=

4% A Jadel s RIA P E

Title
Tags

TR Missing required answers in the answer file

Time
26.10.2020 15:14:34
=
Risk factor @
@High
Summary

I O O more sections in answerfile are missing user

EZDEZE] | choices: remove_pam_kibs_module_check.confirm
E=EE For more information consult
IEESEZIED | https://leapp.readthedocs.io/en/latest/dialogs. html
=
Remediations @
Please register user choices with leapp answer cli
EZmEmm | command or by manually editing the answerfile
| authentication | secu YT
Related resources @
Dialog
(dialog) = remove_pam_krbS_module_check.confirm
o AUth 44 A 2 o) A
= H . o =1

O yum remove leapp leapp-deps leapp-repository leapp-repository-deps leapp-repository-sos-plugin python2-leapp snactor

30499418c8169f1a59646cd5910642258411e4cach6el48e4d89195fb046416¢c

(scheduled)
(scheduled)

o FAo] AfID

o W FTE ZH

o AyH FH ] A} A

o IFEY

o EFOF

A e =45 A3 5 &p preupgrade P S AL
AN ERIME A F Do A F A GAE T

3] pre-upgrade X 3.4 = thA] A A &}
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S Az}l Al = Leapp € 8 E] & A}-8-3le] RHEL 89| 4] RHEL 92 9] 180 =& Fa3t= o I
3 A=

5% RHEL 894 RHEL 9= ¢ 13 o] = 4~3)

\;
to

g ok

A 27 Avg

20

o AHA A2E WY T3ste] ¢ aEo] = FH] WA GG R WAt e H ALY o

o o= BN HE YdE dAVFSEHJ O Biud XE AV A HAFH T

. RHEL 8 A| ="l ¢ adlol= Z2 A 25 A2t

I # leapp upgrade --target 9.0
o <y o]=0l /etc/yum.repos.d/ tl d H 2] o] A& A} A4 gl A EE] & AMgste ™ vk
ol e g g xA B & G I o

# leapp upgrade --target 9.0 --enablerepo <repository id1> --enablerepo
<repository_id2> ...

® RHSM glo] & 2 o] =3} 71} RHUIE AFE-3FE ™ --no-rhsm -4 & 7134 o}

® EUS (Extended Upgrade Support), Advanced Update Support (AUS) %=+ Update Services
for SAP Solutions (E4S) B3 M o] 9l A9 --channelA|'d 34 F71gUt. A Y
2 &p preupgrade T & 7} $HA AFE-SE zEo 2 vl U (o eus,aus, e4s) ap
preupgrade 2 leapp upgrade 53 & tlo|A] --channel &4 3} 7] 593 gkS AL-&3)
oF gty .

2. Jagol= Z2A 2 A E A] Leapp 2 A g rdo]l= B AE A E AR fgol=

9AE S Eyh

e xJ=dlo] upgradable?l 7 - Leapp 2 Z 2.3t Ho|H & th2E =510 g o] =& 93]
RPM E @l A1 4 & FH] ),

o Azgo] kA el =) vifHFE F5oHA] B A5 Leapp & H 1ol = ==
M 2=E F 535k A ¥ /var/log/leapp/leapp-report.ixt 3t o] {7 £FH S A 3t=

SEZAFFUL AAGNE L A AL FxehA 0.

I # reboot
o] A o A= A] 28l o] RHEL 9 7] 8k % 7] RAM t] 2= o] 1] %] initramfs = Y- & ¥ 1 t}. LeApp
S REGINAS Fadgol=s L RHELO A A8l o2 2} o & 2 8 ghyth,
T = -—-reboot 241-S AHE-3te] &p upgrade B3 S A stal o] 5 DAIE AUE F AFY
=
LF7EA S FA Al A e 22 9 e FAE ZAFE Y O

. RHEL 9 A] &=8lo] 2 29185l RHEL O Al =8/ o] ¢ reflo] = 5 A8l ghelol] Adrgd e th = o & &

o2 Sl gtk


https://access.redhat.com/articles/4977891#repos
https://access.redhat.com/articles/4977891#upgrade-without-rhsm-rhel9
https://access.redhat.com/articles/rhel-eus
https://access.redhat.com/solutions/3082481

5%.RHEL 894 RHEL 92 ¥ o|= 43}

5. Qadlol= F 2y Falo] AW E o= A4 Jrelol= 4. 53] Mok gL vA Wt 2 o
REE S AECE

21



Red Hat Enterprise Linux 9 RHEL 89| RHEL 92 2 dol=
674 RHEL 9 A =8l o] ¢ 12 o] = 5 41 ¥] &9l
o] Aato A= RHEL 9= Q1 &d o] = g ol= & S5t o A= g dA S dE gy

A 27 Av

A7)

Aadol=7F kR w ™ Al 2=dH o] 4=

14
fuj
rO
A
°
i
)
2
2
ki
)
oo
ttlo
+
Og‘:,l'
ot
i
a

e &7 OS 17 o] RHEL 9914 &<l gt

# cat /etc/redhat-release
Red Hat Enterprise Linux release 9.0 (Plow)

e OS7d Mg It

# uname -r
5.14.0-70.10.1.el9_0.x86_64

el9 = 5 83t B o] 514.0 o] & W o] ofof gt T}
® Red Hat Subscription ManagerZ A& 3= 74 9

o gulE A|Fo] AA HYEA el gtk

# subscription-manager list --installed
+ +
Installed Product Status
+ +
Product Name: Red Hat Enterprise Linux for x86_64
Product ID: 479
Version: 9.0
Arch: x86_64
Status: Subscribed

o el AF o] 9002 HA o] Jl=A glFgyh

# subscription-manager release
Release: 9.0

o g S| WES LAY 27} AF A HAFUThSSHE AF§ 3] Aol AL A =T
o},

o JEgAlAY dadel=E F FHE AT TE Aol whet vpol 2o B A WA S
kil

Bow saeof & £ E A&UTh ol & So] ol o] 2 A ¥ & o] 1# o] d 8]
Wol 2 4] 4 5 A8 o A7 S w g o
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring_and_using_database_servers/index

79, 4ol = 5 A 5

t}& A 2}ol A= RHEL 9= Q1 Z o] 2 g wdo] = F 4a) &
A 27 A

® RHEL 894 RHEL9Z 9] g ol== a3 sl= dl A E GA =S upgt Al 2do] Jago] =y
9o RHEL 9o 229138 4= 9l &t}

=T »Ja

e RHELO A|~® ] ¢agol=
7} gl E A5 T

o
o2
fuj
i)
r o
=2
il
ol
(i
Ay
)
il
k=)
i)
r o

Zg ol 2= d g ol =9 )

1. dzd ol = &4 7 =32l snactor 3 7] X]% ¥ 3F3le] /ete/dnf/dnf.conf 1243 3} o] A 9] &
oA v A Leapp 3 71 A & A AF U 1 EH o] = 2ol = Fol| Leapp f+2 2 El & At
&ate] A9 Leapp 7)1 A 7F AHE o &2 Zﬂﬂ 5o FrtE o] 83 o] AAFAY G
O|EXA FFUTH AIEFH ol g ol= F A 2Hlof| A o] 2 & Leapp ol 7] A & A &] &HF<
A A A sl oF g T

o A2 BEoA H7|X & 527 A A5l H /ete/dnf/dnf.conf -4 v} & HF] 31 A 2
EZ oA Ysl= Leapp 71 A & Al A Al £

o A9 E2dM RE H7)AE A AsH A S S Tt
I # dnf config-manager --save --setopt exclude="

2. U] Leapp #7141 & T 3telo 1hi x| RHEL 8 91 7] %) 2 A 71 § o).
a. Uex] RHEL 8 7] %] & Ut

I #rpm -qa | grep -e \.el[78]' | grep -VE '"*(gpg-pubkey|liomodulemd|katello-ca-consumer)’ |
sort

b. RHEL 9 A 2"l oA o] A 7| 7] A & £ &3 v} %] RHEL 8 3| 7] X] & A A $Fu) th.

c. Y= Leapp &£/ 71 A & A AT T

I # dnf remove leapp-deps-€el9 leapp-repository-deps-el9

3. Bt AN oA HrE 2 oA &gyt 53] SELinux REZS A2 WA Y ok AA T &
< B A8 Fxs Al L.

23
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SlZ ol Pdagol= ZEA 2 Fo SELinux H H & 518 RE2 Ahs)of gyt E3F Bek X 2
© T8 g9 7 Aol 23HE = dFUTh o] Al fd ad ol =9 RHEL A| &8 & Betd
o kst Bt B 744 840 Jdadol= A dAl o) i Al R AR E AP F o

8.1L.SELINUX =& 714 R =2 H7

AZ Yol Pagol= Z2ZA 2 Fo Leapp € 2 Bl = SELinux =5 3802 gt Al 2=H
ol Aoz dago]l=w W SELinux REE A2 $£5 02 WA ok gl
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1. ol & £9] ausearch € 2| g & A}-&3}o] SELinux A7 §l=A] g1y
I # ausearch -m AVC,USER_AVC -ts boot

ol @A A = 7HE A RbA 1 Ay 2.7 thE Ut 7Fs g =& SELinux A&
A A A= A ¥ 3k Using SELinux A & 2] Identifying SELinux 7] 5= 2] A& %+

2. A3 g ~E #H7)dA lete/selinux/config A& JUth o] & EW o237 g5tk
I # vi /etc/selinux/config
3. SELINUX=enforcing &< 74 gt

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.
SELINUX=enforcing

# SELINUXTYPE-= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELINUXTYPE=targeted

4. W7 AV A e A 2E S B Al S A 2

I # reboot

o
ol

1. A] =" S o] Al #HsE & getenforce ™ & o] Enforcing & HH3Hel=X] 32l gt}

=

$ getenforce
Enforcing
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$ update-crypto-policies --show
DEFAULT

) A7 433t g =52 FUTURE 2 A3t o] =& 7178 1] g
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# update-crypto-policies --set FUTURE
Setting system policy to FUTURE
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e e

I # update-crypto-policies --set DEFAULT:SHA1
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e scap-security-guide 3 7] X = RHEL 9 A] 2] of] A X 1t}

1 A A7 Wk B Eeold s HolE 21 xml Y& A5y
$ Is /usr/share/xml/scap/ssg/content/

ssg-rhel9-ds.xml

# oscap xccdf eval --profile pci-dss --remediate /usr/share/xml/scap/ssg/content/ssg-rhel9-
ds.xml
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I $ oscap xccdf eval --report pcidss_report.html --profile pci-dss
/usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml
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2. usbguard generate-policy & A1-&-5ho] A} 3 2 vl & gAY FuIth § S AA) AHg 59 USB
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3. = AYE AL ol A FH 3w agh
a. AR AT W EASHE A T2 L FAS A A Gadol = #H L 3}
AetE A4S UF AP T F D A A gete A FHE FPFI
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8.5. FAPOLICYD H|o]HH| o] 2~ A H| o] E

fapolicyd 23 9o] Ze] Q)92 AHgA F o AL 7oz of Fel7lol A 482 Aol gy th

=% 7357 v fapolicyd trust v o] E1#] o] 2= @ 24 o] A4 71 WA & 5 AU ok, F o ] H] o] 225 ThA]
=g w e S F

(I EN-TS AR A =
I # systemctl stop fapolicyd
2. HlolEH| o] 25 AHA g .

I # fapolicyd-cli —delete-db

I # systemctl start fapolicyd

A= "l o] B H o] o] A&} A o] A1 ¥ 9t d & 715k 7 ¢ fapolicyd-cli -f update < FILE> 8 %8 2 A&
3} 7 1} fapolicyd-cli -f update -fupdate& A}-&3lod 7l A o2 Hddo]lEsUh WA }\]—f;}% 2 g 58

 fapolicyd-cli -update ™ & S A}-8-3} A 1} fapolicyd A H] 2~ & t}A] A] 2F3HY T}
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NSS_DEFAULT_DB_TYPE 37 ®i+E& Al 2=® 9] sql 3o = 47 g & NSS H] o] & o] o] 2~ & 2]
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1. A]2="l oA NSS_DEFAULT _DB_TYPE & sql &= 27334t
I # export NSS_DEFAULT_DB_TYPE=sq|l
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I # certutil -K -X -d /etc/ipsec.d/
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I # certutil -K -X -f /etc/ipsec.d/nsspassword -d /etc/ipsec.d/

F7HE e

e certutil(1) =32 = o] A].
8.7. BERKELEY DB & 2] o /] GDBM 2.2 CYRUS SASL tj| o] €] #] 0] 2 m}o]
1ol

RHEL 9 cyrus-sasl 5] 7] 7] = libdb 244 o] 7% % 1], sasldb = 2] 221 & Berkeley DB tj 2] GDBM
dlolE o) 2 94 & AR T e

AR 27 AH
e cyrus-sasl-lib 7] 7] %] 7} A| =8l o] A x| 5] o] 2l & ).
Azt

e o] Berkeley DB & 2] o 2 A A& 7] SASL(Simple Authentication and Security Layer) d] o]
Ejw o] =g mlo] g o] st ™ vy 72 &7 cyrusbdb2current =5 A8 T

I # cyrusbdb2current <sasldb_path> <new_path>

F7tE A=
e cyrusbdb2current(1) vjj 7 | o] %]

)
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e /var/log/leapp-report.txtoi ,J\‘“ AP dadgol= BaAoA ZlE X E EAE AR =A &
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[check_vdo]

# Title: None

# Reason: Confirmation

# ========================== check _vdo.no_vdo_devices

# Label: Are there no VDO devices on the system?

# Description: Enter True if there are no VDO devices on the system and False continue the

upgrade. If the system has no VDO devices, then it is safe to continue the upgrade. If there are
VDO devices they must all be converted to LVM management before the upgrade can proceed.
# Reason: Based on installed packages it is possible that VDO devices exist on the
system. All VDO devices must be converted to being managed by LVM before the upgrade
occurs. Because the 'vdo' package is not installed, Leapp cannot determine whether any VDO
devices exist that have not yet been converted. If the devices are not converted and the upgrade
proceeds the data on unconverted VDO devices will be inaccessible. If you have any doubts you
should choose to install the 'vdo' package and re-run the upgrade process to check for
unconverted VDO devices. If you are certain that the system has no VDO devices or that all VDO
devices have been converted to LVM management you may opt to allow the upgrade to proceed.
# Type: bool

# Default: None

# Available choices: True/False

# Unanswered question. Uncomment the following line with your answer

# no_vdo_devices =

Label Z=+= ol 2o AE2 AH AU o] ool &A1= Al&" el VDO ZA7F gloh= A Y

Yt
Aol teslel v mpA o 2 o] 34 X2 & Al 7 52 True = False 52 94 8 T th o] ool 4]
e gk g2 True U th

[check_vdo]

# Available choices: True/False
# Unanswered question. Uncomment the following line with your answer
no_vdo_devices = True

2= g

* RPM 341 7N & L2 Es= 5 A ]7} 148 513 /var/log/leapp/dnf-debugdata/ t] 2 ] €] o]
= A

/var/Iog/Ieapp/dnf debugdata/ t] & g 2] 7} H] o] A Y E 2 A t] B8] 1 H o] H
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of @A oA FA A1 A3 7} Dracut L 2 o Ag Ut Ad 225 SAIFH L
I # journalctl

= reboot T & & AF8-5}o] Dracut o A A28 & thA] A] 2Fél a2 /var/log/leapp/leapp-
upgrade.log o+ < 391 g o,

post-upgrade &4

NzEle gedos oo =a 7 o] A RHEL8 71U = R e & AA Y Hole 4% A 26L
ThA] Al %53 GRUBSIA] 718 ah=2) 71 w1 & shel g o)

RHELO Al ="l o] o] = 5 AFe] S 93t U dAE = 4HA L.

SELinuxE ZHAl R =2 A3t & of Ze]A o] A e A B &7 25514 A 23X s stk
71§~ ausearch, journalctl == dmesg 2 2 E] & A& 51o] AR S A A

# ausearch -m AVC,USER_AVC -ts boot
# journalctl -t setroubleshoot
# dmesg | grep -i -e selinux -e type=1400
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RHEL 894 RHEL 9% 1 dglo] =g ] WAy & 4=

U E$ = Bl Y2 A Network Manager7} H] &4 3} = A} A X 5] 2] ¢-& AFej o A] Q1 Z 7] o] &
Fadol =& F3 T o 25 3HA] EFy o

HTTP ZE A & AL&-3l= 49 o] 8 ¢t ZE A & AH8-31 =5 Red Hat Subscription Manager&
23 3} A1} --proxy <hostname > 8412 A}-4-3}o] subscription-manager = = & 2 3] 3 oF 3}
o} 28] A ¢ o ¥ subscription-manager 4 2 ©] A3 o] Asj gt A W7 4l --proxy =
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RHEL 89| A &= VDO 2] A} == LVM(Logical Volume Manager)-& AF&-5lo] VDO(Virtual Data
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# lvm_import_vdo --name <volume_group _name>/<lvm_name>
/dev/mapper/<vdo_name>

volume_group_name & A 2§ & ©]&, Ivm_name & LVM-managed VDO & & ¢] A ©]
202 VNl_name £ 7[4 2= VDO # g EF2 o|E0 & vy}

T8

LVM 2] VDO &§-& VDOR #2] 5= VDO 2§22 74 2 + gl Hth
A 1ol VDO 2ej AhE Eall o] 2 € VDO =& ol Al 2=she] = 45 7+
A7l Aaks H=d 7 fla YT LVM 22] VDO &F o df & AbA| gk o) &
S RHEL 7te]=9] =2] 2§ $5 3 55 FE2shA 2.

22 E ¢ o] RAID(Redundant Array of IRAID) 7} 91 & Al 228l o] A 91 Zgj o] 2= 1 o] =7} 4l 7
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