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77 IDM3} AD 742] 45 7F A1 =] A E

AD(Active Directory) 2 IdM(Identity Management)-2- Kerberos, LDAP, DNS 2 21FA] A]8] 29} 7+
o goFa 4 Ml 22 A sts F 7HA diA $A9US 7 7 E dAERE 94 Au 2ot 9
BalA 43 AL 5 AES atd o2 @ F /1A 3L A SIS o2 Ao E 7
ZH A w25 AE 9 AAleE Wl digk 208 AlTEY

7.1.IDM=} AD 7+o] 435 7+ A1 5]

<=5 AD(Active Directory) &7 ol A 7+ A== F 719 A= & AD forest FE =121 A4
Yt AD<} IdM 7ol 74 7+ A S A2 & A A= 35 IdM =912 ADol| @ =vRle] Q= Hx 9
g2 IAFUY. 29 S AD forest T E =121 3 IdM =] <1 71 A= A A7 AR P Ut}
A7A o = AD foresto] AF2A= 1AM £ Q1 9] ] Ao AN AT 5= A5 ).

IdM-& 3}i}o] AD forest == o] 2 7l 2] AdHo] Qle AR E AF

i

T%% + AUt

Fx

T M) o] Kerberos @92 3 HA4 {2 X A4 + dHFU 22}
Kerberos 912 ID 2! A3 Hof A3} Add v & Au| & gl T2 EFo] ofd Q15
T A ggdut. b4 Kerberos 3k AA| A E 7535t Ane2e & 9999 AHA
72 499 gizo A2 F AEF 5t Ane R s FHA dFU.

AD w1l djg & F Al =]
2] A== IdM3} Active Directory =1 21 7+e] A1 2] 4] ) U t}. Forest trustol] A = & IdM=}
7

A
Active Directory foreste] £ E |2l 71o] A7} & Q dlA 7 95 A= IdMo|Aest ] o] = E wu
lor dAS 4+ dFHh

72. = AEZE L A= oo]HE

IdM(Identity Management)-2 AD(Active Directory)dll th 3 N2 2 A Ast= b3 29 1AM A v =
AlFdy .

[}

A= AEZH

AD =ujgl AEEZE ] &) ID 23 & 3T 5 A= IdM A Yo =35 AD9}o] 212 & 3
3 4 Y%= Samba A FLS APt AD =H|¢l AEE = ADo Qi3 A S AAE S ASF
3o A AEEF o] 93]} AD-enrolled A] =512 Kerberos ¢1% 232 93t IdM A3 AE
=99 FAFY.
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st 71A] W o 2 IdM(ldentity Management)2 AD(Active Directory)E 41 2] 514 ¢+ AD+= IdM2- 21
234 Uit AD AHS AHE 1dM S| Q9] 2] 220l 9 A 28 5 Q1A T, IdMe] AHg2H= AD w9l
W o] 2l sz Al 2e 5= gl th IdM A Bl 54 A1 2 AH§-5lo] AD9) Q7513 LDAPE 53
IdM ZeoldE= AgsE ID Y g ¥k

F 71K WA o 2 |dM ALg-A= ADOl| Q153 4= 1o AD AL& A= IdMol| Q153 4= 9l AD
ALEAE sk A E AR A F IdM =) Q1 9] 2] 2 2o) Q1FE A 2T = A5 o IdM AFE A= 2
& & YA T ADS] gl o] g Ao AN AT = gl AAM 2 Ao] AAZE Q3R] &2 AD
forests<] Kerberized A v] 2~ oj| gt A A 28 4= Q) HF ).

AD ] 2220 3 A A2 A3 Holstzid IdMol A Global Catalog A v] 2~ & & 3 of ). o]
A 2= IdM A B 9] AR Bl A o F EAeHA] SsUth webA IdM3} AD 1] ¢33 A== A9
IdM=} AD 7ho] @3 212 oF A ] FA Tt

7.4. 12 & 5 9 =] 912] KERBEROS FAST

Kerberos flexible Authentication Secure Tunneling(FAST)2 AD(Active Directory) 37 ol A =
Kerberos F#o] 2l g o). Kerberos FAST= Z2lo] 9 E 9} KDC(Key Distribution Center) 7+2]
Kerberos 541& 93t 371 B et AlES A&y o IdMo A requirements= IdM A v o 4] A3 =] 52
FAST= 7124 0 2 &4 3ste o] dFH T IdM9] o] F <15 (2FA)= FASTE &4 g8l oF o

AD AD<]| 4] Kerberos 773 7] 52 71¥ % o2 AD Domain Controller(DC)ol| A v &4 3l = o] A<5Y
ool 25 B AA S AHEEte] Tl AEE A 8438 + dFU .
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SE)
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KDC,
[ ]

fsGroup2 Z3 ¢, 53 215 9 Kerberos A & A A .

B AR e e §HL 38

[ ]
"AAHA e,
[ ]
"X] %J_‘l,
[ ]
" a7 A AT,
[ ]

Kerberos FASTE= IdM 2 }o] 9 E o] Kerberos Z o] A E glo] B g g]d] &g}t IdM Zato] A
Ex FASTE 323t A2 T F Q= 2 L2l i8] FASTE AL4-31= 5 %+ Kerberos FASTS
A8 AHE A FEF IdM Z2o|JEE 74 + AU A= T 5 = AD forestoll A Kerberos
234 71%5S @A316A IdM Z2to] A E = 7124 o 2 Kerberos FASTE A18-3 ot FASTE ¢33}
719 0% R HEY S AZAIUG AT = Je= =vld] =l AEEH A AZ4 S S
321 Kerberos FAST7} Kerberos & Wl A 9t f-a 352 = Kerberos FAST= 2138 § = =4
Q19 A TGT(cross-realm ticket Granting Tickets)E 714 9}of 34 t}. Kerberos FAST:= IdM 22} 9]
A E o] Kerberos 3 2E 7)1 & A}231o] IdM A Bl 9] 80 2 w3} A4 TGTE 233t} o]= AD
forestol] A} 4k A2 71 D 2 3 IdM =v| 218 NS gt 53}

AD % 3 o] 77 Kerberos FASTE A4-3l ok 3hi= 75 IdM w912 AD forest 7-e] 13k 41
TFEdoF Ut 1dM=} AD & 257 33t A= f3 0 A =7t Qlojor staz AZdo] A4
Aol o & A g sl o G

olu] gt A= E A3 79 ipatrust-add ... --two-way=true F H 2 A3 s1A 71E N = A ol
AAAL GA A HYU T o] & AAsliA = B A AF F8S AHSsloF gyt [dMo A4 AD S|4 71&
A= AFS A AL st = AD A 2o g A2z Aol 2. AD e Aol obd I
HHS ALg5te] Ao A E AR se A A= E FLFe=E oA HELIdM Sl 4 AT 5 Q)
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=2l 2 BAEvt WA Windows #2] A= gk 2125 Adsly §U3 37 A1 2RSS AL
A A ’d 3kl Windows UIS AH8-3t] Y3 Z2 A A& vhE3)of g

g EHZES ALY F e A EE IdM Z o] A E 94| Kerberos FASTE 1| &4 s}3) oF g
Yt ’di]f% o 2= AD forest?] AL-§-2= °*E E= 7“%‘3 2utE e Q15S = dFUh o] 2A 5
kil n] A4 ] sssd.conf 3} d o] o5 A& St

o] 92 Windows Z&o|JdE 9] AntE =7} Q)= ssh-keys, GSSAPI Q15 == ssh& 7]ulo
Bt ol FAAS A 227t U IdM Seto] A EVE DCoF A B 27t gl7] w il
o] & g WY& Kerberos FASTE A ahA] Uk T3 IdM 23] 9l E o 4] FASTE v &4 sl et &
olF 5 IdM 7| 5 = 218 & 15U

7.5. AD A}-g-#2] POSIX 2 ID w33 ID H 9 /3

IdM(Identity Management)2 A}-&%2}2] POSIX A}£-%} ID(UID) 2 =235 ID(GID)E 71uto 2 A A X A
o] 73S A3 28] AD(Active Directory) A8 x}+= SID(Security Identifiers)= 2] ¥ g1},
AD #2] #}+= uidNumber,gidNumber,unixHomeDirectory, loginShell 3} 7+ AD A} 2 25l o
3t POSIX £ & ARZst=S ADE #4848 & dFU -

ipa-ad-trust-posix ID ¥ 9]¢} EZ2AE S A Ao o] AR E FXHEE AT AT
Yt

fju
st

A%

4

[server ~]# ipa trust-add --type=ad ad.example.com --admin administrator --password --
range-type=ipa-ad-trust-posix

ADol| POSIX 44 -& A 4314 &= 7§ SSSD(System Security Services Daemon):= ID vjl 33 o] 2}
E T2 A 29 AH2A SIDY) whet 3§73 UIDE LB A vl & 5= 5yt ipa-ad-trust ID H 91 2 4l
g At o] RS BAF o AT & dHFUTh

[server ~]J# ipa trust-add --type=ad ad.example.com --admin administrator --password --
range-type=ipa-ad-trust
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%91
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7} ADol| £ul=7A 3 o5 o] Arhal 7 v th. AD AD9l 4] POSIX &4 o] Znl=
A 4R HA % S AD AHSAE A & g5t

d & E0o] IdM A]| ="l o] O] g A A2 F3o] H Q3 ALg-A} 9 15 o] forest root
Tu|le] 3¢ =uQleol] 3R] e A AX 2aYEA 3¢ AD vl
Aold POSIX 542 &A31A £ F AdHFUth o] A% 225 44T o POSIX
IDHS F3S PAH oz AYs= Aol 54U

AD Ahg o] A 2FH-S AHF O 2 v %

ol
gg
rr
o
r

7.6.AD AL8 49| 9l TS AHEO 2 v sh= §41: POSIX A1)

Linux $7 9] z} AL g Aol Al 7] 2 AF&-2F 28 ©] 95Ut} RHEL(Red Hat Enterprise Linux)& A}
42 719 25 (UPG) 271915 AHE- U th UPGE sl 3 5ol AAE AHgAe} 23 83 A8 A=
UPG?] 2 & #u A4t

AD A}-g-#ol] tj3sf UIDE &
auto_private_groups 232

SSsbs 74 & AU

AW GID7} F7h A Qe 35 A ID W ol vl e
g ste] UIDS 71wk 2 Abg Aol A 15 AHE o2 Y shes

i
=

71322 o 2 POSIX 4l #] o] A}-& % &= ipa-ad-trust-posix ID ¥ 9] ol tjall auto_private_groups 34 o]
false= AA gt} o] AL A}-g31'A SSSD+= 7+ AD A&A} 3o 4] uidNumber 2 gidNumber =
A4 o

auto_private_groups = false
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SSSD+= AF8-#19] UID<QI gidNumber 3t-3 A1-8-#}2] GIDol| uidNumber 3tS &334 33
GID7} Q9= 252 ADol| Yoo It 28X o I AL AE ol S gL} e 2o
A= o2 AD 74 o et AD AFE-AHE 1 F A=A A {-E H o F1t).The following table
demonstrates whether you will be able to resolve AD users, depending on different AD
configurations.

3 7.2. POSIX ID H 9] o] dj 3l auto_private_groups ¥ =7} false = A H 71-$ SSSD 53}

ADol| 4] ALt 43 ID A&7} o] 559

AD AFE 7} & 2ol = th-So] Z3HE U o SSSD= AHEALE &1 8 <+ gls Ut
e uidNumber = 4000
e gidNumber 7} A ¢] 5 %] e¥ k51 o}

e ADJ] gidNumber = 40000] 3l & 28 °)

Rtk
AD Abg 7t G20l thgo] ZgE o SSSD: AHg A2 1 + glE U

e uidNumber = 4000
e gidNumber = 4000

e ADJ] gidNumber = 40000] 3l & 25 °)

fleuth
AD A&7} gH&o| = th-o] L3 Y] # ID aduser@AD-DOMAIN.COM
) uid=4000(aduser@ad-domain.com)
e uidNumber = 4000 gid=4000(adgroup@ad-domain.com)

e gidNumber = 4000 groups=4000(adgroup@ad-domain.com), ...

e ADc<] &= gidNumber = 400091 2§ °] ¢}
sy

AD AL-gA Al 717 259l —T“‘*EM AA A #lF gidNumber 7} 71& 2559 3l33sHA] &=
T, AHE A7 £ RE 252 S 4 7] W& IdM ’\1“17}‘11‘:‘*}32}3 SutEA AT
Ut} o] ZAIE sl 2 35l2 ™ auto_private_groups 341 & true ==+ hybrid 2 A% 35}o] SSSDoJ|A] =}
= 0 28 wBLe SA 5 5 Q&5

auto_private_groups = true

SSSD+= & AD A1-8-#} 3+5-2] uidNumber ¢} & X5l = = gidNumber 7} - A 7|20 25 &
w3 g o

3 7.3. POSIX ID ¥ 9] o] 3l auto_private_groups ¥ 4-7} true= A4 = 739 SSSD &2
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ADoI A AH§ % 74

AD AMg-A} g = tharo] 2 Yk
e uidNumber = 4000
e gidNumber 7} 4 ¢ 5 %] k5 o)

e AD¢] = GID=4000%] 1&F°] gl

AD AFg-A} o = tharo] 2 YTk
e uidNumber = 4000
e gidNumber =5000

e ADc<] &= gidNumber =50000] 9l& 2§
o] gl Ut

AD AM-g-A} g = thro] 23 Uk
e uidNumber = 4000
e gidNumber = 4000

e AD¢<] = gidNumber = 400021 Z2&¢] ¢l
F4th

AD AMg-A} g = thgro] 2 Uk
e uidNumber = 4000
e gidNumber =5000

e AD<) = gidNumber = 50000] 9l& 2 &
o] AFY

auto_private_groups = hybrid

77.IDM3} AD 7Fe] A5 7+ A1 =] A

_i f

ID AL8 7} ol B2

# ID aduser@AD-DOMAIN.COM
uid=4000(aduser@ad-domain.com)
gid=4000(aduser@ad-domain.com)
groups=4000(aduser@ad-domain.com), ...

# ID aduser@AD-DOMAIN.COM
uid=4000(aduser@ad-domain.com)
gid=4000(aduser@ad-domain.com)
groups=4000(aduser@ad-domain.com), ...

# ID aduser@AD-DOMAIN.COM
uid=4000(aduser@ad-domain.com)
gid=4000(aduser@ad-domain.com)
groups=4000(aduser@ad-domain.com), ...

# ID aduser@AD-DOMAIN.COM
uid=4000(aduser@ad-domain.com)
gid=4000(aduser@ad-domain.com)
groups=4000(aduser@ad-domain.com), ...

UIdNumber zrol gidNumber ¢} & X]35}%] 9t o] gidNumber 7} Q& Z15°] gl+= 72§ SSSD=

Nl 215

S uidNumbers} 9 x| 5= gidNumber ¢} g7 AF8-2}9] 7] 32 AL8-2}F 2 F o 2 v P g}

uidNumber 2 gidNumber o] tf =31 o] gidNumber7} 9= 25°] Q& 7-$ SSSD+=

gidNumber ©] zt-& AH8-3 .

3 7.4. POSIX ID H 9] o] tj3l auto_private_groups M7} hybrid 2 43 H

- SSSD 5%+

4
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ADoI A AHEF 4 ID A}-g-4 o] &%

AD A}-g-7} &5 SSSD= AHEAHE e = glsUth
e uidNumber = 4000
e gidNumber 7} 4 ¢ 5 %] k5 o)
e ADc<] &= gidNumber = 400021 g °] {1
sy
AD A8} &5 SSSD= AHEAHE e = glsyth
e uidNumber = 4000
e gidNumber =5000

e AD9 = gidNumber = 5000¢] &= 2§

o] AF Yt
AD A}&- 2} &5 # ID aduser@AD-DOMAIN.COM
) uid=4000(aduser@ad-domain.com)
e uidNumber = 4000 gid=4000(aduser@ad-domain.com)

e gidNumber = 4000 groups=4000(aduser@ad-domain.com), ...

e AD<) = gidNumber = 4000¢1 Z2&o] ¢}

F4th
AD A}&- 2} &5 # ID aduser@AD-DOMAIN.COM
) uid=4000(aduser@ad-domain.com)
e uidNumber = 4000 gid=5000(aduser@ad-domain.com)

e gidNumber =5000

e AD9 = gidNumber = 5000¢] 9= 2§
o] AF T

[ ]

AD A}-72] POSIX 2 ID v ID ¥ 9] 53
[ ]

CLIsIA] POSIX ID ¥ 9]¢l & A5 791 15 vl 4 843}
[ ]

IdM WebUl<l| 4] POSIX ID H 9]0l oj g 245 70Q1 25 =3 &4 3t
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77. IDM3} AD 7+e] F 5 7+ A1 =]

B

_i f

7.7. AD AHg A A 2FS AF O Pt {4 ID v N

Linux $7 9] z} AL & Aol Al 7] 2 AF&-2F 28 ©] 95Ut} RHEL(Red Hat Enterprise Linux)& A}
42 719 25 (UPG) 271915 AHS- U th UPGE sl 3 L5 ol AAE AHgAe} 23 83 A8 A=
UPGe 2 & #u it

AD A&zt gi&] UIDE &
auto_private_groups 232

sssDE 74 4 Ad&xynh

A GID7E F7b5 A e 75 oD ID ¥ <ol ol g
g te] UIDZ 710 2 Abg Aol A 15 AE o2 Y shes

i
=

7|2 F o 7 ID v] 3 Ao A5 = ipa-ad-trust ID €] o] &l auto_private_groups 34 o] true
2 AR P} o] FA L A12-351H SSSD= SID(Security Identifier)S 7] o = AD A1-8-%}¢] UID 2
GIDZ A4 o). SSSD+= uidNumber,gidNumber ¢} 722 AD<] POSIX 44 & F-Als2
primaryGroupID £ FA] 3.

auto_private_groups = true

SSSD= @4 UIDs} 2432 GID7F 24 ® 712 25 -< AD AH8-7-<] SIDe] wha} vl 3 ot

3 7.5. 1D v =3 ID ¥ 9] o] i3l auto_private_groups M7} true = A H 739 SSSD 5%+

AD9 A AH&-=}F 74 ID A&7} o] 559
AD A}&- 2} &5 # ID aduser@AD-DOMAIN.COM
uid=7000(aduser@ad-domain.com)
e SID=7000¢] w g gt gid=7000(aduser@ad-domain.com)

groups=7000(aduser@ad-domain.com),

* primaryGrouplD 7+ 8000 FIAHH™.  ga6adgroup@ad-domain.com), ...

auto_private_groups = false

auto_private_groups 3412 false &= A4 s} SSSDo| A4 AD &9 A4 H primaryGrouplD
£ GID Y15 2 AF2-3 o). primaryGrouplD °] 7] 2 7k2 AD<] Domain Users 259l 3l 33 t}.

3 7.6.ID v =3 ID H 9] o] di 5l auto_private_groups ¥ 47} false = A A 71-$ SSSD 53}

AD9 A AH&-=} 74 ID A&7} o] 55
AD A}&-2} &5 # ID aduser@AD-DOMAIN.COM
uid=7000(aduser@ad-domain.com)
e SID= 7000 w g gt} gid=8000(adgroup@ad-domain.com)

e primaryGrouplD 7} 800041 =% 1] o} groups=8000(adgroup@ad-domain.com), ...
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AD A}-&72] POSIX 2 ID v ID ¥ 9] 53

7.8. CLIol A POSIX ID i g]ol] o3t x5 7lQ1 2§ w3 A3}

712402, ADd| A€ POSIX tlo|E o] 2]&3}= POSIX 215 & 44 & 73-¢ SSSD= AD(Active
Directory) A&} Al MQ 28-S viF 1A &5t AD AH& AL Al 7] 8 28] LA Ho] AR o
B IdMol A} sl 18-S shel et 4= eyt

o] Az}l A= = H =] A auto_private_groups SSSD wjl 7]l ¥ =9l tall hybrid 342 443} ID
Heldl g AE AY 25 W3S Bt UHES A9 AUt 238 2= IdMS AD 712 259]
TAEA e AD AHEAE FAF  AF Y-

A 27 A

[ ]
IdM=} AD 173 74l POSIX 7+ A2 A34 ez A IdsUH.

Range name: IDM.EXAMPLE.COM_id_range
First Posix ID of the range: 882200000
Number of IDs in the range: 200000

Range type: local domain range

Range name: AD.EXAMPLE.COM _id_range

First Posix ID of the range: 1337000000

Number of IDs in the range: 200000

Domain SID of the trusted domain: S-1-5-21-4123312420-990666102-3578675309
Range type: Active Directory trust range with POSIX attributes

Number of entries returned 2

ipa idrange-mod "3 % & A}-8-3t>] AD ID ¥ 9]9] A5 /i) 2&F 84S =3 FU .
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/planning_identity_management/planning-a-cross-forest-trust-between-idm-and-ad_planning-identity-management#con_posix-and-id-mapping-id-range-types-for-ad-users_planning-a-cross-forest-trust-between-idm-and-ad
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77%. IDM3} AD 7+9] &

[root@server ~]# ipa idrange-mod --auto-private-groups=hybrid
AD.EXAMPLE.COM_id_range

A AL S 3)steid SSSD AA & AL FU

I [root@server ~]# sss_cache -E

AD AL&-R9] 7 1FS AF O 2 wjP e §A

7.9. IDM WEBUI<l| 4] POSIX ID ¥ ¢]l o gt &5 701 25 w3 &4 3}

7124 0 2, ADd| 45 POSIX to] €l ©] =3 POSIX 2122 443 7<% SSSD= AD(Active

Directory) A& A ol Al 7HQ1 15 S w3 8tA] 5 AD AH8-Ao Al 7182 25 o] A o] AR Fo
A IdMA a3 215S 208 F sy

o] Az} A = IdM(Identity Management) WebUIl<l| 4] auto_private_groups SSSD vl 7]l 1 5= tjj g+
stolH el S AAste] ID Ho dig A QA 25 w3 S &d3st= S A8 dYn. 23
Ao 2 IdM& ADell 712 250l 7 HA &2 AD AHEAE 1T & AFU

A 87 A

[ ]
IdM=} AD 173 74l POSIX ZH A2 A 34 ez A IFUd.

=E!
1.
A7} o] 27 52 A13ko] IdM 9 Ulol =118}
2.
IPA Au] — ID ¥ 9] 92 AU,
3.
AD.EXAMPLE.COM _id_range } 7+o] 4 & ID ¥ 91 S A9},
4.

Auto private groups (A5 7% &) EF -2 vl 7ol A stolBEl= A4S A9 3.
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Identi t'_-," Polic 'l Authentication Metwork Services IPA Server

Role-Based Access Control ~ ID Ranges Realm Domains Trusts « Topology

ID Ranges » AD.EXAMPLECOM_id_range

D Range: AD.EXAMPLE.COM id range

Settings

& Refresh || "D Revert || L Save

Range Settings

Range name AD.EXAMPLECOM_id_range
Range type Active Directory trust range with POSIX attributes

Base ID * 1045000000

Range size * 200000

Domain 510 5-1-5-21-4029230055-4155305145-370140224
Auto private groups ~
true
false
hybrid

Ag wES Fe el WA A AT

AD AL&RE9] A 1FS AF O 2 wjP e §A

7.10. v]POSIX <] & 17 2 SID v 3

IdM(Identity Management)2 & 342]o] LDAPE A}8-3t}. Active Directory(AD) 3+5-0] 57]3}
HAY IdMe 2 BALE R 25Ut =, AD AH82 2 18 9)= LDAP A 8]9)] LDAP S BAEy} glow
2 IdM LDAP 4] 1§ 9w 4 & Edsted A4 AL 5 fxUth o2 @ ol 2 IdMe] @l ze
IdMoj 4] AD A2t 2 Z1goll Tl 2% Bel AL A93t7] 918 Lt IdMLDAP e B Al E R Fxw =
HPOSIX 9] 158 A sl oF .
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/planning_identity_management/planning-a-cross-forest-trust-between-idm-and-ad_planning-identity-management#ref_options-for-automatically-mapping-private-groups-for-ad-users_planning-a-cross-forest-trust-between-idm-and-ad

77%.IDM3} AD 7] 35 7+ A1 =] Al E

POSIX o] ] 9] 9]} 15 2] SID(H.<F ID)= Active Directory2] 15 SIDE IdM<e] POSIX 5ol 3
3= SSSDol A =] 2] g t}. Active Directoryoll A SID= AF8-#} o] S A2 g Ut} AD AL8-#} o] 9]
IdM 2] & 20]] A A 23t o] AHEEE 29 SSSDE= AFg 2] SIDE AFE-51e] IdM =1 Q1 2] A&z}l
g3 AA 25 ¥ejd ARE ey

7.11. DNS 2 #
o] & 3 2] F & IdM(Identity Management)JJr AD(Active Directory) 7+ 45 N3 & 13317] 93 &
L2 DNS A2 @A45t=d =80 2 & AdFUo.

148 7] DNS =1l

AD¢} IdM 2 5% 3163 7] 2 DNS 1| ¢l o] A H o] Y= Qg
Yt}

L
v
2
i
lly
2
v
o
L)
m
oy

AD<2] 739 ad.example.com, IdM<2] 73 $- idm.example.com

AD<2] ¢ example.com, ldM<e] 7 -¢- idm.example.com

it
ke

b4 Azl %) £74L 7k DNS £l 2lo] S3¥ DNS A uol A 25 S0l % o
% 7172 DNS A & AH8 8 S = AUt

IdM 2 AD DNS =w 2l

IdMo]] 719 €l Al 2"l o] 2] DNS =S 53l vl £ 4 251} Red Hat2 Active
Directory7} 23t 213 t} & DNS g 9ol IdM Z}o|JAEE v £ 35+= Z o] 54U AD EZAE
E A 93t d 71 IdM DNS =w| 14 A g SRV =7} Qofof .

3

IdM=} Active Directory 7+2] 2127} 9= 4K 317 o] A = Active Directory DNS =
Wle] Z3E e IdM 2o AES ’“21% % 9%Uth 28 thg $2EE Linux
dFTHE EIAM 7|58 €83 F dFUT. A% 74 o] ofvm R 71A] Ak AFgte]
&Y. &AA s &2 Active Directory DNS 1| 21 o] 4] IdM Z&lo]dE A& F x5}
HAA L.

1317] 913 713 IdM DNS w19 243 SRV #lZ=7} A=A 14yt

>
(o]
m
v}
(>
m
mlm
;
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_trust_between_idm_and_ad/assembly_configuring-idm-clients-in-an-active-directory-dns-domain_installing-trust-between-idm-and-ad
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YT IdM F o] AdH<Q ofZ DNS =19 79 AD dist 41271 A= o SRV I Z=&
TAS vt Ut 2 ol AD =9l AEEZF|A SRV dIZ=E A8-31o] Kerberos 7] 1l
¥ AE(KDC)E AN sHA] &il o] F AHulA 29" ARE 7|wto = §17] g EY ).

A= o] mE DNS Tl A el

RE A 2eo] A7 #Alo] BAE 2 E DNS £ ¢lo]x DNS #l 2 =2 gelg 4 1A el gt
U,
[ ]
IdM DNSE 74 & u 9|3 CAZ Al-&3lo] IdM ] 240] %A AL G244 @
[ ]
ERREY

53 DNS glo] IdMS A}8-3h= -5 53 DNS glo] IdM A 1] A X o] A3 | X3S o}

Kerberos < o]&2 7] DNS =4 ¢l o] &9 g A vjdo =

Kerberos 49 o] o] 2F A2 7|2 DNS =H| 2 o] 53 224 ERIFUTL & E°], &

| el o] & o] AD2] 73-$- ad.example.com o] 3 IdM<2] 73-9- idm.example.com ©] IdM<] 73 -$-
Kerberos &9 o] &2 AD. EXAMPLE.COM o]o]o} gt t}.

7.12. NETBIOS °]| &

NetBIOS o] 52 dural o 2 £ul9l o] F9 9% 74 a2dUch o So] g3 2&Uth
[}

e

=) 2l o] & linux.example.com | 4] NetBIOS o] &2 linux g4y }.

=12l o] & example.com 9|4 NetBIOS ©] &2 Ut}

IdM(Identity Management) 2 AD(Active Directory) =1 <12] A 2 t} & NetBIOS o] &

IdM 2 AD X v 21 ¢] NetBIOS o] 5°] t}£X] <2134 A] 2.

NetBIOS ©] 52 AD =v|1-S 2 8l= o vl-$ 234t IdM =4 <1 o] AD DNS<]
sh9l = le) gl A%, 1AM =l @ A 2E 4

+ d] NetBIOS o] &= o3t}
NetBIOS o] £ th g £ A &


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-an-ipa-server-with-external-ca_installing-identity-management
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-an-ipa-server-without-integrated-dns_installing-identity-management

77%.IDM3} AD 7] 35 7+ A1 =] Al E

NetBIOS ©] 5] Ao} Zol= 1524yt

7.13. X 9 == WINDOWS SERVER W &

IdM(Identity Management)-2 Windows Server 2008 R2 &=+ o] d v A< 213 5l+= Active
Directoryol] dj 3t A= A4S Qa4 251t RHEL IdM-S Windows Server 2012 o] ol 4] gt x|
He 213 FAE 44 v SMB 43317 2 2 3.

s ¥ 2E 9 2vQl 75 +F& AH8-5t= AD(Active Directory) Wl ~E o] A1 8] aAE A4S
4 A+ 4 }.You can establish a trust relationship with Active Directory (AD) forests that use the
following forest and domain functional levels:

Forest 715 4= ¥ 9]: Windows Server 2012:Windows Server 2016

bl
=
ro
N
of
N

Z W 9]: Windows Server 2012:Windows Server 2016

IdM(Identity Management)2 o} -3 &9 A A & 23 5l+= Active Directory =12l AEZ g A 213
AAS AEF .

Windows Server 2012

Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

7.14.AD ¥ A4 2 A%

ul

73

A AN @ 55 A2 |dM(Identity Management) 2 2}o] ¢ E 7} 54151+= AD(Active
Directory) A v o] & &S u]F Ut} o] MM = IdM=} AD 7He] 45 A7 Q= SA0NA 24 9 A
o =7t &3t WA ol dis] A .
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0] 3}

s AHF AR J= A E HASsIES SHO|AEES FASHH So|AdEVITOE 94 dHolH
AE o Aujo] AZAT u BAFE= A7 A D 7 e B2 Wx e 5 g5t Zao|dES 28 A
vsh BAHES el d the 2AL FEaof Fhih.

Zdlo]dlEx= LDAP 2 KerberosE %3] 22 IdM A v ¢} 41
Z#}ol A E7} KerberosE 53 22 AD Auj 9} 54

IdM A 1] o] W4 Zelo] 1 E= LDAP 2 KerberosZ 53 =2 AD A 1|9} A1}

=2 1dM A1 9}e] 22 913 IdM Zalo] A Eoj ] LDAP 2 Kerberos 74 &4
%3 DNSOA IdMS AH8-3H= 7

718 oz Feto|AEL DNS HIES 7o 2 A5 AMul = 23§ AHE AUt o] 4
DNS /%] 752 AFg o] DNS 71k Al = A& TS S5 ,51*141:}

T =

47 ol 4]

A% 258 Yolselw th WY F shibol 4 DNS A2 maysia = 9l

o)y

Y.

BB EA Foll A w7 AFE AFste] 1AM S2}o]JdE AR F

-3

SSSD(System Security Services Daemon) -4 2 3 slo] FElo|AdE A X &
34 DNS glo] ldMS ALg-3h= 3¢

oe By F Sl BA Ao Feteld =g T guth

Z

oA ol 2A vl WS A gt IdM ZefolAdE AR

SSSD 74 & st S}oldE HA F

= AD A ¢}2] FA1E 9130 IdM S 2o E o] KerberosE 4 sl &4

=

IdM ZeloldEE 548 AD MM E 4502 ANT 5 JFUth AD A E 5502 AQsteld
krb5.conf 5} ¥ 2 4=A g t}.
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77%. IDM3} AD 749 45 7H A1 =] Al E

AD 99 A H F7}

542 AD AW E BA Aoz e

s
L
v}

o2

et

ol &3 2EUTh

[realms]

AD.EXAMPLE.COM = {

kdc = serveri.ad.example.com
kdc = server2.ad.example.com

}

Kerberos 2 LDAPE F3t 22 AD A £}9] TS 93l IdM Ao 3
A

L =

r
iy
I
o
re
[t
i
By
oX,
gg
rr
o

M A B o] 38 Zetol A= AD A o FetolAEZE A5G th A4 @ AD Al EE 5O
= A8 A8 5 dFUTh

23E SHo|JEV AAS YT o W] 947 91X A AD AW E AT = AFUT 97 A
o A3t A A FEo|JEV QA S AASA 23 AU S TAT F AFHT SR E]
sssd.conf 5} o] A dns_resolver_timeout 342 A}-8-31o] Ze}o]AE7} DNS 32l Ao A SHL 7]
g E A 7HS YU A S U &2 sssd.conf(5) il 774 o] A & F XA L.

e

I3H Zo|AdET 22 AD A9} BN EE FAEH SSSDE= £3H Z oA ETL &3 AD A}
OJEE 7] ). SSSD= gtz o2 27 | AEE ] LDAP pingS A AF35lo] Alo]E F
RE NZ IFAFYUL ALl EVE Y o] EASHA] A Y SFEPo|AETZ O Alo|Eof d9d 3¢
SSSD:= overflowol| 4] SRV ] Z =2 23317 A1 &332 AHE A AA TZA22 AU

o]

sssd.conf ol x| {1 Z & = 9l= E o o] A4 AH Gy

AlFow Hol& = AFU

o

AHgEa 71 BH o R Ao s A 3

rr
i

394 IdM(Identity Management)2- A A 51+ 5 <F AD(Identity Management)ol] X AD(Active
Directory)oll i gt A== Fa 3 Y 2 2 o 3] Lol A A L.
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X 7.7. AD v ¢l AEZ )] A3 IdM A =]

= T
t 5 F9E A %

2

IdM 212] 71 E 22 o] 7237 AD DNS
2¢17] 9 ol & DNS ¢l

AD DC<2] UDP/UDP6 * E 389¢] tjj &t
a3

ADDC<2] TCP/TCP6 2 E 389 ¥
3268 g 2%

AD DC<2] TCP/TCP6 2 E 389 ¥
32689 tig 2%

AD DC¢] TCP/TCP6 ¥ E 135,139,
4459 g 2%

49152-65535(TCP/TCP6) ¥ 9] <]
Active Directory =] 91 71 E & & of A
A A& g2 ADDCo M BHd oz 9
TER 0H

AD DC2] ¥ E 88(TCP/TCP6 4l
UDP/UDP6), 464(TCP/TCP6 1
UDP/UDP6), 749(TCP/TCP6)d] tj &
a3

A=EolA S5 E 24

AL T2 EF

DNS

174 1= LDAP(CLDAP) ADDC #A & 3 ateiw

LDAP

AD /Mg 8 1% AR E Ael st w

DCE RPC ¥ SMB

DCE RPC ¥ SMB

DCE RPC ¥ SMB DCERPC J = ¥l E v H(EZE 135

TCP/TCP6)2] &3 ol %317

Kerberos E] A1 & A © &) Kerberos &+
3 E WA 33l KerberosE 940 2 3%

2tk

Kerberos

EE G IdM A2 AEZ R o]27]714] AD =l AEZ A AD 41 = IdMe)| IdM-S- 3 A 3t

ot

230 disl] Fofr YA L.

¥ 7.8.1dM 212 AEES] 0 sl AD =9l AES A F 5= 2]
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AD =l ZAE E 2 ¢ -4 € IdM DNS

Zlel th & DNS =<l

I[dM A1 2] A E &2 2] UDP/UDP6 X &
3899 gk 8 %

IdM 212 AEZ2 9] TCP/TCP6 X E
135,139, 4459 dj st 2 %

AHgE TRER 4
DNS IdM 2128 AEZH P34 A
CLDAP ldM A2 AEEH A4S sy sted

DCE RPC 5l SMB ADo| t gk 71g 2 A=l & gl

To verify the cross-forest trust to AD
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2z AR TR EF
IdM A 2] AEZ A sl g & DCE RPC 2 SMB
IdM 21 2] AEZ oA FFoz ¢

FEEO 3l 83 -& 49152-

65535(TCP/TCP6) ¥ 9] o] 7 -

fl

IdM 218 AEE# 9 T E Kerberos
88(TCP/TCP6 % UDP/UDP®6),

464(TCP/TCP6 ¥ UDP/UDP6),
749(TCP/TCP6)°| th3et & 3

L Z
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8%. 71€} RED HAT A &3} IDM 53

o] A4 o) A& IdM= 53 5 &= t}2 Red Hat A1 % ¢ ¥4 228 A2 IdM ALE R 7H A 1] 20
N2 5 AES oA F AFL FAT 5 AFUTh

Ansible Automation Platform

LDAP 215 A A
OpenShift Container Platform

LDAP ID 3# +4
OpenStack Platform

OpenStack Identity(keystone)<} Red Hat IdM(Identity Manager) 53
Satellite

Red Hat Identity Management A}-&
219l

SSSD ¥ FreelPA ID #&] 53
7133t

¥ LDAP 37 74
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https://docs.ansible.com/ansible-tower/latest/html/administration/ldap_auth.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html/authentication_and_authorization/configuring-identity-providers#configuring-ldap-identity-provider
https://access.redhat.com/documentation/en-us/red_hat_openstack_platform/16.1/html/integrate_openstack_identity_with_external_user_management_services/assembly-integrating-identity-with-idm_rhosp
https://access.redhat.com/documentation/en-us/red_hat_satellite/6.9/html/administering_red_hat_satellite/chap-red_hat_satellite-administering_red_hat_satellite-configuring_external_authentication#sect-Red_Hat_Satellite-Administering_Red_Hat_Satellite-Configuring_External_Authentication-Using_Identity_Management
https://access.redhat.com/documentation/en-us/red_hat_single_sign-on/7.5/html/server_administration_guide/user-storage-federation#sssd
https://access.redhat.com/documentation/en-us/red_hat_virtualization/4.4/html/administration_guide/chap-users_and_roles#sect-Configuring_an_External_LDAP_Provider
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Red Hat Enterprise Linux Identity Management:= IdM A]| 281 & 5o 2 W33 BAS = A=
EFAS AFFUL. o= HiolH &4 oWl E o]F o] B QT F AFYT.

5] Fol A 2Re 1M Ago) o ¢ g sk Leke o AR 2§ A slel AP ch Rk 2
o Wq] T2 S ALg 5] A7 IdM 84 L ThA 7HA L AT

3

IdM ¥ ¢ 2 59 7152 dog &4 2 WA= AAHASUT Al &4 9T
< ¢35t 2ol 1_*4011 A A& AFate] AEHA A4S BAFsH7] A8 EA =
%3l Mitigating server loss ol w2} B4 & £ Z 2] 7} 9lojof gt}

9.1.IDM ® ¢} 48

ipa-backup $ 9|2 ALEEE T8 T 71K §39 WPe AT 5 AFUTh

A Au) w]

[ ]
IdM=} 389 2 & An| 74 5+ 3} LDAP © o] €] & LDIF(LDAP Hl o] & 23 3 2]) 5t
o =3
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M Aju] 2= eatel i @ akel el 4 AUt
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/preparing_for_disaster_recovery_with_identity_management/preparing-for-server-loss-with-replication_preparing-for-disaster-recovery
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AV

9.2. IDM w ] ol ol vt = 73]

7187 o 2 |dM-2 /var/lib/ipa/backup/ T] & E] 2] ¢ 3¢ e Ea]d] WYL tar o}Flo| B = A ZFH
o}

ol7tel v B 9l HAE & Tt 2L W A2 gEUh

AR A W

ipa-full- < YEAR-MM-DD-HH-MM-SS> r] 2l £] 2] 9] ipa- full.tar o]} o}7}o] H 2 scc A] 7kl
SEEPETISES

[root@server ~]# Il /var/lib/ipa/backup/ipa-full-2021-01-29-12-11-46
total 3056

-rw-r--r--. 1 root root 158 Jan 29 12:11 header

-rw-r--r--. 1 root root 3121511 Jan 29 12:11 ipa-full.tar

dolE A g wg]

ipa-data- < YEAR-MM-DD-HH-MM-SS> cj 2/ €] 2] 9] ipa- data.tar o] 2}+= o}7}o] B & kafka A] 7+
o X gFth.

[root@server ~]# Il /var/lib/ipa/backup/ipa-data-2021-01-29-12-14-23
total 1072

-rw-r--r--. 1 root root 158 Jan 29 12:14 header

-rw-r--r--. 1 root root 1090388 Jan 29 12:14 ipa-data.tar

3

IdM A & A X A A= WY Fdo] Aoz AAHA = S

9.3. W] AA A] 31 AL

o] 4 o) X ipa-backup F <) T3 T2 @ A Al dhal A ok

7122 o 7 ipa-backup FE28El= 229l reg Agyu g g = |[dM A8 27 $A 3
Ut w¢jo] gk59 T F2a A IdM A H| A S 50 2 ThA] A Rt}

AA Au P2 g 1AM v 25 @ =2l Fej = A3 of shAI Rt vlolH -8 W2
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7127 o 7 ipa-backup € 2 E] = /var/lib/ipa/backup/ Tl & 2] = £33 Y A] 2=
o S AT YU IdMo| A AH8-3t= 2294 3t A| 2"l 3= H 9] 91 A AdHo] uj ¢
S RA7NA o2 YA, Holx e F 2EA 9 2L AFE A2 MPS HAT AS A
.

FA2 BA RN WYL FAE Ro] EHUT IdM A H] 2k IdM 2o A FFe
WA AR BA RN £ T 4 A

ipa-backup €2 €l = IdM S 2] 2 g o A1g¢H 2 E 18] 2(¢13 7]3%), DNS(Domain
Name System) @ KRA(7] & o] A E)7} W] S AP sl= A vl AA =] A=A SAFY
= °l£‘l“¥ AU 27 R AAHo] QA oW 3T SAE A 7HA L wi]]o] A &
g 2H o] FE31A ¢t7] u & ipa-backup 28 El= A2 59U

oA E 5ol IdM v £l A &3 CA(UF 718)E AH&-5t= 73§ CAZL obd HA| ZollA 2334
ul o] o] CA 1:1] olHE A 1A &<&uUtt. ipa-backup & =33l EA| 2o AX A Fe =g
AHEE 2 E IdM A B| 27 =R &elsk= Aol F5U T

ipa-backup --disable-role-check ™ & A}a—s}oq IdM A ¥ @3 AXE £33 F AR 9
A3 o= IdMS 2Hd 5] st ﬁ‘ﬂd < Helgrt £3H o AUA °"‘14B}

9.4. IDM ¥ ¢} A A

o] A AA = ipa-backup %S AH8-5te] @22l 9l 229 REXA HA Au 9 HolH A8 9
Ade Adsh= PS489

A 27 A

ipa-backup -2 €]l & 23 524A root A o] ojof Pt

L 2EQl REOA HA Au M-S AP 571 A 8lo] ipa-backup #-2 2 E| & A}

[root@server ~]# ipa-backup
Preparing backup on server.example.com
Stopping IPA services
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Backing up ipaca in EXAMPLE-COM to LDIF

Backing up userRoot in EXAMPLE-COM to LDIF

Backing up EXAMPLE-COM

Backing up files

Starting IPA service

Backed up to /var/lib/ipa/backup/ipa-full-2020-01-14-11-26-06
The ipa-backup command was successful

[}
222}l dHlolE Ag el A5 H —data 42 A QP
I [root@server ~]# ipa-backup --data
[}
IdM =2 st o] 238 AA Au MYS At —-logs 428 AH-FU o
I [root@server ~]# ipa-backup --logs
[}

IdM A ¥] 27} 9 5= Sk dlole] Ag MY 44 el W —data 2 ~online §4& LT
AA gk

I [root@server ~]# ipa-backup --data --online
- 1

ftmp t @ e 2] o] g7ko] ¥ 3te] welo] Ash st 4% TMPDIR $73 W52 AH8-3
SECESY EX PR ELTRE DE R S EL R

I [root@server ~]# TMPDIR=/new/location ipa-backup

ZLA] 3 U] 82 ipa-backup Command Fails to Finish & =34 4] 2.

el T elel = wglo] Qi obrbel Bt TgE o) AgTh.

[root@server ~# Is /var/lib/ipa/backup/ipa-full-2020-01-14-11-26-06
header ipa-full.tar

9.5. GPG2 ¢} 5.3} IDM ¢ A7
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GPG(GNU Privacy Guard) ¢332 AH8-3to] ¢5std WS s = dFUth b3 Aol A=
IdM = 9} & A4 5151 GPG2 71 & AH&-3l9] ¢Z 3.

A 27 A

[ ]
GPG2 71E 44 AFUTh GPG2 7] 442 F=5H A .

~gpg &2 A4 ste] GPG 55} Ml e wHFLTh

[root@server ~]# ipa-backup --gpg

Preparing backup on server.example.com

Stopping IPA services

Backing up ipaca in EXAMPLE-COM to LDIF

Backing up userRoot in EXAMPLE-COM to LDIF

Backing up EXAMPLE-COM

Backing up files

Starting IPA service

Encrypting /var/lib/ipa/backup/ipa-full-2020-01-13-14-38-00/ipa-full.tar
Backed up to /var/lib/ipa/backup/ipa-full-2020-01-13-14-38-00
The ipa-backup command was successful

o
ol
L
X

wq] T 2lol .gpg QA A7} A $HEEA olbel Brt X3k o] PR gy
o}

[root@server ~# Is /var/lib/ipa/backup/ipa-full-2020-01-13-14-38-00
header ipa-full.tar.gpg

el A

9.6. GPG2 7] A4
e Aol A= ¢33t FE 2ol A8 GPG2 7] & A st S A9

A 27 A
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)

ol B a gt

FEA

oo

.

pinentry $ 92 €12 4237 74

[root@server ~J# dnf install pinentry

[root@server ~]# mkdir ~/.gnupg -m 700

[root@server ~]# echo "pinentry-program /usr/bin/pinentry-curses” >> ~/.gnupg/gpg-
agent.conf

12 A ARE A8l GPG 7] AL A4 she ol A8 HE 7] 92 $A e BHEULh o

.

Sol g7 24Uth

i

[root@server ~]# cat >key-input <<EOF
%echo Generating a standard key
Key-Type: RSA

Key-Length: 2048

Name-Real: GPG User
Name-Comment: first key
Name-Email: root@example.com
Expire-Date: 0

Y%commit

%echo Finished creating standard key
EOF

(X8 A1) 71 25 2= GPG2= Q15 71E ~/.gnupg Lol AZduct. AL-&a 9] A5
7] 91X A}4-512] Y GNUPGHOME 27 W4 rootst a4 23 & gt el gel 2 44 )
o.

[root@server ~]# export GNUPGHOME=/root/backup

[root@server ~]# mkdir -p $SGNUPGHOME -m 700

7] 919 H=E 7]uto 2 A GPG2 7] & A A3

)

Q9]

'

I [root@server ~]# gpg2 --batch --gen-key key-input

52 918 el Aol o

&L

GG o] FEE AHgatel P45 5

i

GPG2 71 & B335t ¢35
W [EatigBh= S
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o

ol

i)
N

Please enter the passphrase to |
protect your new key |

Passphrase: <passphrase> |

<OK> <Cancel> |

Please re-enter this passphrase |

|
|

|

i Passphrase: <passphrase> |
| <OK> <Cancel> |

|

AN GPG2 7171 A3 A o2 BAHIYEA ).

gpg: keybox '/root/backup/pubring.kbx’ created

gpg: Generating a standard key

gpg: /root/backup/trustdb.gpg: trustdb created

gpg: key BF28FFA302EF4557 marked as ultimately trusted

gpg: directory '/root/backup/openpgp-revocs.d’ created

gpg: revocation certificate stored as '/root/backup/openpgp-
revocs.d/8F6FCF10C80359D5A05AED67BF28FFA302EF4557.rev’
gpg: Finished creating standard key

A e GPG 71 b g o,

[root@server ~]# gpg2 --list-secret-keys

gpg: checking the trustdb

gpg: marginals needed: 3 completes needed: 1 trust model: pgp
gpg: depth: 0 valid: 1 signed: 0 trust: 0-, 0q, On, Om, 0f, 1u
/root/backup/pubring.kbx

sec rsa20482020-01-13 [SCEA]
8F6FCF10C80359D5A05AED67BF28FFA302EF4557
uid [ultimate] GPG User (first key) <root@example.com>

GNU7ZIJA AR s 9aga
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9.7. IDM = ol 4] B3l of 5= 73 ¢

IdM ® ol A E-dste] of 2] Als] Alvte] 2o 5 = dFHH

[}
vl 31A] 22 W7] ALek2 LDAP ERl= 5 74 = AHA|81aL, BAl = vl X A A oA 5=
P T AT AR AES A= AYUth dolg A& WS EA3HdE IdM 8 AA] o)
BFS FA 231 LDAP 5o o] A e = vigh gy,
[}
FAZg &A= RE CAQ2AE2 &4 A& Qs =& AF 7] B Ro] &4
H 37t AW E v E3te] OA A= F e 750l EAHAFU. o] -5 CA Replica®] 9
A4S B2 Al BA S 23
[}

A d Ao gadel= A3l &4 AA7E AL ZAE3A T IdM vl o B 7 &3 H 2 2 |dM
N2 g 42 F353 de 2 Bdsof 3t Red Hate #41& A3 sl 43t7] 913 7]
2 A Q3 FHFE= Aol =L U} o] 83 o] A sld AA Au] Mo BAFFHA L.

st=slo] B gadol= ool U@ /1B ERH L BA BN 248 A
WS ChA W sk AU Ch AA S 0§ 2 ALE shel Tl AH]

AZ3AA Q.

9.8. IDM W1 QJoj| A B3 o 12 A}

ipa-backup %2 El S AHg-5tol MY AT 79 1AM A 1] E= LDAP Z=S o] =44
Ao 5% 5 dach

IdM = 1o 4] B 5k B weslor & Fo ALge thes 2 Th

wgjo] 1o AT Aulsl FA AR SHE A AR Ml e BAY 5 gt Aulol
£ therel glofok itk

o
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23 B A IdM 2 Z E 9] o]

[ ]
ool I[dM A Y 5 stz B =Y B E A u = IdMe] di gk AR o] 93 4~27F gy
th 02 2 E A= U8 AA gA 2713} s of sy
[ ]
iR et W Q] So A H ZE HolH = SAHEE FAAHQA A|2" §A B2 E S8 9]
2 5 EFHAE AHE A A L.
[ ]
A7t EAEH QoA Bt glAl AW E BAE O O] AX| 5] A& gAl 2=
st Aol EFUTH Al BAI S U5 AA &9 87 9 dolg7t AU A H &S
BA S AHg-ste] Au &4 FH 5 ZxRF A L.
[ ]
Wl 9 5 752 HESAT AT  Jon IdM §] UloA = A8 4 glsy o
[ ]
ftmp XE+= /var/tmp t A E 2o A= NY FLelA 54T 5 glsych IdM o g 2] Ay
£ PrivateTmp & E2] & AL8-3h0 2 AA A dubd oz ALE S 5 A& /tmp =
ivar/tmp t g o] A2 = gFU
e AR

WeolA Edsteid NS AL w A" A5 LT LZEo](RPM) B o] tid T 2E0 3
olof gttt ol = 3l W thAl 7HE H A 2k BsheE Aol FEUth AAE W82 VM 29
o 2 doly E4dA B8 FEsHA L.

9.9. W] o A IDM A1) =9

o A ztol A = IdM 9 o A 1dM A 1] == LDAP ©o] 8 B2 A g}
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2% 9.1, 0] dol A E AL HE BA EE2XR

Data replication

IdM Servel’ agreements
D R O EEREE s >
D B
serverl.example.com Certificate replication
agreements

E9.1. 0] AN A AHgH = AH] o] F A 73

e

M B2E o] B 5

serveri.example.com B o A E-affof sf= A Y Th

caReplica2.example.com serveri.example.com 32 E9j <12 ¥ CA(IZ
713) A
caReplica2.example.com & ~E¢] A 4% EA) =2

replica3.example.com
Py

A 27 A

[ ]
ipa-backup 22 E| & A}-8-3to] IdM ¥ o] AA Au] = dolH d-& W Ygo] Y=o
AFUTh M AP FxstydA L.
[ ]
ul Q] u}o) o /tmp = /varitmp Tl A H g g5yt
[ ]
A A G AR Av] HAE +3P3517] Aol Aol A IdME A 7 35 o] A3t FL 7
A e 73S AH- 8] I[dMS- thA] A2 X g ot
AR}

ipa-restore 592 E] & A}8-35lo] AA Av] £ dgolg AL MY B3,

W Q] o) g H g 71 71 & /var/lib/ipa/backup/ $1 X9l 9= A$ dAHE
t}.

I [root@serveri ~]J# ipa-restore ipa-full-2020-01-14-12-02-32
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A gAg 7t 712 A = B¢ DA BEE o F U vhIf the backup
directory is not in the default location, enter its full path:

I [root@serveri ~]# ipa-restore /mybackups/ipa-data-2020-02-01-05-30-00

ipa-restore 22 El= U A HId T MY KIS A52= A
stal 712 A 07 AT 139 5SS FAAUT AR A v W oA do]
B 18 548 733 --data 34 S ipa-restore ¥ & o 71 o

I [root@serveri ~]J# ipa-restore --data ipa-full-2020-01-14-12-02-32

g

U,

Directory Manager ¢35 =2 99

Directory Manager (existing master) password:

yes & 9 skel Ml 37l AR HoHE WolatA gt

H

Preparing restore from /var/lib/ipa/backup/ipa-full-2020-01-14-12-02-32 on
serveri.example.com

Performing FULL restore from FULL backup

Temporary setting umask to 022

Restoring data will overwrite existing live data. Continue to restore? [no]: yes

ipa-restore -2 ] El = A8 7153 B E Al ¥ oA 5A| & v &/ 513 o

Each master will individually need to be re-initialized or

re-created from this one. The replication agreements on

masters running IPA 3.1 or earlier will need to be manually

re-enabled. See the man page for details.

Disabling all replication.

Disabling replication agreement on server1i.example.com to caReplica2.example.com
Disabling CA replication agreement on serveri.example.com to
caReplica2.example.com

Disabling replication agreement on caReplica2.example.com to serveri.example.com
Disabling replication agreement on caReplica2.example.com to replica3.example.com
Disabling CA replication agreement on caReplica2.example.com to
serveri.example.com

Disabling replication agreement on replica3.example.com to caReplica2.example.com

71



Red Hat Enterprise Linux 9 ID &) A &

29 O Lol e dM A H 22 SR 6k 0]

ftlo

LI

F AU 22 oA AR,

r (

Stopping IPA services

Systemwide CA database updated.
Restoring files

Systemwide CA database updated.
Restoring from userRoot in EXAMPLE-COM
Restoring from ipaca in EXAMPLE-COM
Restarting GSS-proxy

Starting IPA services

Restarting SSSD

Restarting oddjobd

Restoring umask to 18

The ipa-restore command was successful

LEERL

ol AHE EZ X A|AHEE 7|=351e] =2 HujAle] R E BA EZ
BA AaHES UYY

Segment name: serveri.example.com-to-caReplica2.example.com
Left node: serveri.example.com

Right node: caReplica2.example.com

Connectivity: both

Segment name: caReplica2.example.com-to-replica3.example.com
Left node: caReplica2.example.com

Right node: replica3.example.com

Connectivity: both

Number of entries returned 2

B8 A7t e RE BERA AHES] 2l HuALE O] 2713

o] of o Al = server1 ¢] d o] €] 7} 91+ caReplica2 o] tHA] 271312 3 3}

[root@caReplica2 ~]# ipa-replica-manage re-initialize --from=server1.example.com
Update in progress, 2 seconds elapsed
Update succeeded
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5 71# HolH £ o] F3te] ca Hu|ALS] & HA| EZZA AAWUES Y

[root@serveri ~]# ipa topologysegment-find ca

Segment name: serveri.example.com-to-caReplica2.example.com
Left node: serveri.example.com

Right node: caReplica2.example.com

Connectivity: both

Number of entries returned 1

HAR Ao A2 R E CA BA LS A 27|33

o] d o)l A = server1 2] dlo] € = Al-& 3} caReplica2 2] csreplica t}A] %7135 4
3.

[root@caReplica2 ~]# ipa-csreplica-manage re-initialize --
from=serveri.example.com
Directory Manager password:

Update in progress, 3 seconds elapsed
Update succeeded

2 E x| 7} serveri.example.com ¢] Ho]H=Z ¢Juo|ER wj71#] BA EZZXE 53 A
& o] F3tAA A& BEAES tA] A &

—1

o] o)l Al o] A = caReplica2 <] dl o] €] & replica3 2| vl ¢l Hu]Abgt thA] % 7] 38l oF T4
.

[root@replica3 ~]# ipa-replica-manage re-initialize --from=caReplica2.example.com
Directory Manager password:

Update in progress, 3 seconds elapsed
Update succeeded

A28 dolEE s A5 FAZ BASHA GES LE Aulol4 SSSD AN E A1tk

SSSD A H| =2 FAF UG-

I [root@server ~]# systemctl stop sssd
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SSSDo| A AAH 2 E Y& AHA)

o

Ut

I [root@server ~]# sss_cache -E

I [root@server ~]# systemctl start sssd
A g ARG
ipa-restore (1) =2 s o] A oA = B4 Fol 53¢ BA Al & A2l sh= Wil o
slA = A g

9.10. ¢33} WMol B9

o] AR A= A= 3she IdM Mol A IdM A v £ £ . ipa-restore 2 2] El = IdM ¥ g o] ¢
33tEREA AFo® A st GPG2 FE AF 71 & AHEst] E43Y 4.

A 87 A

[}

GPG ¢33 IdM W ¢]. 53t IdM i AA S FZHA L.
[}

LDAP Directory Manager ¢+ <
[}

GPG 712 w5 v AHgHE &

GPG2712 44 @ Wl AL&A A 2] AF 7] X A8 & 2 SGNUPGHOME 7 W47}
sy v s Agso] YA Atk GPG2 7] 44 S FEFHAIA L.

[root@server ~]# echo $SGNUPGHOME
/root/backup
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W A g e 93¢} 3 ipa-restore 2 2 Bl £ Al 3 FU ).

I [root@server ~]# ipa-restore ipa-full-2020-01-13-18-30-54

a.

L

Ut

Directory Manager 5= 99

I Directory Manager (existing master) password:

L

Yt

GPG 718 w5 Wl AHE 3 95 S A

|
Please enter the passphrase to unlock the OpenPGP secret key: |

"GPG User (first key) <root@example.com>" |
2048-bit RSA key, ID BF28FFA302EF4557, |
created 2020-01-13. |

Passphrase: <passphrase> |

<OK> <Cancel> |

2AE Auo] AZE BE BA RS A 2718k B go) A 1dM A 1] 2912 F2314]
Al Q
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10%. ANSIBLE =g o] 22 Al&35lo] IDMAju] wig] &1 29|
SRR DERE RS

AH&-ste] IdM A ® Q] A v] ¢} Ansible
2 AHFY

SO
==

Ho
=

ipabackup Ansible &
shaL Mol A IdM A B &

10.1. ANSIBLES A}-&-3}o] IDM A 6] @] A4
AHg-3ko] 1dM A w818 A4 522 IdM

ol Lo
T

o2 A X}o A= Ansible Z g o] 29| 4] ipabackup
Ao A A= L Ayl

AR 8T A
3l+= Ansible Al o] ==& A FY T

=

[ ]
R

Ansible W4 2.8 o] 4-& A}& 37 Q&L T

2 AR AE U

o
ansible-freeipa 371 %]

33k IdM 2 1] ] FQDN( 73Hel =1l 9l o] &)< AH8-3te] Ansible

ol g FHE 7
12 YA

e 3 d

(|

Ansible 214l £ 7] 5122 ~/MyPlaybooks/ t] & g 2] o] &Yt

4
1.
~/MyPlaybooks/ t] &l E] 2] 2 o] &g }.

I $ cd ~/MyPlaybooks/
/usr/share/doc/ansible-freeipa/playbooks t] @ € 2] o] 91+ backup-server.yml 3} 2] A}

2g By
$ cp /usr/share/doc/ansible-freeipa/playbooks/backup-server.yml backup-my-

server.yml
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107 ANSIBLE Z# 0] 5-& A}-8-3<] IDM A 8] ¢} 9@ 1.9

7 3 backup-my-server.yml Ansible =g o] & 5}1d-S Ut}

AWM Ez] iAo A hosts IS S2E 2502 A3 1AL =FFUth o] oA oA
t ipaserver 32E 1§02 AR

- name: Playbook to backup IPA server
hosts: ipaserver
become: true

roles:

- role: ipabackup
state: present

AW e HA 3 S ol % HAL 45 Ansible S o] H-e Ao},

(=

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory backup-my-server.ymi

A

ol\

A

1.
¢} 3 [dM A Hj o]l =113 o

ul o) o] /var/lib/ipa/backup T) & E g o] A=A 21}

[root@server ~]# Is /var/lib/ipa/backup/
ipa-full-2021-04-30-13-12-00

ipabackup 9 &2 A185l= 5 A= Ansible S o] 82 T3-S x4 L.

/usr/share/doc/ansible-freeipa/roles/ipabackup ] 2 € 2] ¢ README.md 3} ¢4
t}.

/usr/share/doc/ansible-freeipa/playbooks/ t] & & &].
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10.2. ANSIBLE S A}-8-3}o] ANSIBLE ZZEE 2|9 IDM A s 9 ¢ A

o Aol A = Ansible ¢ o] -l 4] ipabackup & &5 AF&-3l] IdM A v ¥l ] 3 AYAd 5} 5L
Ansible AEZ2 o] A-Fo 7 AFste WS AP 9 91 o]F2 IdM A B 9] SXE o]F 0
2 A1 Fg U

A 27 A

[ ]
O3 & A1S 5531= Ansible Alo] = =5 FA I HFU.
[e]
Ansible ¥ 2.8 o] 35 AFg-31aL U
[e]
ansible-freeipa ¥ 7] | & 2 X A F U o}
[e]
o213 {4 A8k IdM A vl 2] FQDN(3 1 3H¢ =mQl ©]F)2 AH§-3st] Ansible
AWET A YAYAFU
[e]
Ansible <19l 8] 5122 ~/MyPlaybooks/ t] & € & o] 2141 t}.
=
1.
MRS A st Ansible AEE2] 9] &t g 59 dPHAE A4 F T
I $ mkdir ~/ipabackups
2.
~/MyPlaybooks/ t] & ] 2] 2 o] &g }.
I $ cd ~/MyPlaybooks/
3.

/usr/share/doc/ansible-freeipa/playbooks t] @ € 2] o] 91+ backup-server-to-
controller.yml 5} o] A} w5},

$ cp /usr/share/doc/ansible-freeipa/playbooks/backup-server-to-controller.yml backup-
my-server-to-my-controller.yml
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107¢. ANSIBLE Zd| o] 52 A1-8-5lo] IDM A 1] ui¢] 51 .9

4.
A 3] & backup-my-server-to-my-controller.yml 3 & ¢},
5.
g M5 E 4 stel Bl =2F G
a.
Wl ] 7oA hosts HFE SAE 1§03 AL o] o oA = ipaserver
$2E 2§02 ARF .
b.
(A5 A1) IdM A o] MY AL fA st W e o] F4 A2 sAF
I # ipabackup_keep_on_server: yes
6.

71BA oz Ml e Ansible AEZ# 9] AA 2 tAE o] AU 19A oA BE
ul o] ] A E 2] A A 3121 A ipabackup_controller_path ¥ 52 F7}3l31
/home/user/ipabackups t] 2 g 2] = A A ).

- name: Playbook to backup IPA server to controller
hosts: ipaserver
become: true
vars:
ipabackup_to_controller: yes
# ipabackup_keep_on_server: yes
ipabackup_controller_path: /home/user/ipabackups

roles:
- role: ipabackup
state: present

(=

Al E7] v 3} o] AL XA Ansible 3 o] 22 A3}

$ ansible-playbook -v -i ~/MyPlaybooks/inventory backup-my-server-to-my-
controller.yml

Z

ol

A

[}
Ansible F E =2 9] /home/user/ipabackups t] 2 g ] o] @] o] J+=A] &l .
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[user@controller ~]$ Is /home/user/ipabackups
server.idm.example.com_ipa-full-2021-04-30-13-12-00

ofr

ipabackup 9 &2 A185l= B A= Ansible S o] 82 T3-S X4 L.

/usr/share/doc/ansible-freeipa/roles/ipabackup ] 2 € 2] ¢ README.md 3} ¥ ¢J 4
t}.

/usr/share/doc/ansible-freeipa/playbooks/ t] & & g].

10.3. ANSIBLE S A}-8-3}o] ANSIBLE ZAEE 2] 9] IDM AW 9 ¢ 5-A}

& Ao A = Ansible £ 0] 8- AHg-3te] IdM A v]o) 4] Ansible 2 E &2 2 IdM A n] w312 %
Atete WS A9 .

A 27 A

[}
o &7 AHRES 5535t Ansible Allo] =5 FA A FU
o
Ansible B 2.8 o] 32 A}£51 3% Y&}
o
ansible-freeipa ¥ 7] | & 2 X A F U o}
o
ol g FH& T4 5= IdM A v 2] FQDN(H +#3td =2l o] )2 A-8-51o] Ansible
IMED 4dS PP AFUT
o
Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & € & o] 2141 t}.
Azt

NS Aot A Ansible ZEEZ2] 2] F d gl o9 dAHHAE AT

I $ mkdir ~/ipabackups
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~/MyPlaybooks/ t] & €] 2] 2 o] &g o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks t] 2@ € 2] o] 91+ copy-backup-from-
server.yml| 3} -& B 113},

$ cp /usr/share/doc/ansible-freeipa/playbooks/copy-backup-from-server.yml copy-
backup-from-my-server-to-my-controller.ymi

4,
HF S 93] copy-my-backup-from-my-server-to-my-controller.yml 3 2 g},
5.
o0& WSE Agee H9e 24P
a.
Wl ] 7oA hosts HFE SAE 1§03 AAF ). o] o oA = ipaserver
$2E 2§02 AR
b.
ipabackup_name HZ IdM 4] 1] 2] ipabackup ©] &2 2 474 5l Ansible ZEE &
o A o},
c.
718F oz wele Ansible AEE 2 o @A 2H¢] Tl @@ o] AR Th 194 ol A
T= f]d el 8 2 XA 5l A ipabackup_controller_path 42 71332
/home/user/ipabackups t]g g 2] = A& ).
- name: Playbook to copy backup from IPA server
hosts: ipaserver
become: true
vars:
ipabackup_name: ipa-full-2021-04-30-13-12-00
ipabackup_to_controller: yes
ipabackup_controller_path: /home/user/ipabackups
roles:
- role: ipabackup
state: present
6.
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Ml E7] v 3} =g o] AL XA o] Ansible =3 o] 22 A3}

i

$ ansible-playbook -v -i ~/MyPlaybooks/inventory copy-backup-from-my-server-to-my-
controller.yml

Fx

RE IdM ¥ ¢S AE Egd] BAL3te]H Ansible =] o] & ¢] ipabackup_name W4
Eall 2 433,

vars:
ipabackup_name: all
ipabackup_to_controller: yes

o £ 5] /usr/share/doc/ansible-freeipa/playbooks t] 2 € €] 2] copy-all-backups-
from-server.yml Ansible =g o] 53 F X314 A 2.

Ansible F E =7 9] /home/user/ipabackups t] 2 ] o] W o] J=A] &l .

[user@controller ~]$ Is /home/user/ipabackups
server.idm.example.com_ipa-full-2021-04-30-13-12-00

/usr/share/doc/ansible-freeipa/roles/ipabackup t] 2 § 2] ¢ README.md =} ¥ ¢J U t}.

/usr/share/doc/ansible-freeipa/playbooks/ t] & & &].

10.4. ANSIBLE S A}-8-3}o] ANSIBLE ZAE E 2] 9 A] IDM A ¥ 2 2] IDM A 1] w] ¢} H-A}

& 7o A = Ansible £ 8 0] 32 AL8-3ho] Ansible 71 E & 2ol 4 IdM A1 2 9] IdM A 8] 1<) S
BAbahe Wy 2

A 27 A
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o5 27 AHS 555 Ansible Al o] =2 FAIFU.
Ansible ¥ A 2.8 o] &< A}&-3151 Y& )
ansible-freeipa ¥ 7] | & 2 X A F U o}

olel g &< 748 IdM ¥l ) FQDN(g 77319 =wl <l o] §)& Abg-ste] Ansible
AWM= HA e AR AFUTH

(=

Ansible <19l 8] 5122 ~/MyPlaybooks/ t] & € & o] 2141 t}.

~/MyPlaybooks/ t] & €] 2] 2 o] &g o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks t] 2@ € z] o] 91+ copy-backup-from-
controller.yml 5} ¥ & =B x}3 ).

$ cp /usr/share/doc/ansible-freeipa/playbooks/copy-backup-from-controller.yml copy-
backup-from-my-controller-to-my-server.ymi

AR S 93] copy-my-backup-from-my-controller-to-my-server.yml 319 & gt}

fiu)
o
rE
i
i
i
ol
o
2
g
e
tlo
B
ol
d
W
i

ol £g] Ao hosts H4E S 2AE 18
S2AE Jgow AAZ.

lo
l-rU

A gy }. o] ool A = ipaserver

ipabackup_name H 5~& Ansible 71 E &2 9] ipabackup o] 522 2743l IdM A1+
o HAY o
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- name: Playbook to copy a backup from controller to the IPA server
hosts: ipaserver
become: true

vars:
ipabackup_name: server.idm.example.com_ipa-full-2021-04-30-13-12-00
ipabackup_from_controller: yes

roles:
- role: ipabackup
state: copied

(=

Ml E7] v 3} =g o]y 5L XA o] Ansible 3 o] 22 A3}

$ ansible-playbook -v -i ~/MyPlaybooks/inventory copy-backup-from-my-controller-to-
my-server.yml

/usr/share/doc/ansible-freeipa/roles/ipabackup t] 2 g 2] ¢ README.md =} ¥ ¢J U t}.

/usr/share/doc/ansible-freeipa/playbooks/ t] & & &].

10.5. ANSIBLES A} 83} IDM A v]ol] A Wi} A A

& Axtol A= Ansible Zd0] %2 AHg-3to] IdM A ul o4 Ml A7 sk By g

A 2T A

[ ]
oS 27 A3HS =31+ Ansible Alo] ==& FAI S UL

[e]
Ansible B} A 2.8 o] 4& A}&-3a YF
[e]
ansible-freeipa ¥ 7] | & 2 X A U o}
[e]
olg & A& A 3= IdM A ¥ o] FQDN(E 7 3H8 =w <l o] §)& AH8-3to] Ansible
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Jd2 A AEh

ro
E
il
)
1

Ansible <1 E&] 5192 ~/MyPlaybooks/ T & gl ] o] 214t}

~/MyPlaybooks/ t] @ €] 2] 2 o] 53}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks t] & € 2] ] 3] := remove-backup-from-
server.yml 3} o] A} S vbEU ).

$ cp /usr/share/doc/ansible-freeipa/playbooks/remove-backup-from-server.ymi
remove-backup-from-my-server.yml

# 3 & remove-backup-from-my-server.yml 51212 ¢},

Wl 7] 7oA hosts UG5S SAE 1§03 A o] o d A= ipaserver
IXAE OFoE AR

ipabackup_name H & IdM A 1] o] 4] =] 7 3l A ipabackup 9] o] 5o = A4 3
.

- name: Playbook to remove backup from IPA server
hosts: ipaserver
become: true

vars:
ipabackup_name: ipa-full-2021-04-30-13-12-00

roles:
- role: ipabackup
state: absent
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AW g2 7 =

= =

(|

o] 2 5t x4 3to] Ansible T o] 2

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory remove-backup-from-my-server.ymil

1
IdM A B ol A 2 E IdM W ]S A] 7 5l2]H Ansible =] o] 49| ipabackup_name
& al = A4,

vars:
ipabackup_name: all

H O

£ 5] /usr/share/doc/ansible-freeipa/playbooks t] 2 € &] 2] remove-all-
backups-from-server.yml Ansible Z 3] o] 52 F=x314 A 2.

/usr/share/doc/ansible-freeipa/roles/ipabackup ] 2 € 2] ¢ README.md =} ¢J Ut}
/usr/share/doc/ansible-freeipa/playbooks/ t] & & &].
10.6. ANSIBLE S A}-8-31] A1l o] 2745 9 ¢]o]A] IDM 1] 29
RIS

A 27 A

S &7 A3HS 5531 Ansible Al o] =5 FAIAFUY

Ansible ¥ 2.8 o] /32 AH8-33 FU
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107¢. ANSIBLE Zd| o] 52 A1-8-5lo] IDM A 1] ui¢] 51 .9

ansible-freeipa ¥ 7] | & 2 X A F U o).

olel g &4 74 3= IdM A vl ] FQDN(g 7#8t 8 =wl <l o] §)& AHg-3te] Ansible
AWM= A e AR AFUT

(=

Ansible <19l 8] 5192 ~/MyPlaybooks/ t] & € & o] 2141 t}.

LDAP Directory Manager ¢35 €3 Q5.

~/MyPlaybooks/ t] & €] 2] 2 o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks t] @ € 2] o] 9]+ restore-server.yml 3 9] A}
25 UEyh

$ cp /usr/share/doc/ansible-freeipa/playbooks/restore-server.yml restore-my-
server.yml

H 3 & restore-my-server.yml Ansible =@ o] & 5122 gt}

v
o
‘E
n
i
X
oX
o
£
g
e
filo
BN
oX
=
L
£

oMl 2] vAd A hosts HFE T2E aF o7 ATt} o] o oA &= ipaserver
S2E aFoz A

ipabackup_name 4= restore £ ipabackup 9] o] S22 A3 ).
ipabackup_password 5~ LDAP Directory Manager ¢t =2 474 3t}.

I - name: Playbook to restore an IPA server
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hosts: ipaserver
become: true

vars:
ipabackup_name: ipa-full-2021-04-30-13-12-00
ipabackup_password: <your LDAP_DM_password>
roles:

- role: ipabackup
state: restored

AWM E2) sl Zd ol % 9L x4 5 Ansible Zd o] %2 g,

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory restore-my-server.yml

/usr/share/doc/ansible-freeipa/roles/ipabackup t] 2 g 2] ¢ README.md 3} ¥ ¢J U t}.

/usr/share/doc/ansible-freeipa/playbooks/ t] & & &].

10.7. ANSIBLES A}-8-3lo] ANSIBLE Z1EE o) A7dH WA IDM A8 54

th& Aol A & Ansible 3 0] %2 A8 5te] Ansible A= E 2ol A48 Mol A IdM A vl S 9
s e ARy

A 27 A

[ ]
S 27 A3HS =31+ Ansible Alo] ==5 7S UL

o
Ansible ¥ 2.8 o] /42 AH8-33 dFU
o
ansible-freeipa ¥ 7] A| & 2 X I F U o}
o
olg g FA S T4 3h= IdM A ¥ o] FQDN( 38 =42l o] &) A-8-351] Ansible
AWM ED AL A AFU
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Ansible <19l 8] 5122 ~/MyPlaybooks/ t] & € & o] 2141 t}.

LDAP Directory Manager ¢} & <3 J&54th

~/MyPlaybooks/ t] & €] 2] 2 o] &g o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks t] @ g €] o] 9l = restore-server-from-
controller.yml 3} ¥ & =2 x}3 ).

$ cp /usr/share/doc/ansible-freeipa/playbooks/restore-server-from-controller.yml
restore-my-server-from-my-controller.yml

A 7 & restore-my-server-from-my-controller.yml 3 < & ).

fin)
o
=22
S
i
i
o
o
2
i)
e
filo
[
o
o
L
v

Wl E7] 9o A hosts HFE T2E TF 07 AAPUt) o o A= ipaserver
IXAE OFoE AR

ipabackup_name 1 4=Z restore = ipabackup 9] o] &2 2 A3t}

ipabackup_password *H 4-Z LDAP Directory Manager ¢+s = A4 3.

- name: Playbook to restore IPA server from controller
hosts: ipaserver
become: true

vars:

ipabackup_name: server.idm.example.com_ipa-full-2021-04-30-13-12-00
ipabackup_password: <your LDAP_DM_password>
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ipabackup_from_controller: yes

roles:
- role: ipabackup
state: restored

(=

QW el Fdlo] % %A A4 5] Ansible Fal o 32 A Fih.

$ ansible-playbook -v -i ~/MyPlaybooks/inventory restore-my-server-from-my-
controller.yml

/usr/share/doc/ansible-freeipa/roles/ipabackup t] 2 g 2] ¢ README.md 3} ¥ ¢J U t}.

/usr/share/doc/ansible-freeipa/playbooks/ t] & & &].
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