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I $ sudo vi cockpit.conf
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[Session]
Banner=/etc/issue.cockpit

5. 502 A g o
6. W7 AHS g3t Y 2E L T A A L

# systemctl try-restart cockpit
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I This is an example banner for the RHEL web console login page.

2. letc/cockpit/cockpit.conf 3} & A AL WHE 1 TS Bl AEE F71gU )

Banner=/etc/issue.cockpit

I [Session]
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This is an example banner for the RHEL web console login page.

Red Hat
Enterprise Linux

Red Hat Enterprise Linux

User name

Password

¥ Reuse my password for remote connections

p Other Options

Server: mymachine.idm.example.com

Log in with your server user account.

11, ) ELo M AE &F 2= F+4

712A oz §) Z& Ao 2ol FF A7 Al o] A H ol A s th Al 'l A - Bk o}
< 24 3} 512] A /etc/cockpit/cockpit.conf 2 A 71U S £ 5k o] Y-S FP S 5 AL o] 7
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® sudo #Hgto] Qlojof Ptk
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Not Registered CPU 1% of 2 CPUs

Not connected to Insights
Memory I 14 /18 GiB

Overview

View graphs

Networking System information Configuration
Model QEMU Standard PC (Q35 + ICH9, Hostname |0(a|host,\oca\doma.n
2009)
System time 2020-03-17 09:53

Machine ID  9fa031b4e58948b09d13e6ecd3blc9
de Domain Join Domain

Performance profile virtual-guest
Secure Shell keys Show fingerprints

View hardware details PCP Enable stored metrics
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6.
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Change Host Name
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Az @A

19 2&oM 2ok

2. Bt QA o] FAh BEAZo| A SAE 0|08 FAE YYste] Y E24S oA gy th

18



2.9 2%

=

T

MM T2E

& mymachine.idm.example X | +

<« C @ @& ichine.idm.example.com

Red Hat Enterprise Linux

User name

Password

¥ Reuse my password for privileged tasks

P Other Options

Server: mymachine.idm.example.com

Log in with your server user account.
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Change performance profile

o ol e Wl HE e de Z2do] A HY T

43.9) ££ g5l 45 U Y

Red Hat9] ¢ &&= FA4 al 42 ¢ 3l Utilization Saturation and Errors(USE) Wi S AF& 34 o).
MELEESF X]L H oA ol = Al o] H ¢ g7 HlolH 7|5 B7]7}F AdFH o

A7NME B AL AEE D 23 Ao tist ol E, 7 9 28 TAE B S JdHFUTh
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1 ) F&o] AR H o] A2 7k ehA] FAFY ok A g W &2 ¢ & A5 FRsi Al L.
2. performance #] %2 =5 g 4= ¢J = cockpit-pcp = 71 X = A 2] g4 v}

I # dnf install cockpit-pcp
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root(
- Help ~ . -
localhost.localdomain @ He
Restart v
Health Usage System information Configuration
Not registered cPy 0% of 8 CPUs. Model QEMU Standard PC (i440FX + PIIX, Hostname localhost localdomain edit
Not connected to Insights. 1996) ~
Memory — . 06/08GiB System time Mar 16,2021 2:57 PM @
I';“'””e Cc7e1f441c014862a204a32cfec9033d Domain

Uptime 9 minutes Performance profile

Secure shell keys

Store metrics
View details and history View hardware details
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root@
o @ -
localhost.localdomain @ Help

Overview > Performance Metrics
System
CPU Memory Disks Network
Overview
8CPUS % RAM 01 GiB available Read  434KiB/s Write 1868/ Interface In out
v
Logs virbro o o
Load 1min: 0.38, 5 min: 0.4, 15 min: 034 — % % ens3 0 o
- . Swap 0.0 GiB available ©
Storage
o 18 ki 18 K/
o /boot 810 MB free vitbr0-nic o o
Sty Service Used —
Podman containe 478 MB
user@l000 264MB
232MB
pmed 25MB
Services
pmproxy 1“oMB

root,

localhost.localdomain

[} \ Today « CPU Memory D‘lysks Ne?work
vie
Swap 258PM
Logs |
Swap |
Swap 257PM
Storage |
Swap 256 PM
Swap 255PM
Networking
Swap {
Memory spike 254PM
Podman containers |
Swap
Swap
Accounts
Memory spike 252PM 1
Services Swap
Swap
Disk /O spike ‘
Tools Swap 251PM |
Memory spike 250PM
Applications Memory spike
Swap
Diagnostic Reports Network 1/O spike
Load spike 249PM
Kernel Dump Memory spike
Memory spike
SELinux Swap
Disk I/O spike
Software Updates A Network 1/O spike 248PM

Terminal
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= Administrative access @ Help ~ >
localhost.localdom...

Priority Identifier
Time ~ Error and above = All A
Text
priority:err ®
July 22, 2020
10:02 AM euser:apassword is required ; TTY=unknown ; PWD=/run/user/1000 ; USE... I
7:49 AM Process 1271 (systemd-machine) of user O dumped core. Stack trace of thr... ystemd-coredump
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euser@ .
Administrative access @ Help ~ >

mymachine.idm.exa...

Priority Identifier

Info and above hd All v

Current boot

Networking
N Previous boot @ Resume

Podman C

Last 24 hours

Last 7 days
d dnf makecache. ystemd

4. 9R QA AAE 2T B 7Ry

euser@
Administrative access @ Help ¥ v

mymachine.idm.exa...

ew

Priority Identifier

Time ~« 'Errorand above | ¥ All

Text Only Emergency

Alert and above )
priority:err ® Pause ‘

. Critical and above
Error and above

July 22, 202( Warning and above

10 | Notice and above red ; TTY=unknown ; PWD=/run/user/1000 ; USER... I Q
Info and above

7:49 Al achine) of user O dumped core. Stack trace of thr... ystemc all
Debug and above

7:49 AM systemd-journald.service: Watchdog timeout (limit 3min)! systemd

euser@
mymachine.idm.exa...
V) ew
Priority
Time » Error and above v v
Text
priority:err boot:0 ® I Pause ‘
- kernel . R
smartd
July 22,2020 sudo
10:02 AM  euser: a password is require; Systemd n/user/1000; USER... Q
systemd-coredump
7:49 AM Process 1271 (systemd-mach...— - oo oo Stack trace of thr... ystemd-coredt
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6. 2AFES deH AT =S S¢

ol

25


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_systems_using_the_rhel_9_web_console/getting-started-with-the-rhel-9-web-console_system-management-using-the-rhel-9-web-console#logging-in-to-the-web-console_getting-started-with-the-rhel-9-web-console

Red Hat Enterprise Linux 9 RHEL 9 9] &2 A}8-51o] A] 24 #g]

53.9) 2&M 228 e Ystr] AT 2E P4 $4
3 g4 V)5 e 208 BE ey 99 Bad g4 o
k!

eas

& AFFUh of
9 A e EETHe W ol Aol ® Abd Aol® $AS AHS AL AA AN A7 ¢
o}

o A7k o] EFTE v ol = ekt A A H ol ti gk AR Aol | A o] £3E o] dFHTh
® Priority: o] =E Y& vl oAM= o2 4 &9 5 495 Al FF Y journalctl --priority
Ao Sl F P YT 712 AAES] 32 Erroro] AL 9]¢ U th b E A4 =9 & A 5HA &

o oo 414 | Y o,

o 2Wzlo] EEThL W ol DEF T A EAE AT 4 2dH Ut journalctl —-identifier 5

A & g3y ok
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AMe A B AT F Uk oA le] AL QST 22 ol 2 BEH o] F oA thE U th
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AF 23|

20203 10¢Y 229 A4, Ad 2= "JOB_TYPE'9| 4] A Sl 'systemd'Z 2| HH R E 27 WA X5 ZH
3y o} 'start' =+ restart).

1. identifier:2020-10-22 JOB_TYPE=start- £] search = =oj ] =& gt}
2. A3s g
Time v Priority  Info and above - Identifier  All v  Text priority:info service:cockpit boot:-1 error]fail ® Resume
October 2, 2020
11:13 AM cockpit-tls: gnutls_handshake failed: Error in the push function. cockpit-tis (@@L
11:13 AM cockpit-tls: gnutls_handshake failed: The TLS connection was non-properly terminated. cockpit-tls
8:33 AM cockpit-tls: gnutls_handshake failed: A TLS fatal alert has been received. cockpit-tls
8:03 AM cockpit-tls: gnutls_handshake failed: Error in the push function. cockpit-tls
IFE=2aZHFHI
npx] v} A o] B8 o] A @A 3t 'cockpit.service' systemd X oA & RE 22 WA A S ZE 3L WA

)
WE = "error" &= "fail" 7} Z&H Y )
1. service:cockpit boot:-1 error|fail to the search fieldE ¢} & gt}
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Time « Priority  Error and above - Identifier  systemd - Text  priority:err identifier:systemd since:2020-10-22 JOB_TYPE=start,restart (6] Pause

October 25, 2020
1:10 AM Failed to start Process archive logs. systemd
October 24, 2020
yetemd @D \

systemd

2:21 AM Failed to start dnf makecache.

1:10 AM Failed to start Process archive logs.

October 23, 2020
2:08 AM Failed to start dnf makecache.

systemd o

1:10 AM Failed to start Process archive logs. systemd

October 22, 2020

1:56 AM Failed to start dnf makecache.

systemd o©

1:10 AM Failed to start Process archive logs. systemd
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= Example User Terminate Session | iBEEE
overview S —

Logs FullName  Example User

e
Storage User Name euser

Networking

Roles (¥ Server Administrator

Podman .
A LastLogin Logged In
Containers
Access Lock Account Never lock account
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Password I Set Password |J Force Change | Never expire password
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em

Syst:

Example User

Overview

Logs
Full name Example User
Storage
User name euser
Networking
Server administrator @
Roles
Podman containers
Last login Loggedin
Accounts
Access Lock account
Services
Password Set password H Force change

Require password change on April 27, 2022 edit
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E mymachine System Services Targets Sockets Timers Paths

s Name Description State Automatic Startup
Logs
St accounts-daemon Accounts Service active (running) Enabled
Storage
alsa-restore Save/Restore Sound Card State inactive (dead) Static
Networking
alsa-state Manage Sound Card State (restore and active (running) Static
Podman
store)
Containers
anaconda-direct the anaconda installation program inactive (dead) Static
Accounts
anaconda-nm-config Anaconda NetworkManager configuration inactive (dead) Static
Services
anaconda-noshell Restrict Anaconda Text Console inactive (dead) Static
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Services > anaconda.service

Anaconda :

Status (© Stati Start

@ Not

Disallow running (mask)

Path  Jusr/lib/ . . rice

o I AMREEVEAYSHE TAWMES FHF Y

Services > cockpit.service

Cockpit Web Service

Status © Static Restart
@ Running Active since May

Stop

Path  /usr/lib/systemd/system/c
Disallow running (mask)
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RED HAT ENTERPRISE LINUX . Example User v

mymachine : - = = =
@ mymachine System Services argets Sockets imers Paths

Name Description State Automatic Startup

accounts-daemon Accounts Service active (running) Enabled

alsa-restore Save/Restore Sound Card State inactive (dead) Static
Networking

alsa-state Manage Sound Card State (restore and active (running) Static
Podman store)
Containers

anaconda-direct the anaconda installation program inactive (dead) Static
Accounts

anaconda-nm-config Anaconda NetworkManager configuration inactive (dead) Static
Services

anaconda-noshell Restrict Anaconda Text Console inactive (dead) Static

4. 4u2z A4 e e BN AP A 2E 2P,

5. B A2 oA A Zel e A 2 HES S 3T

Services > cockpitservice

Cockpit Web Service

Status (© Static Restart
® Running Active since May

Stop

Path  /usr/lib/systemd/system/c
Disallow running (mask)
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Mode Active backup -

Primary enplsO -

o.
Link Monitoring (3172 ZUE &) =& }% v FolA MIl $48 22 S )
Ay 2=yl Revko] 348 ARP = A $hsjjof gttt
10.
Monitoring Interval,Link up delay, Link down delay 2 == 22 % &9 38 233t
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Interfaces (S1E] 3 o] ) Hlo] B o] A& W FA12 o] EY A S 5o] TAHER el g
Interfaces ‘ Add bond ‘ ‘ Add team ‘ ‘ Add bridge ‘ ‘ Add VLAN
Name IP address Sending Receiving
bond0 192168.122.183/24 1.05 bps 417 bps
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Team Settings
Name myteam
Ports —
__| enplsO
(¥ enp7s0
v enp8s0
[ ] enp9s0
Runner Active Backup v
LinkWatch  Ethtool v
Link up delay 0
Link down delay 0]

m
ofN
A}
X

—_

Networking &) © 2 o] 3}o] Interfaces(21 Bl 5 o] =) Hlo] E-2] A% 2 35 o Y EYA
dFo] IAEHEA FAFY ok

Firewall o

1 Active Zone

Interfaces I Add Bond I[ Add Team H Add Bridge II Add VLAN
Name IP Address Sending Receiving

enplsO 192168.122.222/24 0.00938 bps 3.95 bps

enp9s0 Inactive

myteam 192168.122.250/24 3.52 bps 3.29 bps
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Status 192.168.122.183/24, fe80:0:0:0:7691:7651:4051:84fb/64

Carrier Yes

General Connect automatically
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IPv4 settings x
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Apply Cancel
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192.168.1.0/24, 192.168.1.0

Add zone B E& Z 3}

Add zone X

Trust level Sorted from least to most trusted  Custom zones

) FedoraServer

() Internal

Description For use in home areas. You mostly trust the other computers on networks to not harm
your computer. Only selected incoming connections are accepted.

Included services ssh, mdns, samba-client, dhcpvé-client

The cockpit service is automatically included

Interfaces [} enpOs20fOouduluz enp0s31f6 [ p2p-dev-wip6lsO  [] tapO  [] tunO

Allowed addresses @ Entire subnet (O Range

Cancel

Networking > Firewal

Firewa" Enabled  Incoming requests are blocked by default. OQutgoing requests are not blocked.

Home Zone Interface enp0s31f6  Allowed addresses Entire subnet
Service TCP UbP
> ssh 22
> mdns 5353
> samba-client 137,138
> dhcpv6-client 546
> cockpit 95090
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4.
ek Aol A AN 28 Fohe 4 Hestn A2 Rk g 2T
Networking > Firewall
Firewall Enzbled  Incoming requests are blocked by default. Outgoing requests are not blocked. Add new zone
Home Zone Interface enp0s31f6  Allowed addresses Entire subnet
Service TCcp ubP
> ssh 22
> mdns 5353
> samba-client 137,138
> dhepvé-client 546
> cockpit 9090
5.
AU 2 F7F 8 g Apell A sk ol A &5t MEj A s eyt
6.

Add services to home zone X

@ Services () Custom ports

Filter services freelPA

freeipa-4
TCP: 80, 443, 88, 464, 389,636 UDP: 88, 464

freeipa-ldap
TCP: 80, 443, 88, 464, 389 UDP: 88, 464,123

freeipa-ldaps
TCP: 80, 443, 88, 464, 636 UDP: 88, 464,123

[ freeipa-replication -

Add services Cancel
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Networking > Firewall

Firewall Enzbled  Incoming requests are blocked by default. Outgoing requests are not blocked. Addnew zone

Home Zone Interface enp0s31f6  Allowed addresses Entire subnet
Service TCcp ubP
> ssh 22
> mdns 5353
> samba-client 137,138
> dhepvé-client 546
> cockpit 9090

AH) 2 Z7} o) 3} A} #}ol A] Custom Ports (A8-2F (A L E) 2] 0 MES Z8 3T

TCP 3 UDP =04 el Al o] e} FES F71gth thg FH 02 TES 2748 5 A&

Y,

°

X E H35(d9:22)
°

5900-5910} & X E W5 H 9
°
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| Hrth o & &9 v 2514t 8080,8081,http
7.
TCP /%= UDP BEo] XE WSS 3718 F o] BEoA A2 o2 gt
Name 2 =ofi= o] ZE7} o efgl A2 o] Go] EAHUTh o] LET} ALS S 5 93 A
hol TN BAS Bastgle 4 o8 oAl AT 5 deu
8.
o WEo] PolE TEES T Fshe] Au] 29 oL FrHgIT
0.
Add Ports HES St
Add ports to home zone X
) Services @ Custom ports
TCP Example: 22 5sh,8080,5900-5910
Comma-separated ports, ranges, and services are accepted
UDP Example: 88,2019 nfs, rsync
Comma-separated ports, ranges, and services are accepted
ID
If left empty, ID will be generated based on associated port services and port numbers
Description
Adding custom ports will reload firewalld. A relead will result in the less of any runtime-only configuration!
Add ports Cancel
ML el stew Wahy o A= o] Fake] o Ml oM Mu] g RHTh
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pid

Networking > Firewal

Firewall Enabled  Incoming requests are blocked by default. Outgoing requests are not blocked. Add new zone

Home Zone Interface enp0s31f6  Allowed addresses Entire subnet Add services
Service TCcP ubP

> ssh 22

> mdns 5353

> samba-client 137,138

> dhcpv6-client 546

> cockpit 9090
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Networking > Firewall

Firewall Enabled  Incoming requests are blocked by default. Outgoing requests are not blocked.

Home Zone Interface enp0s31f6  Allowed addresses Entire subnet
Service TCcp ubP
> ssh 22
> mdns 5353
> samba-client 137,138
> dhepvé-client 546

> cockpit 9090
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147, A3 ¥ ANSIBLE =g o] & 2 &

SELinux #& ZAE sl 4T u 9 E&olA € 23 HE == Ansible Z 80|55 AFT O o &
S Az YRy {8 5 dFUh

AR 2 AR

[ ]
A & AY o) 25 A 5ta A 2= 4= lofof ).
ZA B RS ) 24 A2 FREHA A L.
A
1.
SELinux = 28 g4t}
2.

$ 22 2hcho) A "Automation script"E 2 2] gy o

AE 23HET = ol Ut & 23 E9 Ansible Z 2ol &5 A4 54 HES T

Automation Script

Shell Script An5|ble

- name: Allow v1rt to sandbox use all caps
seboolean:
name: virt sandbox use all caps
state: yes
persistent: yes

- name: Allow virt to use nfs
seboolean:
name: virt use nfs
state: yes
persistent: yes

@ Create new task file with this content. (Z' Ansible roles documentation

I Copy to clipboard ’ ’ Close
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Filesystems
Source /dev/vdal
Type xfs
Mount /boot
Size I 261/ 1014 MiB
Source rhel/root
Type xfs
Mount /
Size I 397 /170 GiB
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IdM(ldentity Management)-> S AFEEle] AntE FhE 91F S X QD ok

IdM Q15 7] @ ol A 53§k AFE-AF IS A A Yt
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A EA S #AE st ¥ =8 o] 5= gnutls-utils 3] 7] x| & A X 3 o}
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2utE 7t g A gtel B e 9 e E P S A5 st= opensc H 7] A & A A g
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opensc %! gnutls-utils =l 7] 2] & A x| §F4 t}.
I # dnf -y install opensc gnutls-utils
pcscd A H| =5 A A9 o
I # systemctl start pcscd
pescd A B] =7F A8 Q1A gl gyt
20.3. ~UlE Jl=of Q1EA A
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A 2 $-ECDHEs 4 A g] 2 kubelet Unblocking Keys 4% (PUKSs)
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2utE FhEd A &% A
[ ]
ASA, A 71 B 34 715 SR A%
[ ]

subE bE AR GF (U SuhE s o g @ §3e] TR BaFUTh

A 2 AL

) pkes15-init £¢] ¥ 31H opensc 3| 7] A 7} A X 5 o] JHFU

ZHA RE B2 AvtE ZhE ] B ARG Hi R = A A S FESHA A L.
.

ZhE7F 2lg ol A E ol AFE Ol A4 dFYTh
.

zubE FhEo] 44 M ), B0 7] L AFAH 7 AEUh o] T2 E AN, B
A 7 8 AZM e ALg o F YL th

A ~vlE 71= AF8-2 BOOM 3! Security officerECDHE(SO-PIN)

2ulE 7= E 293 BOOMo. 2 248 913 ).

$ pkes15-init --erase-card --use-default-transport-keys
Using reader with a card: Reader name

PIN [Security Officer PIN] required.

Please enter PIN [Security Officer PIN]:

7E=7} AHA E A F Yt
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$ pkecsi15-init --create-pkcs15 --use-default-transport-keys \
--pin 963214 --puk 321478 --so-pin 65498714 --so-puk 784123
Using reader with a card: Reader name

pcks15-init &2 2vtE =0 A S2& A g

$ pkes15-init --store-pin --label testuser \
--auth-id 01 --so-pin 65498714 --pin 963214 --puk 321478
Using reader with a card: Reader name

dlolme Abgto] 918 & = gh(o] A$)e = A th auth-id = T 7] 2] 16215 gto] o]
oF Ttk o] 2% 01 2= 44 ).

snpE Apme] A 220 A9 18 ARSI o) e A5 g o

--auth-id 01 --id 01 --pin 963214

$ pkecsi15-init --store-private-key testuser.key --label testuser_key \
Using reader with a card: Reader name

=
idol]l A3k ghe A 7] R ASHE A w) L s)of Ttk —id o]
e e A Gow Bl oa) o B b ANFER A e d 4
A e & AU
snbE Fhee) A 2R AFME AR oo g A4 g,

$ pkcs15-init --store-certificate testuser.crt --label testuser_crt \
--auth-id 01 --id 01 --format pem --pin 9632714
Using reader with a card: Reader name

(R Ag) 2PhE o) A SFo B 718 4G Aol B AP T
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$ pkes15-init --store-public-key testuserpublic.key
--label testuserpublic_key --auth-id 01 --id 01 --pin 9632714

Using reader with a card: Reader name
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3.
/etc/cockpit/cockpit.conf o 4] ClientCertAuthentication & yes = 47 g1t}
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[WebService]
ClientCertAuthentication = yes

* el A o 2 v AH§-she] cockpit.confoll A oF 5 7wk Q15 W& sty ok
I [Basic]
action = none
o] MM = 45 A5 S ¥ EAsetaL A AvtE Jt= 5 ARE-El oF g Th
5.

Y FES v Al &sko] cockpit.service ol A T 7] ALaRE FEtet=A] FRlgU T
I # systemctl restart cockpit
29.5. ~vtE L= S Abgshe] ) E&d =9l

2ubE HEE ALg ] 9 Bao] 2198 5 AU h
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Active Directory &= Identity Management =1 <l ol A A A H ALg-2F Al g ol AAH 2=u}
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il

9 2 4 4L host.example.com & 213 3l sudo S A}-431e] 2] T 2Eof A2
5 Qe AT 5 ojok Futh B3 F WA AT F 9l FAE
remote.example.com & 71313 )5 o).

[}
e e AT
o
o BE gAYt 54 FH0 A2 5 e B vl 25 F%
Y,
# ipa servicedelegationtarget-add cockpit-target
# ipa servicedelegationtarget-add-member cockpit-target \
--principals=host/host.example.com@EXAMPLE.COM \
--principals=host/remote.example.com@EXAMPLE.COM
o
A =<4 A A(HTTP/principal)o] sl g 3 2E E-Z2of] QA28 4= J == 51y
W o BE e A9y

# ipa servicedelegationrule-add cockpit-delegation

# ipa servicedelegationrule-add-member cockpit-delegation \
--principals=HTTP/host.example.com@EXAMPLE.COM

# ipa servicedelegationrule-add-target cockpit-delegation \
--servicedelegationtargets=cockpit-target

& g A H] 20 A GSS Q=S &4 3gHy
sudo o] 7 -3 /etc/sssd/sssd.conf 1} o) 4] pam_sss_gss =52 &4 3t

root= T w2l o] 32 & Jetc/sssd/sssd.conf -7 o} o) 713t

[domain/example.com]
pam_gssapi_services = sudo, sudo-i

A HAY =] /etc/pam.d/sudo T YA 255 & sGHTh
I auth sufficient pam_sss_gss.so

SSH<] 73 9 /etc/ssh/sshd_config 5} < ] GSSAPIAuthentication 2412 yes 2 ¢
ol Egtyth.
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B 7] d o] A system-cockpithttps.slice -4 3} S 1}
I # systemctl edit system-cockpithttps.slice
TasksMax & 100 ©.= A 3}3} 22 CPUQuota & 30% = A 3+3 o).

[Slice]

# change existing value
TasksMax=100

# add new restriction
CPUQuota=30%

W AR A s A 29 oha) A2 A 2.

# systemctl daemon-reload
# systemctl stop cockpit

o|A M= W B " A&} Al A Al gko] DoS 4 © = F-E cockpit-ws ] A HE H 53T

222 g 2utE E AF X
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