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I [root@server]# mkdir ~/SmartCard/
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I [root@server]# cd ~/SmartCard/
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I # openssl x509 -in <filename>.der -inform DER -out <filename>.pem -outform PEM
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[root@server SmartCard]# cp /etc/ipa/ca.crt ~/SmartCard/
[root@server SmartCard]# cp /tmp/smartcard_ca.pem ~/SmartCard/
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I [root@server SmartCard]# openssl x509 -noout -text -in smartcard_ca.pem | more
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[root@server SmartCard]# kinit admin
[root@server SmartCard]# ipa-advise config-server-for-smart-card-auth > config-server-
for-smart-card-auth.sh
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[root@server SmartCard]# chmod +x config-server-for-smart-card-auth.sh
[root@server SmartCard]# ./config-server-for-smart-card-auth.sh smartcard_ca.pem
ca.crt

Ticket cache:KEYRING:persistent:0:0

Default principal: admin@IDM.EXAMPLE.COM
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[-]
Systemwide CA database updated.
The ipa-certupdate command was successful
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[root@server SmartCard]# systemctl restart httpd
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[root@server SmartCard]# kinit admin

[root@server SmartCard]# ipa-advise config-client-for-smart-card-auth > config-client-
for-smart-card-auth.sh

FY g ok
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config-client-for-smart-card-auth.sh =~ = & £ = t}5 29/
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[root@server SmartCard]# scp config-client-for-smart-card-auth.sh

root@client.idm.example.com:/root/SmartCard/

Password:
config-client-for-smart-card-auth.sh 100% 2419  3.5MB/s 00:00

3. [dM 2] 3] o 4] o] & TFA] o] A] A&} F A H PEM & 2] 9] CA ¢l =4 312) 2 |dM Z2}o] 9l E A] 2~
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[root@server SmartCard]# scp {smartcard_ca.pem,ca.crt}
root@client.idm.example.com:/root/SmartCard/
Password:
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Smartcard _ca.pem 100% 1237 9.6KB/s 00:00
ca.crt 100% 2514 19.6KB/s 00:00
4. FeJoldlE A2y 22 Y EE JF )5 CA 9547} EHE PEM 72 ¢ 52 #7151

=

[root@client SmartCardJ# kinit admin

[root@client SmartCard]# chmod +x config-client-for-smart-card-auth.sh

[root@client SmartCard]# ./config-client-for-smart-card-auth.sh smartcard_ca.pem ca.crt
Ticket cache:KEYRING:persistent:0:0

Default principal: admin@IDM.EXAMPLE.COM

[-]

Systemwide CA database updated.

The ipa-certupdate command was successful
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I [user@client SmartCard]$ cat testuser.crt
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Sumtj4lzMAOGC5qGSIb3DQEBCWUAALIBAGB|zDtgTjESAPZg+M407kQWmMmMgr36Fy
|zhz41 e AKVDIGWW VK CTChFSbb1 mLOHHOPtkLxRwS wiaT+DWyED nFoEg vyl sk
CHp|CkOtO)RkPDadAS|f1 nChENmowh pstz pFeaaZ)snftlRxiunyNBUbn1 tRhOko

400dnCO4aWSyoOgpLD ke SrL/R/bdvolpH+DPly3DES7sWLMzELaMFNHS8y4GZMP
c5G4kDtuXzDQbX2zDE+rDZWAT7VIkIUE90tLo4Tdp/boRSrbk95Rga)d

o/ 4] sc_user 3}LE- o) 2] o] FA] 7} FEgrE o] Q] T

1.4. IDM CL| 2] A}-§ X} &FLo]] o] FA] FE 7}
o] Z 2o A] &= IdM CLI 8] A}-§-3} 8}Eof] 9] B o] Z=x] F E )5l HFE 2 5l ]l
A QI FEAE Y B ES = ] IdM O] AR§ R} G50 91 FA] f F o] B & ¢ =

F] Q1A Hoi= Q154 o) F G o] ] & XZ g} 5} = AFE-R) a‘[;]-__,lE’__EQ s g ol =4 mf 7

o
o) BEHE $ LIE E AFEL A 7 @ 7 Aok A §L

2npE Eo A AES FH ] S A WY 73 Yo
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/con-idm-certmapdata_managing-smart-card-authentication

Red Hat Enterprise Linux 9 2n}E 7} = Q1% %]

L OFE ARERPO A Q1541 & F7F8)e] ' IdM CLI o] #re] <}2 2291 gF o,
I [user@client SmartCard]$ kinit admin
ApA ZZF o) Q15 E FoFele] H He]Ape] AFF S o] H R i o
I [user@client SmartCard]$ Kinit sc_user

2. header ¥ footer 7} & A E ¢1 4] 7} ZHE 87 w5 WAl T o] 9143 ipa
user-add-cert % 3 o A] o] 35 = & &) 9] ]

[user@client SmartCard]$ export CERT="openssl x509 -outform der -in testuser.crt |
base64 -w0 -’

testuser.crt 712/ o] o] =4]= PEM & 4] o] o] o} gF1] ]

3. ipa user-add-cert 5 % & A}-§- 3} sc_user ZZZj QI FA]E Fr}glL] O]

|

I [user@client SmartCard]$ ipa user-add-cert sc_user --certificate=$CERT
o] %] sc_user 3L o] 2] o1 FA] 7F EgE o] gL ]
15, 2nlE F}EE B2 AlE e & A
2nlE ZJEE Ay 8le] H ASAIE WY L ArpE FlE o] A = 9l Fo] H g
oh5& T ] of g ot
o O/FXE Fa] s} v E50] H= gnutls-utils 7 7] %] & & =] g1 o
o ~plEJlt= X9 glo]Hela] W 5 Y E § gS A3 5= opensc 7 7] X E & X] g 1] .

o ~pE 7t 25 9f F )= pesed A ] = E A J) g o],

1. opensc ¥ gnutls-utils 7] 7] <] & & =] g} 1] C}.
I # dnf -y install opensc gnutls-utils
2. pcsed A1 H] = E A ZFgF] o).
I # systemctl start pcscd
pescd A1 H| =7F F Y 5201 %] 89] g o,

1.6. 2plE Fl=of 9] FA] X))

o] A H A= 32 P4 i b E5-0] 5= pkes15-init £ 41§ o 2 rpE FLE 249 v Y 3
] o

o ~plE I A1)
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1g. 220hE 7HE Q150 B e ID e 74

o = 2FCDHEs & 18] Zkubelet Unblocking Keys &7 (PUKs)

o AmEJIEo A =% YY

o I, WO 7] H FH A& SR G

o SnEAE HY B (LY 20E B E o]g ¢ 89 FE B2 )
A1 27 AT

® pkcs15-init £o] £ g}1E opensc 7 7] x| 7} 41 ] ¥ o] gl 1] ]
RPAN G ] &S 2PpE I Fe] " AR O] 3k B A E FxE

Ol

144].2.
o FEp o] {9 E ] ZFE ) AFE ] LT

o ~uiE o) 43S Y 7], FA 7] B AFA I AT o] ZRzA) o)Al A 7], F
7] & 5] g = o] F Y]k,

A4 ~olE 7= A1-8 X} BOOM ¥ Security officerECDHE(SO-PIN)

20lE FJEZ X957 BOOM2 2 A}218 ¢l g

$ pkcs15-init --erase-card --use-default-transport-keys
Using reader with a card: Reader name

PIN [Security Officer PIN] required.

Please enter PIN [Security Officer PIN]:

A7} A A g

nlE 7l 5 £ 7|8l 8] 31, Al-§-<}kubelet ¥ PUKE &g 3}z, H oF FA] & PUKE ¢

$ pkcs15-init --create-pkcs15 --use-default-transport-keys |
--pin 963214 --puk 321478 --so-pin 65498714 --so-puk 784123
Using reader with a card: Reader name

pcks15-init 2 2o E FlE o] 4] =& Y4 9]

)Y
bl
L
&
g
%
o,
ol
5]
Uy
3,
oy
)
I
{
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Red Hat Enterprise Linux 9 2n}E 7} = Q1% %]

il

$ pkcs15-init --store-pin --label testuser \
--auth-id 01 --so-pin 65498714 --pin 963214 --puk 321478
Using reader with a card: Reader name

g o] B2 Algro] ¢l & 4 Q= gHo] F-7)e = &% F 1. auth-id = F 7] 9] 1675 o] o]
of 11]T). o] 7901 = 45 H1]Th.

£npE F1E o] 4] £ A9l 7] E A Fe2 8o EL G I

$ pkcs15-init --store-private-key testuser.key --label testuser_key \
--auth-id 01 --id 01 --pin 963214
Using reader with a card: Reader name

27

ido] <) iz e el 7] B AFAE A FE o FLaoF F] . —~id o
e e A F A Govl Fo a § BFe e Ademz i 72 1
A 2] g 5 et

£npE FFE O] A SEo| AFAE AL Aol 22 A F Ik

$ pkcs15-init --store-certificate testuser.crt --label testuser_crt |
--auth-id 01 --id 01 --format pem --pin 963214
Using reader with a card: Reader name

(A A} G) ZrpE F=2] A SR FI 7] E 352 Aol EE Y .

$ pkcs15-init --store-public-key testuserpublic.key
--label testuserpublic_key --auth-id 01 --id 01 --pin 963214
Using reader with a card: Reader name

27

S 717F /]9l 7] BYFE= ASA] o sl R dlS el 7] R/EE ¢S
#] 9} 5l ¢k IDE =] g5 o} g .

.\
2,
8

>
Y
N
e,
o

£RE EE 898 G2 §HoE JEE FR} FLT.
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I $ pkcs15-init -F

o] BAlA £rkE T o= A2 YHH 2ol AFA, Al 7] @ FA 717} EgHF L.

=351 A} @ xlkubelet & PUK = 1 9F H.4], PUK = PUK S A4 gl 1] o}

1.7. 20l E 7l =2 A& 35} of IDMo]] Z_z9]

o] 4 H 041 1dM ) Ulo] 22915} v o} 7= A1§o b ¢t 35 & A FF] .

A 27 A

§ Hep Ao} AnLE E o152 AHEFES 745 0] Ag]Th

£npE 7= 9152 $]5l IdM A1 7} 74 5] o] &)},

2nle FrEo] AAH Q5= ldM An 2 el A g

~npE F}=g F alA 5l ¥ Pino] 2.8 T},

2olE FlEZ} el o] A4 051 .

Hap-p-2] oA IdM ¢ UIE &1}

Log In Using Certificate & 2 g}1]}.

15



r

Red Hat Enterprise Linux 9 2n}E 7} = Q1% %]

RED HAT' IDENTITY MANAGEMENT

Username

Password

3.
015 Bo oja YA} v 2ol e FFL Atz Gl WES FE g
A8 ID 23 tj3} §37F L H .
£npE Fpzo] 3 A o] §9] AFA I EFHH Fp EFETHE B 5ol A8 8 AdFA]
2 desto] IDZ FEAE 54 .
4,

(@]
X
R
m
o
iy
N}
o
I
+

o] A IdM ¢ Ulo] =29l gl < 1]t}

RED HAT" IDENTITY MANAGEMENT AV T

Identity Policy Authentication Network Services IPA Server

Users Hosts Services Groups ID Views Automember v

Active users

Active users >
Stage users Q Z Refresh | @ Delete || 4+ Add | | = Disable || + Enable | Actions ~

Preserved users User First Email Telephone Job
O login name Last name Status uiD address Number Title
O admin Administrator v 427200000
Enabled

Showing 1 to 1 of 1 entries.

1.8. 211E 7} 95 AFg o] GDM A= 725

16
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4. AnlE 71= 9=

vt 9150 2}

= it

Gnome Desktop Manager (GDM)<j+= ¢/ 5 o] ¥ 2 g1jc]. B]H B 5= A& = Q]

EAEE A8 Y 7 dFr]Th
o] 4 Ho)A] = GDMo] 2} 2 517] 9] 5 =} E Fh= el5 o] ja] &% g,

£ E F1E 5L A& u 2] FF-L A&} A5 o] Identity Management 1] 919 2¥.9] - E]

A 9y GATCT)E w2 7 k= A Y] h.

A 25 AP

[ ]
£E FpEo) 2FA] B )9l 77} EgFE o] gk,

A& A5 IdM =) 919] B Y],

[
o2 Fa 4185 FE o] ujFHr].

£PpE 2O AFAE L E

o
=Y g2} FEo AFAE FFFU T AT U EL M ) Ul<] AF83} F50] o]
54] F7F E = IdM CLIS) 183} G50 54 7718 FE5FHA L.

dFe 7

o
AG ol F§HE 54 G b o L] f A & 1 §-& 2 v Tp= o) A]

ZJrjol] v 1= g § 9 7o,

RHEL A% o] 434

A= Ll


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-idm-for-smart-card-auth_managing-smart-card-authentication#proc-add-cert-idm-user-webui_configuring-idm-for-smart-card-auth
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/con-idm-certmapdata_managing-smart-card-authentication
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_-—

Eln]Y 3ol A] klist & ¢ 25} 27

Uy

Jo
L
5
<
_

$ klist

Ticket cache: KEYRING:persistent:1358900015:krb_cache_TObtNMd
Default principal: example.user@REDHAT.COM

Valid starting Expires Service principal

04/20/2020 13:58:24 04/20/2020 23:58:24 krbtgt/EXAMPLE.COM@EXAMPLE.COM
renew until 04/27/2020 08:58:15

1.9. 20pE T2 2152 41§ 31o] SU 4= 714

o
su G A 2rIE FEZ AE S PYS FFF F, 5u FF

¢ & 5}al= m A x| 7} FA]H U .

02 AFg AR G e E 5] DR Pk 9T E A E AFE S
© o
= H

7 gLtk o] AHoA =
Zsl & AulE F1= PINS

A 27 A
[ ]

£ E FpEo) 2FA] B )9l 77} EgFE o] gl

A} ol 495 0] HFE o ¢ F o] Y.

Elojd FoA] su F &2 Al-g3la] 02 A}-g Lz vlF g

$ su - example.user
PIN for smart_card

7y o] §FH £npE FE PING 922l v X 7} A H1] T,



27%¢.IDM2] 2rtE FhE Qo] tjs] ADCSel Al &332 JA5A 74

27%. IDM2] vl E F1= Q159 bjs] ADCS)A] ¥w ot 54 74

of Alt}E] 9 oA e HgL 4F e

Hj 3= IdM(Identity Management)z} AD(Active Directory) 7F {12 E 7]vFo & g}i] ],

7178 ] AD] %] 3-8 AFg ol sl 2rkE A= Qg 3 gstelz gk

o] 4]+ ADCS(Active Directory Certificate Services)ol] -5 & 2 *] Z+d 1]}

7L e AN FHFH .

Active Directory o A] IdM ] v] = ZFelo] 1 EZ CA & AFE R} 2ASA] B AL

ADCS ¢l F4] E Al &3l AulE 7]

[

A1Z2 Sl IdM A1 5] 2 Fe}o] o= 24

PFX (PKCS#12) 51912 vigtsto] 21549} 79l 7] & Zrhi FR=o] X548 7= gl

sssd.conf 5199 E]oF2 41

£nE FE AFL 99 AFA WE 73 4y

Al 25 AP

[
IdM(Identity Management) = AD(Active Directory) 12| 7} & x] ¥ o] Ql& 1]l

2P 5t )82 IdM7} AD 7+ 212 A3 E FZ5HA]L.

ADCS(Active Directory Certificate Services) 7} &3] 532 A} &5 9]t AFA] 7} 4 HL]
=3
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication#copying-certificates-from-active-directory-using-sftp_configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication#configuring-the-idm-server-and-clients-for-smart-card-authentication-using-adcs-certificates_configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication#converting-the-pfx-file_configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication#configuring-timeouts-in-sssd-conf_configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication#certificate-mapping-rules-for-smart-card-authentication_configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-trust-between-idm-and-ad_installing-identity-management
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Fal= gjl 2nlE F}=9] PIN Z=Z A 3¢ .

= AGEF Ao B LzES] 2
= USB Al of] uj ]l Z v] D] 5 E A

£nLE = 915 o] 55 IdM Fafo] I Eo) A FESIES sl WHe 7y 7 AFiTh

[ J
Al &A= AFEAF o] F B H|E W& = 20l E FIEZ 58 7 1.
[ J
A& A= 20 E FFEZ QS8 5 glon ok = 5§ H A P&
[ J
AFEAFE= A A Al 7] & FFoZ 22 of Lo AnlE FJEZ AIE S 5= glon] o5 585
2 g&dd.
IdM(Identity Management)-2 2 A& 5la] Aol E FlE 0152 ] g g .
[ J
IdM 915 7] o A] Bt A&} 15 A] Y of. R4 oF U §-& ~nfE 1= 9152 9]¢ ID
#e] 7S FEHA L.
[ J
ADCS Q15 7] 7o A] B o AFERF Q15A] ¢ of. JpA] oF &2 IdMoj ] =rl E FLE= 9l F
< 913 ADCS9#] B3t Q154 74 A3 HAL.
[ J
RHEL ] =® o] Y E 24 25 7] A4 W5 oF AFERF Q1S4 g of. A4 oF 1 &2 =
2 A 7Y ¥ Al E FlE 2 74 0 7] E FESFHA] L.
[ J

9] 215 S FoA] e AFEA AIEA Y],
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-idm-for-smart-card-auth_managing-smart-card-authentication
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-and-importing-local-certificates-to-a-smart-card_managing-smart-card-authentication

2%.IDMe] £r1E 71= Q15 tla| ADCSol A B3 8 A=A 74

APPE FE UF2 A G S E FEd0] 27 AFFE FE A L. RHELIS] 2r} =

22 =2 7+ " AFA A& 22 o WINDOWS SERVER &g

o] AH o 4]= Windows Servero] 4] 1+ 3o} 5} tj &2 2 oFgir]r].

[ J

ADCS(Active Directory 91 5A] A H] =) 7} & =] &
[ J

A 7]d 4
[ J

[9 A F] AF 7] 8§ EFL A= 35 AL 332 A]] = (IS)E 743l oF T},

SAIE W H L o

[ ]

7] 2] 2048 bit o] -3+o] glofof gijt].
[ ]

Zj el 7] e
[ ]

oS 32 ASA7F B ¢l JH w gl - PKCS #12(.PFX)

A 79 FH HS 8Y3

2.3. SFTPE A8 3}<f ACTIVE DIRECTORYjJA] ¢15A] B A}

ZUPE S AF g AFE S T AFH YL Bk gl o).

IdM 4] v] ] CER & 4] 9] ZE= CA ¢]F4]: adcs-winserver-ca.cer.
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https://access.redhat.com/articles/4253861

Red Hat Enterprise Linux 9 2n}E 7} = Q1% %]

il

Aol 7] 7} Y= AFEAF 21547 IdM Z 2} o] 91 E 2] aduser1.pfx ¢ 1]l

27

o] FaoAli= SSH Y27} 5] &8 5 1] r). SSHE A1§ & = gl F 5 A&7
+= AD Serverojj 4] IdM 4] B] & ZzJo] o] E 2 3 ]2 KAl o} gii]r].

IdM ] B] o 4] ¢1Z 3} 37 adcs-winserver-ca.cer FE 9154 Z IdM A] v] o] E-A}gFL] ],

root@idmserver ~J# sftp Administrator@winserver.ad.example.com
Administrator@winserver.ad.example.com's password:

Connected to Administrator@winserver.ad.example.com.

sftp> cd <Path to certificates>

sfip> Is

adcs-winserver-ca.cer aduser1.pfx

sfip>

sftp> get adcs-winserver-ca.cer

Fetching <Path to certificates>/adcs-winserver-ca.cer to adcs-winserver-ca.cer
<Path to certificates>/adcs-winserver-ca.cer 100% 1254 15KB/s 00:00
sftp quit

IdM Z 2} o] 91 E o 4] 914 5} 37 aduser1.pfx A& <] ¢l5A] S Fefo] ol Eoj] HAlgiL] ],

[root@client1 ~J# sftp Administrator@winserver.ad.example.com
Administrator@winserver.ad.example.com's password:
Connected to Administrator@winserver.ad.example.com.

sftp> cd /<Path to certificates>

sftp> get aduser1.pfx

Fetching <Path to certificates>/aduser1.pfx to aduser1.pfx

<Path to certificates>/aduser1.pfx 100% 1254 15KB/s 00:00
sftp quit

oJA] CA Q1541 7} IdM A] v] off A] g5 37 A&} Q1 5A4] 7} S efo] 91 E A| 2 of] ] g-H 1.

2.4. ADCS 9154 & Apg-81o] 2rLE 7= 9152 93] IDM A1) 2 Fepo] oI E 74

IdM 817 o] 4] AplE F7l= o] =2 5]
Aok Gk IdMof= B2 8 12 17
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IdM <] B] o] A] ipa-advise & & & & + &1 .
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IdM A B] o 4] T}22 s ]}, 2ol E FFE o1F2 95 IdM 4] B E 74 }7] 914 ipa-
advise =27 JEEZ Fv]g]d].
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IdM =2} o] 91 E o] Z-p-: AD Q1 5-4] & AFg-5}of IdM &2} o] 91 E 9] ipa-advise Z 2} o] 91 E =
ZHE F&

Al 27 AL G

o1 541 7F IdM 4] 1] ] 5415 21 551] .

Kerberos E] 7L HFOo ] ©,

#a] dsto] Y= AFgRF=Z Zz0lg] .

23



Red Hat Enterprise Linux 9 21} E 7} = ¢1Z #-1]
23]
IdM ] 1] o)) A] ipa-advise == g EE A& slo] Falo]dEE 74 gl
I [root@idmserver ~J# ipa-advise config-client-for-smart-card-auth > sc_client.sh
IdM ] 6] o] 4] ipa-advise == F EE AF§ 5] A8l & 7§ o]}
I [root@idmserver ~J# ipa-advise config-server-for-smart-card-auth > sc_server.sh

IdM A v]ofjA] 2z HJEZ HF

y

1t

I [root@idmserver ~J# sh -x sc_server.sh adcs-winserver-ca.cer

[ ]
IdM Apache HTTP A} vl & 724 gl ]

KDC (Key Distribution Center)<j 4] Kerberos (PKINIT)ojA] =7] 2l529] 327 7] g%
s1E Y39,

2nlE FlE A3 o 2 FL 752 F IdM ¢ UIE 74§ -

sc_client.sh 27 g EE Zalo]ol E A] Al of] BALFL]L].

[root@idmserver ~J# scp sc_client.sh root@client1.idm.example.com:/root
Password:
sc_client.sh 100% 2857 1.6MB/s 00:00

Windows 91 Z4] & Zalo] ol E A Adlof] HRIgFL]L].

[root@idmserver ~J# scp adcs-winserver-ca.cer root@client1.idm.example.com:/root
Password:
adcs-winserver-ca.cer 100% 1254 952.0KB/s 00:00

Fefo] A E A 2H oA Fefo]dE AFHEZ HY

y

1,

I [root@idmclient1 ~]# sh -x sc_client.sh adcs-winserver-ca.cer
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CA 91541 = M A]v] 2 Zepo] JIE A2 go] SHl2 FA 0 A Fu] g BAE AFEAF AFA]
g 2 E FpE Ao HAlatE AL,

2.5. PNETWORKPOLICY 79 v 3

PNetworkPolicy (PKCS#12) 5} & & ~ul E Fl=of 3] gs}7] 7o O3S +F s oFg .

Aol 7] 9} AEAE 3 A 9] oh2 o]

o

A 27 ALY

[ ]
Pjournal & IdM Z 2} o] 91 E A] A gl o] E A} 1]}

A}

1.
1M Z2}0] 91 E o 4] PEM 4] 0 2 t]-¢-2 9 gt
[root@idmclient1 ~]# openssl pkcs12 -in aduser1.pfx -out aduser1_cert_only.pem -
clcerts -nodes
Enter Import Password:

2.
7]& ¥z g F&§r] .
[root@idmclient1 ~]# openssl pkcs12 -in adduser1.pfx -nocerts -out adduseri.pem >
aduser1.key

3.
&8 A E Wre] g F&

[root@idmclient1 ~]# openssl pkcs12 -in adduser1.pfx -clcerts -nokeys -out
aduser1_cert_only.pem > aduser1.crt

o] A1 & oAl aduseri.key % aduseri.crt & v}l E Fl=of X] st + Ql& 1]
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Red Hat Enterprise Linux 9 2u8}E 7} = Q1% #]

A0lE FlEE 245w QFAE Y8l AulE FFEo] A F e 5 Y= Eo] H Q.

[ ]
Q15 A] & #Ae] sl b =2 0] H+= gnutls-utils Z 7] x] & 4 Z] g1 .
[ ]
2nlE FlEZ 9]k efo]Hele] W 7Y 2] e §9S 433+ opensc H 7] A& & 2] ]
.
[ ]

20lE FlE 2]5) 9 B35l pesed Al H] 2 E A ZgF] o]

opensc ¥ gnutls-utils 5] 7] ] & & x] g}1] .
I # dnf -y install opensc gnutls-utils
pescd A]H] 2 Z A] 2 g ],
I # systemctl start pcscd
pescd Ajv]=7F A& 5 91=] sFolgi] ).

2.7. 2A0lE 7} = o] o] &) %] 3}

o] Al oAl = O]&L 74 5l b =+%9] H+= pkes15-init =& A1& 31 2nlE Fl= 2o g5 dF
o).

2ol E 71T A1)

26
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Al =2 2ECDHEs = 2] % kubelet Unblocking Keys 4§ (PUKs)

£npE Fpzo] A S 4

ASA], W2l 7] B N 7|E == AF

£npE FHE 4 G (I LVE T = o] 2 ¢ 89 FRI} D2 F )

A 27 AL

[ ]
pkcs15-init = o] £ gH opensc 7] x| 7} H X 5 o] 51

m

RpAN P ] &2 Ll E TE Fe] B AR ] g of & A E FEoIH A L.

|

A} ol 495 0] HFE o ¢ ZF o] YLt

K

£ E S Eo) G897, 37 7] B AFA 7} Ak o] EzaZef A= A 7], 3
7 7] B AAFA] o A& o] F Y]},

A4 2ol E 7= A1-8 X} BOOM ¥ Security officerECDHE(SO-PIN)

A}

1.
2olE 2 X2 7 BOOMS Z 3}3S ol gl
$ pkcs15-init --erase-card --use-default-transport-keys
Using reader with a card: Reader name
PIN [Security Officer PIN] required.
Please enter PIN [Security Officer PIN]:
FHE 7} A H Q5L o

2.
2p)E F}E g 2 7] 85}, AF§ A kubelet % PUKS 435}, 3 9t 224] 2 PUKE 45 3

1o,
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-idm-for-smart-card-auth_managing-smart-card-authentication#installing-tools-for-managing-and-using-smart-cards_configuring-idm-for-smart-card-auth

Red Hat Enterprise Linux 9 2n}E 7} = Q1% %]

il

$ pkcs15-init --create-pkcs15 --use-default-transport-keys |

--pin 963214 --puk 321478 --so-pin 65498714 --so-puk 784123
Using reader with a card: Reader name

pcks15-init 52 ~ulE FlE o] A S22 Y5 gL}

o H

.

29 2

g

2 oI5 ID

Uy

=k

%y

1y,

$ pkcs15-init --store-pin --label testuser \

--auth-id 01 --so-pin 65498714 --pin 963214 --puk 321478
Using reader with a card: Reader name

g o] & 2/‘}-’401 e 7 8= gl 7

)0z g4 g1} auth-id = = 7] 16715 ZFo]o]
of giijr}. o] 901 2 &g gL

£nlE F1E o] 4] £ A9 7] E A Fe2 8] EL G P

$ pkcs15-init --store-private-key testuser.key --label testuser_key \
--auth-id 01 --id 01 --pin 963214

Using reader with a card: Reader name

27

ido] Xt g )9l 7] B A5 E A3 v F Lo Fr] ). ~id o

e -2 A F oI ol Fo a) o B ge AL Z A 22 o 4
A g el 5 el

£npE FFE O] A SEo| AFAE AL Fo] 22 A F Ik

$ pkcs15-init --store-certificate testuser.crt --label testuser_crt |
--auth-id 01 --id 01 --format pem --pin 963214
Using reader with a card: Reader name

(A A} G) 2rpE F=2] A SR FI 7] E 352 Aol EE Y .

$ pkcs15-init --store-public-key testuserpublic.key

--label testuserpublic_key --auth-id 01 --id 01 --pin 963214
Using reader with a card: Reader name
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2%.IDMe] 2ulE 7= Aol ths] ADCSolA B3 & A5A 74

3 717 A 7] B AAFA ] S G Ff G A T B ol F
A9} E 3 IDE g oF g1 .

(9 AFg) Y ZrpE e HEE FEF F1 T

iy
i,
oY,
ﬂllo
Y
N
iy
ol
X
lo
Hu

I $ pkcs15-init -F
o] QAo 4] AulE Flr o= A2 Y H =F 254, Al 7] B 37 7]7F ZgH ol
ol Al-gxlkubelet @ PUK @ H oF 2], PUK @ PUKZ #5 g< 1.
2.8. SSSD.CONFj 4] E} 9]0} 74
20l E FlE 9]FA] 9] ol 52 SSSDoJA] Al& 5= 7] Al 7F 2 H O Q8] AE + S Al 7F =

7 vz s g 2ol al By e 7 Ao,

2 ZFg

£npE FpEo] A FE AFA I R BT,

OCSP (Online Certificate Status Protocol) -8&-5 7] (Online Certificate Status Protocol) 7}
I FA]E Folali bl AL HE B S A3

o] 79 sssd.conf 7 Qo] O} 2 A 7F ZFZ AF&F + Y5 : 60=).
p11_child_timeout

krb5_auth_timeout
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Red Hat Enterprise Linux 9 21} E 7} = ¢1Z #-1]

A 27 ALY

[ ]
root= = _z9l8jo} giL]r}.

sssd.conf 72 Hijcl.

I [root@idmclient1 ~]# vim /etc/sssd/sssd.conf

p11_hiera_timeout -5 ¥ 73 g1l

[pam]
p11_child_timeout = 60

RHEA 5_auth_timeout: <] -2 w7 gjcl].

[domain/IDM.EXAMPLE.COM]
krb5_auth_timeout = 60

HYgLS A g

of 3] A7t 22 9l5o] A7) Fo] 2rpE FF=spe] Y5 Fgo] 132(602) EoF IYF 7 U]

2.9. 2r}E = 52 98 AFA WY 73 45

AD(Active Directory)<j 78 o] $I3Z IdM(Identity Management)oj 7§ o] = AF-&}o)] ojaf s}L}
9] A E ALl = F -7 IdM <] vl o] 4] Q1F4] vf F 732 ¥ & 5 AF1 .

AZA] v 7 H ol th o A 1 §-L ZrLE FFE) A SIF2 Y57 Fek 5 ) 7 H2 F
ZF AL

30


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/con-idm-certmapdata_managing-smart-card-authentication

3. 2nE A=A A2 A7) A ASA W F 73

3% 2 E SpEoA d5g 757 Set A5 i 73

1541 B F &< IdM(Identity Management) Z2] 3|7} 5§ A&} Q15A] o] HA=8 5 = 7
> Al E] @ o A] QA E AFE-Ble] Q15 7 Q= Aol W Yyl o] 2] oF AA) = B2 JurF o
2 9 Q5 T AN AFAE W] dEo) WYl T ALE Aldl = IdM v o] o] {12] A
o] ¢l-= AD(Active Directory)<] ¢1F4] A]2dlo]A] vr3sl ol FA] 2 FA]H1] ]

1M $175 o] 2PpE FHE G A& 5Hs BE AFEAI} G SHE G5 15 MG 755 A gk o]
79 A AFAE 7ot Ao] BFE 7 A&k AZH DY 3739 Arfe] o4 o5
7 glomz A AFABG AL O HA F7HG 7 AT A2 F Bel s AFA 0 752
Y2 5 AP Al AFAE B3] Aol A5 v F o] EZ A& GFo F71F 7 %
L]}, Q1FA 7} W HA AFA I AFER) FEol o} YRESA G FPolE AFAF AE o

o 22918 5 Y&t

C =2 Fo)

S ASAIE Fr]H ez PR o sfE 2 A vfF 7 o] Az] LI EE F9 1 AFEAS]
ASAI 7} A= H He] = AFER G5 o] EF 7} gl . o] & Eo] vfF o] Subject &
Issuer z}& 7] 9te 2 &}32 A Q154 7} o] F Q1SA] o} Yo FH W AP A ke ]t e 2 5= G ol
Fo] A% HgF o v 2 HA ASA 7} ALEH Fp BE| A= A ASAE ALEAF FE O Y E =S
of o] d 15 A]E A5 oF g

ANFA ) FE Y] 22 T

AalA= A5 UG HoJE(LuE 0z BF B FA)) Ei= A AFAE A& AT
2 ZEdof Fir.
2.
#E AT} ALEAE Flal IdMo] § 5507 22918 5 =% A5A] F 752 Y
gz,
a.

o) F, HE G} Y A 2H Eis 2rpE T o] G AFAE A dFo] FFHOZ


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/con-idm-certmapdata_managing-smart-card-authentication#sc-id-mapping_managing-smart-card-authentication
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/con-idm-certmapdata_managing-smart-card-authentication#sc-id-issuer-obtain-example_managing-smart-card-authentication
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_certificates_in_idm/dc-web-ui-auth_managing-certificates-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-idm-for-smart-card-auth_managing-smart-card-authentication#logging-in-to-idm-with-smart-cards_configuring-idm-for-smart-card-auth

Red Hat Enterprise Linux 9 2=} E 7} = 213 &)

FHr .

3.1. ACTIVE DIRECTORY =nj 21 & AF&3}o] {1 =& 9] 8 Q154 of g 738

o] A oA]= IdM ¥j 7} AD(Active Directory) =l 21 719] {1 2] #A| o = 37 7ls ¢ T eFket ¢/
A1 v G ALE Al ol i 73] & F g ot

1FA] 1) g 732 AZG 7 Y= AD 5] A ZHof ] WY ZLE FE AFA I} = AR
of thal IdM 2] 2o T & YA 28 BY2Fole He] e Fy A ch AD 5o npe} - A1} 2 7F 7
g,

ADo]A] Q154 E W <] v AFE AL} Q1 5A] 7} IdMo] %] 35 75 v B 7 ol 25 A
327} IdM S04 - F1 T o] AJ1}2] 2 73] i 8k JA ek v §-2 IdMo] 5] 55 A1-§5-2]

o1 FA] v Y& FEFHA L.

A}-§317F ADo | F5 ¥ 915 23 327} ADlA] +-A FL Tk of 7ol Al 7¥] & A o]
27} g

AD 41§ 3} -Zolli= ] 2154 7F EgFE o] 5]k o] Arpe] 2 o)A IS 74 5
gyl o st A S U §- AD ARG} FEol A AFA I} EFE ARG AFA o]
g 752 BETIHAL.

AD= ARG} S5 & AFGA) AF ol v B e S 0] gLtk o] 5 AD AFE
2} 2o = dA| AFA7l EeHE o] A 23] v altSecurityldentities 2= 44 o] X 35
of 1]t of A}e] L oA M-S 7245k ol o & 34l o v §-& AD7F AFEA A5
o A&} AEAE W HFET FHE FP AFA 1Y YL BEFYAL.

AD Al g2} gFE o= F A Q15A] 2} v F d] o] Bl 7} ZgFE o] YR F5l. o] F-¢ 7
3 4 - ipa idoverrideuser-add 3 3 2 A}-§ 351 IdM<] AD A}-§=} ID =g 2] o] &4
A & FIFel= A Yol A SF ] &2 AD A}§-A] FHEof Q154 B= v g b o] Bl 7}
G A wjF S FEeNAIL.

.
]

SO ()
e ol

3.2. IDM<] ID v} g &< 7§ 25

o] AlHofAl=IdM2] ID v -F 732 7§ Wi o dja] Gt g 74 5= AT + U=
Z]E gko] sl ¢ Ul == CLIOjA] 74 R 25 F o) a 4+ 1]l CLI% 4] ipa certmaprule-add
3 S A&} ID B 7F o] Y FH .
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring_and_managing_identity_management/conf-certmap-idm_configuring-and-managing-idm#conf-certmap-for-users-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring_and_managing_identity_management/conf-certmap-idm_configuring-and-managing-idm#conf-certmap-for-ad-certs
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring_and_managing_identity_management/conf-certmap-idm_configuring-and-managing-idm#configuring_certificate_mapping_if_ad_is_configured_to_map_user_certificates_to_user_accounts
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring_and_managing_identity_management/conf-certmap-idm_configuring-and-managing-idm#conf-certmap-ad-no-cert-no-map

3% ZutE L= A 1SS A7 18 A5 vl =8

oy

of

74

WG 7 E 7Y i Sf o] 39 ARG AYH AFAE AL(EE B 75 AF
A& 9 EH AR} AFH ¢1Z 5= LDAP 74 GEj & F o] gt

z 77 =

E CA(91Z 7] )ol 4] Bt A= 40 & 7 Y.on] g 2 g
L}, Al IdME =20 n) g 752 5§ G HF o A5 vt JEH e H e AFA
& YA e 7 HL gt § L.
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<
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%
S{J
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—-maprule §#1¢ AFg3to] CLIoIA] mg 732 52 5] o},

1= O H
o5 74

S5l 77H PH 220G FHE HEE AFAHE GG JE D 7F A A

= 1= 77

% 7] A1§ o clientAuth 3 7] A]-§7-2] 25419} Q=] 1] oh.
—-matchrule -4 A1&&1<] CLIOA 3|5} 732 42 5]t

Eoeol F=

=9l £ ID o] 752 A2 @ uf IdMo] 4] AFEA}E 2 A S ID v 912 2] F g . -4

= I 71 =

2 g lA] 2 F -5 IdML IdM Z2}o] o E 7} <31 =7 = uf] 9l o] A] A}-& <}k 7 A g ).

2

--domain %412 A}-&3}o] CLIJA] = uj 912 3 o gFi] o}

A5 Ajo of 2] i7F o] G P4 #57F I 2 iFHo] AT OE RE FHL 74|

F1j.

[ ]
3 gho] R0 ul ID ]G 739 - =97} 1] o] & Fof S-Hw9] 19] Y= iF
Fe palas) 27} 2l #F 1S4 # 97} b
[ ]

#H o] P-ilg] ghol HHA G Fp oM #2771 R,

o A H

33



Red Hat Enterprise Linux 9 2n}E 7} = Q1% %]

wy
N
=

--priority %48 AF-&3]o] CLIoJA] v F 738 9 95 g2

1541 o 775 o

CLIZ AFE-3519 8] 'S 215419 T4 7F IdM2] A}-8-} 7] g <] certmapdata &5 7 &3] 5}+= ¢
EXAMPLE.ORG =% 9] 2:rlE 7}.= CA o A] W53t 15 A] 9] t ¢ ¢35 5] § 5} simple_rule o] =}
= ASA F i3S Fe g o

# ipa certmaprule-add simple_rule --matchrule '<ISSUER>CN=Smart Card
CA,0=EXAMPLE.ORG' --maprule '(ipacertmapdata=X509:<I>{issuer_dn!Inss_x500}<S>
{subject_dn!nss_x500})'

3.3. gA] 5= 77 F o] AFE- G A A WA 7}A] 2 7]

o] FALoA= 5] v G 73 2] YA 750 Bl EoHe 5= Qg AFA A BT
%Iﬂa 7IA] 9 = gt o i gt o). YR Sf= FF o] B PR} F AL 7}A] 9 2] v openssl x509
g 2] e & AFg §1] ok

A 25 AP

pem = crt F4.9 g} I EAI} Llg] .

G A A AFGA Y1 F PG ). 22 4G 5] openss] X509 ¢15A] K2 e o] 2
A 7 E ] & AL T .

o175 vjH o] 2 F 282 YA|sls -noout 34

ANFAE 92 2 F o] F& A F = -in 34

713 #AF ol 3] 2 o] Z(RDN)2. 2 &2 ZA]sl= RFC2253 717 317 -
nameopt 541

34



34, 2vhE A=A AFS PSS AT AFA 1P 7

e
oy,
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ol
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oy,
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¢/ & 712/ 9] Identity Management ¢15-4] 7} 3= gF
&3fof Issuers} 2|5 A5 Hogs1 .

# openssl x509 -noout -issuer -in idm_user.crt -nameopt RFC2253
issuer=CN=Certificate Authority,O=REALM.EXAMPLE.COM

¢/ & 72/ o Active Directory 1547} 28d 3¢ 3] 82 Edo] 74§ 22 F

& AF&5}of Issuers} g 2] H A5 B oL

# openssl x509 -noout -issuer -in ad_user.crt -nameopt RFC2253
issuer=CN=AD-WIN2012R2-CA,DC=AD,DC=EXAMPLE,DC=COM

ez o 7 o] FA] B <] 7} ad.example.com =uj o] o] =5 AD-WIN2012R2-CA <f of 5}
B 91541 9] 73 7F IdM2] AF§-3} 7§ 2= certmapdata 353 93] 515 % 23 i U]
73 o] up2} CLIOA] 4] v g 732 44512 W ohe-2 79 5] o).

# ipa certmaprule-add simple_rule --matchrule '<ISSUER>CN=AD-WIN2012R2-
CA,DC=AD,DC=EXAMPLE,DC=COM’ --maprule ‘(ipacertmapdata=X509:<I>
{issuer_dnlnss_x500}<S>{subject_dn!nss_x500})’

3.4. &7} g £~

[ ]
sss-certmap(5) =22 # o] ] & FZ 5] A] L.
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43. 28 AFAE ~AulE FlEZ Hg I 7px] 9 7]

o] FoA = 3 2L kel ol sl A5 F o

27 Bl dZ A 2ok

o] SAEA 2l E FlEZ Q15 sla] 2 g

28l E F1E Q15& A& 5] SSH YA =& 745} 2 gt

authselect £ A&} ~nlE 7l 2 24 5la] 2 g}

o] Alr}e] 0 & s el o FHE AFEFL T

AnlE A2 A5 AL i L&A AFAE AL AAFA= E 2lofA]
A E= & 5 Y= A A B(elF 7]1#)o) o) Y F o] oF g,

lm

AL 5 gl AP AEEE S8 22 A5 B AH e AFEA ASAE A
1)},

El> u

A7
A

‘\> °l>4

2!
4] s}
Q1541 9F 7] 9] 7| & 2vlE FFEof X3,

SSH 4 =& 93t =rlE FE 9T

o

7Y g

SAEJ Ejolo] JRY = QlE= F-P T AEE ool 2715} Active Directory
&= = Identity Management Certlflcatlon Authority o] A] 48 H QA E A& o

2P S E 9] IdM 9154 E G5 3 Wyl o FA o ] §-L ZrpE S oS
919 ID 2] 742 FEIHA L.

o
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1N
ol
il
i
rO

FAE 2uE JlER2 A4 9 71A] 2]

AE 27 A
[ ]

Authselect”} & =] &

authselect =2 Linux 32 E 4] AF&A} Q155 74 8}3 o] & AFg8flo] 2nlE F1E 915
o 7 W4=F 724 & 5= 951} authselecto] ] st x}4] F U] &2 authselect &% -2 F-=3514
Al Q.

RHEL 99jj 4] =] ¢l3}+= ~nlE 7}= &= USB F=/
A3 &2 RHEL9S] ~r}E 7l= x] g2 FZ5FHAQ.

4.1. 24 A4 4

o] YA E T2 FYE Yo B

Mo

k]

7
L
£

OpenSSL 915 77 44
o154 AlE 23 4y

72—%'

o BA= H2E FF o2t ARgFyg. 28 A A A5 7]dqA 4
31 915 4]+ AD, IdM 5= RHCS 215 7] # Al- & vFZ QLA 614] &&t]). S X2E}
Eojelo] EgHA] &2 F Pl AEZafo]= QT 7] FAA Y e ASAHE A}

&3 1]},

AFAE YY T 7 Y= O YEE YY ). o F FH o Pl

# mkdir /tmp/ca
# cd /tmp/ca
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Red Hat Enterprise Linux 9 21} E 7} = ¢1Z #-1]

o154 & &9 Fr]Ti(o] HAEE ca t ez 9] §F Yl HA}).

cat > ca.cnf <<EOF

[ca]
default_ca = CA_default

[ CA_default ]

dir =.

database = \$dir/index.txt
new_certs_dir =\$dir/newcerts

certificate = \$dir/rootCA.crt
serial = \$dir/serial
private_key = \$dir/rootCA.key
RANDFILE = \$dir/rand

default_days =365
default_crl_days = 30
default_md = sha256

policy = policy_any
email_in_dn =no
name_opt = ca_default
cert_opt = ca_default

copy_extensions = copy

[usr_cert ]
authorityKeyldentifier = keyid, issuer

[v3 ca]
subjectKeyldentifier = hash
authorityKeyldentifier = keyid:always,issuer:always

basicConstraints = CA:true

keyUsage = critical, digitalSignature, cRLSign, keyCertSign
[ policy_any ]

organizationName = supplied

organizationalUnitName = supplied

commonName = supplied

emailAddress = optional

[req]

distinguished_name = req_distinguished_name

prompt =no

[ req_distinguished_name ]
O = Example

OU = Example Test

CN = Example Test CA
EOF
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oL
=)

2 714 2. 7]
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02 HeE g 44 o

I # mkdir certs crl newcerts

I # touch index.txt crinumber index.txt.attr

& glo] 01

o

24 1) .
I # echo 01 > serial

o] F%& A& 7o A} 01& Fr1]r}. o] = A4 2] d& ¥E 9] o] CAdA =
& Al s A a Y a7} s Sopet o

OpenSSL ZE CA 7] & 4y g
I # openssl genrsa -out rootCA.key 2048
A AP E FE A5 7] # AFAE YY ]

# openssl req -batch -config ca.cnf |
-x509 -new -nodes -key rootCA.key -sha256 -days 10000 \
-set_serial 0 -extensions v3_ca -out rootCA.crt

AF&A} o] 52 7] F Y 7Lt
I # openssl genrsa -out example.user.key 2048

o] 7= etd oA g =d A 2HA YHH B2 7]} FEo] HFH o] YL w A =H ]
] 718 A7 $] .

Eg 2olE FlEoX] HF 7|E YY T 7 Ast. o] A5l H £rfE FFE A= YA}

vE X H S ul 2 YA L.
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ANFA Ag 23 74 HY2 Y P Ho] H2EE ca ] HE 2] 9] §EYF FA}).

cat > req.cnf <<EOF

[req]

distinguished_name = req_distinguished_name
prompt = no

[ req_distinguished_name ]
O = Example

OU = Example Test

CN = testuser

[ req_exts ]

basicConstraints = CA:FALSE

nsCertType = client, email

nsComment = "testuser"

subjectKeyldentifier = hash

keyUsage = critical, nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage = clientAuth, emailProtection, msSmartcardLogin
subjectAltName = otherName:msUPN;UTF8:testuser@EXAMPLE.COM,
email:testuser@example.com

EOF

example.user 21541 o] g gt Q1A A1 2 F L Y o

# openssl req -new -nodes -key example.user.key |
-reqexts req_exts -config req.cnf -out example.user.csr

.
A ANSAE Y GG g |7k 1de 2 JYFHL o

# openssl ca -config ca.cnf -batch -notext |
-keyfile rootCA.key -in example.user.csr -days 365 |
-extensions usr_cert -out example.user.crt

o] A F oA QE F] g B AFA I HFHOE Y YA 2rhE EE T E FH] 7 L .

4.2. SSSD t] ] 2] o] 1A BAL

GDM(GNOME Desktop Manager)<j= SSSD7} & 2 g1/ ]. GDME A}-&-3l+= F -7 PEM 21 541 &
/etc/sssd/pki O] gl g 2] o] E-A}s) of gfir].

A 27 ALY
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ol\

47 . 24 <Q

A

¢

MNE 2vE FIEZ 4

oL
=)

2 7HA 271

i)

ZZ CA 7 B ASA 7 YFH A= .

SSSD7} A A Hl o] H=]Eo] 9l=X] ol gL}

# rpm -q sssd
§ssd-2.0.0.43.el8_0.3.x86_64

/etc/sssd/pki O] &l E 2] = vHFL] .

# file /etc/sssd/pki
/etc/sssd/pki/: directory

/etc/sssd/pki/ O] gl = 2] 9] 4] rootCA.crt & PEM 71 ¥ = EAlgF1] ],
I # cp /tmp/ca/rootCA.crt /etc/sssd/pki/sssd_auth_ca_db.pem

o] & olF 7] # & oFA]E N FH o= 5] letc/sssd/pki T] 2 E] 2] o] A& 51 T}

ANF 7] 8 AFAE 02 o FeA o] H 7 347 52] ¥ sssd.confs] §J3F WFE 7 I

SSSD PAM &5 #}: [pam] 4l 2] pam_cert_db_path
SSSD ssh g g-x}: [ssh] 214 2] ca_db
2JA) 6t 1)]-8-2 sssd.conf 2] man 7] o] X & FZ 1A L.

Red Hat2 7] 728 ] 512 SSSDe| - § 915 7] 2 AI5A] Fe& A§-3te] ¢l
F2 AHG 7 Y= o5 A Bt of o) tpd o] A FlstE Ao Frlh.
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Red Hat Enterprise Linux 9 2u8}E 7} = Q1% #]

20lE Fle g 2y 5laH AFAE PH 82 2rnlE FlEo) X F 5 Y= Fo] g

[ ]
Ol FA] E #Ae] sl b =+8-0] 5= gnutls-utils 7] 7] x| & 4 x] g}1]}.
[ ]
2ulE FlEZ 299 glo]Hejz] ¥ 7 H 2] E] § S A3l opensc 7| X & H X g]
.
[ ]

20lE FlE 2]5) 9 B35l pesed Al H] 2 E A ZgF] o]

opensc ¥ gnutls-utils 5] 7] ] & & x] g}1] l.
I # dnf -y install opensc gnutls-utils
pescd A]H] 2= Z A] =g ],
I # systemctl start pcscd
pescd Ajv] =7F A& 5 91=] sFolgi] ).

4.4. 20 E FrEo] FA A F

o] A H oAl TFe2 P i v 50| Hi= pkes15-init £ AFEF 2rpE A= 7o sl 4
gt

AnlE FRE A
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4F 2 A O Z A E AulE Fl=F2 X

Al =2 2ECDHEs = 2] % kubelet Unblocking Keys 4§ (PUKs)

£npE Fpzo] A S 4

ASA], W2l 7] B N 7|E == AF

£npE FHE 4 G (I3 L0LE T o] 2 ¢ 789 FR} B2 g )

A 27 AL

pkcs15-init = o] X gH opensc 7] x| 7} H X 5 o] 51

m

RpAN P ] &2 Ll E TE Fe] B AR ] g of & A E FEoIH A L.

|

A} ol 495 0] HFE o ¢ ZF o] YLt

23
=

-]EL

o

2l FpEo] X ge APl 7], F 7] B AEA T} A o] ZZA| LA =

7 7] B AFEA o AR H = o] £ T,

A4 2ol E 7= A1-8 X} BOOM ¥ Security officerECDHE(SO-PIN)

ADE F}EE X257 BOOMO Z 212 o153 .

$ pkcs15-init --erase-card --use-default-transport-keys
Using reader with a card: Reader name

PIN [Security Officer PIN] required.

Please enter PIN [Security Officer PIN]:

A7} A A5

olE 7l = 2 % 7]8}51 37, A& <fkubelet ¥ PUKE & 5f37, H oF 24] & PUKE

o]

-

7FA 2.7

7],

K

o

dye
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Red Hat Enterprise Linux 9 2n}E 7} = Q1% %]

il

$ pkcs15-init --create-pkcs15 --use-default-transport-keys |

--pin 963214 --puk 321478 --so-pin 65498714 --so-puk 784123
Using reader with a card: Reader name

pcks15-init 52 ~ulE FlE o] A 22 Y5 gL}

o H

.

29 2

g

2 oI5 ID

Uy

=k

%y

1y,

$ pkcs15-init --store-pin --label testuser \

--auth-id 01 --so-pin 65498714 --pin 963214 --puk 321478
Using reader with a card: Reader name

g o] & 2/‘}-’401 e 7 8= gl 7

)0z g4 g1} auth-id = = 7] 16715 ZFo]o]
of giijr}. o] 901 2 &g gL

£npE F1E o] 4] S| A 7] E A Fe2 8] EL AF P

$ pkcs15-init --store-private-key testuser.key --label testuser_key \
--auth-id 01 --id 01 --pin 963214

Using reader with a card: Reader name

ido] g 3sl= g2 7 Q1 7] & QASAIE 2] g v &L o} gt —-id
ot g2 X]g 1A gow Eo 95 o Hgot gl Aerz A

& 244
A Fe) e+ Ak
5.
20)E 7120 A SR AFAE G2 do] L AF .
$ pkcs15-init --store-certificate testuser.crt --label testuser_crt |
--auth-id 01 --id 01 --format pem --pin 963214

Using reader with a card: Reader name

6.

(A 2} G) ZrpE F= 2] A SR T 7] & 352 Aol EE Y .

$ pkcs15-init --store-public-key testuserpublic.key

--label testuserpublic_key --auth-id 01 --id 01 --pin 963214
Using reader with a card: Reader name
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4%3. 228 2

ro
olN

A9} £ IDE g oF g1 .

(AE AL AP AnpE S YL FaE WAooz =S

]

FEao} gk,
I $ pkcs15-init -F

o] @A oA 2rfE FlEd= A2 YYH =7 A4, A 7] X 37 7] 7F EFgH O
IE 9} AF§-AFkubelet & PUK % 1 oF 241, PUK % PUKE 4§ d &1}

4.5. 21 E 7= 9152 AFg o] SSH o4~ 74

SSH g o= ol5o] Ba g, 995 Ee AFAHE AEE 7 Art]th o] AHoA = g2 &
gt

[}
£npE Sz A FH A5AE A AFL Byt b e 7Y
[}
authselect £& AFg-51o] 47 74| v & F
A A 7 B FFE 2uE T A A F Zo}L G

authselectE Al-§ 5}l ~plE 7l 29 g oF X4 ot 1j]-§:2 authselect = A8 5}o] ~rlE 71 =
7S FHAIL.

A 27 ALY

£ E FpEo)= 2FA] 2 )9l 77} EgFE o] Llg]h,

=7} 2ol {5 ol AFE ) dZdHo] A,

Mg 2ulE ZhER 44 2 714 7]

N Z17F A ¢l 7] R/E= Q1S A] 9 S 'daf= F - dlS AN 7] H/IEE S
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Red Hat Enterprise Linux 9 21} E 7} = ¢1Z #-1]

SSSD7} A # g H A= .

AL R} o] 2.2 o] Z4] 2] SUBJECTS] CN(Common Name) == A]-§ 3} ID(UID)s} < %] 3F1]

pescd A u] =7 22 m oA APz s

m

RpAN P 1] &2 Ll E FE Fe] ' AR ] g of & A E FEoIH A L.

2olE FlE 9]5

o

A& 3

&

= ALgAFo] & rj el 2o SSH 71§ 4] e 22 95 T,

I # mkdir /home/example.user/.ssh

opensc 2} o] B 2] 2] 9} §}7] ssh-keygen -D '3 32 & 5fo] 2nlE 7} = 2] 7§91 7] 9} 7 o]
FH 7]= 3N 715 d 5132 o] A§-<} SSH 7] ] &/ ¥ 2] 2] authorized_keys &5 5 o] 77} 5}
of 2ol E F1E 9lF 0 Z SSH 42 F g5}

# ssh-keygen -D /usr/lib64/pkcs11/opensc-pkcs11.s0 >>
~example.user/.ssh/authorized_keys

SSH= /.ssh 0] g E2] 2 authorized_keys 72l o] b 5t W42~ LulZ 74 0] B2 gl
YA A E2 HYAY WGt 22 9 P

# chown -R example.user:example.user ~example.user/.ssh/
# chmod 700 ~example.user/.ssh/
# chmod 600 ~example.user/.ssh/authorized_keys

Hd oz 78 FAFL L
I # cat ~example.user/.ssh/authorized_keys

Elm]d o] 7] 7} ZEA]H Y .
/etc/sssd/sssd.conf 7)o 4] AulE 7l o] Fo] G455 =X 8ol g]r].
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[pam] 2o A] pam 91 54] 915 2 &9 pam_cert_auth = TrueS &% 3§ 1]},

sssd.conf 5191] o} 5 YH A G G+ ¢ 2AYEE §F Yo HArste] He09] 7]

5 7ye 4y 7 Aok

# cat > /etc/sssd/sssd.conf <<EOF
[sssd]

services = nss, pam

domains = shadowutils

[nss]
[pam]
pam_cert_auth = True
[domain/shadowutils]
id_provider = files
EOF
6.
SSH 7] & Al-& 5}2 ¥ authselect 5 5 & AF-§-3lo o5& 74 9.

I # authselect select sssd with-smartcard with-smartcard-lock-on-removal --force
o)Al TS §H & A 5te] SSH N~ F 3ol & 5 .
I # ssh -1 /usr/lib64/opensc-pkcs11.so -l example.user localhost hostname

Ty o] Y FE £rpE = PING 98 52hE rlA A 7} FAH 1] o}

o4 7#40] ZHZ FE L) o)A I 7] E HAL5o SSHE A4 513 = TE AHd Y=
authorized_keys 7 2 of] vl £+ = Q51 .
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Red Hat Enterprise Linux 9 21} E 7} = ¢1Z #-1]

5%. AUTHSELECTE A}-§5}¢] ~nlE 7}= 724

o] Ylo|A] = O BE F & JHNES 2vpE AEE P BYE 4T
[ ]

[ ]
ots Hjgysl W ~AnlE FlT 9]5 5]
[ ]
A Al F= 3]
AL 2 % AFSF
[ ]
Authselect”] & %] &
authselect =2 Linux & =EoJA] A&} Q152 #4332 o] 5 A&l ~AnlE FlE 915
o 7] W5 48 7 51} authselecto] bj ot x}4)] F 1] &2 auth select= A}-§ 3} o] AF-&
A} 2l 5 S FEHAIL.
[ ]

RHEL 99jj 4] =] ¢l3}+= ~nlE 7}= &= USB F=/

A S &2 RHEL9 9] ] E 71= 2] 8.2 FEFHA] L.

5.1. 2AnlE 7l =2 Al-&

e

T A= A4
authselect = A}-§3}o] 2r}fE 7= 2 745l ¥ WA AFAE FF=Z 7}4 9fof gl o5 =7
E A&l ASAE JYE T+ AFH
Active Directory (AD)
IdM(Identity Management)

1M 91541 9530 gyol o e FA e &L A A& 254 23 2 Fepo] ol
HEY 7] 5 FEHA] L.
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_authentication_and_authorization_in_rhel/index#configuring-user-authentication-using-authselect_configuring-authentication-and-authorization-in-rhel
https://access.redhat.com/articles/4253861
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#requesting-and-exporting-a-user-certificate_dc-web-ui-auth

5. AUTHSELECTS AL& 3] 2nlE 7}= 74

Red Hat Certificate System (RHCS)

XA 3t 1] &2 Enterprise Security ClientE A}-§-35}o ~rlE 7= HAa] 5 FFol4A 2.

2 AF F]# AL A} B 919] YR} oL A1) HAE BHOZ YHH AFAE AFE
& 7 il ok

ZE AFAE 2ulE FlEZ Y531 7}A] Q= rg,%b,goz/ o 31 2JA 31 1] 82 = F olFA]
2npE FpE g 7y B 7pA @ = B o O] of A9 Y &5 FEoH A L.

Uy

o] A H oA A2 oA 2rkE A= B 9E U5 B By PHS I T
A1 87 AP
[}

£ E FpEo) 2FA] B )9l 77} EgFE o] Llg]h,

[ ]
A=} 2o {5 0] ALl HF ] A%
[ ]
authselect 5] A =80 &35 0] glg1]t].
24
[ ]

APpE JE I FE AFL HE

\0&

Zel g dEL 9 g,
I # authselect select sssd with-smartcard --force

o] Al oA 2EpE T QlFo] BYEF o] UX T AupE =g o] vEl F¢ 9F 5] FEF
1)},

5.3. £2nlE 7= olF A< 9]t AUTHSELECT %

authselect =75 A& 5} H A| 2 o] 2nlE F1E Q1FL 7yl 7] 915 Q5L &Y T +
A5 o authselect 5 % o] = 0% 5410] Z3gH1/d.

I
4


https://access.redhat.com/documentation/en-us/red_hat_certificate_system/10/html/managing_smart_cards_with_the_enterprise_security_client/index
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-and-importing-local-certificates-to-a-smart-card_managing-smart-card-authentication

Red Hat Enterprise Linux 9 2n}E 7} = Q1% %]

[ ]
ARG 2R ETE - 9FF Q15 9] 2njE T AF B3}
[ ]
2R EFE-H4 FE - 20E T A5 Py} 95 5L v B
=} 37
with- smartcard-required 5412 login,gdm, xdm, kdm,xscreensaver,gnome-
screensaver 2 k screensaver S} 7+2 Z79] A]H] X0 X & AnlE F}T o]=2 X3
gFij o). AF§ A} 8L 95 su i sudo 9} Z-2 B} A H] 2 F]EH 02 ~AnlE Fp=
o152 A5l gon] A% g5 E B
A 27 AFg
[ ]
20 E FFE = 154 W A9l 7] 7F E§FE ] e
[ ]
F1=7F 2 e o 19) 5 0] FFE ol HFF o] AsH .
[ ]
authselect =77} 24 A 2dlo] #dz]x o] g1l
=3}
[ ]
e BY2 g sl £npE = AdFL g,

I # authselect select sssd with-smartcard with-smartcard-required --force

.
o] §YL HYHH 95 e1Fo] O o] ¥ FEHN o, AnE JEZY 229G
7 A1) o] BEe AYp7] Hol ZrhE S e1Fo] FE FAAX] FeAA AL

o] #2 7 A1l

5.4. A A A] FFoz ~0lE FlE 9F 74

authselect ] 5] =~ Z A} &35l H 2] o] 2plE 7} =EZ 2
AsE 7L T EJ’JL/E}. authselect 'd 3 o] = t} 5 ¥ —§£§ s oF g o}
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5. AUTHSELECTS AL& 3] 2nlE 7}= 74

with-smartcard = v}l E 7l & ol ZF

with-smartcard-required hiera-octetsenabling exclusive smart card authentication (¢}
& A& ¢ 915 o] ] Zy 55 o] 92)

with-smartcard-lock-on-removal hiera-hieraenforcingo] v}l & 7= A+ 3 Z7 o} 2

A 27 ALY

[}
£rpE AL E o= 954 B A 7]} EFE o] g

=7} 2ol {5 o] AFE ) e Ho] A,

authselect =77} 24 A]|=gl o] dR & o] Ql51]].

08 9YL Yo AnpE AE 52 BYGF, 3F 52 v|BYFFL, AA A F
72 &8G9
= 1O -

o

S

T

# authselect select sssd with-smartcard with-smartcard-required with-smartcard-
lock-on-removal --force

ol4] H=E A A shEo] FH FFL dAGeE 2ulE =g O] FeaoF gt

51



Red Hat Enterprise Linux 9 2=} E 7} = 213 &)

63. =nlE 7} =& Al-§-51o] SUDOY bj ot 215
o] o= AnlE FJEZ AL 510 sudoE f7 o2 olF5l= WL &5l ssh-agent A1 H]

27} 242 295 ssh-agent 272 £17 A~ 5o A 2e 5 27 =¥ sudo PAM &2 4] SSH

ANF ZZEFL Gl AFEAHE AH 02 AFF 7 AT

=
z 99

20l E FJEE AFg o] 2H 2 22919 F SSHE F3 g4 Al=g o 229l
afef= v A X] 7} FZA] =] 237 sudo FF L
H o5 FJHE AFE

o] SSH 82 AMg3to] 95
o] oA Aji= Fefo] ¢l E == SSHE 4 IPA AJHjo] 9175 7 £rLE Fh=o] ]

at<] IPA 4] w0 ~] sudo 572 & A §1] .

[ ]
IdM<j] sudo & %

a9

[ ]
sudodj st PAM 2 &

2nlE F}EZ AFg d}o] sudod] gF o o1

z] ©
5=

= deL Fofst7] £1a] IdM < 4] sudo 77

6.1. IDM<j 4] SUDO 773 4%
2l

BAEA] sudoE JA T +

g,

=z
v
915 less & whoami 3 % o] Z Z A x| Z g|~E 5]7] 93] sudo T F o = F=7}F1]

o] #AfoAl= ¢
YYo= WS &

SR EEEEE

ok

A 25 AP
[ ]
1M A}-§ 37} 95 5 £ T} o] oA A= 4§27} ipauser] ¢J1]c}.

o] o] glgt]rh. o] oA TAEE

sudo= g 7oz JIsl= A =H o]
server.ipa.test ¢/1]}.
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/assembly_authenticating-to-sudo-remotely-using-smart-cards_managing-smart-card-authentication#proc_creating-sudo-rules-in-idm_assembly_authenticating-to-sudo-remotely-using-smart-cards
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/assembly_authenticating-to-sudo-remotely-using-smart-cards_managing-smart-card-authentication#proc_setting-up-the-pam-module-for-sudo_assembly_authenticating-to-sudo-remotely-using-smart-cards
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/assembly_authenticating-to-sudo-remotely-using-smart-cards_managing-smart-card-authentication#proc_connecting-to-sudo-remotely-using-a-smart-card_assembly_authenticating-to-sudo-remotely-using-smart-cards

6%. 2ulE 7= 2 x}-2-351o] SUDO9 O3t 21=

AFEAZE B H & A e 5= =5 adminrule °]Z}= sudo 773 < 7

by

1,

I ipa sudorule-add adminrule
less & whoami = sudo 3 3 ° 2 F7}gf] .

ipa sudocmd-add /usr/bin/less
ipa sudocmd-add /usr/bin/whoami

less & whoami % %2 adminrule oj] =71/}

ipa sudorule-add-allow-command adminrule --sudocmds /usr/bin/less
ipa sudorule-add-allow-command adminrule --sudocmds /usr/bin/whoami

] xFrule 9 ipauserl A} A} F7FgH] .
I ipa sudorule-add-user adminrule --users ipauser1

sudo £ J3 59 5 2EEZ adminrule o &7},

I ipa sudorule-add-host adminrule --hosts server.ipa.test

ipa sudorule-add --help & #FZ 5} A 2.
ipa sudocmd-add --help = #FZ 314/ A1 2.

6.2. SUDO<°] PAM 25 &%

o] HZJojA]E=sudoE ¥ 59 BE $XEA ~AnlE FlE Z A8 519 sudo 9159) bjsj cgroup
_ssh_agent_auth.so PAM 2 52 ¥ X5} &3 51— Wy &g

@3
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PAM SSH o o] 1 £ 5 43 g1},

I dnf -y install pam_ssh_agent_auth

= auth & H ] W x] pam_ssh_agent _auth.so 9] authorized_keys_command =

/etc/pam.d/sudo 7 o] F7}gFL]].

#%PAM-1.0

auth sufficient pam_ssh_agent_auth.so

authorized_keys command=/usr/bin/sss_ssh_authorizedkeys
auth include  system-auth

account include system-auth

password include system-auth

session include system-auth

sudo 'F3F S g nj SSH o o] HE F o] &35} =5 5}2] ¥ /etc/sudoers 7 Y o] r]

2 Fo1ep .

I Defaults env_keep += "SSH_AUTH_SOCK"

o] &3] IPA/SSSD] A 38 2r}E 7} =2] F7) 77} Y AFEA T} FEE YA e

sudoE 9153 + &1

sssd AJH] =& O] A] A] 2} A] .

I systemctl restart sssd

pam k=8 2F F| o] x| 5 FE A 2.

6.3. £2nlE Fl= 2 A& 5] SUDO9 g4 = AF

2 o 4] = 2vpE FHEZ A4 3o sudoo] €402 212 31ES SSH o
g Py WYL Yo,

Al 27 AL G

54
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6%, 2~ulE JlE 2 AFL-3le] SUDO tj st e1=

IdMoj sudo 73 o] G55 o] L& 1]t

sudoE A g g7 A 24 sudo ¢1Z] b3+ GRUB_ssh_agent auth PAM 2 52 &
Aotz 49 Ak

SSH o] o] dE & A g g0}y S Y52 AA] &2 F 7).
I eval 'ssh-agent’
2PlE FlEE SSH o o] H E o] Fr}gi] . ZFZEJ} F A5 W Ping ¢/ g g1}
I ssh-add -s /usr/lib64/opensc-pkcs11.so
ssh-agent 9 Y3} -A 58 AFE)E G2 JPF A 2g o SSHE Fa A4 g .

I ssh -A ipauseri@server.ipa.test

==
P ps

e

[ ]
sudo £ Al-&3}o] whoami % 32 & & g1] ]

i

I sudo /usr/bin/'whoami

PIN == ¢}5 2 92

]

s 2lis w A7} FEAHA] ot} gl

55



Red Hat Enterprise Linux 9 2=} E 7} = 213 &)

73 ~olE FlEZ olZE FA 54

7 A= 2uE FHE Q1SS YT o Y+ Y= F A EAE ol S Y

1,

[}
ZrlE F1E Q15 H~E
[}
SSSDE Al-&3le] ~nlE 7= 215 #4 54
[}
IdM Kerberos 6443] PKINITE A}-& 3} 32 CA 91 54] 7} Lul 27 9=X] 89l
[}
SSSD | 7F =3 =] 7]
[}

K
ol
2,
)
o,
pic)
e,
A
3
S
Ma
2
%
y,

7.1. A|2H o] ALE F}E 42 HAE

o] iz £ E FEO] A2 B 5 i) G RE HEEGE WYL PP

AHE 277 AFE

[ ]
£ E S E oA AL S IdM Al v] B Fefo] I EE A5 74 AT,

[ ]
nss-tools 7 7] ] of] 4] certutil & d X &1/l

[ ]
2olE 7l o] Pin = 9Fs 7] Y51 .

23}
1.

Isusb I3 2 Al g5)o] ~nlE Fl= ZE 7} 29 F Ao FHA|EHE=x] 3ol gi]].
$ Isusb
Bus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub
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Bus 001 Device 003: ID 072f:b100 Advanced Card Systems, Ltd ACR39U
Bus 001 Device 002: ID 0627:0001 Adomax Technology Co., Ltd
Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

RHELJA] | A E @ 5= Aol E F1E @ Zxlof g §F X}A] ot 182 RHEL 99] ~nl =

e ] 812 FEFHA L.

pescd AJH] = B £210] G431 H o] A5 =] Eel g

$ systemctl status pcscd.service pcscd.socket

e pcscd.service - PC/SC Smart Card Daemon
Loaded: loaded (/usr/lib/systemd/system/pcscd.service; indirect;
vendor preset: disabled)
Active: active (running) since Fri 2021-09-24 11:05:04 CEST; 2
weeks 6 days ago
TriggeredBy: e pcscd.socket
Docs: man:pcscd(8)
Main PID: 3772184 (pcscd)
Tasks: 12 (limit: 38201)
Memory: 8.2M
CPU: 1min 8.067s
CGroup: /system.slice/pcscd.service
L_3772184 /usr/sbin/pcscd --foreground --auto-exit

e pcscd.socket - PC/SC Smart Card Daemon Activation Socket

Loaded: loaded (/usr/lib/systemd/system/pcscd.socket; enabled;
vendor preset: enabled)

Active: active (running) since Fri 2021-09-24 11:05:04 CEST; 2
weeks 6 days ago

Triggers: e pcscd.service
Listen: /run/pcscd/pescd.comm (Stream)
CGroup: /system.slice/pcscd.socket

3

Mol

p11-kit list-modules § 72 A}-§ 35} 2nlE Flco] 724 H ~nlE 7= 2 EZo ijf
HE ZA g

$ p11-kit list-modules
p11-kit-trust: p11-kit-trust.so
[-]
opensc: opensc-pkcs11.s0
library-description: OpenSC smartcard framework
library-manufacturer: OpenSC Project
library-version: 0.20
token: MyEID (sctest)
manufacturer: Aventra Ltd.
model: PKCS#15
serial-number: 8185043840990797
firmware-version: 40.1
flags:
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g

login-required
user-pin-initialized
token-initialized

2ulE Fpm o] @Hlz o] A28 7= 2R Gl

$ pkes11-tool --list-objects --login
Using slot 0 with a present token (0x0)
Logging in to "MyEID (sctest)".
Please enter User PIN:
Private Key Object; RSA
label:  Certificate
ID: 01
Usage:  sign
Access: sensitive
Public Key Object; RSA 2048 bits
label:  Public Key
ID: 01
Usage:  verify
Access: none
Certificate Object; type = X.509 cert
label:  Certificate
subject: DN: O=IDM.EXAMPLE.COM, CN=idmuser1
ID: 01

certutil 53 41§ 5o 2npE T o] QIEA] U] §-& FA G T,

o2

of

o
=

03

[P o] AFA 9] SHFE o] 52 T,

$ certutil -d /etc/pki/nssdb -L -h all

Certificate Nickname Trust Attributes
SSL,S/MIME,JAR/XPI

Enter Password or Pin for "MyEID (sctest)":
Smart Card CA 0f5019a8-7e65-46a1-afe5-8e17¢c256ae00 CT.C,C
MyEID (sctest):Certificate u,u,u

£v}E A2 9] Sl FA] ] §-2 EA T

ol gFij}(o] of o Ax]= MyEID(sctest):Certificate ).
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$ certutil -d /etc/pki/nssdb -L -n "MyEID (sctest):Certificate”

Enter Password or Pin for "MyEID (sctest)":
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 15 (0xf)
Signature Algorithm: PKCS #1 SHA-256 With RSA Encryption
Issuer: "CN=Certificate Authority, O=IDM.EXAMPLE.COM"
Validity:
Not Before: Thu Sep 30 14:01:41 2021
Not After : Sun Oct 01 14:01:41 2023
Subject: "CN=idmuser1,0=IDM.EXAMPLE.COM"
Subject Public Key Info:
Public Key Algorithm: PKCS #1 RSA Encryption
RSA Public Key:
Modulus:
[-]
Exponent: 65537 (0x10001)
Signed Extensions:
Name: Certificate Authority Key Identifier
Key ID:
€2:27:56:0d:21:f5:f2:72:ce.de:37:20:44:8f:18:7f:
2f:56:f9:1a

Name: Authority Information Access
Method: PKIX Online Certificate Status Protocol
Location:

URI: "http.//ipa-ca.idm.example.com/ca/ocsp”

Name: Certificate Key Usage
Critical: True
Usages: Digital Signature
Non-Repudiation
Key Encipherment
Data Encipherment

Name: Extended Key Usage
TLS Web Server Authentication Certificate
TLS Web Client Authentication Certificate

Name: CRL Distribution Points
Distribution point:
URI: "http.//ipa-ca.idm.example.com/ipa/crl/MasterCRL.bin"
CRL issuer:
Directory Name: "CN=Certificate Authority,O=ipaca”

Name: Certificate Subject Key ID

Data:
43:23:9f:c1:cf:b1:9f:51:18:be:05:b5:44.:dc:e6:ab:
be:07:1f.36

Signature Algorithm: PKCS #1 SHA-256 With RSA Encryption
Signature:

[-]
Fingerprint (SHA-256):
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6A:F9:64:F7:F2:A2:B5:04:88:27.:6E:B8:53:3E:44:3E:F5:75:85:91:34:ED:48:A8:0D:F0:31:5
D:7B:C9:E0:EC

Fingerprint (SHA1):
B4:9A:59:9F:1C:A8:5D:0E:C1:A2:41:EC:FD:43:E0:80:5F:63:DF:29

Mozilla-CA-Policy: false (attribute missing)
Certificate Trust Flags:
SSL Flags:
User
Email Flags:
User
Object Signing Flags:
User

certutil(1) =22 5 o] x| & F-Z 5} A 2.

7.2. SSSDE A} g 5}a] AnlE FlE o]= B 54
o] oAl & £rLE JLEF AF§ 5o SSSDE 41§ 3 ol & HAE dld st WYL dF .

A 27 A1

£rpE FFE o4 AL§ S M A1) B FEpo] A EE A5 7 AE L.

[ ]
sssd-tools = 7] x] 7} 4 x] 5] o] 1]l
[ ]
2}E F)E 2O E ZA 5 AvpE FE ] Y §-2 EA T 5= Y]k A|2H 9] ~ilE J]
= o~ HAEE FEFYAL.
23

SU F 41§ o] £PPE FFEE AF G 7 LA Fol AL

$ su - idmuser1 -c ‘su - idmuser1 -¢c whoami’
PIN for MyEID (sctest):
idmusert

£l E 712 PING 98 e}s WX 7} EAHA] G 95 EFIE EE g o] 9577
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74. 20E AEE A% ¥4 82

2l 5= 72 SSSD Z2& 32lg1]r}]. SSSDoj = z22]35]+= ¥ o] gj ot g 1= IdMoj 4]
SSSDE 41§ 9 915 #A) A FL FEFYA L. 22 U5 279 o]t

$ su - idmuseri -c ‘su - idmuseri -¢c whoami’
PIN for MyEID (sctest):
su: Authentication failure

SSSD = 27} o537 7-A} ¢F KnativeServing 5_h iera 9| 4] i#A4 & v} el 77 CA 915
Ao FA7F Q1S 7 Al Q154 FAE & 2512 H IdM Kerberosmtls o] 4] PkinitE A&
g} 5= 9] 7 CA ¢I =4 7} L= 7] 93] 8l=x] 3ol si]rl.

[Pre-authentication failed: Failed to verify own certificate (depth 0): unable to get local issuer
certificate: could not load the shared library]

SSSD = 79 4] p11_octets F=octets 5_ octets ZHE] A7k Z7Z 1}El]= F -2 SSSD

AIZF A S e 2 2ufE FFE 2 g A] QFsof @  AF. A A ehS Sa]= o of
5l zJA) o 1] &2 SSSD A 7F 2 F-E F-Z 54 A L.

GDM 2} 712 915 74 0] SHp2%] 2ol g] ). 027 Z-o] PAM 9150 tf 3t 55 v
A X & pgta]of .

# sssctl user-checks -s gdm-smartcard "idmuser1” -a auth
user: idmusert

action: auth

service: gdm-smartcard

SSSD nss user lookup result:

- user name: idmuser1

- user id: 603200210

- group id: 603200210

- gecos: idm usert

- home directory: /home/idmuser1
- shell: /bin/sh

SSSD InfoPipe user lookup result:
- name: idmuser1

- uidNumber: 603200210

- gidNumber: 603200210

- gecos: idm usert

- homeDirectory: /home/idmuser1
- loginShell: /bin/sh

testing pam_authenticate

PIN for MyEID (sctest)
pam_authenticate for user [idmuser1]: Success
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il

PAM Environment:

- PKCS11_LOGIN_TOKEN_NAME=MYyEID (sctest)
- KRB5CCNAME=KCM:

27 AFE 95 2 7o) vighEEl SSSD =2 E Folste] EA)9 golo] Hi §E2 ol
7111). SSSDol 21215t thvlol 518 9oL Mol | SSSDE 11551 15 £ A E 3
Z A L.

pam_authenticate for user [idmuser1]: Authentication failure

PAM Environment:
- no env -

PAM ¢150] 7% &3l 7| & A5

°H
o
£
2,
»
@,
3y
L
£

# sssctl cache-remove

SSSD must not be running. Stop SSSD now? (yes/no) [yes] yes
Creating backup of local data...

Removing cache files...
SSSD needs to be running. Start SSSD now? (yes/no) [yes] yes

7.3. IDM KERBEROS 6443°] PKINITE A}-§&35]3Z CA 915417} &8l 2 A Q=X 32l

o] & 2} 4] = IdM Kerberosmtls 7} PKINITE A}-8 & = 2l=2] 891
=X sFolsl= vl = A oigh]r],

\O'll'

37 CA Q1S4 7} S HFE 7 v =]

A 27 ALY
[ ]

AulE FlE o x] A1-& 3 IdM 4] B] & Fz}o] ol E

2ulE F1E 2]0 g ZIX] 513 ~AnlE FfEo] 1 &
= g~ HAEZ FEHA L.

kinit 7€ 2l E] & &5l AplE Fl o] X FH oA E ALE 51 idmuser1 Z 215 %

$ kinit -X X509 _user _identity=PKCS11: idmuser1
MyEID (sctest) PIN:
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773. 2nlE Jle 2 Q= B4 ]2

R

Bz 442,

£nLE = Ping 98 gl Ping 4 92 7
-

=9 8L EA G 5 Q=] GG HA L. 21k T

PIN] 5-2/5] 57 ¢}.5 & 9] & sjepis vl A< 7F FA 5w CA A AFA 7 7542 7 2
F/oh.

openssl 7% 218519 CA A 210] 7] 54 viE Helo] )5 =] gl
1,

$ openssl crl2pkes7 -nocrl -certfile /var/lib/ipa-client/pki/ca-bundle.pem | openssl pkcs7 -
print_certs -noout
subject=0 = IDM.EXAMPLE.COM, CN = Certificate Authority

issuer=0 = IDM.EXAMPLE.COM, CN = Certificate Authority

AEA o] HEHL AT

®

idmuser1 o] A} g2} 215 2154 IDE Z5 1.

$ pkes11-tool --list-objects --login

[-]
Certificate Object; type = X.509 cert

label:  Certificate
subject: DN: O=IDM.EXAMPLE.COM, CN=idmuser1
ID: 01

DER 34 9] 2n}iE 7= o4 A&} 54 JRE 8]l
Using slot 0 with a present token (0x0)

I $ pkes11-tool --read-object --id 01 --type cert --output-file cert.der

i
DER 91541 & PEM ¥ &) o = @ g g,

I $ openssl x509 -in cert.der -inform DER -out cert.pem -outform PEM
01541 o] CAZIR] 47 & 6F WP A} A ' o] Ql==] g olgi]r].

$ openssl verify -CAfile /var/lib/ipa-client/pki/ca-bundle.pem <path>/cert.pem
cert.pem: OK
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£npE FpEo] of 2] Q1 EA] A} EFE 5 kinit o4 152 Fla &
28 7 g1tk o] F certid=<ID> 342 AFg 319 Kinit 3o e 9152 A1FA |

sl oF 1)t

2mpE FpEo] A AEA] 75 G5 ALE 79 AFA 9] A5A] IDE T 51

N

.

$ pkes11-tool --list-objects --type cert --login

Using slot 0 with a present token (0x0)

Logging in to "MyEID (sctest)".

Please enter User PIN:

Certificate Object; type = X.509 cert
label:  Certificate
subject: DN: O=IDM.EXAMPLE.COM, CN=idmuser1
ID: 01

Certificate Object; type = X.509 cert
label:  Second certificate
subject: DN: O=IDM.EXAMPLE.COM, CN=ipauser1
ID: 02

o] Z=4] ID 012 A}-£ 3519 kinit & &3 §F1]c}.

I $ kinit -X kinit -X X509 _user _identity=PKCS11:certid=01 idmuser1

MyEID (sctest) PIN:

5.

klist = & @ 5] o] Kerberos 215 g1 7§ o] U] &L gelgi]o.

$ klist

Ticket cache: KCM:0:11485

Default principal: idmuser1 @EXAMPLE.COM

Valid starting Expires Service principal

10/04/2021 10:50:04 10/05/2021 10:49:55 krbtgt/EXAMPLE.COM@EXAMPLE.COM
6.

o) 2 5] 24 Kerberos EJF S 414 3] .

I $ kdestroy -A

kinit i= -2 5 o] ] & FE 5 A] L.
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kdestroy man zj o] x| & FFZ 5] A] 2.

7.4. SSSD #| 7+ =3 =2]7]

20l E FFEZ AF e b A} i F9, 2 F AP A7 Z 7 §% o] §1i=4] KnativeServing
5_hiera.log ¥ p11_octets.log 7 22 g 2l5}{A] 2.

krb5_child: 3}¢] A] 7} [9607] reached.....consider increasing value of krb5_auth_timeout.

27 g o] A7k &3} o] 9l 79 o] Tz Ao HH = SSSD A 7F AL HFH ]l
AR & AP
[ ]
2nlE F1E Q5L 95 IdM A ] 2 Fefo]dEE Y51
=

IdM =z} o] o1 E o] ] sssd.conf 7212 1]}
I # vim /etc/sssd/sssd.conf

ool A HJ A [domain/idm.example.com] 2} Z+o] O}% 542 F&7}1g1] .
I krb5_auth timeout = 60

[pam] & H o A] o} &2 F7}gH .
I p11_child_timeout = 60

SSSD 7Y A] E =]21] L}

# sssctl cache-remove

SSSD must not be running. Stop SSSD now? (yes/no) [yes] yes
Creating backup of local data...

Removing cache files...

SSSD needs to be running. Start SSSD now? (yes/no) [yes] yes
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At 2FAE Se]H ArpE FFEE AR o] O] S A] 2. A4 ¢ 1§ ~ArfE T Q1S I~
EZ FEHAL

7.5. Q1A of F & AR 75 FA 5

20l E F1E 2 Q155 b A7} Y= G- 2l E FIE QISA|E AFE R A Enl2 A A F P=R]
3lo] L]}, 7] H F o Z A& <] = o usercertificate 2= 2] JH Z ] olZA] 7} EoFH F-& ol =4
T} AFEAIS} A A G 22} A5 A] v F 7 o] FoH F¢ ASA] L AFER A yao] WFE 5
A 54 o F 2 R 7F o] ZAE s H 5 H 05 AL FZNAL.

o154 7F ARG Aol A 1 G5 = ] Eol

AnLE F}EZ A8 5)o] SSHE A1§-31o] 55l 4 dA) A5 E IdM(Identity
Management)©] A}-& 3} 350 7} oF 1] t}. SSHE A}-§ 3} 215 317] 9]3) ~rE
7}55 Al-&8}=] &= 7-¢ ipa user-add-certmapdata 3 52 A}-& sfo] o1F 4] v F o]

F71E 7 Ao

7.5.1. QA5 A7} AE Ao A E = gy el

7] & o 2 A2} §FE o] usercertificate <=4 o] A H Z A o547} Z ot F-¢ 1§/<1 T} AR}
o AU 2z} Q54 u]F F3F o] FoJH FP ASA Y AFER dEd Fa o] MFE T+ s
r}. o] Az A]= Q154 u]F 3L Folsl= WS dF g

ALE 2 AL
[ ]
2ol E 7] = o A] AF-g gk IdM(Identity Management) A u] & Z&o]l EE H X517 743
Ty
[ ]
AolE FlE 2|0 & ZEA 5131 AnlE FlE o] Yl &2 FA e = Qg A| 2 H e ~nlE 7]
= WA~ | AE S FEIHAIL.
[ ]
2olE F1E QIFAE IdM AFERLo A v F 1] . =l E FFE= o 4] 9152 4 5la H <]

541 B 7L FEGFHAL.
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73, ~ulE Jl=2 Q1 Z 24 4

HA IdMo] cfsf 78 € 254 vfF 78S gl

# ipa certmaprule-find

1 Certificate Identity Mapping Rule matched

Rule name: smartcardrule

Mapping rule: (ipacertmapdata=X509:<I>{issuer_dn!nss_x500}<S>
{subject_dn!nss_x500})

Matching rule: <ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM

Enabled: TRUE

Number of entries returned 1

23 22 g 74 5 it §oE RS BT 5 il

ipacertmapdata = IdM A}-&<] g+E certmapdata =% o] A& 5 A5 L}eld L] .

altSecurityldentities = Active Directory2] Al-§ <} g}= o] 5 o J E%o] Alg ==
218 g o

userCertificate;binary= = IdM 5= AD9] A 215 A] 7} AF&EH S el .

<ISSUER>CN=[...] = A& 591 21541 9] issuer <% & 3}9l5}of o] gta A sl=X]
ol g .

<SUBJECT>.*,DC=MY,DC=DOMAIN -2 Q] 54] 2] A5 S 3}2lg}]r].

IdM #] ] 2] /etc/sssd/sssd.conf 7} 2 9] debug_level = 9 = 57} 35} SSSD(System
Security Services Daemon) Z 7] 2 &4 3} ¢}/ .
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68

[domain/idm.example.com]

debug_level = 9

SSSDE rjA] A =N A] L.

I # systemctl restart sssd

oj B o] 2ul =7 FZ A 51 /var/log/sssd/sssd_idm.example.com.log 5} ¥ 9)] O}& gF= o]

HAIHL .

[be[idm.example.com]] [sdap_setup_certmap] (0x4000): Trying to add rule
[smartcardrule][-1][<ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM][(/
(userCertificate;binary={cert!bin})(ipacertmapdata=X509:<I>{issuer_dn!nss_x500}<S>
{subject_dn!nss_x500}))].

oy

of,

FH o FRE P EFH FP F A A §EE 27 U FoIF 7 g

M

1,

[be[idm.example.com]]] [sss_certmap_init] (0x0040): sss_certmap initialized.
[be[idm.example.com]]] [ipa_certmap_parse_results] (0x4000): Trying to add rule
[smartcardrule][-1][<ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM]
[(ipacertmapdata=X509:<I>{issuer_dn!x509}<S>{subject_dn})].
[be[idm.example.com]]] [parse_template] (0x0040): Parse template invalid.
[be[idm.example.com]]] [parse_Ildap_mapping_rule] (0x0040): Failed to add template.
[be[idm.example.com]]] [parse_mapping_rule] (0x0040): Failed to parse LDAP
mapping rule.

[be[idm.example.com]]] [ipa_certmap_parse_results] (0x0020): sss_certmap_add_rule
failed for rule [smartcardrule], skipping. Please check for typos and if rule syntax is
supported.

[be[idm.example.com]]] [ipa_subdomains_certmap_done] (0x0040): Unable to parse
certmap results [22]: Invalid argument

[be[idm.example.com]]] [ipa_subdomains_refresh_certmap_done] (0x0020): Failed to
read certificate mapping rules [22]: Invalid argument

oy

of,

ﬂllo
Jei

73 FEe Felghi.

# ipa certmaprule-show smartcardrule
Rule name: smartcardrule
Mapping rule: ([(userCertificate;binary={cert!bin})(ipacertmapdata=X509:<I>
{issuer_dnlnss_x500}<S>{subject_dn!nss_x500}))
Matching rule: <ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM
Domain name: ipa.test
Enabled: TRUE
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228 3¢ d5A i 7HE 79 G

# ipa certmaprule-mod smartcardrule --maprule ‘(ipacertmapdata=X509:<I>
{issuer_dnlnss_x500}<S>{subject_dn!nss_x500})’

sss-certmap vl 77 #H o] x| = FZ 1A L.

7.5.2. 2nlE F}E Q1FA] o] FHH AFEAF 22l

AP E FEZ AF s o BAF Qi F9 LrE AFEA} 2vLE FE Q55 e ZH o] YA
ol g .

A 27 A

[ ]
20l E 7] = o A] AF-g gk IdM(Identity Management) A/ u] & Z&lo]dl EE H X517 743
w4

ALE F1E & N5 ArpE TS -2 EA T 7 AT A 28] S 7]

= o HAE S FEAIAL.

APPE FLE QFAE 1AM AL§ 3l A T GG T 2 rpE S04 952 74 e ol

54 g 73 L FEAIAL.

A0lE 7l o] o]ZA] AME (o : cert.pem )o] Sl41]t].

A&7} Aol E FlE o] FX]9] dd A5 o] 9l=Xx] gFolgiL]].

# ipa certmap-match cert.pem

Domain: IDM.EXAMPLE.COM
User logins: idmuser1
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Number of entries returned 1

ARG A = ¢l 0] SrRER] QO w AFA I AFGAIA v 5= WY S e T,
N ZA] 7} AF§ 2ol v G H = W L FE YA L.

P

A&} G o] AFA 7 EFFH o] =] Fol ).

# ipa user-show idmuser1

User login: idmuser1
[.-]
Certificate:MIIEejCCAuKgAwIBAgIBCzANBgkqhkiGI9wWOBAQsFADAzMREwDwYDVQQK
DAhJUEEUVEVTVDEeMBwWGA1UEAwwVQ2VydGimaWNhdGUgQXV0aG9yaXR5MB4XD

A&} G Bl YIS I} G0 AFg A F-Fo] base-642 917 H AFAE FIFE .

~

header ¥ footer~} #j 7] €l zl:?xﬁf ?1, H G vE Yyl z g
t}. ipa user-add-cert '3 3 o A] o] Y5 = F & ¢/

&

Aol 912 8]

I $ export CERT="openssl x509 -outform der -in idmuser1.crt | base64 -w0 -

idmuseri.crt 71 Q2] Q1524 7} PEM % 4] o] o] oF g},

ipa user-add-cert 3§ 3 2 A& 35} idmuser1 o] ZZ Hoj QlFA]E F71gL] .
I $ ipa user-add-cert idmuser1 --certificate=$CERT
SSSD(System Security Services Daemon) 7| A] E =] 51/ }.

# sssctl cache-remove

SSSD must not be running. Stop SSSD now? (yes/no) [yes] yes
Creating backup of local data...

Removing cache files...

SSSD needs to be running. Start SSSD now? (yes/no) [yes] yes

ipa certmap-match = t]x] &g s}of A&7} 2nfE FIE QFA] 9 A 5] o] =X g9l
gt
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