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35.3. ANSIBLE Z g o] &< Alg38le] IDM 3 2E 5o S AEV}JER &9
35.4. ANSIBLE Z#|o] & A}&3le] IDM & 2E 28 =3
35.5. ANSIBLE Z o] 28 A}4-3}e] IDM &2~ E 28] W e 27} =X g9l
35.6. ANSIBLE Z @ o] 25 A} 4-35}4] IDM 32 E 189 3 2E7glEX 391
35.7.ANSIBLE Z g o] 22 Al435l] IDM 32 E 284 23 52E 180 gleX 391
35.8.ANSIBLE Z & o] & AFg-3lo] IDM & 2E 2F0°] gleA &9
35.9. ANSIBLE Z#| o] 5§ 4183t IDM 5 2 E TF oA Jiw e =b7t fleA] gl

36%. ANSIBLE Z g o] 22 Al8-5l] IDMe]] S 2E 7]uk AN 2 A o] FHo] Y= 3l ............

36.1.IDMe] 32 E 7|ul A 2 =] o] F3
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374. S ADALE A o] B2 ARG EE =l A 4 FA i
37.1. =<l 3kl <=4 9] ZHE Wk

375 . F7t g

38.1. IDMo| A 415 & 4= 9li= AD FOREST ] AF&-#} B.Qk 5] o] &
38.2. IDMo] 4] AD UPNS7} 241 ¥] A ¢17] &¢l
38.3.AD UPN Q1Z &A| o] gt &4 &l 4 d o] €] +F

39.1.AD A}-&#}¢] ID & o] 2 7]
39.2.1D o] 7] = AL& 3le] AD AH2- 217} IDM #Ha] 7Hs
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https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat Enterprise Linux 9

174, IDM % & = € 2] E] A7)
thg A A ol A & IdM(Identity Management) ™ &

A 27 Av

o A g HA2E F s IdM AT H.
A §F W &2 Identity Management A 3] 2 Fx 3814 Al &

o IPAHE QlEis o) 28 A8 5ol Wl &8 Kerberos B 21 0 2 [dM& 915 g o

11 IPA H 3 = ol g o] 28 F 9 Y 7}?
IPA % & = ¢1¥] 3 o] 22(CLI)E IdM(Identity Management) #2] 2 943+ 7| B 9 & = 2 g # o] 2 Yt}

Ry

ldMS- 2] 8l thFEl 8¢ 43 (ol ipa user-add 8 % )2 ] D sto] A AbgALE 715 ok

IPA =& 2e IdM A B B 918 712 A3 24 A 2d U,

IPA % % Q13 o] 2(CL)E 227 1dM 22129 259 AHS 7bs & £8% 541 & 44 T oh IPA
gAY E S A eteE gl ok

o |dM AW 7} A X =] o] A8 Fo]o]of F ).
® 73k Kerberos E]# & AF&-31o] 1&g o).

?lo] ipa help -3 Q15 71 w8 AL /1Y Qb el 3 ol Aol i H 1ot B

=+
Y
08 48 Ut ipa £ AFS AL o] AFE S 4 U o

itk melA 712 ipa help @& S 2183l toplC, COMMAND

1
H A EE EE S AP S A

1


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management

Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]

o
Dipa =92 FAE APslo] IPA 282 (o AFE A, AZA A M 5)o] 2 25

top /Enical letters 7} 9= VE= A+ YUt mabA] 54 A (ol: ipa help A&7 )&

AR & 5 AU

o
help 93 & ¢ 35lo] IPA =8 (o : user-add,ca-enable,server-show 5)<]

ipa
=g BN 5 daUth

mlo

3

o

o
) /=: g FA = ¥ Command MAND+:= ¥ Ut} w}2}A] ipa help user-add ¢} 7+

e 54 9ue AR+ dFuth

S AR E 9 E A | 2 A IPA =22 AHgstE WS A9 gun
Azt
1
Hua3 IdM A B o)) @43t
2
P FAE 985t = RolA e FA4 558 IAHUH

ipa =%

I $ ipa help topics

pa help [topic_name].

3.
A % shbe Ag stz g el wek B2 wEUhi
@ 74 F e Ao

topic_name Fx}<¥ 4l o] A TA oA g

o] dl AN T FA2 AU user

I $ ipa help user

op
ol

A 2.

EA% e 7L A

o
=
2
)
>
[t
i
e
o
52

IPA 8% Z2o] U} 2

I $ ipa help user | less
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29 g ol 238 5] AA £22 42 F A&

IPA CLIol = AF87} 0] 03t =8 o] 7t EAFUTh A2 o
Ao Be oA 2 4 AFuTh

1.4.IPA =2 J & A&

e AR e BHE AHAo| 204 IPA SR 93 e Bes e Ay

I $ ipa help commands

WY F shts st o seel gl help @32 44 $th ipa help <

COMMAND>. &It ;COMMAND& gt; #2-€ th2l o] A TA oA ta e 93 & shtbs F7H
t}.

I $ ipa help user-add

ipa man | o] #].

1.5.IPA 9% 7=

IPACLI= g+ 39 982 72Ut

IdM A ujol A 713 A &

of
ot

tekton-databind built-in B3 & ¥ 3+ A}&35 4= 9J &t}

fife
1)
M
ro
2
ofd
ol
ot
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R

DNS @ 2=,

£ 8 o4 2 Ao} 75 #el

=~

olg g ¢ A E t) LA IPA CLIol & b3} 2

ol
ol

e

F7HF7h

44 (mod)

217 (del)

HEA(EA)

o ol

|

3

ipa user-add, ipa user-mod, ipa user-del, ipa user-find, ipa user-show

e



1%. IDM

ol
ot
T
Jo
il

g E A0

ipa host-add, ipa host-mod, ipa host-del, ipa host-find, ipa host-show

ipa dns record-add,ipa dns records-mod.ipa dns records-del,ipa dns records-find,ipa dn
records-show

ipa user-add [options] & A}-8-3lo] AH&AE AT & AFU T o] 714 [options] = A9 A1 Y
t}. ipa user-add " B 7 AHE-3HH AAHE A S AR A RE Q3

71E QLBAEZ WA A QHAES A o3| of . A W H o= 2 H A E ipa user-mod
USER_NAME [options] = ¥3Fg 1t}

1.6. IPA 3 S A}-251o] IDMo)| A} &2 A Q 37}

& Aol A= W EH =S AL8-3to] IdM(Identity Management) ©] o] €] ]| o] 0] x| A& A4S 3715}
3

Bulde 93 1dM A uj el 2o

Al A A F7betE W HE e Ao,
I $ ipa user-add

ol BH e AgA AL AHFE Wl Do /L HolHE ATHES 2Pt 2aYe
A gk,

i

First name: =0l A} A1-gzke] 3 WA o] &< )2 st Enter 71 & & th.
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Red Hat Enterprise Linux 9 [dM A}8-2}7} $ 2~ E 9 A4 2 A o] 713 &2

Qe A AL el 42 A2 53 Enter 718 FEU

User login [suggested user name]: A& %} o] 28 4 & 5174 Enter 712 =2] A<t A}
|2 ol gy

AHEA o] -2 A A IdM ] o] Ej v o] 0] tj &l SLF-3 oF Pt} 3G AHEA o] Fo] o]v] &
A 517] W Fol & 771 2ASHA ipa user-add H#H 2 Al8-5to] Z2AAE WHE S5 O I F
gk AHE- AL o] 55 AHE U O

A7t o] B2 F713 F AHE A Al o] IdM d] o] Bl ]| o] 2 0] 3715 22 IPA % 3 = <1 # o] ~(CLl)=
e 282 2

Added user "euser"

User login: euser

First name: Example

Last name: User

Full name: Example User

Display name: Example User

Initials: EU

Home directory: /home/euser

GECOS: Example User

Login shell: /bin/sh

Principal name: euser@IDM.EXAMPLE.COM
Principal alias: euser@IDM.EXAMPLE.COM
Email address: euser@idm.example.com
UID: 427200006

GID: 427200006

Password: False

Member of groups: ipausers

Kerberos keys available: False

16



4. IDM 3 3= f2 g 27

2
718A 02 AR gEe AgA AR A Ho] YA SUTh AR AR S A
she B¢ ¢35 g Folsle W o ¥ 3 @7 ipa user-add § 3 & AR,

I $ ipa user-add --first=zExample --last=User --password

IPA CLIGI 4| AL&7} o] B3} 45 8 3718171 Sl ajahe WA A7t EARY

AH8-AL7E o] 738 735 ipa user-mod B & AHE-Ske] FEE F7E o AwU T

i

7} Abg A AR T ol wl WEE WA 5 A5UTh oA F So] AHg Al Al FEE FAE

+ uth

o PR WAL 5T 7| E AL A AR L A o3 of sl2 = user-add 23 th5 U oh(all:
)

A 27 A

AFE2F A& g st Bl A A 3ol Qlojof gt

Eue o3 IdM A slo) A7 g o

A AL AE ARSI, ¢3S F787] 9 --

ipa user-mod W& 2 st
password ¢} 742 348 A4 Y

o

o

I $ ipa user-mod euser --password
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Modified user "euser"

User login: euser

First name: Example

Last name: User

Home directory: /home/euser

Principal name: euser@IDM.EXAMPLE.COM
Principal alias: euser@IDM.EXAMPLE.COM
Email address: euser@idm.example.com
UID: 427200006

GID: 427200006

Password: True

Member of groups: ipausers

Kerberos keys available: True

ol Al A7l AHEA AT 7t AR H o] AHE AT IdMe] 2213 5 AF Y

ujj 7] ¥ S=0l] o 3 z}A & Y] &2 ipa help user-mod %S A3 g},

1.8. IDM -l el gt E52 A3 ste ¥

IdM(ldentity Management)2 &S0 o5 7t 54 2 A3 Y.

M2 o537 22 b5 & 552 Asste S Addyd.

FAF Y &

il
=
2
)
ol
e
)
ol
ot
)
o
i
i
2
v}
2]

Abg-EU T

I $ ipa permission-add --right=read --permissions=write --permissions=delete ...
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e

222 5252 5S & dFUDh o A% Dol Fe F3F
I $ ipa permission-add --right={read,write,delete} ...

29l A= QBAE- i &2 F7bst= permission-add BB & Ko FH . of A <A = A
AL QA FFEUG ... A S FrlstE = LBAES FUsloF gy

HHZA ol 3 OF @& £4S Aol B IdMolA] o] A 3t Z=2 A
Utk gebd 0F 2 S4< Qo ES o 3ok e Bl gol obd A A Al

oz ¢A3 Yol
= Aok Utk

=
=]
=
- =5

ol

E Eo] 99 HH A A3 B2 Q]7], 27] D AA| 7} £3F Ut} permission-mod HH o 7 =
£S5 g

qzdaﬁ.l,ﬁgéﬂﬂﬁﬂuqmz%ﬂ%gQQHHMH%%ﬁq&ﬂ%qq.

o 1: ipa permission-mod g %2 o] F71d RE AS Aol EFY

I $ ipa permission-mod --right=read --right=write --right=delete ...

1A
rr

I $ ipa permission-mod --right={read,write,delete} ...

o] 2 - ipa permission-mod % -2 W& o] X3} R ¢7] wj Zo --right=delete Q152 ArA) g o).
I $ ipa permission-mod --right=read --right=write ...

=
I $ ipa permission-mod --right={read,write} ...
1.9.IDM D2 €l 9} 54 £2-2 AHgshE BY

ipadEol 5+ EA7 IFE BEE AFE AT 1 o] @ EAE WSHYA ()= ol =A ol =]
ool & Sol, kAl 554 BAolE 2w tlEE(< D >), ATAE(R), BE() E 2 EAE()0l
g
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oz

et

ol ¥y (*) Z olxAlol =z 32 FPFF
I $ ipa certprofile-show certificate_profile --out=exported\*profile.cfg

Qo)A olE @ FAE eui=s) B BT 5 7] W] o] 2A0| ZH A
e oz A5eA eyt
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24. 3 A E2 AHgsto] ALgA A

23, 9P E2 ALgstol AR AR B

o] Zo A = IdM(Identity Management)2] A}-& 2} @}o] 3L ALo] Zo) T 3 7] 2 Ao £3t5 o] YFL

. o

S AANNE OS2 S5t e naFUT

AR A A

A A AHEA AR &4 st

AHEA A BE

@4, 28019 e nEH ALEA AR A

TH A AR 54

2.1. AF&A} gho] = Alo| =

IdM(Identity Management)2 A 7}A] AH8-#}F Al GHI & Ao

W A}Rx}% A5 5 FUth ol 27 FUAUTH B4 AL Aol Be G AV AL

AR % A 5 YEUTHe: 15 A A).
B AFEAE 212 4 AFUTL Bad BE ALEA AY £4L o] el Al of ]
t}.

HE AL A= v A A2 7h2E s o] " B4 AFe Aol H IdMo)| Q1=3F 4 g1t B

EASAE Y AR AT A PR AR 4 S AFAD AR 159 AN

ohdu .

i

21



Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]

___________________________________________________________________________________________

Preserve '
Activate | @0 M 00 ML 0 fmmmmmmeeeeeo >
Stageusers =~ --------------- | 4 < Preserved users

Active users Restore

lDe.’e te

Delete Delete
» Deleted users

A

2R H AR A AR L B4 F QU A A AR S A AIsHE dld AR A4 H
REARIIGFFR o7 A

Al 2 A= 718 admin AR A9 22 B2 A; Ago] = A AT BE FAFULL AFE RE
A A AR L 2HA| & 7 ¢ Directory Manager:= Directory Serverd| ] =50 2 A Az A= A A3l of
Ay

%91

admin AF-8-2LE AHA)| 814 w4 Al €. admin 2 IdMol] 2 8 3t AL A o] AL8-A}o]
B2 o] o= Qs 54 WH o FAI7F A o). oA admin AFE-AE A o] 8t
31 ALg-sHE W 3t o] o] & AFg Aol Al A A AgHS F o] g ¥ ipa user-
disable admin A} 222 ALA A o] E admin A& A= H| &A1 315144 Al L.
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24. 3 A E 2 AHgstel ALgA AR Al

“ik 9]

22 A-2AE IdM9 3713814 vp4 Al 2. NSS(Name Service Switch)= 22 A}
27 9 2828 3ol Ao A4 IdM AL A 2 2852 3. =, dE &
IdM 25 9 4 o] 22 A2 A A= A5k &5t}

2.2. 4HE S ALg st AL A F7}

¥
N
9
oS
47
o
<
o

&3} ol AgAE
AGAT AFH o2 AT 5 9k B ALEA ARG AU

A2 W AS A ole @ AR S A8 5 YFUTH Al AL R AL EHsEE A S
e 2. AR AR S AFS S Ful7E Hw B8 S AT

& Aol A & ipa user-add B H & A1§-3to] T4 ALEAE IdM A ulol F7hsHs WS A9 T
.

u} 3712 2 ipa stageuser-add = 3 & AL8-3lo] 2H|o| A AL A AIZ L WA F AF5UTH
ZFa

IdM-2 3+ A12-2} ID(UID)E A AH&AF Al A0l A5 o2 3 Uth 250 = o] &

< —’Fb@ﬂ "‘_‘.:_ Q) x|t A u oA UID M3 7} 7634 o B = 3ol 3R] &) o] =
A3 o ALgA F2o] FAEID WEI FFE 5 AFUth LS UID7 Qe o2
FEo] Y s Aol EHUTH

3k
3}
5

A 27 A

[ ]
IdM == AHE-A BE| A 9382 A2 sh7] A3 A A

Kerberos E] 21 & wk5 o).
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A3

ErdS 43 IdM A B @2 o

AR 2291, A A o1, 4 R AdE Ao oMY F45 F1E S x dFUnh
I $ ipa user-add user_login --first=first_name --last=last_name --email=email_address

M ohe Aoz 4 5 9l

rr

AR o]

Tt
tllo

A4

g

Ut
I [a-zA-Z0-9_.][a-zA-Z0-9_.-]{0,252}[a-zA-Z0-9_.$-]?
23

T3 2 715($)2 B AHE A o] 52 Samba 3.x A 28] x9S &4 3}
371 98 A g

HEA7E £3HE AHE A o5& F718H ldMO A o] 58 A 3T v A= A5 WEFy
o b 1dMe 2290 A 33 A7 AR AFEA ol 5S Al o U Th =3 AR B AR
A} & 7t casingoll ¥ & AR ol 58 FUHE 7 U

AHeA} o] E9] 712 Hul Zol:= 3279 Ut} W17 3121 ¥ ipa config-mod --maxusername
BES AU d & 50 AU AHEA o] F Aol E AR E 5 EE UdSS FAdUL

$ ipa config-mod --maxusername=64
Maximum username length: 64

ipa user-add 3 P o] W2 wj7] W7 £3H o] AFUT 27 YL ipa help BE S
AR

I $ ipa help user-add

ipa help 8% o] di g AHAI g Y &2 IPA =323 FXsH4 A L.

24
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24. 3 A E 2 AHgstel ALgA AR Al

I $ ipa user-find
o] BY L RE AHSA A AN AHFE GE T

23. 9 EL AHgsto] e B3}

212 AR L 2H o] R oA B4 AHIZ o] 5 3lo] &4 3l3lE W ipa stageuser-activate 3 #H 2 A&
gy

A 27 A

[ ]
IdM = AH8AH B2l 2 22 Bl sy] A8 AR A,
[ ]
Kerberos €] 71 & w1 o).
A
1.
HuldS g3 IdM A s o] 443
2.

the W e AHgstel SR AR S B ST

$ ipa stageuser-activate user_login

Stage user user_login activated

B E M A& ARG S YEste] Al AR Al o]l AP HAEA ST = dFH T
I $ ipa user-find

o] 82 BE AR A AN AHEE YEdU L
24. Y H =S AH85to] AHSA BE

AREZF A S A A s A AHEA AR S BED F AAT YTl BT F e IS FAFUH
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A1 A A1 S B E35He]H ipa user-del === ipa stageuser-del 33 3} 37 --preserve 343 A&
Yt

A 27 A

[ ]
IdM == AH8A A2 2} o 28 B2 e] A% A A A

[ ]
Kerberos €] 71 & w1 o).

4
1.

Elr) 2L A3 IdM A o] 243

2.

AHE A A o] AAH A ES el 20k 2l E FAH YU

2.5. WA E S A183to] A& A} AR

IdM(Identity Management) S A}-8-518 A& A @74 02 248 4 Uk 0o
A1t

tlo

A7)

)
RS

°

oS HH L AL8-5l= &4 AL2-A}: ipa user-del
°

U8 932 A2 319 AHEAE 28 o] J @ ). ipa stageuser-del
°

-3 99 S A3ty »EH ALE A} ipa user-del
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o .

WHE 2 ALG sl AL A AR el

AA = A%
2y,

o 2 AHEAE 2HAI S o --continue 3433 AH8-3ste] @ /ol AAIRle]
Fol gx U AT H A Aol g 2 o] stdout TF EE 2EH

e ml°

I $ ipa user-del --continue user1 user2 user3

—continue  AH§-314 Gt A BFE R BAS] FARNT 2D WAX AHEA AR S A

o

A 27 A

[ ]
IdM = AH8AH B2l 2 22 Bl sy] A8 AR A,

[ ]
Kerberos €] 71 & w1 o).

A

1.
Huld-S 3 IdM X o] AA 3.

2.

o2 FH S AFLslo] AL A AR S A gy o)

$ ipa user-del user_login

AHEA Al o] IdMol A 72 o = A H AF Y

26. AE 2 AHEsHol ALE R B9

£ AN8AE g3 pol 29T 4 Ay

g4 A=} ipa user-undel

AHg-#F @A) ipa user-stage
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AR AR L BAAE AR oA HAH0] B BANAE GHUTh o] E So] ALEA FBE B

9] epon] tha] Ao} gtk

A 27 A

IdM == AHE-A BE| A 482 A2 sh7] A3 deA A

Kerberos E] A & utL=1 o}, A 3 Y &2 Kkinit= AFE-31o] IdMe| 5%

2 FxatiA L.

Az}
1.
EHrdg 43 IdM A o] aZ3t.
2.
oS 9L AHgatal A8 AR S B4 o
$ ipa user-undel user_login
Undeleted user account "user_login"
= AR} Al A L staged= BAS = JHU T
$ ipa user-stage user_login
Staged user account "user_login"
s 2

o7 2a93=A

2E 1AM AHE 2 Al & A st A AFER Aol A HAEA AT = JdFUT

I $ ipa user-find

o) e mE ASA A AN AFS DT

28
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3% IDM 9] UIE 218 5}o] A1} 714 B2

37%. IDM §} UIS AF-§-sto] AH8-2 Al &2

IdM(Identity Management)-2 o} 3t A8-2} 2H¢] A&S A sl= dl =90l € + A
AlFdo

fr
£
1)
A
X
il

AR AR AR

Aol At A B S A Fs7] Aol ZH[ o] A AFSAF A S TSI A o] AHRA ] A H X
A& &dststEd APd ol FHl st A L.

ol BAE Atst B4 A18A AR A AT F AFUT. AR BAR AER AR S A
Rk A% fARI L

AHEA A 2735t

i~

Ao R WA 7

o2
e
o
)
ox
ftlo
L]
o,
L:)
d
L
v

AH&AL AR w273 s}

AHEAZE R A D S HEFAO 2 A AR S LA Aoz v sl of g

AR A B

AHg A7} whgshA A4 2 thAl B4 st of gt

e AR A

AHg AT} ALl B A A7 Fol ThA] Bohe Qo AL B ¥ FUE b

2 b sl o} g

AR AR B

29 F A8AE A Soprb uEH A4 e 2ok gk

AR AR AR

Aol A7a A5 WAl A S AHA T

3.1. A& A} glo] = Alo| =

IdM(ldentity Management)2 A 7}A] AH8-=} Al G E Ao
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WA A RS 9158 F Qg ot 271 Feiduth B4 AHg Aol Wad AN SR
A £ AFE 5 dFUThel: 25 Bul4).

[ ]
A AEAE A58 5 AEUT Ra e RE ALLA AR SAL o] A= AR ok F)
t}.
[ ]

REAEAE A U2 7HFH = o|d FA4 ALgAloly IdMo]| Q153 4= QlsUg. |
FE A= A AFEAZ 7HA AL Q= U R R AR A4S FASA T AR 150 ARt

by .

___________________________________________________________________________________________

Preserve '
Activate | @20 M»d 0 M 0 fmmmmmmeeee--- >
Stageusers =~ --------------- | 4 < Preserved users

Active users Restore

lDe.’e te

Delete Delete
» Deleted users

A

IdM & o] ] ¥l o] 2] 4] A} A} FEL ALz AbA

et

+ g&uth

AA A AR AL B4 F sUT A A AR S AHAlsha sl d AB A 94 E
REART ITHeE 49Ut

Al A A= 712 admin AFE A 74H8 AR ddo] Y= AFEA T O E S IdSUT AR R E
A2 A} AR L AHA| 3 7S Directory Manager:= Directory Serverdl 4] =590 2 x| A2 A= WA s) o
.
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3% IDM 9 UIZ A28l A2 A AR

%91

admin A8 A5 2HA5HA] w4 Al 2. admin 2 IdMel] 2 8 3 AP 4 o] AF8-A}o]
ug o] 9o Qs 54 Bl A7 EAFY ). A admin AH8-2H-5 7 2] 3t
3 ARE-SHE A St o] o] ThE AR Al Al &AL A’bE K-of 3t ¥ ipa user-
disable admin A}-§-21 2 AL 7 o] € admin AHg-A1-S ¥ &4 5} 514 A 2.

%91

24 A2 AE IdM9) F71381A] 4] A] 2. NSS(Name Service Switch)‘— 23 A}

8§42 252 A5t/ Aol 3 M AHEA 2 252 Fagych 5

IdM 28 An 4] o] 22 ALg A= F5514 45U

3.2. 91 Ulo| 4] AF&7} 37}

]EE
= =

Auig oz A Aol 2] e Aatat7] Aol Al A& A AR L WSolok gy o]l 2elo| x| A

o SlA|2g 4 glom g B4 5o g

84 A ARS A4 BE FE AsUTh B4 8RS

Ao wkek 24 ALgA B A8 A A AL AP 2.

A 27 A

[ ]
ldM == AHg A FHel 4 o e el sh] @ Bel R A

IdM ] Ule] 22913 .

F7bstew old) A
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2.
AR - GA AHEA Yo o] Ff YT
E= AR - B4 A AN A AL A AR S 71 AT AR A A 2F S F7L
sy
3.
+ 7} oto] 25 E9dU
4,
Add stage user dialog 3=}l Al AFg-A19] A3 AS AH T
5.
(A8 AL AHE AL 22 =6 229 o] F& F7H o
H 9 5= 45 IdM A v = E}n Ao 222 o] TG A HA EA9 Ao A
ZAYUL AA 229 o] 2L A 324714 38 = &Y.
6.
[A9 A3 GID =F o+ vl ol A AHSAS E3Halof o= 253 A9 gy
7.
[A9 A3 g5 Bed ¢35 E JFsta 4355 dgste] & o A s=A EAFUG
8.
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3% IDM 9] UIE 218 5}o] A1} 714 B2

Add stage user b4
User login
First name * Example
Last name * User
Class
New Password sEssssRRee
Verify Password TTYIYTYTY)
* Required field
Add | | Add and Add Another || Add and Edit | | Cancel
o] Al A] Stage Users Hl o] 5ol A AHEA AIB & & 4 AaU T

RED HAT IDENTITY MANAGEMENT

Identity Policy Authentication

Users Hosts Services Groups

Active users

Stage users

Preserved users

User
O | login
O | euser

k Services

ID Views

Stage Users

Q
First Last

name name
Example User

Showing 1 to 1 of 1 entries.

=Y
kS

AR ol B FYstE AS WE, FAE

. S dsuth

& Administrator ~

Automember -

2 Refresh | | W Delete || +Add || + Activate
Telephone Joh
UID  Email address Number Title
-1 euser@idm.example.com
= A9 F7ter 2L g AR S AR

33



Red Hat Enterprise Linux 9 [dM A}-8-2}7} € ~E 91 A A A o] 713 #-2]

3.3.IDM } Uls] A 28]o] A& &4 5

AHER7} IdMol 21913 A8 A2 IdM 280 S7atel ™ 280l A A&k A4S 24 shsl o
o o] AAAE DAH AR AL A4St Bl sl AP o

A 27 A

[ ]
IdM 1 Ul = AHg 7 el 9 &2 sl shr] 918 A A A
[ ]
IdMel] =v]E AHg-AF Al o] & 7 o] ssU T
A%
1.
IdM <} Ulol] & 2213t}
2.
AR~ BA AHg A HO = o) BT,
3.
S s13 AR AR S AR FSFTh
4.
redfish ¥ & & Syt
RED HAT  IDENTITY MANAGEMENT O el
Identity Policy Authentication Network Services IPA Server
Users Hosts services Groups 1D Views Automember ~
J5erl tegorie
Stage Users
Active users
Stage users Q Z Refresh || fDelete || +Add || v Activate
Preserved users User First Last Telephone Job
O  login name name UID  Email address Number Title
O | euser Example User -1 euser@idm.example.com
Showing 1 to 1 of 1 entries.
5.

510

stol tist Aol A el MES ZY

Zd s}l A -Fsha 1dM ) Uloll A&7 @44 5HE 1o n] AHE2L Al o] 878 AHSAR ol FH A=
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3%.IDM % UIZS A3t AL&A AR

2 A

) Shelo] AU TH AR ol B4 5 H 0] 9om ALSAE [dM =9l B 1dM <) Ule] tjsl 9158 5
4 th Ae 2% u] g Ao/l ¢3S WA stehe A7 EBAH Y.

| Active users

| Fearch Q C Refresh || WDelete || +Add || —Disable || v Enable || Actions +
First Telephone Job
[J = Userlogin name Last name Status uiD Email address Number Title
O | admin Administrator |« 78000000
Enabled
| euser Example | User v 78000006  euser@idm.example.com
=l Llol
[0 | stageduser | Staged User v 78000008  staged.user@idm.example.com
Enabled

Showing 1 to 3 of 3 entries.

a1

o] GAA = &/ AHEA AR S AHEA 250 F71E 5 s

3.4. ) Ulo| A AL-g-7} A1 w1 &4 3¢

23 AHE A AR S 2SS AsUT AFE A AR S v A shetE Al o] nj2AdstH B R AL
&2 AP & AH8-35to] Kerberosel 242 IdM M ¥ 25 AFst7A Y 2AH S 3 = fsU -

M ol = ) 9431l 4870 Aol of A EAS AR A 2 MDA G S A
FUTh B ALSR AR B MBS A AR E B AU GAT AL A 25 9] W
J % 9luTh

k- 1A

2127 AR L BB A 53 T 7|E AA L AFE A 2] Kerberos TGT 2 7] g} E]A o] ot
52 9714 fFRIYUT gA o] s HW AR = o]l & AT F FU

A 27 A

[ ]
1AM 5] Ul = ALg 4 el 4 @2 #el st 919 w4 A

i
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A%
1.
IdM <} Ulo] & 2213t}
2.
AR - B AHEA F o2 o BT Th
3.
v e AR FAde FLPUT
4.
Disable (W] 24 3}) ]2 S8 F o
Active users
Search Q 2 Refresh || @ Delete | | +Add | = Disable | v Enable § Actions ~
First Telephone = Job
] user login name Last name Status uiD Email address Number Title
[J | admin Administrator |« 78000000
Enabled
euser Example User v 78000006  euser@idm.example.com
Enabled
[ | preserved.user | Preserved | User v 78000009 | preserved.user@idm.example.com
Enabled
Showing 1 to 3 of 3 entries.
5.

stol tist Aol A el MES YT

v 25t Z2A A7 3 75 2 users Hol &9 AH €& AU F AdFUT

First Telephone
[0 ' User login name Last name Status uiD Email address Number
O | admin Administrator | 78000000
Enabled
O | euser Example User = 78000006 | euser@idm.example.com
Disabled
(O | preserved.user = Preserved = User v 78000009 | preserved.user@idm.example.com
Enabled
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3.5. ¢ Ulo]| A A}&-2 AR A3}

3% IDM 9] UIE 218 5}o] A1} 714 B2

ldMS AL 5hE B4 AHER A S MBS S S dEUTh A A AFS B st v By sE

Aol B3ty

A 27 A

[ ]
IdM § Ul == 2182 33z 988 &
A%
1.
IdM <1 Ulell 21913t}
2.
AR - B AHEA PO 2 o BT Th
3.
B st e AR GRS FYPuUn
4.
Enable 5} £& 3.
Active users
Q 2 Refresh
First
[ | user login name Last name Status uID
O | admin Administrator |« 78000000
Enabled
E," euser Example User L 78000006
Enabled
[ | preserved.user | Preserved | User v 78000009
Enabled
Showing 1 to 3 of 3 entries.
5.
stol st Ftel A st MES FYPUn
W7 o] g 31A Active users Hl o] 22| | & FAT 5

2 st7] 3 e A

W Delete | | +Add | —Disable || « Enable J Actions ~
Telephone = Job
Email address Number Title

euser@idm.example.com

preserved.user@idm.example.com
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3.6. IDM @ Uld| A &4 AL2#F 84

AHSA AR S BESHE &4 AH8A oA AR S A ASEAL IdM] o] 2] & AR S F AL T+ dFY
=t

Hglo] HAbat A AHEA AR S HEFUL. E F EE R G FAASA AGL MBS E
AS(ol: 27 F2) AR S BTk AT WEL ) Ul A g4 A4 vl B4 5h2 Fxata
Ao nER AGo] A o] YR Fom ALEAE o] F AFgste] R UES o] A 2T 5 §UA
g A 2 E dolE 9} gl dlo|Eful o] 2ol o} SlHTh.

HEE ZE O] AHA 552 A7 AR AR 7 5S AT 5 dFHH

AHA @7 AHEF

[ ]
IdM(Identity Management) 9§ Ul == A}-8-2} &2z} 93+ #a]317] 9 s 2] A A
A3
1.
IdM ) Ulell 22213 ot
2.
AR - B AR Aoz ol 5 Y
3.
BESALE 2 AA 9] RIS S PG
4,
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Active users

Showing 1 to 3 of 3 entries.

A8 A A S Aol A A RE gt e WES A#ste] mE FTh

Delete HjE& =2

e

Ut

Active users
Stage users Q 2 Refresh || @ Delete || +Add || —Disable | v Enable
Preserved users First
[ User login name Last name Status uiD Email address
O | admin Administrator |« 78000000
Enabled
O | euser Example User v 78000006  euser@idm.example.com
Enabled
Q‘ preserved.user | Preserved | User v 78000009  preserved.user@idm.example.com
Enabled

Actions ~

Telephone  Job
Number Title

Remove users

Are you sure you want to delete selected entries?
s preserved.user

Delete mode ) delete

| preserve

Delete

A7 o g2 AHg-A A4 o] Preserved AH&- A2 o] 5 U

f
N
r
>
oo
X
i
Jz
rjz
=or1_|‘,
]

F 3= A9 I1dM ¢ Ule] Restoring AH-8412 J X34 A 2.

3.7.IDM <} Ulo] 4 A} &7 291

IdM(Identity Management)3 A} 8351 BREH ALE2 AlIF S 4 JH 2 9A] 5438 5

A 27 A

Cancel

#Uh
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°
M §} Ul == ALg 4 el A o &2 Belatr) 918 el 4 A,
Az
1.
IdM ) Ule] 21813t}
2.
214} - Preserved A1-4-#} g] o 2 o] 53t}
3.
AT ALSA AN AT FSFTh
4,
Restore HES 2834 Y
Preserved users
| L Q ‘ o Refresh | | @ Delete | W Restore Stage
| First Last Telephone  Job
User login narme name UID Email address Number Title
& | fpreserved.user | Preserved | User 78000009  preserved.user@idm.example.com
owing 1te 1 of 1 entries.
5.

stQl s Aol A Sl MES e

IdM 5 Ul 252 3912 EAl8b3 AbS R A4 2 B4 ALS A o2 o 53 th,

4

3.8. IDM ] Ulol A] AF-&A}F 2HA)

AR AR HEY 5 Qe AYolng 1§ Weld % 45 S Tt A4 Aol IdM HlolE
wlo] 2ol Al G A 0% A HU T A2 AR % F e o} 2 AbgAte] 93 TAL A A
FA L IAMS Sl & o] 4 AA 28 5 glguth

v
o
filo
&
2
e
N
¥
uf)?
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3%.1DM {1 UIZ AL she] AHE R AR 2l

2 A} already - IdM 9 Ul 04834 2 942 Ao

AgAE AN E FA

ZHA @ -8 1M §) Ule] 28 ARE-A) o oFS s Al Q.

G7H O A

Stage users:you can just delete stage users permanently... o] A}-& 2= ©HA] 2] A&}
2 g7Hom AT + AU

RER ASA: RED SRS JTAOE AT 5 YFUTh

te "M E B AHEA A E AE I B 2 ol A A A AR S AAT F A%

Ut

Stage AI-8-# &

Preserved A}-&%} 1

A 27 A

[}
IdM <] Ul = AHg A4 #hel 4 9 @2 el 5] 919 wel 4 A

IdM ] Ulel] 22913 .

AHgA - BA AR WO o F T

= AHEAF » ZHI0lA] ARAL B AHE AL — Preserved ARE-A} ol A ARE- AL A & AHA
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3.
Delete olo] & &8 gt
4,
AHEAL A A i3t g ALl A Al R E gir] @ M ES A st & AR
5.
Delete H| £& =23t}

AR A Al A o] IdMa| A & & o = AkA] 5 A &5 o).
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47. ANSIBLE Z 0] %2 A}-g-5to] AL82t A4 2]

47. ANSIBLE =32 o] %2 A1-8-3to] 2187} 714 #a)

Ansible Z g o] 22 x}1-235}19 IdMa) A }\]._Q_x]_g FHa) s
% o] B A& o3 Z¢ ol Ansible =3 o] &2 A}-&35}

rlr 1

[}
YML il ol A Jdd 9 AHgA7E A=A FAFy .
[}
YML o] 23 g d of e AHgA7E A FAd
[}
JSON 5o Y o 2] ALgA7F YML st ol A Fx 5 =X 13y
[}

YML stelol 21 v H A8 A7} gleA gag o

4.1. A} &7} gfo] 3= Ajo] 2

IdM(ldentity Management)2 A 7}A] AH8-2} Al GHI & Ao

WA A AE A5 5 AEUh ol 271 A gUth B4 AHE R BaF A ALER
AR £4e 83T 5 AaUThel: 1§ B ),

D AL AE AZ 5 AeUch Ba g RE ALER ARG £4L o] Au= Aok ]

BE ARG AL VB FUE BFHE oA B4 AHgAoln Mo 2
£ A AL A A A A A MRS A S A A A

by .
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Y
N
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___________________________________________________________________________________________

Preserve '
Activate | @0 M 00 ML 0 fmmmmmmeeeeeo >
Stageusers =~ --------------- | 4 < Preserved users

Active users Restore

lDe.’e te

Delete Delete
» Deleted users

A

2R H AR A AR L B4 F QU A A AR S A AIsHE dld AR A4 H
REARIIGFF o 7 A

Al A= 718 admin AR A9 22 B2 A; Ago] = A AT BHE S AFULL AFE RE
A A AR L 2HA| & 7 ¢ Directory Manager:= Directory Serverd| ] =50 2 A Az A= A A3l of
Ay

%91

admin AF-8-2LE AHA)| 814 w4 Al €. admin 2 IdMol] 2 8 3t AL A o] AL8-A}o]
B2 o] o= Qs 54 WH o FAI7F A o). oA admin AFE-AE A o] 8t
31 ALg-shE 9 3t o] o] & ARg Aol Al A A AgHS Fo] g ¥ ipa user-
disable admin A} 222 ALA A o] F admin A8 A= H| &A1 315144 A L.
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474. ANSIBLE &38| o] 5-& AHS-st AHS-AF AR &2

“ik 9]

22 A2 AE IdMo)| 71814 vh4] A1 2. NSS(Name Service Switch)= =2 A}
S22 2FS IR Aol 3 IdM A A 2 258 SRIgUY. F, 4 E =
IdM 25 @ 4 o] 22 ALEA A= &5 sHA] 54U

4.2. ANSIBLE Z3d] o] 5-& A1-8-3lo] IDM AF2-A71 A=A 82l

tllo
il
ol
i)
L
v

& Aol Al Ansible Ed 0] -2 A1-§-3te] IdMol AH§A7} =4 BHel s W

A 27 A

[ ]
IdM #2123 43 8 <43 sy

ansible-freeipa = 7] ] &= Ansible A E 2 ] A xgt}.

A3
1.
eIl £2] 1}l (o) : inventory.file )& A A 3}l ipaserver = o] 1} o] A o]}
[ipaserver]
server.idm.example.com
2.

&2 1gstE & ldMol] QL AHgAEe] H] o B & A1-§-31o] Ansible Zd o] 5 s+S A4
). o] 9AIE T94=3}35}7] ¢35f /usr/share/doc/ansible-freeipa/playbooks/user/add-
user.yml 3} oA oA Z BAlsla AT 5= dFULh o S E0] o] &9] idm_user 2 A&
£ QA8 AR g3 2 Password123 2 7188 A b3S 3P L

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Create user idm_user
ipauser:
ipaadmin_password: MySecret123
name: idm_user

45
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first: Alice

last: Acme

uid: 1000111

gid: 10011

phone: "+555123457"

email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"
update_password: on_create

e §4S A8 ste] AL AE Foslok gtk

[ ]

ojg: 2%l ol &
[ ]

First: 2 WA o] & &2 <
[ ]

Last: v}x] 9} o] § &2+

A1 7153 AR AL &4 9] A A 2= -2 jusr/share/doc/ansible-freeipa/README-user.md
Markdown 59 & =314 A Q.

update_password: on_create 52 A}-8-3l= 74 Ansible2 AH8-A& A
A Wt AR H3E AT A AT 8 AFS-SHe] olu] A A B
Ansibled] A Al ¢35 &5 AR aUT.

3=
=

ol %2 Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-ldM-user.yml

4

ol\

A

[}
ipa user-show 332 Abg-3to] IdMoll A Abg-4t Al o] YA FAT 5 A5k

admino = ipaserver o] 21213},
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47. ANSIBLE Z 0] %2 A}-g-5to] AL82t A4 2]

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2.
A2 AE 93 Kerberos E] AL & F 3}
$ Kkinit admin
Password for admin@IDM.EXAMPLE.COM:
3.

idm_user o] st AH QA :

$ ipa user-show idm_user
User login: idm_user
First name: Alice
Last name: Acme

idm_user gt= AHg- A= 1M 54t

4.3. ANSIBLE Z g o] 22 A}83}9] o & IDM A}& 217} QE=4] 3ol

& Aol A= Ansible Z 0] 2 A1 IdMo] )] 18747k YEA| SHelahe Wy
Ut

filo
i
ol
i)

A 27 A

[ ]
IdM 2] 7} 9+ 5 2 231 5T

Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}

A3
1.
eIl E2] 1}l (o): inventory.file )& A A 3}l ipaserver = o] 1o A o]}
[ipaserver]
server.idm.example.com
2.

dMe] 81812 = AFgAte] vlo] el & A}g-8to] Ansible Zdo]% 5l e AT o] &
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A= G<=3}3517] 94l /usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-
presentyml skl oA oA & EASIE 3 E = AFUH. A& S AHA
idm_user_1,idm_user_2, idm_user_3 2 9+= 31 Password123 & idm_user 19 &+s 2 F7}

stele thee AT

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Create user idm_users
ipauser:

ipaadmin_password: MySecret123

users:

- hame: idm_user_1
first: Alice
last: Acme
uid: 10001
gid: 10011
phone: "+555123457"
email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"

- hame: idm_user_2
first: Bob
last: Acme
uid: 100011
gid: 10011

- name: idm_user_3
first: Eve
last: Acme
uid: 1000111
gid: 10011

Fx

update_password: on_create 34 <& XA 31x] & oA Ansible2 =g o]
o] 43 g wjnjit} AHEA} ¢FS & A AAJ U F, A AT S8 ol B wHA
oo 2 Aast I A5 E WA 7L Ansible ¢35 S thA] AT

il

Holde gy

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-users.yml

4

ol\

A
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ipa user-show 3 & 2 A}1-8-3lo] IdMoll AL&-# Al o] YA FAF 5= dFU T

A A A3Lo 2 ipaserver o] 2221t}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

idm_user_19] tjgt R E ZAF ).

$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

idm_user_1 o] 2}= A1-&-A = IdMell gl Tt

4.4. ANSIBLE Z3d|°] &S A}8-31%] JSON 7oA o IDM AL-8-#71 J=A 2l

& A3l A= Ansible Ed0] %2 AL-g-5to] 1Mol of & AL A7} 1A shelshs 3y
Yt} A}g-AH= JSON walel A Z-f v .

g

tilo
2

A 27 A

[ ]
IdM #2123 432 <43 sU o

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

el 2] 1}l () : inventory.file )& A A 3}l ipaserver = o] 1} o] A o]}

[ipaserver]
server.idm.example.com
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Z 83 29 S AHE-3to] Ansible Zd ol 5 Y-S A I E15E = AHEA HlolHE
AL8-3te] JSON 7Y & I3t} o] @Al & @35}517] 93] /usr/share/doc/ansible-
freeipa/ensure-users-present-ymlfile.yml 5} o) 4] o A = B A}sta 43S + d5U T

- name: Ensure users' presence
hosts: ipaserver
become: true

tasks:
- name: Include users.json
include_vars:
file: users.json

- name: Users present
ipauser:
ipaadmin_password: MySecret123
users: "{{ users }}"

users.json <& A A 513 1AM AHE-AHS F71U ). o] @A & ©<3s}st7] 93l
/usr/share/doc/ansible-freeipa/playbooks/user/users.json 3} o] 4| o A = B A}sla =4
T AFY A= So] A& idm_user_1,idm_user_2, idm_user_3 2 7+= 31 Password123
S idm_user_1°] 432 F7158 A d3< a3 dUd.

{

"users™: [

{
"name": "idm_user_1",
"first™: "Alice",
"last": "Acme",

"password": "Password123"

12

{
"name": "idm_user_2",
"first": "Bob",
"last": "Acme"
}!
{
"name": "idm_user_3",
"first": "Eve",
"last": "Acme"
}
|
}
4.
Zd ol 5 9 A e 3YS X4 3t= Ansible g o] 5-& AP A}

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-users-present-jsonfile.yml
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47. ANSIBLE Z 0] %2 A}-g-5to] AL82t A4 2]

o
ol\
L
)

ipa user-show % 22 AL 8-3to] AL <} Al o] IdMol =7 sl e 4 Utk

A A A3Le = ipaserver o] 2121t}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

idm_user_19] i3 AR E EA .

$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

idm_user_1 o] 2}= A1-&-A = IdMell gl Tt

4.5. ANSIBLE =g o] 33 A}-&3lo] AL&A7F QLEA] 82l

& Aol A= Ansible £ o] 32 Abg-3te] 5 ALGRH7H IdMo) lEA Sl sk B2 A

Ut

A 27 A

[ ]
IdM #2312 43 2 <43 sU o

ol E2] 1} () : inventory.file )& A A 3}l ipaserver = o] 1o A o]}

[ipaserver]
server.idm.example.com

51


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

Red Hat Enterprise Linux 9 [dM A}8-2}7} $ 2~ E 9 A4 2 A o] 713 &2

B A3 = IdMo] gl= A8 A2 Ansible Z 8 o] & 3d -2 A A} o] GAIE T3} 3}
7] 913l /usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-present.yml 314 of A
A Z BALsta AT = Jd&5Uh o 2 E0] idm_user_1,idm_user_ 22 idm_user_3 A&

A2 Axl e w oee A

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Delete users idm_user_1, idm_user_2, idm_user_3
ipauser:
ipaadmin_password: MySecret123
users:
- nhame: idm_user_1
- hame: idm_user_2
- name: idm_user_3
state: absent

A7} Wl E7] 9L A 3= Ansible Z# o] B2 AP}

)

ol &

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/delete-users.yml

As 2l

ol

ipa user-show % & AL-8&-3lo] AHE-A Al A o] IdMo]| 1A &1 F dFH -

A A A3te 2 ipaserver o] 2221t}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

idm_user_19] g AW Q3:

$ ipa user-show idm_user_1
ipa: ERROR: idm_user_1: user not found

idm_user_1 o] 2}= AHg-A= IdMO gl .
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474. ANSIBLE &38| o] 5-& AHS-st AHS-AF AR &2

/usr/share/doc/ansible-freeipa/ t] @ & 2] ¢] README-user.md Markdown 3¢ & &% 3}
HAL.

/usr/share/doc/ansible-freeipa/playbooks/user t] @ g 2] o]l 5] 1= Ansible Z#| o] &S I
E RN
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Red Hat Enterprise Linux 9 [dM A}8-2}7} $ 2~ E 9 A4 2 A o] 713 &2
57. IDM Z&}o] A E 2] IDM A}-g-2toll Al SUDO o) Al = A Ko

o] A4 o)A &= ID #e] oA AL-g 2ol Al sudo oA 2 AL el st Wy el olal A% g

5.1. IDM Zgto] A E ©] SUDO o 4] 2

A" FE s FE7F obd AHGA7E YA © 2 root AFS- Aol disl dlokd e 9E S APT 5
V=S sudo NA 2 AS F AT F JFUth webr] AHEA7E ubE 0 2 root AHEAHE 91§l o oF g
42 9 E s of 3t AF sudo & ALEste] B S Ul FHUY A E AH T F root AL A
A RAAF WP o] APFUt. dolg o] Mu| 2 AR F 2 G2 AR EE 252 sudo B3H S
A3t sudo 7+ F ol &l RunAs alias & 743 4 Q%Uth

RHEL(Red Hat Enterprise Linux) 8 &2 E 7} IdM(Identity Management) Zc}o|dEZ S=29H A ¢
g5 Yo E SAEA ofd IdM AHE-AHE A S & A= sudo 3 S ART = AFHG.

242 /etc/sudoers 7Y
IdM <

o] A Mol A CL(EHZ AEvo]2) 2 IdM 9 UIS A-8-3to] IdM Zeho] AE o] 4 sudo 2] 4
Aol sl A% gk

T UNIX 7] 9k - A Al 4 Kerberos x| H] 2o YA 23}51 Q15-8h= 7] & Wl
GSSAPI(Generic Security Service Application Programming Interface)= A}-8-3}<] sudo <l tjs] ¢
3 YEAFL AT % AF5Y T pam_sss_gs.so Pluggable Authentication Module(PAM)S- A}
8-3to] SSSD A H]| 2= & F-3l GSSAPI Q152 5&3519 AH&-A7T -2 gk Kerberos E] A & AL8-3}<]
sudo 8% 2 A5 F+ dFU.

sudo M A = A & FXFH A L.

5.2. CLIE A}-8-3l4 IDM Zgto] A E o] IDM A&}l Al SUDO 4 A 2 A3 Hof

IdM(Identity Management)dll 4] = 53 W o] g sudo AA 2 AgS 54 IdM S 2= E 9] IdM A&
ZA AR FAT 5 AFUG WA sudo FH S F713 v skt o] 32] " & ol dl g sudo &S v

2
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5%.IDM & glo] A E 9] IDM A}-g-A}ol| Al SUDO Al 2 A g Hof

o] & Eo] idm_user_reboot sudo 3 & A 3l<] idm_user A A o] idmclient A] 2=l o] A
/usr/sbin/reboot HE S AP 5 J = AAXS F o3 H o] AAE A5l

A 27 A

[ ]
IdM a3 = 22915 0] J&Uth.

AFgA 45 S A4 skl IdMol A idm_user o tha ALER AP S A ST ARG
AR EUT CLIZ Abg-shel Al IAM AH8 A F7hete ol i@ A & g2 2
gatel ALEA F71E FEFHA L.

idmclient &2 E 9] 22 idm_user Al A o] gLt} idm_user AF& 2= =2 /etc/passwd
o] g o] AA FFUTh

IdM 12] 2 2 Kerberos E] A2 7 A g o}
I [root@idmclient ~]# kinit admin
sudo % 3 <] IdM ] o] €] l] o] 2~ 9] /ust/sbin/reboot ¥ 3 & F=71§ o).

[root@idmclient ~]# ipa sudocmd-add /usr/sbin/reboot

Added Sudo Command "/usr/sbin/reboot"

Sudo Command: /usr/sbin/reboot

idm_user_reboot #}+= sudo 3 & WU}

[root@idmclient ~]# ipa sudorule-add idm_user_reboot

Added Sudo Rule "idm_user_reboot"

Rule name: idm_user_reboot
Enabled: TRUE
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Red Hat Enterprise Linux 9 |dM A}-8-2}71 2 E 9 WA 2 A o] 417 FA2]

/usr/sbin/reboot @ & & idm_user_reboot i3 o] F7134t}.

[root@idmclient ~]# ipa sudorule-add-allow-command idm_user_reboot --sudocmds
'/usr/sbin/reboot’

Rule name: idm_user_reboot

Enabled: TRUE

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

IdM idmclient &2 E 9] idm_user_reboot 3 2 A &3 }.

[root@idmclient ~]# ipa sudorule-add-host idm_user_reboot --hosts
idmclient.idm.example.com

Rule name: idm_user_reboot

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

idm_user 713 < idm_user_reboot i+ o] 373t}

[root@idmclient ~]# ipa sudorule-add-user idm_user_reboot --users idm_user
Rule name: idm_user_reboot

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

Fx

Auol A ZeolAE R W AHFL Avales ol B 2ol Ad F A&k

o
ol
L
)

—_

idmclient &~ E 9] idm_user Al 2= 21203},
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idm_user 71 o] £33 5 Y= sudo F3 L EAF

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user on idmclient:

lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot

sudo & A}8-3td A| 2" S AR}, v A X 7} A = H idm_user 9] ¢35

il
e
JR
o
L

[idm_user@idmclient ~]$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

5.3. IDM ¢ UIE A}-8-31<] IDM Z2}o]| A E 9] IDM A8l Al SUDO A A 2 A Ho

IdM(Identity Management)dll 4] = 53 W E o] g sudo AA 2 AgHS 54 IdM S 2= E 9] IdM A&
Z AR Hoq T = JFUT AA sudo HH S F713 th3 st o] 3 2] ¥R ol i g sudo 3 & v
4

idm_user_reboot sudo ﬁ%i' S A A 3le] idm_user Al A o] idmclient ] 2=l dj] 4] /usr/sbin/reboot
YRS AP I ATS stel® o] Az E d=sPuo.

A 87 A

IdM 2232 22915 0] Y&,

AH8 7 95 A sho] 1Mo A] idm_user of vl & AHgH AR & A AGE A o)
ARSI B2 Z AE o] 22 ALshal A IdM A8 F7bali ol tha Al &
S WPE & AHgoho] A4 F/HE BEAA L.
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idmclient &2 E 9] 22 idm_user Al A o] L&t} idm_user A& 2= =2 /etc/passwd
sHdol ol AA Fuh

Az
1.
sudo = & 2] IdM ¢l o] €] W] o] 2~9]] /ust/sbin/reboot =& 2 =73t}
a.
A4 - Sudo — Sudo B o Z o] 53t}
b.
Q2% 4t A Add & 2 3lo] sudo B 7} st 4AE AU
C.
sudo:/ust/sbin/reboot & A}-&-3te] AL8A7E AT = J=HE S 4G
2% 5.1. IdM sudo ¥ =& F7}
Add sudo command x
Sudo Command * fusrishin/reboot
Description
é
* Required field
Add || Add and Add Another | | Add and Edit || Cancel
d.
F7te 2994Ug
2.

idm_user 7} idmclient A]| 2"l 2 A L& S = J == ] sudo HH JE2-2S A-L3514] sudo
22 AT

A4 - Sudo - Sudo & o 2 o] F gt}
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5. IDM Z2}o] 21 £ 2] IDM A}-&- 7ol 7] SUDO o A = 718 3]

L EF JdoA Add & E¥ 5t sudo 7+3F F71 dist FAE U

sudo 73 9] o] < ¢34t} idm_user_reboot.

who A Mol XA AHgA R 2% 2r] e WES Ae g

AHg2L FHel sl ol A ] o] 3t9] Aol A8 = 13 o4 Add users into
sudo rule "idm_user_reboot" o3} A4A= H4t}.

Add users into sudo rule "idm_user_reboot" o3} Az}l A Available & o]
idm_user &2l &S A& 35]3 Prospective € 2 o] 53 o).

3
N
i
i
©
ol
k3
T

N2 o] FXE MMM AR FAE D

o
i)
fu)
to
=z
i
filo
[
i)
d
L
v

S 2E FHe|aLE] o A] o] fF o] 51¢] A M) 285 Add & 2314 sudo 113
"idm_user_reboot" t) 3} AA}ol] S2E F71 3} AAE U

AHE 715 € 9] sudo 137 "idm_user_reboot" 3} A Ao T AE F7} AR}l A
idmclient.idm.example.com &<l g2 A€ 5151 Prospective € 2 o] 534t}

A
N
i
i
i)
d
L
v
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Red Hat Enterprise Linux 9 [dM A}-8-2}7} € ~E 91 A A A o] 713 #-2]

g
BES AR I
!

3 b zeel A F#H Ag PP A0 59 AN AgEv AFH PY L

aF B e mMES Ay,
ii.

Sudo Allow Commands (8% 35]-&) 3}¢] A4 Add allow sudo

commands into sudo rule "idm_user_reboot" i 3} A#}71 € J ).
iii.

Add allow sudo commands into sudo rule "idm_user_reboot" ] 3} 4} =} 2]
Available (A8 7}5) € °ll A] /usr/sbin/reboot <133 A= 3t & Prospective € = o]
FgUh

iv.
Add = =323} idm_sudo_reboot 7| o] ] & So} 7).
9 5.2. IdM sudo & 7}
Who
User category the rule applies to: O Anyone (@ Specified Users and Groups
O users External @Delete +Add
O | idm_user
[0 User Groups @Delete +Add
Access this host
Host category the rule applies to: O Any Host @ Specified Hosts and Groups
(O Hosts External @Delete 4 Add
O | idmdientidm.example.com
[] Host Groups @Delete +Add
Run Commands
Command category the rule applies to: O Any Comman d @ Specified Commands and Groups
Allow
[ Sudo Allow Commands @Delete 4 Add
O | rusr/sbin/reboot
[ Sudo Allow Command Groups @Delete +Add
h.

Az ga wa ol A4 28 g

Al RS 1R oz 2ss o] YLt

Aol A 2ol Az W A1

tllo

SER

rr
i
e
i
2o
ih)
i)
=
32
|y
L
i)

o
ol\
L
)
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5% IDM Zg}o] ol E 9] IDM AL-&-A}ol| Al SUDO 2 Al 2 A3t

idmclient o] idm_user 2 212135}

sudo £ A}8-8] Al 2812 AR R T W A1X| 7} EA H W idm_user o] ¢t

t}.

il
e
JH
o
L

$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

sudo 75 o] uEA T E A$ A 2o

o

AR gy

5.4.IDM Zeho] A= o) A Au] 2 A4 o 2 W& A3 shi= CLIo| SUDO 3 44

IdMoll A = RunAs ¥ & A1-8-31o] sudo 3 & FA3t] & AMEA = 152 = sudo BE S

A9 5 AU AE So] doleuol 2 el Ao M 25t [dM Zeol A=A A& 4 9L
™ o o Z2 Ao Ae) A Do 2A Au = AR oz RS s ok Furh.

o] oA = A}-{-3l] run_third-party-app_report = 4 & =9 sudo 32 A A3l idmclient &
2 E 9] thirdpartyapp A 8] 2 AlZ 2 2 idm_user A4 ol A] /opt/ third-party-app/bin/report &5 & 2
P 5 AHUTh

A 27 A

IdM e g2 22915 0] J&Uth.

AH87F 9155 A4 sfol IAMOIA] idm_user o t2 A8 AR & AL AL s
A BTk CLIZ AHg-ato] Al ldM AH8 LS F7ksts Wiol i@ A4l & -2 B3 =2 A
gato] AHgA F7hE B A L.

idmclient &2 E 9] 22 idm_user Al A o] gLt} idm_user A}& 2= =2 /etc/passwd
sl o] Y s o] X ek

third-party-app ©] 2= AH8-2} X143 o] Z 2] Al o] A o] idmclient &2 E o] A X 50| gJHUT.

third-party-app °ll = 2] A o] A o] t & report H H & /opt/ third-party-app/bin/report t] 2l
2o A9 4.
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third-party-app ol =] Alo] A o) g P& L A3 3}17] 93] thirdpartyapp ol zt= =2 A
H 2 AR S AP AEU

IdM #-2] x} = Kerberos )AL A A3 ¢},
I [root@idmclient ~]# kinit admin
sudo = & o] IdM d] o] §] #] o] 2 o] /opt/third-party-app/bin/report 8 % & 713 ).

[root@idmclient ~]# ipa sudocmd-add /opt/third-party-app/bin/report

Added Sudo Command "/opt/third-party-app/bin/report”

Sudo Command: /opt/third-party-app/bin/report

o] & 9] run_third-party-app_report 21 sudo 773 & w54}

[root@idmclient ~]# ipa sudorule-add run_third-party-app_report

Added Sudo Rule "run_third-party-app_report"

Rule name: run_third-party-app_report
Enabled: TRUE

user = <users 342 A8 35} sudorule-add-runasuser = & o] tjs] RunAs A} &A= %]
A

[root@idmclient ~]# ipa sudorule-add-runasuser run_third-party-app_report --
users=thirdpartyapp

Rule name: run_third-party-app_report

Enabled: TRUE

RunAs External User: thirdpartyapp

Number of members added 1

2 A Au) 2 AR == Active Directory A}-8-219} 742 IdMo]| o 3] --groups=* 40 2 X
AE A AH(EE 285)= 959 F dFUY 27 ol 59 dall % A FAE F718HA] v Al L.
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5%.IDM & glo] A E 9] IDM A}-g-A}ol| Al SUDO Al 2 A g Hof

idm_user_reboot 13 || /opt/third-party-app/bin/report 4 & & 715t}

[root@idmclient ~]# ipa sudorule-add-allow-command run_third-party-app_report --
sudocmds '/opt/third-party-app/bin/report’

Rule name: run_third-party-app_report

Enabled: TRUE

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

IdM idmclient &2 E o)) run_third-party-app_report 773 2 & 23},

[root@idmclient ~]# ipa sudorule-add-host run_third-party-app_report --hosts
idmclient.idm.example.com

Rule name: run_third-party-app_report

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

idm_user A% & run_third-party-app_report 73 o] 3713t}

[root@idmclient ~]# ipa sudorule-add-user run_third-party-app_report --users
idm_user

Rule name: run_third-party-app_report

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1
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Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]

idmclient 2 E 9] idm_user Al o2 21213},

Al sudo 3 & HAEJ .

idm_user Al F o] =3 3 4= 2= sudo 132 EA T

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user@idm.example.com on idmclient:

lvisiblepw, always_set_home, match_group_by_gid,
always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS
LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _ XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user@idm.example.com may run the following commands on idmclient:
(thirdpartyapp) /opt/third-party-app/bin/report

report ™ ¥ & thirdpartyapp A v 2= Al o 7 A3},

[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report
[sudo] password for idm_user@idm.example.com:

Executing report...

Report successful.

5.5. IDM Z2}olA E A Au| X AlH o= &S A3 s= IDM WEBUI<] SUDO 3 A4

IdMol| 4] = RunAs ¥ 3 2 A18-314] sudo 32 At & AL8A £ 1522 sudo H3H 2
AP 7 JdFUG. A E So] Holguol & A EA RS 2P 5= IdM S| A ETL Al% AL
H aF Al EGA Al ATt 2E A ARG o E FF S AP oF g

o] a A = A&l run_third-party-app_report 2= IdM WebUI<l] sudo 73 & A A 5l idmclient
3 2 E 9] thirdpartyapp 48] 2 Al 2 2 idm_user Al A o] A /opt/third-party-app/bin/report & & 4
P 5 ALY

A 27 A
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5. IDM 229 1 E o] IDM A} Aol 7] SUDO 9 &l 2 A g 3o

IdM 2232 22915 0] Y&,

AH87 915§ A sfol IAMOIA] idm_user o t2 A8 AR & AL AL 2 s
AR EUTH CLIZ AHg-3hel A IdM A A4S F7kah ol tha AT Wge H5Z2 A
gatel AL A F7hE FEFAA L.

idmclient &2 E 9] 22 idm_user Al A o] L&t} idm_user A}&- 2= =2 /etc/passwd
o] g o] AA FFUTh

third-party-app ©] 2= AH8-2F X3 o] Z 2] Al o] A o] idmclient &2 E )] A X5 o] gJFUT.

third-party-app ol =] 7l o] A o] tj 3} report & & -2 /opt/ third-party-app/bin/report tj 2
2o A9y

third-party-app ol Z&] Al o] d ol g B &S A3 37| 9131 thirdpartyapp ©| 2= =2 A
H 2 AR S AP AEU

sudo = 9] IdM d] o] 5] 1] o] 20| /opt/third-party-app/bin/report & &S F715 o).

33 - Sudo — Sudo FF o & o] 53t}

Q2% ggo) A Add £ Z2l5te] sudo B 71 vlsl AAHE Auh

/opt/third-party-app/bin/report 8 & & ¢} &3},
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Add sudo command

Sudo Command *

foptithird-party-app/binire pu}r‘tl

Description

* Required field

Add | | Add and Add Another || Add and Edit | | Cancel

Al sudo B FE-2 AHE-3te] Al sudo 1+ H S A FUH-

A4 - Sudo — Sudo & o = o]E gt}

QEZE o] A Add & 2

= = 1

sl sudo 3 F7 vl 44E Qurh,

sudo 3 9] o] &< ¢ &gt} run_third-party-app_report.

Add sudo rule

Rule name *

run_third-party-app_re pu}r‘tl

* Required field

Add

Add and Add Another

Add and Edit | | Cancel
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AH8-AL FHE| AL o A fF o] 5] A Ao A8 H =
rule "run_ third-party-app_report" ti 3} A4 A= &l o).

o,
o
>
Q.
Q.
c
»
D
=
7
=
[ o
o
(2]
c
Q.
o

iii.
Add users into sudo rule "run_ third-party-app_report” tj s} =} ol A
Available €9l idm_user 21 &3 A =3t & Prospective € = o] 53t}

Add users into sudo rule ‘'run_third-party-app_report’ b 4
Filter
Available Prospective
[  uUsers > (] Users
[ | admin | idmuser
<

External

Add || Cancel

iv.
718 293U

AR o] Z2E AMAN AR S2E QL 1F e vES Mg

S 2E FHe|aE] o 4] o] & o] 5t9] AMde] 28 =H Add hostss =3 51
sudo 73 "run_ third-party-app_report" i3} FA}o] S 2AE F71E Gt}

iii.
Add hosts into sudo rule "run_ third-party-app_report" o3} J=}2] Available
4 9] idm.idm.example.com &2l -2 A&l 5} 31 Prospective € 2 o] 53t}
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Add hosts into sudo rule ‘'run_third-party-app_report’ b 4
Filter
Available Prospective
[J  Hosts > (]  Hosts
[ | client2.idm.example.com [+  idmclientidm.example.com
<
External
Add || Cancel

W FhE el A AL A W Ax el
2% @Y e ES AU,

ofr

191 A4el A gEm A4 A B

Ne

Sudo Allow Commands ( & 3]-8) 3} 244 Add allow sudo command
into sudo rule "run_ third-party-app_report"” i3} Z#= Hu}.

Add allow sudo commands into sudo rule "run_third-party-app_report"
dialog box in the Available column, check the /opt/ third-party-app/bin/report | =
ul A~ = XMl slal Prospective 9 & o] 53 o}

Add allow sudo commands into sudo rule 'run_third-party-app_report’ X
10 ComMmand Filter
Available Prospective
[J  Sudo Commands > [ Sudo Commands
[ help & Joptithird-party-app/bin
< freport
Add | | Cancel




5. 1DM Z2}o] 1 E 2] IDM A} =9l 7l SUDO o) 4 2 3 3o

Add (7= £ 319 run_third-party-app_report 3] o] ] 2 Zo} 7).

Runas A}442 24 g oh.

As whom A o)A A4 A18A 2 1§ 2r] @ WES A

RunAs Users 3} 9] A A oA Add £ =33l Add RunAs users into sudo rule
"run_third-app_report" i3} A4S gu}.

iii.
Add RunAs users into sudo rule "run_third-party-app_report"” tj 3} 2=} ol A
External ’3=#}-9] thirdpartyapp 41 1] 2 A& ¢} = 332 Prospective € 2 o] 53},

Add RunAs users into sudo rule 'run_third-party-app_report' b 4

Filter available Users Filter

Available Prospective

(J) | Users > (J  Users

admin
employee

helpdesk

0000

manager

External

thirdpartyapp

Add | Cancel

Add (71 = £ 39 run_third-party-app_report 3] o] ] 2 Zo} 7).

Az ga w442 28 g

N

1280z @459 JdFU.
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1% 5.3. sudo & o dig Al AR

Who

User category the rule applies to: O Anyone @ Specified Users and Groups

[J  Users External i Delete <+ Add
O | idm_user
O  UserGroups fiDelete +Add

Access this host

Host category the rule applies to: O AnyHost @ Specified Hosts and Groups

(J  Hosts External i Delete = Add

O | idmclientidm.example.com

[J  Host Groups i Delete < Add

Run Commands

Command category the rule applies to: O Any Command @ Specified Commands and Groups

Allow
[J  Sudo Allow Commands @ Delete <+ Add
O | Jopt/third-party-app/bin/report
[J]  Sudo Allow Command Groups @ Delete «Add
Deny
[J = Sudo Deny Commands W Delete «Add
[]  Sudo Deny Command Groups i Delete =+ Add

As Whom

RunAs User category the rule applies to: O Anyone (@ Specified Users and Groups

[J = RunAs Users External fiDelete +Add
(0 | thirdpartyapp True
[(J  Groups of RunAs Users i Delete <4+ Add

RunAs Group category the rule applies to: O Any Group (® Specified Groups

[0  RunAs Groups External H Delete = Add

51

- Mulol A Zetel A=z WA AL Astate @ ol 4 & A&t

o
ol
L
)

—_

idmclient &~ E 9] idm_user Al 22 21203},
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2.
Al sudo 3 & HZE .
a.

idm_user Al o] +3 & = Y= sudo 12 S EAF .
[i[dm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user@idm.example.com on idmclient:

lvisiblepw, always_set_home, match_group_by_gid,

always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS
LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _ XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin
User idm_user@idm.example.com may run the following commands on idmclient:

(thirdpartyapp) /opt/third-party-app/bin/report

b.

report ™ ¥ & thirdpartyapp A v 2= Al o 7 A3},

[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report
[sudo] password for idm_user@idm.example.com:

Executing report...

Report successful.

5.6. IDM Zz2}o] 2 E oA SUDO¢<I o] gt GSSAPI Q15 &4 3}

2 AA}o| A= pam_sss_gss.so PAM 252 53] sudo ¥ sudo -i ¥ o] 3t IdM Z}lo]d E 9
g Ak Bt AU A | Zg] A o] =213 < E ¥ o] 2~(GSSAPI) 1= EA s} s A3t o
7735 &3l IdM A}-&- 2= Kerberos E] A& A}-8-51] sudo ¥ & ol 45 & AFU -

A 87 A

[ ]
IdM 5 ~E 9] 285 = IdM AF-8-2}ell o g sudo 2 S A A EFU . o] dA A=
idm_user_reboot sudo T3S A3t idm_user A4 o] idmclient 2~ E o] 4]
lusr/sbin/reboot ¥ H & AT F J= AFS Fo P

letc/sssd/sssd.conf 212! 7 PAM 3121 2 /etc/pam.d/ T] & E ] ol 5] =4 312 A root & §Hol
2o
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4
1.
/etc/sssd/sssd.conf 234 51U S G}
2.
[domain/ <domain_nameé&gt; ] A Aol t}g =S 7134
[domain/<domain_names]
pam_gssapi_services = sudo, sudo-i
3.
letc/sssd/sssd.conf 2} & 2] &35 24U ).
4,
SSSD A ¥] 22 Al Al Zste] 74 W7 AH}S 2=
I [root@idmclient ~]# systemctl restart sssd
5.
/etc/pam.d/sudo PAM 4] 58 A}
6.
2 IE2 /etc/pam.d/sudo FL oA auth A A 2] A A Jo 7 7.
#%PAM-1.0
auth sufficient pam_sss_gss.so
auth include system-auth
account include system-auth
password include system-auth
session include system-auth
7.
letc/pam.d/sudo S A Fsla F=FU).
8.
/etc/pam.d/sudo-i PAM 4 314 -S g4t}
o.

o2 FE-2 /etc/pam.d/sudo-i 7} Y o] A= auth A A o] A WA PO 7 F715 ).

#%PAM-1.0
auth sufficient pam_sss_gss.so
auth include sudo
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5%.1DM Z2to| A E 2] IDM AHE-#Lol| 7] SUDO YAl 2~ A 3k Hlof

account include sudo

password include sudo

session optional pam_keyinit.so force revoke
session include sudo

letc/pam.d/sudo-i 322 2] A3} B4}

idm_user Al o2 S 2Ed Za203 T}

[root@idm-client ~]# ssh -l idm_user@idm.example.com localhost
idm_user@idm.example.com's password:

idm_user Al F o= gA o] FFHA=A 1.

[idmuser@idmclient ~]$ klist
Ticket cache: KCM:1366201107
Default principal: idm_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
01/08/2021 09:11:48 01/08/2021 19:11:48
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 01/15/2021 09:11:44

(#1 €l A13})idm_user A A o ] 3 Kerberos A1 2 Z o] gl= 7% A Kerberos A2 =

e AAS L 202 A4 39e PPk

[idm_user@idmclient ~]$ kdestroy -A

[idm_user@idmclient ~]$ kinit idm_user@IDM.EXAMPLE.COM
Password for idm_user@idm.example.com:

oHs & AR sHA ek sudo & Agako] A2 AR YT

[idm_user@idmclient ~]$ sudo /usr/sbin/reboot

IdM &-o] =5 9] GSSAPI &5
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IdM 1 UIE A1-8-519] IdM Z2}e] A E o] IdM AF8-A}ol Al sudo Al 2 A3 Hof

CLIZ A1£-31o] IdM Z2to] A E 9] IdM A& Aol 7] sudo 4| 2= A3HS o).

pam_sss_gss(8) =& 7o)X

sssd.conf (5) =22 7 o] %]

5.7. IDM Z&}o] 2l E o] 4] SUDO¢9 o 3 GSSAPI 1= &4 3}

Na

48

& A=}l A = pam_sss_gss.so PAM 2 &2 53l sudo ¥ sudo -i & ol ] g IdM Z2}o]d E o
g duk Bt AH| X o ZefAlol A 22 I A HH o] ~(GSSAPI) 15 &3t dis] Aot =
3 2ulE Jl= 2 2 7913 A2 219k Kerberos E] 1S AL2-51o] 3|3 B H o] djal ¢1Z5F ).

A 27 A

[ ]
IdM 5 2~ E 9] H & 5= IdM A&}l O g sudo 32 A FU T o] dA|NA =
idm_user_reboot sudo 3 & A A 31<] idm_user A A o] idmclient &2 E o] 4]
lusr/sbin/reboot HE S AP 5 J= AXS F AP}

idmclient S 2~ E 9 ggt AvlE 7= Q135S FAIAFUY.

letc/sssd/sssd.conf 212! 7 PAM 3122 /etc/pam.d/ T] & E ] ol 5] =4 512 A root A §Hol
g9

/etc/sssd/sssd.conf 234 51U S Gt}
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[domain/ <domain_nameé&gt; ] A A o] o} &S F71 .

[domain/<domain_names]
pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:pkinit

/etc/sssd/sssd.conf 312 & x| &3} 24Ut

SSSD M M| 2% ThA] Al gtste] 74 WA Algre 2= g,

[root@idmclient ~]# systemctl restart sssd

/etc/pam.d/sudo PAM 4] 3-8 ).

2 IdE2 /etc/pam.d/sudo FL oA auth A A 2] A A Po 7 713

#%PAM-1.0

auth sufficient pam_sss_gss.so
auth include system-auth
account include system-auth
password include system-auth
session include system-auth

letc/pam.d/sudo S A Fsla F=5 ).

/etc/pam.d/sudo-i PAM 4 314 -& g4yt

o2 IE2 /etc/pam.d/sudo-i 7} Y o] A= auth A A o] A WA PO 2 =713

#%PAM-1.0

auth sufficient pam_sss_gss.so

auth include sudo

account include sudo

password include sudo

session optional pam_keyinit.so force revoke
session include sudo

_:,1!

s

3ol
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10.

o
ol
L
)

—_

/etc/pam.d/sudo-i 322 2] A3} B4}

idm_user A1 o= S AEJ 2121313 AvtE =2 AEFF o).

[root@idmclient ~]# ssh -l idm_user@idm.example.com localhost
PIN for smart_card

zute 7he AHgAE BAY B0 dEA g gy

[idm_user@idmclient ~]$ klist
Ticket cache: KEYRING:persistent:1358900015:krb_cache_TObtNMd
Default principal: idm_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
02/15/2021 16:29:48 02/16/2021 02:29:48
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 02/22/2021 16:29:44

idm_user Al Z o] =3 3 4= 2= sudo 132 EA T .

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idmuser on idmclient:

lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot

952 A 5A %3 sudo & AL shel A 2HS AR Y I

I [idm_user@idmclient ~]$ sudo /usr/sbin/reboot



5%. DM Za}o] ¢ E o] IDM A} &-#}o)) 7] SUDO A A @& Rof

PAM x| u] 2 2] GSSAPI Q152 Alo] 3= SSSD &4

IdM &-o] =5 9] GSSAPI &5

Kerberos <15 3% A]

IdM §§ UIE A3t IdM S 2ol A E 9] IdM A1-8-2Lol Al sudo A A= A g o
CLIE A5l I1dM S2to] A E 9] IdM AL-8-Aol| Al sudo Al = A 7S oyt
pam_sss_gss(8) =& 7o)X

sssd.conf (5) =22 7 o] %]

5.8. PAM A 1] 2-¢] GSSAPI 215-& A o] 3}+= SSSD ¥4

letc/sssd/sssd.conf 74 alo] The 54 & A}-8-51e] SSSD AjH] = o] A] GSSAPI 44 & x4 3
4 Axuh

pam_gssapi_services
SSSDE A1-§-3 GSSAPI Q1% 2 7|25 02 v @455 o] FUth o] AL AL§3o]
pam_sss_gs.s0 PAM 25 & A185lo] GSSAPIQZ S A58 = Q= dEE TEE PAM A v A
552 AQE 5 AFUT GSSAPI 152 PAF oz n@dstatad o] §4L - 2 4P
pam_gssapi_indicators_map
o] &4 IdM(Identity Management) = vl 2ol gt 2 & F Ut} o] §4L AHE-3Ho] PAM o) 4] 2

A3S My 2o sl d 2 Q3 Kerberos 215 A 28 YL 3. -2 < PAM_services :_
<required_authentication_indicator>_ & 2] o] o] of g t}.

A

kd
e

g2 24Ut

FEe

ol\
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RADIUS <1%2] 7% radius

PKINIT, Z2vlE 7}= = Q154 135 2] PKINIT

pam_gssapi_check_upn

ol $AL BystH Y 71 RH 02 true =AY F YT o] §HS 24 3tshH SSSD A ] 2] A}
|2} o] o] Kerberos #}7 %%4 A 2] 3 oF g t}. false <1 73-$- pam_sss_gs.so PAM 2 52
LI XU HAS 7HAE F de BE AHAE AF5dU T

O 3482 AHS-ske] sudo 3 sudo-i *1 ] 2=o]| dj3jl Kerberos 9155 AH8-3t2 ¥ sudo A7t o
5149 9% 2155 o]0k kvl L8} o] -2 Kerberos 7419 3] o} Fhuich. o]l ¢ 414 & [pam] )
Aol 7] ] Fol] R E =1l %:aqc}

[pam]

pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:oitp
pam_gssapi_check_upn = true

rlo =
ttlo
i)
2
(1)
4
k1
¥
|y
L
fiu)
v

42 71 [domain] A Ao A 24 3sle] [pam] A o] A 7t

i
7 ) Qlo] T2 GSSAPI 274 & A &gt

X o

-

idm.example.com =119 739

[}
sudo 2 sudo -i A 8] 20] tjs] GSSAPI 2152 &4 313

sudo -i FFol tlsl YA ks AF AF AF A% AF AF AFe] WaFUrh
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57%.1DM 22| A E 2] IDM AH-§-#toll 7] SUDO A 2 A g 3o

A 5He AL} o % Kerberos 741 21§

ad.example.com =1 9] 7%

[ ]
sudo AJH] 2o tjal 4] gk GSSAPI €152 &4 s o).

AR AL} o F3} Hok FAE & §3HA vhAIAl L.

[domain/idm.example.com]

pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:otp
pam_gssapi_check_upn = true

[domain/ad.example.com]
pam_gssapi_services = sudo
pam_gssapi_check_upn = false

Kerberos Q1= 3 A]

5.9. SUDO-& GSSAPI Q15 &4 sl 4

IdMell 4| Kerberos E] 1S AF-&-3to] sudo AU 25 15T = e A-¢ t5 AlUE 25 AHgsto
4 EAE AAdU

A 27 A

[ ]
sudo A 1] 2o thal GSSAPI Q152 S48 51 th IdM Zehe] A =) 4 sudos] o] &
GSSAPI 215 #4318 Zxa4A 2

letc/sssd/sssd.conf 212! 7 PAM 3121 2 /etc/pam.d/ T] & E ] ol 5] =4 512 A root ol
F a3}

2 2771 TA W Kerberos A ] 2o A S 2E o] 58 7|Hto 2 A u| 2 g A U3 &
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filo
1o
o

% A&t

sl g 4 ¢l

rl

I Server not found in Kerberos database

o] 71 /etc/krb5.conf Kerberos 24 11 o] [domain_realm] A Ao 2~ E o]
F7hgoh

ol
o
)
)

[idm-user@idm-client ~]$ cat /etc/krb5.conf

[domain_realm]

.example.com = EXAMPLE.COM
example.com = EXAMPLE.COM
server.example.com = EXAMPLE.COM

o 2771 A =¥ Kerberos 217 57 o] gl
I No Kerberos credentials available

o] 7% kinit %92 €| S A1-§-5to] Kerberos 44 52 7143171} SSSDE AHg 5] <
gy

[idm-user@idm-client ~]$ kinit idm-user@IDM.EXAMPLE.COM
Password for idm-user@idm.example.com:

Ivar/log/sssd/sssd_pam.log =1 % 9] t}& 9 F 7} XA =4A Kerberos 72 Z o] AA|
21213k A} 7o) A1 LA} o] 23 A X 51K &)

User with UPN [<UPN>] was not found.

UPN [<UPN>] does not match target user [<usernames].

o] 3¢ SSSDE= A1831o] 2A1EA =X <13 AL} /etc/sssd/sssd.conf 112 of] A
pam_gssapi_check_upn {4 v @435 18342 L.

[idm-user@idm-client ~]$ cat /etc/sssd/sssd.conf

pam_gssapi_check_upn = false

F71 A sl A< 98l pam_ssss_gss.so PAM 2 59 did Ou| 7 &3S A3t 5= 2
Yo

o)y



5%.IDM Eeto| A E 2] IDM AL-§-Aol| 7] SUDO Al 2= At

/etc/pam.d/ sudo 2 /etc/pam.d/s udo -i¢} 7+o] PAM 31 o] 2 = pam_sss_¢gs_gs.
so 35 £l debug 34S F7HgH o

[root@idm-client ~]# cat /etc/pam.d/sudo

#%PAM-1.0

auth sufficient pam_sss_gss.so debug
auth include system-auth

account include system-auth
password include system-auth

session include system-auth

[root@idm-client ~]# cat /etc/pam.d/sudo-i

#%PAM-1.0

auth sufficient pam_sss_gss.so debug

auth include sudo

account include sudo
password include sudo

session optional pam_keyinit.so force revoke

session include sudo

pam_sss_gss.s0 R EE A5 S A L5l 2& 28 S AEJUT o] oA = AHE
2ol A Kerberos 247 = o] l&Yth.

[idm-user@idm-client ~]$ sudo Is -l /etc/sssd/sssd.conf
pam_sss_gss: Initializing GSSAPI authentication with SSSD
pam_sss_gss: Switching euid from 0 to 1366201107
pam_sss_gss: Trying to establish security context
pam_sss_gss: SSSD User name: idm-user@idm.example.com
pam_sss_gss: User domain: idm.example.com

pam_sss_gss: User principal:

pam_sss_gss: Target name: host@idm.example.com

pam_sss_gss: Using ccache: KCM:

pam_sss_gss: Acquiring credentials, principal name will be derived
pam_sss_gss: Unable to read credentials from [KCM:] [maj:0xd0000,

min:0x96c¢73ac3]

pam_sss_gss: GSSAPI: Unspecified GSS failure. Minor code may provide more

information

pam_sss_gss: GSSAPI: No credentials cache found
pam_sss_gss: Switching euid from 1366200907 to 0
pam_sss_gss: System error [5]: Input/output error

5.10. ANSIBLE Z g o] 52 A}-8-3}o] IDM Z&}o]d E 2] IDM A}-§-=}o] tl & SUDO A 2~ A g <l

IdM(ldentity Management)ol 4| = 53
ZA AR FAH =S T 5 AdFYH

3ol

g o di gk sudo WA = Agte] £ IdM S~ E 9] |[dM A&
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idm_user_reboot z}+= sudo 1t o] A=A 213t o] AAE g5t 132 idm_user 9
idmclient A] €] 9] A] /usr/sbin/reboot &H 2 A 4 9= IS Ko},

A 27 A

[ ]
Ansible 7 E £ 2] 9] ansible-freeipa 3| 7]1x] & A X &1}

IdM #2123 438 <43 sU

AEA 9H5 5 A4 shel 1Mol A idm_user 183} A o] QA SHelstx T;L
xﬂfﬂsqc}. HE AE Ao 2T ALgsto] A IAM AL ALE F7hshis ol ol g <A & ]
o WRE AL kol AL AL S FEAIA L

AHEA 35 Ak IdMoll A idm_user AH8-2} Al o] =] gl
Xﬂfi‘l%‘/]ﬁ}- BE UEHA ol &E ALS-Sto] Al 1AM AHS-AHE F-7Hsh= W ol EH?'L 2t 15&‘41%
2 HEE S *}%3}&1 AHEA F71HE FESH A L.

AHSA k35 A skl IdMel A idm_user AHE-2F Al o] Sl=A Sl st
ﬂlf;‘lsblt}. B= A o) &E AHEsH] Al IdM AHE- &S F=71sh= W ol i g

& WAE 2 B oto] ABA 718 BEIIA .

idmclient o] 22 idm_user Al A o] g5 th. idm_user AF8-2+= idmclient 2]
letc/passwd 2} o] YA = A] eFEF )

A3
1.
ol & 2] 9} (o : inventory.file )2 A 4 3l 3L ipaservers = A o] g}
[ipaservers]
server.idm.example.com
2.

st o]/32] sudo ¥ %S F7H

sudo % & <] IdM d] o] €] ] o] 2 9]] /usr/sbin/reboot = & o] 91 =X] 891 35}+= ensure-
reboot-sudocmd-is-present.yml Ansible = o] 23S A A gt} o] A = G35} 517]
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5%.1DM Z2to| A E 2] IDM AHE-#Lol| 7] SUDO YAl 2~ A 3k Hlof

93l /usr/share/doc/ansible-freeipa/playbooks/sudocmd/ensure-sudocmd-is-
present.yml st A ) A & HASHL S 5 sy

ol

- name: Playbook to manage sudo command
hosts: ipaserver
become: true

tasks:
# Ensure sudo command is present
- ipasudocmd:
ipaadmin_password: MySecret123
name: /usr/sbin/reboot
state: present

o

Sl 5 A3dy.

o

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-reboot-sudocmd-is-present.yml

We Az a1 sudo ¥4 A4 T

sudo ¥ & 3J2S A1-8-3lo sudo 37 o] Y =4 3¢l 3= ensure-sudorule-for-
idmuser-idmclient-is-present.yml Ansible =] o] 32 w51t} sudo 73 & AL&-351H

idm_user 7} idmclient A]| 2"l & Q1A 5= A H5U ) o] GAE G367 9

3l /usr/share/doc/ansible-freeipa/playbooks/sudorule/ensure-sudorule-is-present.ymil

stol A a2l BAbsha £ 8 AU

- hame: Tests
hosts: ipaserver
become: true

tasks:
# Ensure a sudorule is present granting idm_user the permission to run
/usr/sbin/reboot on idmclient

- ipasudorule:
ipaadmin_password: MySecret123
name: idm_user_reboot
description: A test sudo rule.
allow_sudocmd: /usr/sbin/reboot
host: idmclient.idm.example.com
user: idm_user
state: present

L

Edlolue Ay Fch

o

83



Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-sudorule-for-idmuser-on-idmclient-is-
present.yml

ol}l

A

idm_user 7} sudo = A}-£3}o] idmclient £ A 1€ 5= A
+ sudo 13 & idmclient ol ] B ZE 314 A] 2. A v o] 4] u’wg
EA= 44 54

=] 39135te] IdM A v o)) Y=X] 323}
Wy go] ZEolAE H &= &

r rlr

idmclient o] idm_user 2 212135}

sudo £ AH&-sto] Al 28-S ARG Ut WA A 7} A H ' idm_user 9] 43
t}.

il
e
JH
i)
L

$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

sudo 7} &ul= A T4 A$ A 28e] AR P

/usr/share/doc/ansible-freeipa/ ] 2 €] 2] ol 5] README-sudocmdgroup.md, README-
sudorule.md 7} & FZ 34 A] Q.

84



67. LDAPMODIFYE A& 319 9|5 IDM A}-& =} 2]

6. LDAPMODIFYS A& 3te] ¢|% IDM AH8-2} #Ha)

Idapmodify 2 Idapdelete -9 2] €] S AH8-3to] CLI(d B = <1 €7l o] =)o 4] ID 2] (IdM) LDAPE #

A5 5 sk LRI E OAE e 2oz 37}, 87 2 Ao R RE )5S AT
Ut ol @ R P EE ALgste] Aulel w4 F2 3 AFE A JEA dolHE BE #a e 4 sy
AP E AL sl st o ake] T o] )R B2l SRS 2AYES ANY FE AR
U,

6.1. DM X187 A & 91304 B at7] 918 9=
o] A Mol A [dMe] Thebd ALg AL #e] Aqlol Ul A=l S MM PEgle g BRE Q

A 317] 91380 Idapmodify S A}-2319] A8 of 5l AL AT

A 2014 AHgA F7t

AL 24 5

g BE

el Z ) o L DAP Data Interchange Format(LDIF)©. 2 ¥ =1 t}. LDIF= LDAP dd &2 Ze =
dulolE 23S el = EF 9 2E ol 23 A Y

i)

=]

1 E202 Abgato] 1AM AL A A1A 2 Felshes Ay A 2de] LDAP 2348 74 % 5 32
U,

)

ARG A AR e AR FEFH A .

LDIF stlo] <) €l IdM ShA] AF§7} 57}

85



Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]

Idapmodify & A}-8-3te] CLIoIA 23 IdM 22| 0] R] AL-§-2} 37}

Idapmodify S A1-8-34] IdM A}-§-2} &

A zElol A ALEAE F7Hs] 919 W E e

UID 2 GID7} A5 o 2 98 828 F7hshs A S 4 th 848 F52] DN(ZH ©|
£)L uid=user_login 2. 2 A] z3] of g ).

dn: uid=user_login,cn=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com
changetype: add

objectClass: top

objectClass: inetorgperson

uid: user_login

sh: surname

givenName: first_name

cn: full_name

UID 2 GID7} #38 AL§AHE F7Fal7] 918 S

dn: uid=user_login,ch=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com
changetype: add

objectClass: top

objectClass: person

objectClass: inetorgperson
objectClass: organizationalperson
objectClass: posixaccount

uid: user_login

uidNumber: UID_number
gidNumber: GID_number

sh: surname

givenName: first_name

cn: full_name

homeDirectory: /home/user_login

2eo] 4 AL AE F7H u IdM @ BAE ZY 28 A4 Lat daUth dMe ALex
7t EASE ol @ 2YLE Ao R FARUTH

NEAEAE TN A AE
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L

dn: distinguished_name
changetype: modify

replace: attribute_to_modify
attribute_to_modify: new_value

AH8&-AL v 24 8}

dn: distinguished_name
changetype: modify
replace: nsAccountLock
nsAccountLock: TRUE

AHeR B4

dn: distinguished_name
changetype: modify

replace: nsAccountLock
nsAccountLock: FALSE

nssAccountLock &4 <&

A& BE:

dn: distinguished_name
changetype: modrdn
newrdn: uid=user_login
deleteoldrdn: 0
newsuperior: ch=deleted

67%. LDAPMODIFYZ A}-£31o] 9] 3 IDM A&z} 2]

AHlo|EF x F£H] @ BEH ARG ANAlE FS VAA &F
. QHolE FQjo] AFA o= ASHIJA T 54 3h-2 nssAccountLock: TRUE = X gY

users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com
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Za

AHEALE 8 5H7] Aol AHSAF 2191S A A 5] AR A ©] F(DN)S 7HA %
. o3 ool A user_allowed_to_modify user_entries A} 4R = A4 2 25 AKX
2 A ¢ dE= AHEAY Y Ol activator === IdM #2] 2}). o] dlA]2] 4T & o] AHE

[...]

# ldapsearch -LLL -x -D

"uid=user_allowed _to_modify_user_entries,cn=users,ch=accounts,dc=idm,dc=e
xample,dc=com" -w "Secret123" -H Idap://r8server.idm.example.com -b
"cn=users,ch=accounts,dc=idm,dc=example,dc=com" uid=test_user

dn: uid=test_user,cn=users,cn=accounts,dc=idm,dc=example,dc=com
memberOf: cn=ipausers,ch=groups,ch=accounts,dc=idm,dc=example,dc=com

6.2. IDM 2.5 A4 & 9| %ol Bl a7] g D=2

)
X,
2,

2

>
fr

S
=

lo

e
1-0‘-1

e

>

o

2
N

o
i)

A)

2

o2

2

2
o

a1}

e

)

il
i
of
i)
v

i)
a1}
e
PO
flo
v
o
Ik
kd

A 15 s

71& 2§ 2AHA

gl W F

aFAA WH A A

i)

el Z 2 o LDAP Data Interchange Format(LDIF)©. 2 ¥ = 1t}. LDIF= LDAP dd &2 Ze =
JuolE 2 F S Yl EF 92E golg w3 YU},

AEDS ALE o] IdM 1§ AY S #elshes 24y A 299 LDAP $34E 7S & 9%
U,

A 1E e
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dn: ch=group_name,cn=groups,ch=accounts,dc=idm,dc=example,dc=com

changetype:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:

add

top

ipaobject
ipausergroup
groupofnames
nestedgroup
posixgroup

uid: group_name
ch: group_name
gidNumber: GID_number

71E % 2HA::

dn: group_distinguished_name
changetype: delete

aFol WS F7k:

dn: group_distinguished_name
changetype: modify

add: member

member: uid=user_login,cn=users,cn=accounts,dc=idm,dc=example,dc=com

zdlo]d i WER ASAE TF) F78A vhIA L. GulolE Aol YA O gE
HAA W A AE 27 B2 Julol=n A FEUch Y AEAD 15 8 F A5

=8

gl A WulE A A

dn: distinguished_name
changetype: modify
delete: member
member: uid=user_login,cn=users,cn=accounts,dc=idm,dc=example,dc=com
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o] A A o] A = Idapmodify
AL 3 A2 AR S v A S

Fx

cn: testgrou

gidNumber:

A 27 A

90

AHEAE A 5]

objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
ipaUniquelD: 569bf864-9d45-11ea-bea3-525400f6f085

2§ 5 Ao 259 o F o2 AM sl 2F] 3 ol HDN)L 7Hd Uk

# ldapsearch -YGSSAPI -H Idap://server.idm.example.com -b
"cn=groups,cn=accounts,dc=idm,dc=example,dc=com” "ch=group_name"
dn: ch=group_name,cn=groups,ch=accounts,dc=idm,dc=example,dc=com
ipaNTSecurityldentifier: S-1-5-21-1650388524-2605035987-2578146103-11017

p

top
groupofnames
nestedgroup
ipausergroup
ipaobject
posixgroup
ipantgroupattrs

1997010017

2 Abg-3to] 1AM AL AHE FA sk g el sl AE g ch 2, F9o] 5

S8 e @ol 9t M AL AR A5 F Az

AHEA7E mEsteE o gol 9t IdM AR =2 g o

I $ kinit admin

Idapmodify 4 &S
Layer) M7/l &2 = G

A3 2159 A8 SASL(Simple Authentication and Security
SSAPI(Generic Security Services API)E XA g ).

# Idapmodify -Y GSSAPI
SASL/GSSAPI authentication started
SASL username: admin@IDM.EXAMPLE.COM

SASL SSF: 256

SASL data security layer installed.



o

ol\

67%. LDAPMODIFYZ A}-£31o] 9] 3 IDM A&z} 2]

wESEE AR dn 2 4 Tk

I dn: uid=user1,cn=users,cn=accounts,dc=idm,dc=example,dc=com

= W73 322 modrdn & Y483

ol

T3

I changetype: modrdn

AH&-ZHe] newrdn & A A ¥}

I newrdn: uid=user1

I deleteoldrdn: 0

At
59 DN A2 $5

A& $-58 DN = A4 gk,

newsuperior: ch=deleted
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com

AR E BESY

A2 An =2(DIT)e] F22 A) 922 o] EFUTH m2tA Al 49
& DN.o = <7 sl o 3.

Enter & 04| =2 @59 €44 AddH-

[Enter]

modifying rdn of entry
"uid=user1,cn=users,ch=accounts,dc=idm,dc=example,dc=com"

Ctrl + C & AH8-3te] A2 FE T

BEA LE AHGAE el ALg AL BEAAEA AT

o1
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$ ipa user-find --preserved=true

User login: user1

First name: First 1

Last name: Last 1

Home directory: /home/user1

Login shell: /bin/sh

Principal name: user1@IDM.EXAMPLE.COM
Principal alias: user1@I/DM.EXAMPLE.COM
Email address: useri@idm.example.com
UID: 1997010003

GID: 1997010003

Account disabled: True

Preserved user: True

Number of entries returned 1
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77 AH&-Ae] QR =AY S 9E IDM 7
7. AHg Ao QB =2 H| A Y2 93] IDM 1A

A"l AR ID B E A R EFH 02 AR Z2H]A Y-S A 5= = IdM(Identity
Management)2 742 <+ A5yt

ipa fr2 2 E & A5k tiAl 97 =2 u| A A 21 9] A& Idapmodify 2 2 8] & A5t
IdM LDAPo] o) A =3¢ —’F A&t} B A= Idapmodify S A1-&35} 71 LDIF 512 2 A1-&35le] CLIo|A
N8 2H o)A ALLAE Z71E 5 Y&

IdM #2] A= A5 AHE AN F7lst =5 9] Z 28| Ad Al 28"2 4435 A
Ytk ek SAlo) 93 E2ulA g A LG gel el A B4 A AE 44 FoHe
Administrator 2] IdM &} &8 3+3-31%] gtolof g t}.

g% T2 A2 A 2ol AHEAE BY AHSAR AFOR o FHES ~THE
=74 2 %+ deyh

B =z 2H| A A 2" AL 5 [dM(Identity Management) & F8]5l<] IdMo]] 2] o]
A AHEAE F7H U O

ZHAY A 2F | A 713k AL RS ZH o] A ol A B4 A AR o] FEhe 22

9% Ul AY A 2WL Abgshel 1AM 2o AHgAE F7HIUTH T 7H B o of
e FaAY A5

LDIF 5} & A}-g3lo] IdM 2 H| o] X] A}&-2} 37}
Idapmodify & A1-8-3ke] CLIeI A A3 IdM 28] o] X AL 2+& F=71-F Y ot
7.1. ZH 0] A AL-&A AR 2] AF A sHE 913l IDM A F]

= AR A £ QR Z2u| A A ZF 4 A} 7 Mo 1dM AHE-AL A & 7 8k ¢
o ZU} & §}<,>}_‘¢‘_ AA o] de 2FN AR S FUste] R Z2H|AY A 2H S 43

HL R
to] IdM<]

ol o
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e Z2ulAY S Rl 5 AFUTh oA E 93 Al xRl 2ol A AE FotsHe d)

X185 ALg A A 9] o] £-2 provisionator LT} 2ol ALE LS A0 B ol A} S
AHEA AR & &3 s 712 F

A 27 A

[
AAE 5= S2EE IdMo S=g 4.
A3
1.
IdM #2| = 2 2213 o
I $ kinit admin
2.

2Hlo] g AL&AE F718 A 3ol & provisionator 2= A RS A A T}

provisionator A}-8-#} AA & F7HH o

I $ ipa user-add provisionator --first=provisioning --last=account --password

a.
Z2HA 7] AHEANA B o AdS Fo PG

zelo] g ALgAL F7HE Belshr] el A A A AT A 2R Z2ulAY &
A4

$ ipa role-add --desc "Responsible for provisioning stage users’ "System
Provisioning"

2eo] A AgA Z2UIAY AL o Foll F74F1Ih o] AGL 2o ALE
A8 #7125 dE 7152 AT

$ ipa role-add-privilege "System Provisioning" --privileges="Stage User
Provisioning”
iil.
o ko] provisionator A1-&22 71 o).

I $ ipa role-add-member --users=provisionator "System Provisioning"
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ldMol| 2 2216 7} YA Sl g,

$ ipa user-find provisionator --all --raw

dn: uid=provisionator,cn=users,cn=accounts,dc=zidm,dc=example,dc=com
uid: provisionator

[.-]

AEA AR B 5 3

L

e

A3L 717 AE-#} activator = 7+ t}.

22337 AR AR FA L
I $ ipa user-add activator --first=activation --last=account --password

718 AHEA A2 A  Foll AHEAE F7hske] activator ARl Al E 8 3t AdS
gy

I $ ipa role-add-member --users=activator "User Administrator”
A=A ol A ARl A3 AHEA 25 A AU

I $ ipa group-add application-accounts

2ol 5 A g el =dTh o g AL Agel 4 e R AT PARAY %
4 Ae 2 o7HE A4S VAT F At A9 S BAFU

$ ipa pwpolicy-add application-accounts --maxlife=10000 --minlife=0 --history=0 --
minclasses=4 --minlength=8 --priority=1 --maxfail=0 --failinterval=1 --lockouttime=0

(A5 AFa) IdMo) 5 2 o] QA SHel g,

$ ipa pwpolicy-show application-accounts
Group: application-accounts
Max lifetime (days): 10000
Min lifetime (hours): 0
History size: 0

[...]
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AZFaA A AR 250l Z2uAY L S35 AA S F7HY
I $ ipa group-add-member application-accounts --users={provisionator,activator}

AR AR S 5 E WA

$ kpasswd provisionator
$ kpasswd activator

A IdM A}&2} 257 A vl g e g

ﬂ-ﬁ
l-oln
i
rE
)

allok gt

[ ]

BRES AHE skl AHEA AR A E FxsAA L.
[ ]

AHEA R A F ol E FxHA L
[ ]

7.2. IDM @A A&7} Al A 2] A5 SA 3} LA

& AR E 2ElolA AERE BAF S 2AYES BEE P BAFUTL A2 e A
AAZ A0 E AEOR ~AYES AYFrth ol Pl SHE A AHgA A Gl AFoZ FH s
ARE AF A48T F dsUth

o] Az}l A= 9B =2 H|AY A 2" AfA7L olu] AHEAE HEFPor AT
EZHdMe) 3715 7] el 1dM S0l 371 5ol 251K vl 7P g o

IdM 4] 3 shtel A B4 8 A 2E BYSSHE Avo s FEF

A 8T A

[ ]
IdMol| == u]xg7] 2 &4 7] AR ol AFUth A W-§2 28 o] A AHE-AL A 9] A
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773 A 870 98 2 u| A J -2 93 IDM 74

5 #4952 99 IdM AR 262 FRAPA L.
Z2AAE Ad 59 IdM Ao th g root Aol Yook ALt
IdM 2232 22915 0] Y&,

93 Ezu| A A 28-S A

2435 ARl A 719 LS AR

# ipa-getkeytab -s server.idm.example.com -p "activator” -k /etc/krb5.ipa-
activation.keytab

E oo IdM A uj ol A &3t 22 A A5 & ststeEd st AWt 719 st & A
duch 248 g3 719 42 -& & Avd EAg o

REAMEAES 843518 o2 Zd =2 AH8-31o] /usr/local/sbin/ipa-activate-all 23 HE =

#!/bin/bash
kinit -k -i activator

ipa stageuser-find --all --raw | grep " uid:" | cut -d ":" -f 2 | while read uid; do ipa
stageuser-activate ${uid}; done

ipa-activate-all 23 E9] A3 2 2FAS R st 243 7HssHA YT

# chmod 755 /ust/local/sbin/ipa-activate-all
# chown root:root /usr/local/sbin/ipa-activate-all

e &
WU

FlJ

dl= 5 X183l systemd =] 512 /etc/systemd/system/ipa-activate-all.service

mlm

[Unit]
Description=Scan IdM every minute for any stage users that must be activated
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[Service]
Environment=KRB5_CLIENT_KTNAME-=/etc/krb5.ipa-activation.keytab
Environment=KRB5CCNAME=FILE:/tmp/krb5cc_ipa-activate-all
ExecStart=/usr/local/sbin/ipa-activate-all

5.
o2 = E A-8514] systemd €} o] 1 /etc/systemd/system/ipa-activate-all.timer £ 7t
Futh
[Unit]
Description=Scan IdM every minute for any stage users that must be activated
[Timer]
OnBootSec=15min
OnUnitActiveSec=1min
[Install]
WantedBy=multi-user.target
6.

A FAL A 2=
I # systemctl daemon-reload
ipa-activate-all.timer = &4 3} o}.
I # systemctl enable ipa-activate-all.timer
ipa-activate-all.timer = A] 234t}
I # systemctl start ipa-activate-all.timer
(X9 x}3}) ipa-activate-all.timer o] Zo] A3 <1 %] &<l ).

# systemctl status ipa-activate-all.timer
e ipa-activate-all.timer - Scan IdM every minute for any stage users that must be
activated

Loaded: loaded (/etc/systemd/system/ipa-activate-all.timer; enabled; vendor preset:
disabled)

Active: active (waiting) since Wed 2020-06-10 16:34:55 CEST; 15s ago

Trigger: Wed 2020-06-10 16:35:55 CEST; 44s left

Jun 10 16:34:55 server.idm.example.com systemd[1]: Started Scan IdM every minute
for any stage users that must be activated.
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7.3. LDIF s}2lol] 7§ o] €l IDM €HA] AL} 37}

o] MAMA = 9% T A A 27 o] #elx7k IdM LDAPS] o)Al 2551 LDIF 5212 ALg-sfe] 2
B0l A A8 AHE F7bake WS AW ol Ao A E shtel B A8 AE Frhate WL
HolFA W o] AEAS O F RE sl shelo] Frba 5 i

A 27 A

IdM #2] 27 224 AF 3 428 A4 AFUT AA S W82 ZH oA AHS-A A4 2]
A-s 43S A3 IdM A 1 & Fx4 A L.

[}

9% B A AR 4TS I3 YFUTh
[}

LDAP Aju)ol | IdM Ajulo] SSHE ¢ 4 YU th
[}

1M €A AL8 A7} AFg AL 2ho] afe] o] LulE A2 & 3l Galof s Ao a4 AE
2 A2 F dguth

(o]

A o] 5 (dn)
(o]

A1k o] F (cn)
(o]

wpx] g} o] & (sn)
(o]

ol F2:

13 Ajulol &) Al Ab8-ato] gt 17} £ 3 LDIF kel & vk,

dn: uid=stageidmuser,cn=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com
changetype: add

objectClass: top

objectClass: inetorgperson

uid: stageidmuser
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sn: surname
givenName: first_name
cn: full_name

LDIF 5218 9] 3 A uo] A IdM A v] 2 A5 g ot

$ scp add-stageidmuser.ldif provisionator@server.idm.example.com:/provisionator/
Password:

add-stageidmuser.ldif 100% 364
217.6KB/s 00:00

SSH Z 2 &£ 22 A1&-3lo] IdM A u]o] Z2u|AY 712 A2}

$ ssh provisionator@server.idm.example.com
Password:
[provisionator@server ~]$

IdM A w o] A 2 u] % =z} Al A o)l gl g Kerberos E]Z(TGT)S oA Q.

I [provisionator@server ~]$ kinit provisionator

i

Idapadd % 7} -f §41 2 LDIF 519 o] 2& ALtk IdM A1l e] o] 23} TE W5
SEEES

~]$ Idapadd -h server.idm.example.com -p 389 -f add-stageidmuser.idif
SASL/GSSAPI authentication started

SASL username: provisionator@IDM.EXAMPLE.COM

SASL SSF: 256

SASL data security layer installed.

adding the entry "uid=stageidmuser,cn=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com"

7.4. LDAPMODIFYE 2183l CLIGIA] A3 IDM 2-H] o] X] A2} F7}

o] AR A= QR Zau| Y A 2H ] 7z =7t IdM(Identity Management) LDAPo]| o) 4] 23} 32
Idapmodify €2 €] & AL-§-5lo 28| o] AHEAE F71st= WS A9Edy

A 27 A

[ ]
IdM #2] 27t =24 AR 3 432 AP AU A &2 ZH o] A] ALg-AF AlA 9
A-s 43S A3 IdM A 1S Fx4 A L.

100



773 A 870 98 2 u| A J -2 93 IDM 74
QR AL A= 22 A EH AR 45 E 43 dHU.
LDAP A u] o 4] IdM A ¥ o] SSHE 3 & F A F ).

M €A AL§ A7} AFg AL 2ho] Eate] o] LulE A2 & 3l Galof s Ao a4 AE
2 A2+ dguth

vEA] g o] & (sn)

ol F2:

M ID 2 913 A 5.8 AHg-ste] IAM A uo] A 3he] @ SSH T2 e 22 AHgFth

$ ssh provisionator@server.idm.example.com
Password:
[provisionator@server ~]$

z2u A7) AR TGT, Al @Al AHgAE 3718 o] A= IdM AHEAES 714 {1 o
I $ kinit provisionator

Idapmodify | &S ¢ 2 sla Q15 <l A8 SASL(Simple Authentication and Security
Layer) v 7]\ &2 2 GSSAPI(Generic Security Services API)Z A A gt} IdM A v] o] &3}
XEE AR I

# ldapmodify -h server.idm.example.com -p 389 -Y GSSAPI
SASL/GSSAPI authentication started
SASL username: provisionator@IDM.EXAMPLE.COM
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SASL SSF: 56
SASL data security layer installed.

F712 AF2-#12] dn 2 ¢ & gy ol.Enter the dn of the user you are adding:

dn: uid=stageuser,cn=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com

W7 Aol 922 add & 9

o

} Ut

ofr
i

3
I changetype: add

AH8A Zol = Afo| 2 o] eutE A2 S 5 g3t ¥ Rad LDAP @ uAE Ze) 2 she ne
= A4 k.

objectClass: top
objectClass: inetorgperson

e

% %t

F7FBAE R 25 AA

A8l uid 2 9 g
I uid: stageuser
AHgREe] en & Y Foh

I cn: Babs Jensen

I sn: Jensen
Enter & tA] 58 59 £2AA EAF Y.

[Enter]

adding new entry "uid=stageuser,cn=staged
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I users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com"

Ctrl + C & AH8-3te] A2 S FE 3

A% e
2Ho)q F=eo] Zeul=E FAste] Z2uAY A xdo] Do wE POSIX £4< F7he3 26
o4 F=o BAF FH7 FYEA FATU

Al ZH| o] A] A}-&-Z}2] LDAP 473 & 3 A]sl#1 ¥ ipa stageuser-show --all --raw 45 3 ¢

=3,

$ ipa stageuser-show stageuser --all --raw
dn: uid=stageuser,cn=staged
users,ch=accounts,ch=provisioning,dc=idm,dc=example,dc=com
uid: stageuser
sn: Jensen
cn: Babs Jensen
has_password: FALSE
has_keytab: FALSE
nsaccountlock: TRUE
objectClass: top
objectClass: inetorgperson
objectClass: organizationalPerson
objectClass: person

A}8- A= nsaccountlock A4 ol 4] WA & o 2 v @A 31 Pt}

9 oA IdM AH8-2HE &2 5171 8l Idapmodify S AF8-sto] & =8t

il
>
lo
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Red Hat Enterprise Linux 9 [dM A}-8-2}7} € ~E 91 A A A o] 713 #-2]

8%. CLI= A3} IDMo]A] A= 8]~ 72 #a)

o] oA = IdM(Identity Management)ol] 2 = X u] 2 73S A7) 532 CLI(E FZ <1 g 3 0] 2)o)| A
Az Al A= g A dRshe B APt

8.1. IDM2] A3 xju] 2~ o 4] & A o]

A AH) 2 o 2 Ao] 22 IdM T el el g A F=o) A e e 5 9l IdM(Identity
Management) A€l €] 9] 22 Ao dUtt. A & 5o I[dM AH&-AH= Z}?ﬂ] A5 E YUl ET 5 AFY
o,

7]
S
s
X
=
)
2

o] Alo] W ALE5HA A5 IdM AL El 7 LDAP &2 Ulo 4] 54 542 A7
2o Ul A F7F Ex AAl = 3 8etA ST

%9]

A AH] 2 oA 2 Ao} 3 02 AT wli= Folsok Frivh. A2 Ao F
2 RAAsA 7S Ao Ade] A 45 F AFUTh

=

8.2. CLIE A835l] A= v A F3 AA

o] AAkol A= CLIEF Z el sl o] ) ALg-3tol IdMo) A A Au] 2 oA 2 72 4ol thal 4
% g

A 8T AL

[}
ldM = ALg 7 el gL Belats] e Bl A A

g4 Kerberos E] 7. 1A 3 Y £ kinitE Al&-35le] IdMo)] =522 212136+ A
S Al L.

ftlo
2
BN
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8%. CLIS AHg 5ol IDMo) 4| A Au] 2 75 el

A X ¥ 2= 513 S 78k A ipa selfservice-add B & & AME-SHAL U F 7HA A S A

e

--permissions

=

ACI(Access Control Instruction)o 4] o 5l= 217] @ 227] A

o
tijo
il
ox
i)
L
°

--attrs

o] ACI7 AHe Roals WA £4 B52 44,

NS Sol AL ATt AA ol F AR ARE FPT F Y AZ A2 FH 2 Y HAE b2 53

o

$ ipa selfservice-add "Users can manage their own name details" --permissions=write --
attrs=givenname --attrs=displayname --attrs=title --attrs=initials

Added selfservice "Users can manage their own name details"

Self-service name: Users can manage their own name details
Permissions: write
Attributes: givenname, displayname, title, initials

8.3. CLIZE A} 838} A= xu) 2 73 AF

o] Az}el A= CLI(B B = 18 3 o] )5 AHg-3te] IdMo|A] A xJu] 2 A4 2 13 AP S APy

t}.

A 27 A

[ ]
IdM == 282 #2 A 9 &2 #2]5H7] 91g A2 A A
[ ]
g4 Kerberos E]Z1. ZAHA & Y &2 kinit2 AL-&35to] IdMo] =507 Za0lst= AL A=
st Al L.
Azt
1.
#18] A}3}: ipa selfservice-find & 2 A1-83l] 7]|& A X o] A 132 S ZA P
2.

&) A} g ipa selfservice-show 3 & & AHE-3to] 4 ste]= A X A= Ao A Al F
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3.
ipa selfservice-mod 3 & S A}&3la] A= Aqu] 2 73S AFFU
A 59 v ZsUd

$ ipa selfservice-mod "Users can manage their own name details" --attrs=givenname --
attrs=displayname --attrs=title --attrs=initials --attrs=surname

Modified selfservice "Users can manage their own name details"

Self-service name: Users can manage their own name details
Permissions: write
Attributes: givenname, displayname, title, initials

ipa selfservice-mod % & & Al-&35}1A o] Ao Holgt A3 L £AH S Ho|pu g A9
= A Ao g £A43) 6‘1-7;]] 71 A3 9 &4 E=2o A ib‘]-%q]jl.

o
ol
L
=

ipa selfservice-show & & A1-8-3l] A} A= Au| X 73S

e
>
d
k3
T

$ ipa selfservice-show "Users can manage their own name details"

Self-service name: Users can manage their own name details
Permissions: write
Attributes: givenname, displayname, title, initials

8.4. CLIZ AHg-sto] A13x A 2 73] A

o] Ao A= CLI(HH = A g o] 2)E ALg-3te] IdMo| A Az Aqu] 2 A 2 73] 241 & Ay
t}.

A 27 A

[ ]
IdM == ALg A Bl A 9L Belshy] AR delA A
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8%. CLIS AHg 5ol IDMol 4] A Au] 2 15 #

[ ]
&) Kerberos E]Zl. A gk U] -8-& KkinitE AF-&-35le] IdMe)] =502 2719
SH Al 2.
Azt
[ ]
ipa selfservice-del 8 3 2 A& 35lo] A= u] A 73S AHA g o).
d& &4 534 25Uy

$ ipa selfservice-del "Users can manage their own name details"

Deleted selfservice "Users can manage their own name details”

o
ol
L
X

ipa selfservice-find 4 %3 3 A}-&-3le] & Ax A2 3 &

o] *rets ofof Frict.

kel
>
ot

1

L
i)
o%
a
2
2
)
=
N
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9. IDM §] UIS Abg-sho] A v 2 73 72

o] &Ad A = IdM(ldentity Management)ol] A 3= xu] 2 F32 2 4713513 9 <€ o] 2(IdM Web Ul)
oA A AMu| A AAA FHS WEL AYst= WY S ABF UL

9.1. IDM2] A3 xju] 2~ o 4] = A o]

AL A QA2 Ao] F3-2 IdM H e 2] An] FEdA 33 5 9= IdM(Identity
Management) A€l €] 9] 22 Ao dUtt. A & 5o I[dM AH&-AH= Z}?ﬂ] A5 E YUl ET 5 AFY
o,

AEE] 7} LDAP 3% ol X 54 42 A3
314 U th

7]
S
s
X
=
)
2

o] Aol ¥ & A3 A A Id
2o Ulat 2] F7HEE AR £ 5

ig

%9]

A AH] 2 oA 2 Ao} 3 02 AT wli= Folsok Frivh. A2 Ao F
2 RAAsA 7S Ao Ade] A 45 F AFUTh

=)
9.2. IDM ¢l UIE A}&3lo] A x| A 37 A

o] Ao A= ¢ 2= o] 2 (IdM Web UI)S A1-£3519] IdMo| A] A = 2] u] 2 AA 2 FH L WA=
S A9 gyt

A 8T AL

[}
ldM = ALg 7 el gL Belats] e Bl A A
[}
IdM $) Ulell =215l 0] hruich. Al @ g2 <) kg Aol 4] IdM S Ul o4 =2 =
CERES
A%
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3

Role Based Access Control ~ ID Ranges ID Views Realm Domains

Self Service Permissions

974 IDM 9 UIE Abg-sto] A3 Au] 2 5 2]

IPA X v] =] 4] Role-Based Access Control (93 7]ut A x| 2 A o]) 319 Wl FE A A
v 2 AHS Ao

Authentication Network Services IPA Server

Roles

Mmissions

Frivileges

p issions
=rTiE=Ion o) o Refresh Delete] | | 4 Add

Delegations

—J OSETS CEIT TTIETMEEE TNEIr 0w S5H |:L||:|il: FE'}-'_'-

L] | 5elf can write own password

0 | User Self service

o
=

A AH] 2 A F7} Fo] AYUTH AL Au] 2 o) F BEo] A A Au| = 739 o] F
gAFUT T ALY 5 AFUTh
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Add Self Service Permission

Self-service * Adding Personal Info
name

Attributes * Filter Q || Add
[ audio [[] businesscategory
[ carlicense [Jen
[ departmentnumber [ description
[ homedirectory [ homephone
[] homepostaladdress [ inetuserhttpurl
[[] inetuserstatus (v initials

[[] internationalisdnnumber [ ipasshpubkey

[ ipauniqueid [[] ipauserauthtype
[+ jpegphoto [] krbcanonicalname
* Required field

[ ipatokenradiusconfiglink [ ipatokenradiususername

Add | | Add and Add Another || Add and Edit | | Cancel

4,
AHEAL AP T S AE S ol YE AARL A
5.
Ao Apgh AR 2 ARG AFHAE S0 B2l gl A BHL F/1E 5 dFUT
a.
FhMES YU
b.
t}2 Add Custom Attribute (A}-22F XA &4 =71) Z 9] Attribute &)l 2-E H o] &
A olge JF T
C.
shol HlES 2Ydtel 54L FHAUT
d.
Al &40l Ag A=A AP
6.

2 stgre] Add (37 W ES Zelskel A A Au = 7L AP
2 F7bslel A A2 AR ARRL BHY 5 A

0_1 =
T Z7HES 25T g uE
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9. IDM 1 UIZ A1&-381o] A= Au| = 73 7

Ut

9.3. IDM ¢} UIE AMg-3to] A= xu) 2 13 HY

o] A} A= A 2 o] 2(IdM Web UI)S 123519 IdMof| A] A = xJu] 2 AA 2 FH L A=
S A9 gt

A 27 A

[ ]
IdM == A8 A2 A 98-S A s7] Ao A=A dg.
[ ]
IdM 91 Ulol] 22215 o] JHFUTh AAIg &2 ] Hep-A oA IdM 1 Ul A =5 F=x
3 Al L.
A%}
1.
IPA A 1] =] A Role-Based Access Control (&g 7 A2~ Alo]) st Wl 7wE G A
3 }e]u]/\ :‘1_-61—0 /\‘]E“b‘]—],]]:].
2.

m
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Self Service Permissions User Self service

fService Permission: User Self service

et

Co

Settings

# Refresh | | O Reset | | X Update

General
Self-service name User Self service
Attributes * Q || Add
[ audio [+ businesscategory
[+ carlicense [ en
| departmentnumber [+ description
[ destinationindicator [+ displayname
[) employeenumber [+ employeetype
[+ facsimiletelephonenumber v gecos
[] gidnumber [+ givenname
[) homedirectory [+ homephone
[[) homepostaladdress [+ inetuserhttpurl
[] inetuserstatus [+ initials

A5 sl o] A oA g A A 2 2o FAFAL AAL 54 BEL
AAg AL A stAL A9 AL

¢ =
o
1
4
s
o)y
L
k)

A W ES ZEsto] WA AHFS A Au 2 73 o] AgFth

9.4.IDM <} UIE A}§-5to] A Au| 2 513 214

o] kol A = 91 AE 3] o] 2(IdM Web UI)E AHg-3ho] IdMol 4] 152 X 2 o) = 75 Al ahi=
WS Y

A 27 A

[}
ldM = ALg 7 el o gL Bl sty e Bl A
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9. IDM 8} UIZ AL-§-3o] A A1) 2 75 23

°
IdM <] Ul 22215 o] iUt ZHAIZE -8 <] Helb-g-A oA 1dM §) Ul Al =5 =z
SH AL L.
A3
1.
IPA X v] =9 4] Role-Based Access Control (9 & 7]ut A x| 2 A o]) 319 Wl 7= A A
= )= Age A,
2.
AAS FH Dol Y ANV HAY T BF 0 22 Y= A MES Y
Authentication Network Services IPA Server
Role Based Access Control ~ ID Ranges ID Views Realm Domains
Roles
P issions
S o] 2 Refresh | @ Delete || + Add
Self Service Permissions
Delegations
1 osETS CaraEnage teir own 55H public keys
(J | Self can write own password
0 | User Self service
3.

s A7t elE AR S 2o sl
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107 ANSIBLE = o] 2-& A} 3}o] IDMo|A] A = A u] 2 772

o] A Ao A= IdM(Identity Management)ol] A 3= xJ ] A 73 & 4] 5}3L Ansible =) o] 82 A}-&3}
o] Ax MU 2 A2 FF S WE AR SE HS AP YUY AZ M2 AN 2 A o] FH S AHE
3hA IdM A E €] o) 4] IdM Directory Server @204 A€ AL F3h 3 5 dFUTh

ol MANAE e 7412 FEUT.

[}
IdMe] 4 32 Aju] = o &) 2 A o]
[}
AnsibleS A} 2 35}a] A= xH] 2 FA o] YA ol ).
[}
Ansibleg A}-g-3te] A3 Au] 2 o] QA g9l
[}
Ansible g A}-g3lo] A A B2 FF o] B4 E4 0] JEA g
[}

Ansible g A}-&3lo] A A v X FF o] B4 E4 o] gleA gy

10.1. IDM2] A 3= 2] 6] 2 ol A 2 A o]

A AJH) 2 A2 Aol FH L IdM TP E 2] Au] FEA =3 5= e IdM(Identity
Management) €] €] 2] 22 B Pt o & 0] IAM ALE A= AHA] 5 E Yol ES = AHY

S AHg5H A% 4 IdM AE E 7} LDAP 35 ol A 53 £42 AP T 5 A A4
2o et A F71 EE AHA & 58 aA gaTh
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107 ANSIBLE =] o] 22 X128 5}o] IDMo|| A] A1 3 A 6] A 571 2]

?—91

)3 qu] 2 oA 2 Ao FH o A e wl Folalof Tk oAl A o] F
RAASA FAE A ] Ado] 52 45T 5 dFUh

10.2. ANSIBLEZ A}£ 3} A3 o] A 73 o] 9E=X] o3},

& Aol A = Ansible Z 8] 0] 8- AHg-3te] A3 Au] 2 752 4 2] 53 IdM(Identity
Management) A Bl o] J=A] SQst= WE S A FUT o] dlolA A AL A= ALF3 ol F Al F R
TS AT F Jo v g AR A A A4 ] A F A o] E JEA o] 2 AlE D 27 SAHL WAT 59

HFUL o2 So] A o2 B 27| AL Y3t= AL AAS 5 A5

A 8T A

[
IdM #e) 2} 5 5 o Tk

o0 87 AH3E F535< Ansible Alo] =8 FAIAFUG.
Ansible 14 2.8 o] 42 Ag-3t3 &L T
ansible-freeipa | 7] x| & A2 X I F U d}.

~IMyPlaybooks/ Tl &€l 2] o] A o2 & &4
v 2l 0] &)< A}-&-3te] Ansible S1wl £ 2] 9} S

o o

~/MyPlaybooks/ T] @ €] 2] 2 o] 53]t}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/selfservice/ t] 2 g €] ol )+ selfservice-
presentyml 5191 & Hapgh o},

115
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$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-present.ymi
selfservice-present-copy.ymi

3.
H 7 3t selfservice-present-copy.yml Ansible =g o] & d-S gy}
4,
ipaselfservice 2] A Qo)A ok WS AR5 HAL 2T
[}
ipaadmin_password H 5= IdM &2 #12] g3 =2 AA .
[}
name W5 A AX Au|X qpF 0] o] o7 A
[}
I UTFEHUAE 7D A E5 05 APt AT AF( 7] 2 227] )& Ho
Fuo
[}
EAQ MFE AEA AF 2 5 dE £4 2 ( givenname,displaynametitle,
initials )22 A4t}
A oAl ds] 3 ¥ Ansible =g o] 3 s}Ad A}
- name: Self-service present
hosts: ipaserver
become: true
tasks:
- name: Ensure self-service rule "Users can manage their own name details" is
present
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
permission: read, write
attribute:
- givenname
- displayname
- title
- initials
5.

16



1074 ANSIBLE 3| o] -2 A}-&-3to] IDMo] A A3 AJu] 2= 73 7]

Felol % shel 3t QM e 542 X4 sHs Ansible Edo] % A gt

I $ ansible-playbook -v -i inventory selfservice-present-copy.yml

IdMe] A 5= xJu] 2 WA 2 A o] S F 234 A L.

/usr/share/doc/ansible-freeipa/ t] 2 € 2] ol 5] README-selfservice.md 39 & F %3514

Al Q

i )

/usr/share/doc/ansible-freeipa/playbooks/selfservice t] gl E 2] S %314 A Q.

10.3. ANSIBLES AHg-3te] A3 AH] 2 3 o] gl el

o] 4% Ansible Z #0122 A18-ato] IdM o] A A B A= Au] = -7 o] glEA] 8}

fu)
o
)
Ty

1 A . ohe) A ALE A MR A oI E A% A A A 59 A
stelsts S AP FUT A E Sol A AT A4S HA] o] § B 27] o] B2 WA 5 AFU
.

A 27 AR

o &7 AHdS S5k Ansible Alo] ==2 #A S
Ansible B4 2.8 o] &3 AH&-stL U
ansible-freeipa | 7] x| & A2 X I H Y o}.

~IMyPlaybooks/ T & €] 2] 9| 4| o] 2| 3 J 4
¢l o] )& A18-3lo] Ansible ¢lWl E2] 51l S

ox flo
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~/MyPlaybooks/ t] 2 ] 2] £ o] & .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/selfservice/ t] 2 g 2] ol 2+ selfservice-
absent.yml 5} o] A}2-2 wHEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-absent.yml
selfservice-absent-copy.yml

3.
H 3] & selfservice-absent-copy.yml Ansible =] o] & 9}d -2 gy}
4,
ipaselfservice 2] A Qo)A ok WS AR HAL 2T
[}
ipaadmin_password H5-= IdM #2241 2] g3 =2 AA .
[}
name W5 A X Au| = A 9] o] F o2 AP
[}
state 42 absent = 23 gt}.
A oAl dis] 3 ¥ Ansible =g o] 3 1A}
- hame: Self-service absent
hosts: ipaserver
become: true
tasks:
- name: Ensure self-service rule "Users can manage their own name details" is
absent
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
state: absent
5.
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107 ANSIBLE & o] -2 A}-8 3] IDMell 4] A3 A1) 2 772 2]

Edo| %

%)

A3 AW 2] 7S A4 3z Ansible Ze ol 32 AA g},

I $ ansible-playbook -v -i inventory selfservice-absent-copy.yml

IdMe] A = xnu] 2 WA X Ao] S FXHPA Q.

/usr/share/doc/ansible-freeipa/ t] 2 € 2] ol 5] README-selfservice.md 39 & F %3514

Al Q

i )

/usr/share/doc/ansible-freeipa/playbooks/selfservice t] 2 gl 2] oA A= Z o] B S F X
SHA 2.

10.4. ANSIBLE S AH§-3te] A1 Au) 2= 750 54 40] 91X Sl gth

o
‘%a‘

n\o

Az}o A& Ansible Za 0] 54 AL8-3te] 71E A= Au| 2 1F o] 54 A o] YA A
E“Q‘E}‘JE} o] oA A= AL&- A7} AHA| o] & Al K A 1 self-service 73 o] surname member
#A2& 4 J=A AU

Jl-)f ol
l'ﬂ ﬂil°
.

A 27 A

o 87 AHEHS $55h= Ansible Alo] ==& A AFU Y
Ansible B4 2.8 o] & AH&-stL U
ansible-freeipa | 7] x| & A2 X I F U }.

~/MyPlaybooks/ t] & ] 2] ol 4] o] 2] 35 773 5= IdM A ¥] 2] FQDN(g +#351€ =
] ¢l o] F)2 A}-&-3to] Ansible QW E2] U2 WA
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Red Hat Enterprise Linux 9 [dM A}8-2}7} $ 2~ E 9 A4 2 A o] 713 &2

A& AL 1Mol A ol A% g1 A Aul 2 F2o] 42 & AFU

A3
1.
~/MyPlaybooks/ t] ] 2] £ o] .
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible-freeipa/playbooks/selfservice/ t] 2 g 2] ol 2+ selfservice-
member-present.yml 3} & B-ALgH o).
$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-
present.yml selfservice-member-present-copy.yml
3.
H 3] & selfservice-member-present-copy.yml Ansible =g o] & 342 g4y}
4,

ipaselfservice 2] A HolX the WS A5t HA2 =Y Pk,

[

ipaadmin_password H5-= IdM #2]#1 9] g3 =2 AA 3.
[

name H+& AT A X AH| X fF 9] o]F o2 A
[

EA W$E surname .2 A A3,
[

action H14== member = A A3},

A oAl ds] 53 ¥ Ansible =g o] 3 s}Add}.

- name: Self-service member present
hosts: ipaserver
become: true

tasks:
- name: Ensure selfservice "Users can manage their own name details” member
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attribute surname is present
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
attribute:
- surname
action: member

5.
sl g A g
6.
Zao)% sl 7 A Ee $AL x4 = Ansible 3ol 2 Ao gtk

I $ ansible-playbook -v -i inventory selfservice-member-present-copy.yml

IdMe] A 5= xju] 2 A A 2 A o] S F 24 A L.

[}
/usr/share/doc/ansible-freeipa/ t] @ & 2] ol A] A}-& 7}'5- ¢+ README-selfservice.md =}
S FxsAA L.
[}
/usr/share/doc/ansible-freeipa/playbooks/selfservice t] gl g oA A= Z o] B S F =X
SHA 2.

10.5. ANSIBLE A1-§-3te] A1 Au] 2 3o 54 240 glEA gt

2 Az} Al = Ansible =@ o] 2L X} 835la] A X H| A FH o] EA AAo] Q=X 3 5‘]_%_ IS
< g:g st} o] =g o] B LS X183l AEZ Au] A F3F o] vlHA 3R] e WA A AL 34A] &
=2 8 F 94Ut o] A A = AHE A7 AHA] o] B MK A B self-service 172 o) glvenname el
surname member &4 o] L4 Bl ).

A 27 A

o3 87 AeHS 5%31= Ansible Alo] ==& 7 HFU.
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Ansible B4 2.8 o] &S AH&-stL U
ansible-freeipa | 7] x| & A2 X I H U t}.

~IMyPlaybooks/ T} & €] 2] | 4] o] &g ¥4 & 4 3= IdM A 8] 2] FQDN(R 319 =
w2l o] F)& AH8-3to] Ansible QI E2] 5t S AP ALY

AFgALE Mol A o] & A5 B A A2 75 o] 92 & A&t

~/MyPlaybooks/ T ¥ ¥ 2] £ o] &3 .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/selfservice/ t] 2 g 2] ol 2+ selfservice-
member-absent.yml 3} & B ]3] .

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-
absent.yml selfservice-member-absent-copy.yml

H 3] & selfservice-member-absent-copy.yml Ansible Zdo] & 51d-& g},
ipaselfservice Y A oA o3 HFE A5t Y-S = d
ipaadmin_password H5-= IdM &2z 2] g3 2 AA .

}e]s A A A pE o] o] B o2 AT

ofr

nhame U5 4

EA4 HS4-E givenname % surname 2 2 A A o).

action H14== member & A A3},
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1074 ANSIBLE E# o] -2 AH§ 5] IDMol 4] A Au] 2 15 o)

state H14~-E absent = A& 3] }.

A oA A3 74 € Ansible & o] 5 2D Y.

- hame: Self-service member absent
hosts: ipaserver
become: true

tasks:
- name: Ensure selfservice "Users can manage their own name details” member

attributes givenname and surname are absent
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
attribute:
- givenname
- surname
action: member
state: absent

2

A

H

jlol o
==

1}
=

AWl Eg] 9Y-& XA sh= Ansible Z# 0] 58 A3 g

RS

%
"

il

glol &

I $ ansible-playbook -v -i inventory selfservice-member-absent-copy.yml

IdM ] 452 ] 2 o a2 Alo] & FEBAA L.

/usr/share/doc/ansible-freeipa/ t] 2 € 2] ol 5] README-selfservice.md 39 & F %3514
Al Q.

/usr/share/doc/ansible-freeipa/playbooks/selfservice t] 2 gl 2] oA A= Z o] B S F X

3414 2.
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11 IDM CLIo| A A}&-2 25 A+

o] Zo| A= IdM CLI= A}&3 A} 2} 28 Fa = 24

AEA TS FE AW, G5 A 2 /18 Y2 7 A4 A F AU

IdM(Identity Management)2] A}82} 2 F o= th2°] £3HE = A

o)y

Ut

°
IdM A}-8-=¢
°
71et IdM AH-8-2t 155
°

913 ALg 2 1M 9170 9= AHE A

11.1.IDM¢] & 15 53

ldMe the f89 18 Ad g

POSIX & (71237}

POSIX 152 3|3 ® v o] d3f] Linux POSIX &4 & X434} Active Directorye}l 4% 2H&
3l= 254 = POSIX A4 & A8 4 glaU o

POSIX &4 A8 A5 W o] AEE 2 Ad gk A8z ot FAE POSIX £4 9 o2&
uidNumber, UID(x}-8-z} ¥ 5), gidNumber, 2§ ¥ 5 (GID)7} 211 th.

H]POSIX 1§
HIPOSIX 152 POSIX £4 & A As5HA] &FUTH & S0 o83 259= GID7H 3 9 5 of

914 g4tk

ole et 4a el g el BE Wu7t IdM =H o] aloF g,
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1% IDM CLIoI A A}&-2} 18 e

A% 25 AHghe] IdM £ Q) 9]5-2] ID A g 2o) EASHE 15 WulE ohg 3 2ol F7H

T la=
Ll
[
Z2AANZ=H
[
Active Directory =1| <]
[

O e g A

9 H 252 POSIX £ & A AaHA FUth ol & So] ol s 2Fol= GID7F g o] 5 o] AUA
FFUTh

T 111 712H o7 AAHH AILR} 218

“ ] —

ag oS 718 25 Wy

ipausers 2 E |dM A=}

a2 A 7] admin AH8-2-5 £ 3ste] #E) 2 A o] Qe AHgA
editors o= T o] 5T Aol gl Hl AN ZFAUT

A= A= Active Directory E8{ 2EZ #e]d = JdE= ¢

AHE A 7ol AHEAE F7HsHE AL Ao A | A A o] A FHUL ol & S0 AHEAIA
e A3S F o3 AHSAE admins 259 F7Hd o

= T

“ik 9]

admins 25 & 24| 5HA] v Al 2. A A= IdMol]l Z Q3 ALA Aold aFolx
Z o] FAJo 7 QA3 5A P FA 7} A .

EZH M2 IdMoll M| A}E2FE Yy e mjrjr} 7] 2 Z 0 2 AFEA] 7o 252 B3I AYD 25
oA g A W82 /MU 25 jlo] AH&A 712 Fxshi A L.
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Red Hat Enterprise Linux 9 [dM A}-8-2}7} € ~E 91 A A A o] 713 #-2]

1.2, 94 2 28 25 9l

M) AHg A 1§ A4S A 2 2 el 25§89tk 1§ B/FA 159 W B39 B
Fo BE ASAE ATFO) 24 Wul = 0y

o 2 Eo] tg tholo] 2 o A :For example, in the following diagram:

AER 134 AFg AL 2 A 1R FF 49l W] YUk

AH8A} 3, AL 4 D AFEAL 5 A g o] 2 @ vt

29 111, 89 2 A4 25 Wl

Group A
Group B
User1 User 2 User 3 User 4 User 5

AHgA 25 Al U E 915 B2 MRS A A AL AHEA 15 B RE ASAIAE 4§

Ut

11.3. IDM CLIE A}&-3t] AH8-AF 15 F7}

o] A/ M)At IdM CLIS AHg3to] AbEAF 1§52 F7hshs Wy e A5 g ch

A 27 A

[
#el Rz 2 sof gtk A N LS Kinit AL&sto] [dMe) 5502 =105 2

2 Bz Q.
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1% IDM CLIoI A A}&-2} 18 e

ipa group-add group_name™ %@ & A&l ALEA 25 S F7HEU T o & S0
group_aZ A4 steld oS £

$ ipa group-add group_a

Added group "group_a"

Group name: group_a
GID: 1133400009

=

7124 © 2 ipa group-add = POSIX A1 82} 28§< F718Ut. b2 28 §3 8 AA s

9 jpa group-add o 4& 3713t}
--nonposix: H|POSIX & A4

9|y g8 2 A 5= --external

2% f30l g3 AA S NLEL dMe] he 15 592 RN 9.

--gid=custom_GIDZ3 & AH8-3to] ALg AL 158 F718 W] AH8a A 9 GIDE AR &
Ad&Uth ol A 3= A9 ID 252 H317] Y8l o544 2. AH8-A A o] GIDE A A 31A]
o IdMo A AHE 715 ID 9l A4 GIDE A5 o= &3t

o — =

%91

224 2F& IdMd)] F7151A] ul4] A] 2. NSS(Name Service Switch)= =2 A&
AR 2FS gsH] Aol @3 IdM A AL 2 258 SRRIFUT F,d & &
IdM 25 9 4 o] 2 A& AN A= &EsHA] 54U

11.4. IDM CLIZ A} &35} AL&2 25 7AA

o] A HolAE IdM CLIE AHg-3to] /1% AHE A 182 A sHE Wy S A5 dhch
A3
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Red Hat Enterprise Linux 9 IdM A}-8-2} 7} S 2 E 9 o 4] 2 A o] 713 3]

ipa group-find g 8 & A1-8-5l 2E AHEA 253 TAIFU S 2F /33 APskEY
ipa group-find <] ¥4-& 714

ipa group-find --posix 3 ¥ & Al-&-35lo] 2= POSIX 15 & EAI Y.

ipa group-find --nonposix 3 & & A}-8-35lo] H|POSIX 158 25 ZAEY o

ipa group-find --external & & Al &3l 2= Q¥ IS XA YL

g 2% 4200 e AA D WL IdMe] tE 2F §3e FRANA L.

11.5. IDM CLIE A}2-35}o] A} A} 18 AHA)

o] MM o)A IdM CLIS A}&3le] A7 18-S AbAl s e A9t 252 A5 = IdM
A 2§ W7t AR HA 2.

A 27 A

A A=z 28 of Gk AM @ U &L kinits A18-8a] IdMe] 502 =128E 4
o FzaA 2.

=

ipa group-del group_name'3 @ & AL-g-5k] AL§4 715-& AHA B Th. o & o] group_a
& 2t ste g S

$ ipa group-del group_a

Deleted group "group_a"

11.6. IDM CLIE A} £35}o] AH&2} 280 AW F7}

ol A AN 1M CLIE AH83t] A8 5ol WIS F7bshis B & A T AH87ksh A8
AL 0 AEA) o M A - S gL S g -6 M o A4 o 2 o
ol e o 482 FEIA L.
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11%. IDM CLISI A A+8-7} 1.8 #&]

AP 27 A

#AZ 2adsof U AAE &2 kinitS ALgsle] IdMe) =520 2 21918 2

< FxshiA L.

ipa group-add-member = & & A}-&3lo] ALg2} 257 AE = F71gU

e §4S Ag el Wl £ 3L AP P

--users o A IdM A}-&-2} 3=7}

--external & IdM v 21 9]} o)| =) 3}= A8 2= DOMAIN\user_name =+
user_name@domaind 2] ¢ 2 F7}3 ).

--groups 4] IdM A}-8-# 25 7}

o] 2 So] group_b= group_a2] @ £ 371351

=)
i
o
tllo
N
Og‘:l'.
o
L
v

$ ipa group-add-member group_a --groups=group_b
Group name: group_a

GID: 1133400009

Member users: user_a

Member groups: group_b

Indirect Member users: user_b

Number of members added 1

group_be] #H] & o] A group_a®] 7Hd WH Yy th

IFSOE 25 UHE FUH o AA 25 S HEA v Al L. A E E9] Group
A7} Group Be] 12l A9 1§ BE 25 A AW 2 F7}18HA] nfi A Q. utE o F o
o 71X k& F&ro]l AT F AdFUt.
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Red Hat Enterprise Linux 9 [dM A}-8-2}7} € ~E 91 A A A o] 713 #-2]

a1

AHEA 2EOl AW E 713 § o] Eo= ID & 7 9 U‘:E'-a]-o]olEo]] B
Hed A Zke] 28 = dFUh ol AR S2EVHAEAL, 27 R U EQA 15 S
3ol 8 o SSSD( System Security Services Daemon )71 A A YA S = 3] 5}aL Fety
Ay tg 9 g 2o e A Ay 23] 2 FP 67 gELUT

1.7. AHEA QL 25 §lo] AHSAF F=7F

/1250 IdMe A ALg A7} IdMol) 48 wuich A8 Q1 1§ (UPG)S A4 S th UPGs:
=4 2% 39Uk

[}

UPGE A= A48 AL Aot 5A e ol 52 241 th
[}

AHgAE UPGE] §9@ Wil AUt UPGE Th2 W& ¥3te 4 flsuth
[}

7191 282 GIDE AH&Ae] UIDe} &1 A gt

2o UPGE A4 5H 23 8RS 3718 % 9

o)y

Ut

11.71. AF&AF 7 Q1 250 Y= AFEA

NIS 75 T the A28 2gol A4 A 28l @95 E GIDE o|v] Abg-3H: 49 UPGE A

4547 gkolok Fith.
o] A e the F /A WMoz £ + A&

A 252 v B A &3 UPG §lo] A A4S F7Hth A 15 o]
349508 29 AHEA A 1Fo] Y AL A 771 8 FESHYA L.

£ A1g Aol ol Ao A o2 UPGE vl 24 813 the Al L8 A S /3o wE A8
Aol thal Aol oz ALgA AN 15 vl 25 B AL8A AN 2Fo] Aol oz v R4
w ALE A 37t & B A L.

% 39 2E dMol A A ALE RS F7he ] GIDE A Faok grith. 28R ghow o] sl Fh
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11%. IDM CLIGI A AL&-#} 1.5 72

t}. IdMol| = A AF&-ALoll t 3 GID7} 2 @ 8HA 9k 7] 2 A}-2-2} 15 ipausers &= POSIX 2§ o] opm 2
AZA49 GID7F ¢7] 2L Ut XA S GIDE o]v] E2A5tE 280 g F s 945U

Fx

GIDE A3k Al 5ol WA AN FEUTh IdMoIA &4 o] Bastmz A ALg
of U@ GID 44 % 44 Fh.

11.7.2. 709 1§ A Aoz BASA A9 A4 M 1Fo] 9 AR 371

A 2ol 4 UPGE A8 S s A48 2 ol AHgAl A 25(UPG)S A A 4 A4S
F748 % 5T o & AAA & Al L8 Aol U@ GIDE 502 AAalof itk Bad o] ol o]
& ARG Ul 8- ALE R A9l el §l AL RS A A L.

A3}
IdMe] UPGE A A 51K £351=% ipa user-add & 9] --noprivate 42 713t}

W] 4gaAw A4 A4 GIDE A8l of Fith. ol 2 So] GID 100000] Y= A A}
842 F7lslE W ge-e SAR .

I $ ipa user-add jsmith --first=John --last=Smith --noprivate --gid 10000
11.7.3. 2 & AH§-A el dall AH&-2F 709 257 v &4 35t

Aol oz gAY THUPG)S WIS 5 AFUTh o @l st =E A ALE AL 1] &
UPG7H 4 514 itk 712 AbgAHE o] WA Abgrel J@g v e Th.

Az}
1.
A A¢S dH5UY
I $ kinit admin
2.

IdM-2 Directory Server Managed Entries = 1212 A}-8-3lo] UPGE 2.
a9le] A AE Jd3h

e
i)

I $ ipa-managed-entries --list
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3.
IdMo] UPGsE A4 stA] == stejd AHE A 71Q 25 #el & 998te S8 92"
22 v sgd.
$ ipa-managed-entries -e "UPG Definition" disable
Disabling Plugin
3
U39 UPG A 9] 21 2El 22 A A5} 4 ipa-managed-entries -e
"UPG Definition" enable 8 3 & A}-83}.
4,
Directory ServerE tA] Al ztsla] A 48 2=3 .
I $ sudo systemctl restart dirsrv.target
UPGSE H @A 318 F ALEAS F7152) W GIDE A Aok FUth AA T U &S ALe =
A gl AejF oz v Bstd u AHg A F71E F=2HAA L.
s 2

UPG7} A& o= n| 273t =4 sh¢lstel ™ disable 6% & thA] AH8-sHA Al Q.

$ ipa-managed-entries -e "UPG Definition” disable
Plugin already disabled

11.7.4. 4483 A2 250l A o2 v ste o ALgA F7b

AHERE 7Rl 28 (UPG)o] A& o = vl st A IdMo| A Al AHg-#Loll Al GIDE A5 o2 &3}
A 2HEUT AHEAS F715 W 552 2 T automember 73 & A1-4-5lo] GIDE 33 oF T
th B g ol ol g A N &2 AHSA 7Rl 25F0] jl= AFSAFE xS A L.

AA =A

UPGE= & AHg-ALol sl Ao A o2 v @A stallof Ptk A F ] §-& B E AFS Aol
sl Ao AR AR 2F w2 st E R4 AlL.
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117 IDM CLIo| A A} &2} 22 32
[ ]
UPGsE AA T v A ALEAE F7158= ° A&sdd O3 5 = Ad gy

A AHERE F7e W AHg A o] GIDE XA i th GIDE o] vl £RI5HE A4 1
Fol slge Bast gauth

ol & o] WH ZoA AHE-AE F713 1 ipa user-add W # o] --gid ¥4 & F713d
.

automember 73 & A1L3519] GID7F Q= 71E 2 F o AFLEAE F718 .

11.8. IDM CLIE A}-8-3}¢] IDM AF8-A} 250l AH8AF = 157 57}

o) A0 A £ IdM CLIS Abg-shel AF82} i 158 W 22l A2 1M ALg A Lol Fohale
WS At W Aol M AL A LRl ALE A 5S35 AT 1§ S4e
WA+ ey

A 27 A

[ ]
ez 228 of vk A g -2 kinits ALgste] IdMe] o2 2195 2

2 FESAA L.

A BAZ FrhsHE ALS R B 25 o5 B2 T TF 9 o Fol Yol Fuith

Az

ipa group-add-member-manager @ 2 A}-8-3l AHE-AE 1AM AH8-AF 279 F71EY

t}.

o2 So] ALg7 test & group_a o] W] Bl A= Frlstelw e SR G

$ ipa group-add-member-manager group_a --users=test
Group name: group_a

GID: 1133400009

Membership managed by users: test

Number of members added 1
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Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]

AH4- A E| 2 E & group_a ©] WH S #2d  dFU.

ipa group-add-member-manager 4 &3 & Al-835t 25 #AEAE IAM AL A 259 571

Ik

o] £ Eo] group_admins 2152 group_a ¢ Wy A A= 713t A o

$ ipa group-add-member-manager group_a --groups=group_admins
Group name: group_a

GID: 1133400009

Membership managed by groups: group_admins

Membership managed by users: test

Number of members added 1

715 group_admins = group_a o] ¥ & #2 & 5 A5

3

Mg Fol Wyl A A F7H 5 Julol ol ID ¥l $79] &

o £45: © Aztel 4° 5 A&t

o
ol
L
py

rlrt

< ST

ipa group-show % & Ag-ske] ALgALs} o] WH] Fe A= F7hE9EA S gk,

$ ipa group-show group_a

Group name: group_a

GID: 1133400009

Membership managed by groups: group_admins
Membership managed by users: test

ZHA| 3 ] 82 ipa group-add-member-manager --help S %314 A 2.

11.9. IDM CLI= A}&-3to] 12 wln] 17]

o] MM A = IdM CLIZ AHg-ste] o] Wu & 1 Whol olsl 5@tk A4 2 7
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1% IDM CLIoI A A}&-2} 18 e

ME BT 2 5 AdgUth AN W gL A4 2 04 0F WS FEA L.

i

ol o

=

&3 g4y

aF9 Au = U9 sE 9 ipa group-show group_name 43 & A&t o S

$ ipa group-show group_a

Member users: user_a
Member groups: group_b
Indirect Member users: user_b

3

7Hd Ay B2 E4) = A28 4= 9= Active Directory = v 21 9] 9|1 A8 217}
¥ty o] 9A] ¢kl Active Directory A1 3] Al82 e BAE = ID 2] o
LDAP /A = EA]51A] 7] dlol ID &) Qg3 o] 2of ZAH XA LFUT.

11.10. IDM CLIE A}&3}o] AL &2 2E A WH A A

o] Mol A& IdM CLIE A1g-8te] ALEAF THolA WS AAstE Wi A93hich

A 27 A

[}
A

#elRpz 2 sof P th A N LS Kinit AL&sto] [dMe) 5502 =195 2

2 Bz A Q.

418 A}1%: ipa group-show 3 & AH8-5l] 25l A A ste] = e 7F 3 o] A=A &
dFY .
ipa group-remove-member 3§ & & A} &31o] A2A} 1 E A AW E A AT}

ge AL Aol AAT W E A4 P

--users oA IdM A}-&-=} A A
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--external & IdM =] ¢1 9] Lo &A)] 3= A& 2= DOMAIN\user_name =+
user_name@domaind 2] © 2 | 7 g }.

--groups | A IdM A}-&-2} 157 Al A

o] £ Eo] group_name o] 8= 159l 4] userl,user22 groupl < A AstelA &2 3
.

$ ipa group-remove-member group_name --users=user1 --users=user2 --
groups=group1

11.11. IDM CLIZ A1-8-31o] IDM A} A 250l Au] B 22 L84 E 15 A7)

o] A410] 4 = IdM CLIS A-8-5}el IdM AF§ 2 150l 4 W] B2 A2 AH8 AL EE 25 & A She
& AU We B M ALE R TFIA ALER B 2FS AAL 5 AAT 25 &
WA %+ g

A 27 A

[
Aoz 2 sof gtk A N LS kinit AL&sto] IdMe) 5502 =105 2

2 a0,

AA FA /1E Bl Bl AER B 25 o] F3} #el FA 159 ol Fo] glolok FY]

ipa group-remove-member-manager ¥ & 2 A3l IdM AF8-2F 159 AW A2 A=
AHgAE A AU,

dlE 5ol AH8-# test & group_a 9] Wu| A A= A7 s E 952 ST

$ ipa group-remove-member-manager group_a --users=test
Group name: group_a

GID: 1133400009

Membership managed by groups: group_admins

Number of members removed 1

136


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/index#logging-in-to-ipa-from-the-command-line_configuring-and-managing-idm

11%. IDM CLIGI A AL&-#} 1.5 72

AR H2E = ¢ o|4 group_a o] e 2 A2 4 5y

ipa group-remove-member-manager ¥ & 2 A}-8-5l IdM AF8-2F 159 AW A2 A=
IS AARUH.

ol & S°] group_admins 153 group_a ©] @¥ #2x2 A A=A a2 T3 RS-

$ ipa group-remove-member-manager group_a --groups=group_admins
Group name: group_a
GID: 1133400009

Number of members removed 1

group group_admins = group_a °] @ & 4 o] A T F dFY

e 251
AHgA AF A W Al A4S AAG F o Ex ID %) B3 0] mE Fefo|dE
ol Aste = © Aztel 4° 5 A&
A% 97

ipa group-show 3% & AH&-sto] AH§-AHe}t 50 Jn] A2A= AAHAJE=A SAFHT

$ ipa group-show group_a
Group name: group_a
GID: 1133400009
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POSIX &4 A8 A5 W o] AEE 2 Ad gk A8z ot FAE POSIX £4 9 o2&
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H]POSIX 1§
HIPOSIX 152 POSIX £4 & A As5HA] &FUTH & S0 o83 259= GID7H 3 9 5 of

914 g4tk

ole et 4a el g el BE Wu7t IdM =H o] aloF g,
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AHE A 7ol AHEAE F7HsHE AL Ao A | A A o] A FHUL ol & S0 AHEAIA
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12.2. 49 9 24 71§ A

M) AHg A 1§ A4S A 2 2 el 25§89tk 1§ B/FA 159 W B39 B
Fo BE ASAE ATFO) 24 Wul = 0y

o E So] t}-3 t}o]o] 13 o A :For example, in the following diagram:

AER 134 AFg AL 2 A g2 FF 49l W] YTk

AHSA 3, AL 4 D AFEAL 5= A g o] 2 @ vt

2912044 2 A4 2F Wy

Group A
Group B
User1 User 2 User 3 User 4 User 5

AHgA 25 Al U E 915 B2 MRS A A AL AHEA 15 B RE ASAIAE 4§

Ut

12.3. IDM ¢ UIE A}&-31o] ALEAF 28 F7}

o] M)A IdM 9 UIE ALg-3te] AL 182 F7bshs WS 49 e

A 27 A

IdM 9 Ulo] 22215 0] A1t
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IdMo] 4] AHg 7153 ID 8 9ol 4] GIDE =

Add user group

Group name *

Description

Group Type

GID

* Required field

group_a|

() Non-POSIX O External (&) POSIX

Add || Add and Add Another | | Add and Edit | | Cancel

12.4. IDM 9 UIZ A}231o] A}2 2} 12 AbA)

o] A Mol At IdM 3] ULS AHg stel Abg A 152 A b Wi e A9 1§

ftlo
2
2
%
1

ldMoll 4 25 v 7k AFA 52 sk o

141



Red Hat Enterprise Linux 9 [dM A}-8-2}7} € ~E 91 A A A o] 713 #-2]

A 27 A

[
IdM <1 Ulel] 222150 R4 th.
a3
1.
ID - 252 293 A4 215S A9
2.
AR e 152 Ae
3.
Al g 2
4,

12.5. IDM §] UIZ A1-8-3f] 187} 1@ v 371

AHERSE AL A 1FS B A 2Fe] W2 F718 A& th A WS
27 2% W) 02 I 432 FESPA L.

A 27 A

°
1M 3] Ulo]l 19150} 9141t}
a3
1.
ID- 258 &332 Abol = u} o A AR A} 12S Al
2.
2% olge ARG
3.

7t 2% A 59 A FUT AL A, AR 1F £ 91

142

M2 54 B



12%.IDM 4 Ulo]| q AL&-= 18 2]

User Group: group_a

group a members:

B B ]
Users User Groups Services External Settings

& Refresh || fiDelete | 4= Add

(] User login uID Email
4,
F7hg 29 g
5

F718 31} o] o] Wi Ao 9= 2 Te A Fh}.Select the check box next to one
or more members you want to add.

6.
oEx SALE Zste] UG Y E IFOE o F UL
Add users into user group 'group_a' 4
Filter available Users Filter
Available Prospective
(J  User login I> (] Userlogin
) | admin
2 :
o ] ua
O | ub
Add || Cancel
7.

12.6. 9 ULZ AHg-3to] IDM AL A 5o AHER & 25 F7}

o] MMA = 9 ULE Abg-shol ALE R = 5 Wul Fe A2 1AM AHE R TEol F7she 3y
A gch A B M A A 25l A4 B T§S F7HE 5 QAW 25 S4e

2
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User Grouy

group_a members:

Users User Groups Services External User ID overrides
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group_a member managers:

User Groups Users

& Refresh | | i Delete | 4 Add

3
N
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F71E 31} o] AFe] wiln] Ao A= 3ol TS Ad g r}.Select the check box next to one
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Add users as member managers for user group ‘group_a’ x
Filter availoble Users Filter
Available Prospective

[J  Userlogin [J  User login

(J  admin

E test

[ test2

[ test_user
[ | test user2

O tuser3

AHEAF 2 F ol W A AE F7HG F Hdulo]Eo = ID #] A0 B

7.
Add £ 239 FAFY T
=31
o £4ts = |l Aol 448 = JdFUTh
S 9A
[ ]
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A2 F7bE AHE A T AHE A 0] AHE R B AFE R 259 W Bel 7 B Rt
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User Group: project
project members:

Users User Groups services
project member managers:

User Groups (1) Users
= Refresh | 1w Delete | 4 Add

[(J | Group name

(0 | project_admins

Z}A| 3 U] &2 ipa group-add-member-manager --help £ 3=z 314 A <.

12.7. IDM § UI= A}2351e] 722 Wn] 27
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£ Refresh || T Delete | | 4 Add | | Show Results (£) Direct Membership O Indirect Membership

[]  User login uiD Email address Telephone Number Jeb Title
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AAS 2F A8 3L AAFUh AFER AR 25 T 9 R.
User Group: group_a
group a members:
B e B R
& Refresh || fiDelete | 4= Add
(] User login uID Email
4,
A AT dAu Ao Q= AL Aagh]}.Select the check box next to the member
you want to remove.
5.
A S 2 Y33t
6.
Delete & =83l a3t}
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Users User Groups Services External User ID overrides

group_a member managers:

User Groups Users

o Refresh | | i Delete | 4+ Add
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aFw°ls 712 15 A
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Group B
User1 User 2 User 3 User 4 User 5
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13.3. ANSIBLE Z o] 22 A}23lo] IDM 15 2 28 W7} dE=X 39l

& Aol A= Ansible Edo] %2 Abg-3to] IdM 18 2 1§ Wl (AHER 2 ALSR 187 9
A selste e 4P

A 27 A

[ ]
IdM 322 5 5 43 JEH T
[ ]
Ansible 7A E £ 2] 9] ansible-freeipa 7] & A X F Yt}
[ ]
Ansible =g o] B0l A Fx3le] = AHEA= IdMo)l 9l<51 th. Ansible2 A}-&-3}o] A&7}
BEA 5= Wil o3 A U §-& Ansible =) 0] 52 AL&-35lo] ALEA AA FE S
SES SRS
A%
1.
eIl £2] 1} () : inventory.file )& A A 3}l ipaserver = o] 1} o] A o]}
[ipaserver]
server.idm.example.com
2.

2 AR 2 25 A B E AHE-5Ho] Ansible 3 0] 5 9t -& A FU .
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- name: Playbook to handle groups
hosts: ipaserver
become: true

tasks:
- name: Create group ops with gid 1234
ipagroup:
ipaadmin_password: MySecret123
name: ops
gidnumber: 1234

- hame: Create group sysops
ipagroup:
ipaadmin_password: MySecret123
hame: sysops
user:
- idm_user

- name: Create group appops
ipagroup:
ipaadmin_password: MySecret123
hame: appops

- name: Add group members sysops and appops to group ops
ipagroup:
ipaadmin_password: MySecret123
name: ops
group:
- sysops
- appops

il

dolde Aagych

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-group-members.yml

ge

ol\

A

ops L9l sysops 9 app ops 7} A3 WH 2 ¥ 35 o] Ql=A], ipa group-show 3 S A&

idm_user & 74 9ivl2 ¥ty Je=A AT F dFHH-

A A A3ke 2 ipaserver o] 22213t}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$
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ke

ops ol g AR E EA T

ipaserver]$ ipa group-show ops
Group name: ops
GID: 1234
Member groups: sysops, appops
Indirect Member users: idm_user

appops % sysops 1§ - 22| 2 - idm_user A-&-2E E3H3sto] IdMe]] JF4 .

/usr/share/doc/ansible-freeipa/README-group.md Markdown 3} & Z %3514 A 2.

13.4. ANSIBLE Z 8 o] 55 AH8-5to] IDM AFE-AF 150l W] #2271 A=A 8¢

2 Aol A Ansible Felo] -2 ALg 5ol IdM W u] #el H(AHg 4 L AHEA 1F LT} 9l
A gelshe e 4P
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- name: Playbook to handle membership management
hosts: ipaserver
become: true

tasks:
- name: Ensure user test is present for group_a
ipagroup:
ipaadmin_password: MySecret123
hame: group_a
membermanager_user: test

- name: Ensure group_admins is present for group_a
ipagroup:
ipaadmin_password: MySecret123
hame: group_a
membermanager_group: group_admins

il

dolde Ay

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-member-managers-user-groups.yml

Z

ol

A

group_a 25l W #AZA=Z test 7 £ o] 932 group_admins 7} ipa group-show & &S A}
€3] group_a °] fv] &2 A1 AU 5 AFU

A A @3re 2 ipaserver o] 2221t}

$ ssh admin@server.idm.example.com
Password:

[admin@server /]$

managergroup1 ol tj & A B E FE A .

ipaserver]$ ipa group-show group_a
Group name: group_a
GID: 1133400009
Membership managed by groups: group_admins
Membership managed by users: test
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ipa host-add-member-manager --help & F=Z3}4 A 2.
ipa man ¥ o] X & F x4 A L.

13.5. ANSIBLE Z & o] 55 AH8-5to] IDM AF-AF 1550l | #2271 gleA 8¢

2 ARl A Ansible Felo] -2 ALg 5ol IdM W u] #el H(AHg A L AHEA 1§ LT} 9l
A grelshe WS 4g

A 27 A

[
IdM 2] 7} 5.2 %3 AU,

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

A7 FA AE W DA AR B 250 o B3 Fal FA 28 ol ol 2lolok )

eIl E2] 1} (o) : inventory.file )& A A 3}l ipaserver = o] 1} o] A o]},

[ipaserver]
server.idm.example.com

=

EEE AT B

p il

i)

aF dv #E] AR E AL 51e] Ansible Z gl o] & 5L A A

=

Ut

- name: Playbook to handle membership management
hosts: ipaserver
become: true

tasks:
- name: Ensure member manager user and group members are absent for group_a
ipagroup:
ipaadmin_password: MySecret123
hame: group_a
membermanager_user: test
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membermanager_group: group_admins
action: member
state: absent

il

Holde Ay

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-member-managers-are-absent.yml

Z

ol

A

ipa group-show ¥ & A}-8-3}4 group_a 159l test 7 iy #A 2=, group_admins &
group_a ©| Wlu Rz ¥ YA oA HA 5 Y&

A A Ao 2 ipaserver o] 2221t}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

group_acll g xR 5 FA Y}

ipaserver]$ ipa group-show group_a
Group name: group_a
GID: 1133400009

ipa man 3| o] X 2 Fx 34 A 2.
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X
o
4
tilo
i)
o
o
rd

o] oAt T A€ ThEUTh

[}
s 25 WA 9 oA
[}
2 Ay 53
[}
IdM CLIZ A}8-3lo] automember % 37}
[}
IdM CLI= A}-&-3}o] automember 3 ol =7 37}
[}
IdM CLIZ A}8-3lo] 7] automember 13 1.7]
[}
IdM CLIZ A}-8-3}o] automember 7% A}
[}
IdM CLI= A}-8-3}e] automember 2 o 4] =71 A A
[}

IdM CLIE AHg-3to] 715 @50 A% W4l 3 4§

24, 9 EE e 40 get 2502 Yy
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IdM CLIZ A}£3}o 7] & automember 2§ +4

18.1. A% 25 B4 9 ol

Abg Aol ol A5 WAl AHE SHE The2 53

e
s
%o
o
<
K

© g uwas swos adat evds 4s

O o4 RE A A} EAES £EOR aFd T est AU
[}

LA R BAE B ABA I

AHgAS E2EE QAs B H T Ao 2 FrhE 71Fe] wet 25 ey h
[}

aF 71w AR B dest

i

250 g5l ohgs Aol Aojd o, N 25 W (ol: sudo 3], A5 v E = oA
A2 Ao ALFGUth 250 A8 A9} SAEE 502 Fr181E o]l # s AR L o 44
A F+ AFYh

14.2. A5 vl 773

s 1w WA S 74 S o A2 A= automember 713 3 7 2| HY . automember % 2 57
ARSAL e S2E U aFel A8dUth @ Wl & o] agdl 48+ fsUth
TAE AR F AEA= 7] 21 FUHEUG ol= Wd LE A 2F AU A H = AN

A EE ZAES AT

AHEA B T 2AE @50l X 1S F5shdA i 2w 2¢E YL

i
i)
BN
Y
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14%. IDM CLIZ A}-&-5to] 28 A v 4] #3535
AR EE T2E FEo] MEAd 2L 355 U 25 2FEA SHUh

%712 Perl 53 474 (PCRE) @ 419] 474 22 x4 f1 ). PCRES] t g A4 & v 8-
resyntax(3) vl 772 slo] & =541 A 2.

automember 732 FF A A 2 E FE ALPUr) o] FEL ANAF A Y 1 Fol AF
Z Z719 4t 32 0] o8 automember 7 H o] A A ZAL =31 |G 25 =5 _:?7}%1,]];}_

71E FEL A F3] dFL A FHULh. 7|E FES WA s A IdM CLIS AL&5te] 7]& F=

A e
o A Wl 2 A8 FEaAlL.

14.3. IDM CLIE A}-£35l9] AUTOMEMBER 2 37}

o] A A o] A= IdM CLIZ A}-8-3}o] automember +3 3712 A4 gt} automember 12 o] o &
ZHA) & U] -&-2 Automember rules & Fx34 A1 Q.

automember 7738 F7}3F & Adding a condition to an automember 3 o] A H A3}E A18-35}

o 279 3718 4 Axvh

71E 52 A qrH ] 9T BA dFUn. 7€ FES WA s IdM CLIS A+
ste] 71E g5 A A4 3 A &S FxEA L.

A 27 A

[
A A2 2 oF FUth ZAAF W& kinitS 21838l IdMo] =50 2 Z29l8t= A

< FxshiA L.
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rL
&

A F2 2] i gol IdMel go]oF gt

ipa automember-add & %2 ¢ 3 5lo] automember 73 -2 7154t}

WA 7F EAHE e A4 g

A5 e 2. 04 28§ ol 5dUTh

B =) I o]‘—o A AL A IF EE FT2E I8 S JAOE =X dH1E XA
St Al A 2L gAe 2 A AstEE 252 JFHh T T AE a2 gAe®
A 312 A hostgroup & &y}

o] 2 So] user_group o] gt= A&z} 159 o] g automember 13 & 715 A oS
T3P

filo

$ ipa automember-add
Automember Rule: user_group
Grouping Type: group

Added automember rule "user_group"

Automember Rule: user_group

automember 73 R 7| E A}L3514 IdMo)] 7] A5 W 4] 332

g3l 12
W xAe EAY S A5

14.4. IDM CLIE A}-8-3lo] AUTOMEMBER 3 o] =74 F7}

o] A A oA IdM CLIZ A}8-314 automember T3 =1
automember 13 o] o] 3k #}A] g ] 8- Automember rules & %

A 27 A

[
A2l A= Zalsof Gtk AT WS kinits AFato] [dMo] 5502 = 1915k 2
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14%. IDM CLIZ A}-8-31) 2§ W4 453

=+

o
BN
oli

A 2.

Mol T4 72 o] QofoF Frich. Al e )& IdM CLIZ AFg-sto] A5 glul4] 172 57}

g F=sA 9.

ipa automember-add-condition & & A}8-3} 3lL} o] o] ¥ E=HE A
It

mlo
JQ,

WA 7F EAHE e A4

[ ]

A @] 3. g A ol Ed Yt AAIRE W82 Automember 1fF S FxsH Al

o -
[ ]

54 71.0l= 2HE 488 5 SAHAS AZ UG d 2 S AHEAE A1 uid 7}

AFUT
[ ]

ZE3 3. °l = HO AHEA 1F EE S 2E A5 UL R o]'—"—‘-X] AR E AA
FULh A A 2 E S A2 NASEE 282 JFFULL 5 2E 2ELS U X
e a kil hostgroup < Qg 3}

[ ]

A5+ 384 9 Exclusive regex. 3t} o] o] =742 A A o= AU, 3
o] 2749 X Astad b2 2 AL Qs v A A 7} TA5E Enter 2 34t}
dE o] g 248 AR 29 £A(Uid)oll A B E )L ARt R E ALEAE

o= 3

$ ipa automember-add-condition
Automember Rule: user_group
Attribute Key: uid

Grouping Type: group
[Inclusive Regex]: .*

[Exclusive Regex]:

Added condition(s) to "user_group"

Automember Rule: user_group
Inclusive Regex: uid=.*
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rL
&

Number of conditions added 1

O} £ d 2, automembership 113 -& A1-8-31o Active Directory (AD)IlA 5713t 9 =&
Windows A}-8-A& dld o= & + AdFUTH o] & 93] =& AD AH&-A 7 3frsh=
objectClass 47J 9l 4] ntUser & A}Ro}‘_ BEAESAS tﬂ);,lgi sl AL AT YUY,

$ ipa automember-add-condition
Automember Rule: ad_users
Attribute Key: objectclass
Grouping Type: group
[Inclusive Regex]: ntUser
[Exclusive Regex]:

Added condition(s) to "ad_users"

Automember Rule: ad_users
Inclusive Regex: objectclass=ntUser

Number of conditions added 1

14.5. IDM CLIZ A}-&3}o] 7]& AUTOMEMBER 3 17]

o] A< IdM CLIE A}8-5Fo 7] automember 113 & ¥ WS A9 d -

A 27 A

[
Bz 28] of Gt A4 LS Kinits AL & sl ldMe] 502 2aelss 2

2 Bz Q.

=

ipa automember-find ¥ & ¢ =3

WAR 7 EAHE 255 §82 AR
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147 IDM CLIZ A18 3o 2.8 WH 4 253]

AR 28-S o2 AT 1ES g

I2E aF2 Yo s X33k hostgroup & 4 FFU.

A Eol @ gy

$ ipa automember-find
Grouping Type: group

Automember Rule: user_group
Inclusive Regex: uid=.*

Number of entries returned 1

14.6. IDM CLI= A} 5to] AUTOMEMBER 373 AH4)

o] A= IdM CLIS AH8-5lo] automember 13 & AA k= ¥ 2 A9 dU

automember 773 & AHA| 51 F2AF AHEE R E A AAF UL F R4 5 =A% A AS
# 1 IdM CLIZ A}-&3}o] automember F2oA =74 A AZS FZ4HA Q.

A 27 A

°
FHAZ 2aglsof ok ZAA g &2 kinits AF&-3te] IdMe)] =502 219

2 Bz Q.

3= 2

ipa automember-del 33 2 = o).

WA 7F EAHE 0SS A4 g

A% W 4. AR sk e A2y
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Red Hat Enterprise Linux 9 |dM A}-8-2}71 2 E 9 WA 2 A o] 417 FA2]

w3 A s = H o] AFSA R B SXE aF @A RS AR
Utk 2F £ 32E 252 4898tk

14.7. IDM CLIE A}-&-3lo) AUTOMEMBER 3 ol A =7 A A

o] Al X = automember 7 Z A 5 =& A A= Y-S AYFU

A 27 A

[ ]
A A2 ZaAs) o Fuich A WE-E KinitS AFEate] ldMe] +502 = 19184=
o gz 2.
Az}
1.
ipa automember-remove-condition ¥ 3 S 9 g g
2.

H AR 7} EA HE g5 A dU .

[}

A5 A 32, 2L AAS 729 g
[}

=4 7. 04 FE 54U ol & So] A8AE 919 uid 7 Ay .
[}

FEE SAE 2§ U@ AAA Y E A

A EA4 2 Exclusive regex. o8& 27 AAS 272 AZ P st =
A AQ st b2 242 Qg stets WA A7k EA 5 W Enter £ 5tk

g Sof b3t 2&

$ ipa automember-remove-condition
Automember Rule: user_group
Attribute Key: uid

Grouping Type: group

[Inclusive Regex]: .*

[Exclusive Regex]:
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1473 IDM CLIZ AH8-3te] 1§ B3] 453

Removed condition(s) from "user_group"

Automember Rule: user_group

Number of conditions removed 1

14.8. IDM CLIE AHg-38to] 7]& &5 A5 Ay 13 F &

AE WU FHE FHE R F A W 52 Gl AFOR A G 7o) F7157]

S50z oA Mo} gy

o] Ao F71¥ &= automember 7+3 2 2 &3} B]
oAl Brtste] BE AREA e &

E 2
ok A5 WulAS oAl A4 shel Z1Ee] RE A Wl FH L
£ 35 EE 54 g% 2§ Frrh

Fx

AE WAL A Y TFlA ALEA EE SAE FBL AANA £ &%
th F5ol o o4 2Fe] ¥ 22} AAFA P& AgolE u}{rﬂxl AUtk $5o
AASE A CLIS AHg 5te] IdM CLIZ ALg-3to] ALgt Tgol A H] A A T IdM &
2E 25 W] AAE FEAA L.

A 27 A

[
Aoz 2 asok Gt A &L kinitS A& sho] IdMo] +5 0% 210154 2
o BxaA L.

A& WA E b2 2 =312 9 ipa automember-rebuild 38 & AH AT g5 S8
AHg-ste] o FEE AP g

B E AHE Al g3 2 AW A S thAl Y =613 A --type=group 3432 AHE- U o

$ ipa automember-rebuild --type=group

Automember rebuild task finished. Processed (9) entries.

RE 2B g3t AF WS A ¥ =351 --type=hostgroup 341

filo
N
>
op
e
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Red Hat Enterprise Linux 9 [dM A}8-2}7} $ 2~ E 9 A4 2 A o] 713 &2

Ut
o
AP ALEA Es ALEA ] AF Wl S A 243 52 W —-users=target_user &
Ae ALEFIT

$ ipa automember-rebuild --users=target_useri --users=target_user2

Automember rebuild task finished. Processed (2) entries.

ARE S2E Ee S 2E9 25 WA S A 2 s d -
hosts=client.idm.example.com &2 A}-&3t}.

14.9. IDM CLIE A}§-3lo 7] 2 AUTOMEMBER 1§ +4

71 & automember 252 + A5 automember F& 3 A XA L= A AFEA EE S 2E R
o] A5 o] 7|1¥ gl F7HAY .

A 27 A

[
Be) Rz 2 sof Ptk AT N LS kinit AL&sto] [dMe) 5502 =105 2

2 FxatiA L.

IdMe]] 71 23te 2 A4 g 250l AU

ipa automember-default-group-set H &S ¢ 835l 7] 2 automember 252 A4 Y

WA 7F EAHE 0SS A4 T

43 25 o5& AAQ sk 712 (fallback) 5 .

253 73 o] AHEA 2FAA ol S 2E I FAA ARE A F .
Grouping Type, which specifies whether the target is a user group or a host group. A}
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84 IF 2 UFoE AN 25 YA FUT 52E 2F S ddow APt w
hostgroup < A= g ch.

A Eol e gy

Default (fallback) Group: default_user_group
Grouping Type: group

Set default (fallback) group for automember "default_user_group"

Default (fallback) Group:
cn=default_user_group,chn=groups,ch=accounts,dc=example,dc=com

23
& A 7] automember 152 A 7 3l# A ipa automember-default-
group-remove 3% 2 ).

A

‘ $ ipa automember-default-group-set

ol}l

80 &ul= 71] A = A=A <1312 H ipa automember-default-group-show 4 = -2
AFHAYh H S AA 71 automember 253 IAFUT A& Eo] b5 2FU

$ ipa automember-default-group-show
Grouping Type: group

Default (fallback) Group:
cn=default_user_group,cn=groups,ch=accounts,dc=example,dc=com
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[}

IdM §§ UIE AH8-31] A5 Wiy FF o) =2 F7}
[}

IdM $ UIE A}-£319] 7]1= automember 73 @ =7 B 7]
[}

IdM ) UIS A}-£-3}lo] automember 3 A+
[}

IdM §§ UIE A8t A5 Wie] FF oA =20 Al A
[}

IdM <) UIE Abg-ste] 712 2ol 45 A4 78 48
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offt
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IdM ] UIS A18-319) 712 A1 83 25 74

IdM €} UIS AH8-5t 71 - S 2E O F 74

15.1. 4% 71§ W49 ol

=)
i
o
tllo
N
Og‘:".
1o
N
s
ir)2
v
i

Abgpoll thal A5 Al AHg-at

T g uwas ssos adat evds s

O ol BE AFEAIS} EAES 502 aFd B Bast Wsur
[}

e D FAE Bale) AR T

g S2EE QA Aol H R AF Oz FrhE J1F) wet aFol gREUY
[}

aF 71w AR B gt

[m
1A
Ir

2ol sl Thrat Aol Pl A the, AW 2F Wi (el: sudo 3, 45 vhe
A2 Aol)e] A gHUTH 1Fo) AHE A} EAES 4FO 2 FrbatH o f e AL vk 47
A% 5 A5

15.2. A5 v 34

s 1w WA S 74 S o A2 A= automember 513 3 7 2| HY . automember % 2 54

A EE S2E U 2F0) A &A@ Wl = o] 4e] aFel A8 > glaUth

FHAE AR F HeAE o] 7lo) 2AL F7ARU ol Ul 2FNA TFSAY A HE ALE
A EE 52ES A

AR EE B2E §Ro] T £ FE5HE Uy 18 EFAU
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A EE SAE 5ol MekH el 2 e S5 U 2F EHAA FEych

=712 Perl 5.8 472 (PCRE) @41 2] I 74 0 2 A4 F 1t} PCRES] t) 3 A4 & ] &2
resyntax(3) vl i w0l A & A4 <.

=31
ldM-e 23 22 ol ol vetd 272 BT FEo] WAl 43¢ d9 270l
A ARG $AFU T

automember 13 2 FF A 2E F5 H-HUoh 01313‘} FE2AZE A 25N A5
2 Z719YUrth 35 0] of 8 automember 7 H o] AAH 2AL FZ3A dF 25 2T F/1EYU

NE Fe A FH0) G VA GHUTh 71E F2L WA M Q UIE ALg st 7= 32
ol A5 WA A A8 FEIUA L.

15.3. IDM ¢} UIS A}-§-5lo] AUTOMEMBER 73 37}

o] A= IdM §} UIE A18-3t 25 WA #32S F7Hst= H S A% gyt automember
FH o g ZHA g U &2 Automember rules 2 Fx3H4] A £

a1

NE G A FAe] G A GaUh /1E BB WAt w 1AM 9 UIE A}
$oto] 1= G2l A5 WA A 482 FEAAA 0.

A 27 A

IdM 1 Ulo] 22915 0] 1,

admins =5 2] 9w o of gt
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15%. IDM §§ UIE AHg-5t] 25 W e 4 253

[
Ml A} 72 2] Bl 2 o] AT
A7)
1.
Identity ~ Automember & Z35l3 A} A} 1§ & EE S2E OF 132 A93y
o}.
2.
F7te 2gduUn
3.
Automember 3 M=ol F2 o] 2§51 1S AAFUT U1 1§ o BT,
Add rule x
Automember Rule *
user_group w
R Q
admins
editors
ipausers
trust admins el
LSer_group
4,
Add £ 223t gl
5.

Ad A8} 1dM 9 UIS A18-51 automember iF3 o] =7 F719] A™H A2 ALL31d
Al & =218 F718 F dFU L

15.4. IDM §§ UIS A5t 25 W] 7 F o =2 571

o] A= IdM §) UIE AH8-35to] automember 72l =22 F7tsh= ¥y S 493U
automember 3 ol o] 3 #}HA] S ] &-& Automember rules 2 X314 A L.

A 27 A

IdM <] Ul 2 22150] 15Ut
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°
admins 25 o] W ujo]of gt}
°
IdMo) o4 o] Q& Th
Az
1.
Identity ~ Automember & Z2 33 Al8A 2§ & T 32E IF 432 A93HY
o}.
2.
=< Fhe #5223
3.
T3 = 3 A A A F71E 28 3 }In theclusive or Exclusive sections, click
Add
| lser oronn o
User group rule: user_group
2 Refresh || ‘D Revert || & Save
General
Automember Rule
user_group
Description
e
Inclusive
[J | Attribute Expression W Delete
O | uid *
Exclusive
[ | Attribute Expression __T[:'!E‘IE'[E'
4,
Attribute D =9 Aq & Q 3 SA]S AAlH ] o}( : uid).
5.

A2 B oA A4S A2l ghIn the Expression field, define a regular
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expression.

e o] the 24 AH8A ID(uid) S48 BE (NS AL ste] BE ASAS UgoE

Add Condition into automember 4

Attribute uid j
Expression * ¥
* Required field

Add | | Add and Add Another | | Cancel

15.5. IDM ¢} UIE A}&3}o] 7] AUTOMEMBER 73 2 %7 ®7]

o] A M o] A= IdM 9 UIZ AL8-3to] 7] = automember 773 2 242 B W2 A g

A 27 A

IdM 5 Ulol] 22215 6] 1ok

admins 5 2] 9w o of gt

o
£

Identity — Automember & Z 2331 A} A 18 F& £ 5 2E O F3L A9
A A A4 73S gy

Qe e 758 29

o}

tol 244 £ A4 A AN AP FHol @ 242 AT

ol
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User group rule: user_group

2 Refresh || ‘D Revert | | & Save

General
Automember Rule

USer_group

Description

Inclusive

[J | Attribute Expression W Delete <4 Add
O | wid >

|E><c| usive
[ | Attribute Expression W Delete <4 Add

15.6. IDM ¢ UIE A}-8-3}o] AUTOMEMBER 3 2]

o] A A IdM ¢ UIS 21451 automember 73S 2HA] 5t= WS A g g

automember 13 2 2HA|5H 137 AHE 2 E A AAIFYU T 13 A 5 =AW A A S

A9 1AM 9 UL 21§ ste] 45 4] FH o)A 22 AAS F2HPA L.

A 27 A

IdM 9 Ulo] 22215 0] A1t

admins =5 ©] 9w o of gt

ofr

Identity ~ Automember = 283513 Al A 25 #F =& 32E IF 73S A9
G s AHA FHS AP
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AAE 72 Qo Y= G AU,

AAE 29

=

U,

User group rules

Q = Refresh || @ Delete || 4 Add

Default user group b

[J  Automember Rule Description
user_group

1 rules matched

Delete & =g 3o

Ao

J i

15.7. IDM §§ UIS AHE-sto] 2 W] g F ol 22 2 A

o] A o)At IdM 3] UIE ALg-5tel 45 W4 FHolH 54 242 A7

P'L
rr
ok
oE
tllo
i
of.
o
L
i)

A 27 A

IdM 5 Ulol] 22215 6] 1ok

admins =5 ©] 9w o of gt

Azt
1.
Identity —~ Automember & Z83}3 Al 82 25 F& £ S2E OF FFH L A5y
a3 As WA S AP
2.
TS 3t 24 A == AA A AXdoA sl +F g =4S AP
3.
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ARl 2

e

U,

(-

o

ser group rule: user_group
& Refresh | D Revert || X Save

General

Automember Rule

user_group

Description

r:

Inclusive

[0 Attribute Expression + Add
uid *

Exclusive

[0 Attribute Expression G Delete 4+ Add

15.8. IDM 4 UL A1-8-5to] 712 @5 A5 Wl 72 48

E =20 4502 ALH U F2o] 37197

>
N off
2
3
=
, 4]
>L

O
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>L

O
:
2
o
>
%
N
Y2
}op
(>

oldel F71€ 5ol automember 112 & A &3 As WA S 522 OA WEF of
o A A S O A sk 719 B A WA i H S O Brbste] RE ARSA B 52
EIH Es 54 350 4834

a1

ZHE WAL A AT TENA AFR A} B T 2E FES A AR = L&
o &Eol g o] 2579 ¥F 277 dASHA = A= “}747}7‘1 dut. —r%ﬂi
A AstE IdM ] Ul S AHE-5ho] AH82F 250l A JW Al A == 1dM §) Ul oA 3 2E
25 WH AAE FxEAA L.
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154 IDM {1 UIZ A1&-3lo] 2§ H 4] 2153]

15.8.1. & A8 A E&= S 2E 9 U3 A5 @uj 4y oA 24

tlo
i
ol
d
L
v}

o] AMOIN & HE AR B S2E 2o sl A5 WelA S thAl WEsHs Uy

A 27 A

[ ]
IdM 1 Ulo] 22215 9] A5y
[ ]
admins 25 2] W ofof g},
Az}
1.
ID - A8 A == S2AE 2 A9
2.

A9 - A5 W4 oA =T

& Refresh || i Delete | | +=Add | =Diskble |  « Enable || Actions

Rebuild auto membership

LRI 1 ILre
—— =

Email address

15.8.2. Y AL A E= S2E g A5 @A oA A4

tlo
i
ol
o
L
v

o] AMOIA = 54 AR B S2E 2o sl A5 WelA S thAl WEss wy

A 27 A

IdM 9 Ul 22215 0] A1t

admins =5 2] 9o of gt

231 =

179



Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]

2 AF

A9 - A5 WA oA =T

Settings User Groups Metgroups Roles HBAC Rules Sudo Rules

& Refresh | | 'O Revert || X Save | | Actions ~

Reset Password

|dentity Setl enable

JobTitle | Disable
Delete

First name | Unlock
Add OTP Token

Lastname | papyild auto membership

Mew Certificate
Full name

15.9. IDM ¢ UI= A} 831 7| 2 A& A 18 A

712 AHgA 252 74 5h9 automember 733} AR 54A G Al AL A G2 o] o] 7B 2Fol &

Fo® F7HYdh

A 27 A

[ ]

IdM ¢ Ulel 22915 0] A5,
[ ]

admins 2.5 | 5w of of i},
[ ]

I[dMol) 7] 23to 2 A g AHEA 25°] dsU o
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Identity — Automember = 28] 3}

Default Al-8-2} 15 PEo A 7|2 AMg 2 25 o2 AT 258 A9y

User group rules

= -_I
_":'-\'_"-I':\.'.l U\

|Default user group User_group b |

] Automember F Q

] | user_group admins
editors
Ipausers
trust admins

user_groug

1 rules matched

15.10. IDM <] UI= A} 23] 7|2 5 2E 728 A

718 32E OF< 743 shd automember 17 F 3 LA SHA] = Al TXLE F&o| o] 712 2F &

Fo® F7HYdh

A 27 A

IdM §1 Ulo] 22915 0) 1,

admins =5 ©] 9w o of gt

IdMol) 7| 23to 2 A g £2E 50 JdsUH
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Identity ~ Automember £ S35l $2E OF 33 A9 g

Default 325 2 F oA 7B 2 JF0o 2 AAS 75 Adsh].

Host group rules

SP———|
Search Q

|Defau|t host group host_group b |

] Automember F Q
0 rules matched
ipaservers
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164. ANSIBLES A}-&31o] IDMe] 28 Wl w4 245 3]

67¢. ANSIBLES A1-831o] IDMe] 15 7w 4 53}

A LR WA S A ot] S0 ek A8 3 SE g 2R
29 5% 5 AFUTh

9 5 Asvch g

1910] 187} F=2 Aol e, AR, A

Zu d
% Z ]| A ipa user-add --help S ¢ &3l =

Red Hat Ansible Engine2 A}-8-35}<] IdM(Identity Management)oll A x5 25 W4 F2E A5

se 4 Axyh

o MANNE e 742 EUTH

IdM 2] £ 913 Ansible A o] == Fu]

[ ]
Ansible g A}-8-3to] IdM AH8-2} 25l tl & automember 3 o] 1=A] &

l-fO
9
L
k)

[ ]
Ansibleg A}t IdM A}-& 2} 15 automember #H o] =7 o] JEA &

[ ]
Ansible2 A}-2519] IdM A} 2} 1& automember F+H o] 27 o] =X 23U}
[ ]
Ansible2 A}-&3}o] IdM & ¢] automember F3 o] 1 =X] gelg}h
[ ]
Ansible& x}-£35t] IdM £ 2 E 1§ automember i3 o] 27 0] Q=X &g}

16.1. IDM #-2] 2 13 ANSIBLE o] == 1]
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Red Hat Ansible Engine2 = #¢] & uj IdM(Identity Management)& & 3t A| 28 @A x= o
& Fhst= Aol =FY

& t19E 204 Ansible Zdo]% 1 & at¢] P A2 S w1 Thel: ~/MyPlaybooks ).

/usr/share/doc/ansible-freeipa/* 2 /usr/share/doc/rhel-system-roles/* t] g g 2] 2 3}¢
ge g4 A& Ansible | ©] 52 ~/MyPlaybooks T &g 2] o] EA} 3! =3 o

~/MyPlaybooks t] &l g g o] 1l 2] 3 -S 3o

o) W AL FE HE Felol RS & XM 22 5 Ao root AT TEH3A W Feol%
2498 5 &

3

ipaserver,ipareplica,ipaclient 2 ipabackup ansible-freeipa 9 &2 A3 s34 2]
g :==o)A root A g ow k. o] 7 Q&S Syt tdE e L dnf L=
Eqd o] #7]1A FeAol digh A U= A= Aol B

o] A Ao A= ~/MyPlaybooks t] & & 2] & A d 3} L o] & A}-8-3}<] Ansible Z#] o] 53 #7334
TS A Iy

A 27 A

[}
#2] ==, server.idm.example.com 2 replica.idm.example.com o] IdM A v & A XA &

Ut

Alo] == oA AFH A =X server.idm.example.com 2 replica.idm.example.com o 2
a0 FJ=E5 DNS E U EYHA S +AAIASFU.

IdM 24 958 F3 YgvIch
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167. ANSIBLE S A}-4-51o] IDM2] 18 96| 4] A5 3]
% da ol Ansible 74 2 E# ol 59 dd g & A4
I $ mkdir ~/MyPlaybooks/
~/MyPlaybooks/ t] &1 € ] = W 7 3] ).

I $ cd ~/MyPlaybooks

d

& e = £ A}83to] ~/MyPlaybooks/ansible.cfg 322 44 gt}

-

[defaults]
inventory = /home/your_username/MyPlaybooks/inventory

[privilege_escalation]
become=True

e

'

el = Z A8 3}o] ~/MyPlaybooks/inventory ¥ ¥ & w51t}
[eu]
server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

o] AL T Al Y FT2E dalleu D us 2 FA IT2E IFS AP Ut =
gto] AL euL us 1F59 e S2E7] ¥3H4 ipaserver $2E I 52 Ao

[He ALg] SSH 370 2 A9 718 AT B 2E B4 o)A 28 Geststel | A
2 Aol 5 S AQ SR w41 L.

I $ ssh-keygen

SSH 371 71& zt &2 ==2] IdM &2 & A ol HAY o

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com
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SEREEEEE RN EE P EEEE BE Al

Ansible Zd|o] 22 A}43}o ID ] An] AX.

ro
Z
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16.2. ANSIBLE S A}-§&-5to] IDM AH8-2 159 o & AUTOMEMBER 3 o] Jl=4] g1t

t}2 Axlo] Al = Ansible =8| o] 22 A4 3] IdM(Identity Management) 2 5ol Ul & 15 21w 4]
TFHR o] A=A st WU S AH AU o] ¢ A oA = testing_group AH&-2} 25l o3l
automember 3 o] J=A] A FH .

A 27 A

ldM #2172 45 5 43 dFU

IdMol]] testing_group AI8-#} Z15-°] AFY

& 8 F A3HS %31 Ansible Alo] ==& FAAF T
Ansible B 2.8 o] &S AH&-staL U
ansible-freeipa ¥ 7] x| & A XA HFU .

~IMyPlaybooks/ t] & €] 2] ol A o]

e &AL A= IdM A8 9] FADN(A #3149 =
] ¢l o] £)L A}-8-3}o] Ansible Sl E2] S A

AR5y

~/MyPlaybooks/ t] & €] 2] 2 o] 53},
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167%. ANSIBLES A}-£2-6}o] IDM2] & W 4] zE3]

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ t] & €] 2] o] 9] = automember-
group-present.yml Ansible =g o] & 3 S E Ao

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-group-
present.yml automember-group-present-copy.ymi

H 7 & automember-group-present-copy.yml 3 & v}

ipaautomember ] A A g5 HFE A5t LS =H U

[ ]
ipaadmin_password H5= IdM #E2 ¢35 2 AR o).
[ ]
name ¥4 £ testing_group 2.2 A& 3t}
[ ]
automember_type 52 a2 F o 2 AP
[ ]

state ¥ =7} present 2 A4 o] QJJ=A F2ld.

A oA 3] =4 F Ansible =g o] g Y}

- name: Automember group present example
hosts: ipaserver
become: true
tasks:
- name: Ensure group automember rule admins is present
ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: present
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A3} Qlul 2] 922 XA 3= Ansible Z# o] 22 A ).

%)

Eo)%

I $ ansible-playbook -v -i inventory automember-group-present-copy.ymil

A 1w W4 2 Automember iFF 9] o] F & FEFAA L.
Ansibleg A}-g-31o] IdM AF&-2} 2§ automember F3 o] &7 0] Q=X &<l g},

/usr/share/doc/ansible-freeipa/ t] @ & ] ©] README-automember.md 39 & F %3514 Al
o -

/usr/share/doc/ansible-freeipa/playbooks/automember 0] & 2] & JFZ 314 A Q.

16.3. ANSIBLE S A}-8-3}+ IDM A8} 15 AUTOMEMBER 39 XA 70| J=A &<l

o}-g A x}oll A & Ansible =3 o] 3-S& A}1-8-3lo] IdM(Identity Management) 25 ¢] automember 1%
o AP E x710] A=A AQNst= WS AP At o oA A= automember 7 o] UID #H =
Zo] J= A$ testing_group ZE) s g * AL AR SA FF 2 E IdM AL A7 A5
© 2 testing_group 2] W H| 7} H == ).

A 27 A

[ ]
IdM #2) 7} 9t 5 2 23 5T

IdMo9]] testing_group A18-#} =15 2 automember A}&-2} 1F 13 o] &Y
o2 2 AH3HS F=351E Ansible Alo] =2 A ASFU
Ansible ¥} 2.8 o] &S AH&-5FaL AFU T

ansible-freeipa | 7] x| & A2 X I F U o}.
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167%. ANSIBLES A}-£2-6}o] IDM2] & W 4] zE3]

~/MyPlaybooks/ 1 &€l 2] o] 4] o] &g 32 7+ 5= IdM A ¥ 2] FQDN(H 11358 =
¢l o] §)& A}-8-3t] Ansible ¢lul E2] 51U S AAFAASFU

A}
~/MyPlaybooks/ t] ] 2] £ o] o}

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ directory(<i : automember-
usergroup-rule-present.yml )l 21+= automember-hostgroup-rule-present.yml Ansible =
dlo] & st g BAlgh .

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-present.yml automember-usergroup-rule-present.ymi

A 7 & automember-usergroup-rule-present.yml < & g},

EH o152 o5& AHS At ol SHAl M7 F ool : Automember AH8-2 15 1F W

W ).

AHE Abdlol @A A9 o] B2 WA o) & o] Ag A 15 2] automember =71
SPEE R SRS

ipaautomember 2 A A A & HFE AZ P
ipaadmin_password 5 E IdM #&] 2} ¢t = AR ).
name W4 £ testing_group o= A A3},

automember_type 52 a2 F o2 AP
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o

state ¥l 57} present = A& H o] J=A FAAFY ).
o

action ¥ =7} member 2 A& = o] J=A A
o

include 7] ¥i4= 2 UID = A& ).
o

K

3}
=

1>

HeE 2 433G s

@A) o Ao] tal 549 Ansible Z o] % w4l gt}

- nhame: Automember user group rule member present
hosts: ipaserver
become: true
tasks:
- name: Ensure an automember condition for a user group is present
ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: present
action: member
inclusive:
- key: UID
expression: .*

T mag A
6.
S#lol 5 ad # AWM EL 91U XA 5t= Ansible 2 o] 55 A3 o
I $ ansible-playbook -v -i inventory automember-usergroup-rule-present.yml
s 2

1
IdM #e] A= =793 o}

I $ kinit admin
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16%. ANSIBLES A8 31o] IDM9] 2§ AW 4 A5

il

F7Hg o

e 2L AL

$ ipa user-add user101 --first user --last 101

Added user "user101”

User login: user101
First name: user
Last name: 101

Member of groups: ipausers, testing_group

[ ]
IdM CLIS AHg-3lof 71E &80 2AF v 3 383 FxsaA L
[ ]
s 15 W4 9@ Automember 173 9] o] & FXIAHA L.
[ ]
/usr/share/doc/ansible-freeipa/ t] @ & 2] ©] README-automember.md 3} & 33514 A]
o -
[ ]

/usr/share/doc/ansible-freeipa/playbooks/automember O] & 2] & JF X314 A Q..

16.4. ANSIBLES A}-8-3} IDM A}-8-#} 255 AUTOMEMBER 39 7e°] gl=A g2yt

S Az}o| A= Ansible =] o] 22 A}-&31o] IdM(Identity Management) 259l i 3+ A5 A 8] F
Ao =710l l=A &FARe= HHS ’E‘%‘%‘HU} o] dA M= s W FF o 7] gled x7]

3}

AF2-A} 71 dp o] oF $H& XA 5F=A] &2l gy o). automember F3 o] testing_group &5l 3884}

£ 488w 271 @Azt dp A AL testing_group ] ® 7} 54 =S itk

= T17o

A 27 A

[ ]
IdM 223} 915 2 o A& Th

IdMo<j] testing_group A18-#} =15 2 automember A}&-2} 1§F F3 o] &Y
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Red Hat Enterprise Linux 9 [dM A}8-2}7} $ 2~ E 9 A4 2 A o] 713 &2
o2 &7 AH3ES $5361E Ansible Alo] =2 A FU
Ansible B 2.8 o] & AH&-stL U

ansible-freeipa | 7] x| & 2 X I F U t}.

~/MyPlaybooks/ t] A €] 2] o ] o] & g {4 & 745t IdM A ¥ ©] FADN(H +#3l€ =
w2l 0] §)& A4-3te] Ansible Qiwl E2] w1l S A FU

~/MyPlaybooks/ t] & €] 2] 2 o] 53 }.

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ t] & €] 2] (< : automember-

usergroup-rule-absent.yml )l ¢J = automember-hostgroup-rule-absent.yml Ansible =]
ol ¥ v}l g HAMgh ok

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-absent.yml automember-usergroup-rule-absent.ymi

A 7 & automember-usergroup-rule-absent.yml 3-8 g1t}.

FH ol 52 o5& AHS Al ol SHAl M7 F ool : Automember AH8-2 15 1F W
H] absent).

AFE A 9] 3l 2 els &Y o] & WA (ol AFe A 15 2] automember =7 3+21)o] gl
4t

ipaautomember 2t¢] A1 Ao A Th& WM5E A4

=

o

U,
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167¢. ANSIBLE S A}-8-3}<] IDM<2]

o
ipaadmin_password ¥ 5-E IdM #2132} s =2 A3 .
o
name ¥4 £ testing_group 2.2 A& 3t}
o
automember_type -5 27 o2 A .
o
state ¥ =7} absent 2 A 5 o] Q=4 A
o
action ¥15=7} member & A A o] Y= 1},
o
include 7] W4 & initial 2 A3 .
o

g

34 W5s dp = AR

A A oA sl =4 F Ansible =g o] gAY}

- nhame: Automember user group rule member absent
hosts: ipaserver
become: true
tasks:
- name: Ensure an automember condition for a user group is absent
ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: absent
action: member
inclusive:
- key: initials
expression: dp

%)

0] o
==

2

g

Edol& w3 AW e LS A4 5= Ansible Z# o] 5& 23

HA 253
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I $ ansible-playbook -v -i inventory automember-usergroup-rule-absent.yml

s 2
1.
IdM #2222 203 o).
I $ kinit admin
2.
automember 152 A3}
$ ipa automember-show --type=group testing_group
Automember Rule: testing_group
=9 4] 249 Regex: initials=dp 3} = o] ] © % testing_group automember 73 o] A A Zx710]
¥3tEo] JA FFU T

IdM CLIZ AHg-3te] 71 aH2ol 2p5 W4l 73 282 FzatyA L.

A5 25 @4 2 Automember 13 9] o] FH & FEFHAIL.

/usr/share/doc/ansible-freeipa/ T] @ & ] ©] README-automember.md 319 & F X314 Al
o -

/usr/share/doc/ansible-freeipa/playbooks/automember o] & 2] & JFZ 314 A Q..

16.5. ANSIBLE S A}-8-3}+ IDM A}-8-#} 1529 AUTOMEMBER 73 °] gl=A] <2134t

S Az}o| A= Ansible =] o] 22 A}-&31o] IdM(Identity Management) 25 9ll o 3+ automember
FF o] YA Felst= H S A3 . o] o Aol A = testing_group 259l 3] automember f
=] o] g}\ x] :d-o] tﬂ—],]];].

194



164, ANSIBLES A}-§-3}9] IDMe] 15 "l ¥ 4] 45 3}

a1

automember 173 & AHA15HE 1 H 7 FEE RE A% AAFU T #F A 53
z A9t A A3te]® Ansible A1235to] IdM A8-2F 25 automember 57X o] 27 0] ¢l
=A 1o

A 27 A

& 27 AHdS S5k Ansible Alo] ==2 A s
Ansible B} A 2.8 o] 4 A}&-33 YFH
ansible-freeipa | 7] x| & A2 X I F U t}.

~IMyPlaybooks/ ] 2 €] 2] 9| ] o] 2]}

il
| ¢l o] )& A18-3lo] Ansible ¢lWl E2] 9l

o b

~/MyPlaybooks/ T ¥ €] 2] £ o] &3 .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ ©] & €] 2] o] 9] = automember-
group-absent.yml Ansible =g o] & 32 B Ao,

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-group-
absent.yml automember-group-absent-copy.yml

H 7 & automember-group-absent-copy.yml 3-8 ¢ t}.

ipaautomember 2H¢] A Aol A TS WS A4 sho] ol S 2H Tk

195


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

Red Hat Enterprise Linux 9 [dM A} 8217} & 2~ E 9 Al A 2 A o] 17 #2)

[ ]
ipaadmin_password <=5 IdM 22 # ¢35 =2 Ao,
[ ]
name W4 £ testing_group ¢ = A A3},
[ ]
automember_type -5 275 o2 A .
[ ]

state W=7} absent 2 A& 5 o] A=A A3l

A oAl ds] 3 ¥ Ansible =g o] 3 A du}.

- nhame: Automember group absent example
hosts: ipaserver
become: true
tasks:
- hame: Ensure group automember rule admins is absent
ipaautomember:
ipaadmin_password: Secret123
name: testing_group
automember_type: group
state: absent

5.
sl g A g
6.
Zao] % A3} AMET $A L <45 Ansible Zao] %2 AW,

I $ ansible-playbook -v -i inventory automember-group-absent.yml

/usr/share/doc/ansible-freeipa/ T] @ & ] ©] README-automember.md 39 & F %3514 Al
o -
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167%. ANSIBLES A}-£2-6}o] IDM2] & W 4] zE3]

/usr/share/doc/ansible-freeipa/playbooks/automember 0] & 2] & JFZ 314 A Q..

16.6. ANSIBLES A}-8-3l+ IDM 3 2E 15 AUTOMEMBER 39 Z7e°] A=A 2.

o] A Mo = Ansibleg 218314 IdM 32 E 1§ automember F 3 o] =7 0] YA SFlst= vt
WS A g} o] o A]o]A = FQDN o] .*.idm.example.com ¢l S X~ E7}
primary_dns_domain_hosts & 15 2] #1u]o] 32 FQDN ©] .*.example.org 7}
primary_dns_domain_hosts 2 E 15 2] #lu]7} o} dA] &lsl= WHH S A3y

A 27 A

[ ]
IdM #2) 7} 9t 5 2 23 5T

IdM<]] primary_dns_domain_hosts &2 E 15 3 automember 3 2E 1§ 13 o] A&
Y.

g 27 AHS =31 Ansible Alo] == A AH T

Ansible 14 2.8 o] -2 A3 3 AFTH

ansible-freeipa | 7] x| & A2 X I F U t}.

~/MyPlaybooks/ ] 2 €] 2] o] A o]

3 AL A= IdM A8 9] FADN(A #3149 =
¢l o] )& A1&3lo] Ansible ¢l¥l E2] 312 AAFASUT

~/MyPlaybooks/ t] | ] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/automember/ t] & €] 2] o] 9] = automember-
hostgroup-rule-present.yml Ansible =] o] & 3} 2 Ex}gh ).
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$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-present.yml automember-hostgroup-rule-present-copy.yml

H 7 & automember-hostgroup-rule-present-copy.yml 3428 g1 t}.

ipaautomember 2] A Ao o3 M-S AR5t A} S =4 g

[}

ipaadmin_password ¥ 5-E IdM 2| #} s =2 A3 .
[}

name 4= primary_dns_domain_hosts & A3 g},
[}

automember_type ¥W14== hostgroup © & A4 g},
[}

state ¥ =7} present 2 A& o] A=A AT
[}

action =7 member 2 24 o] Q=4 AP}
[}

inclusive 7] W=7} fqdn; o 2 A3 o] JE=A] el gt}
[}

&) 33l include X382 W4 = *lidm.example.com © 2 A3}
[}

A8 71 ¥E fqdn;2 23 941
[}

&
off
>
op
ki
r |
1>
B

IZ *.example.org = A A3}

A oA ds] 53 ¥ Ansible =g o] 3 A d}.

- name: Automember user group rule member present
hosts: ipaserver
become: true
tasks:
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- name: Ensure an automember condition for a user group is present
ipaautomember:
ipaadmin_password: Secret123
name: primary_dns_domain_hosts
automember_type: hostgroup
state: present
action: member
inclusive:
- key: fqdn
expression: .*.idm.example.com
exclusive:
- key: fqdn
expression: .*.example.org

5.
stel e A g gk
6.
Edo]% 513} A el S Y3t Ansible Fal ol A4 gk

I $ ansible-playbook -v -i inventory automember-hostgroup-rule-present-copy.yml

[ ]
IdM CLIS AH&-3lo] 71E &5 A5 9y 43 488 FxsiA L
[ ]
A5 1% A4 2 Automember 73 9] o] A & FxRIFHA L
[ ]
/lusr/share/doc/ansible-freeipa/ ] @ & 2] | README-automember.md 319 & =314 A|
o -
[ ]

/usr/share/doc/ansible-freeipa/playbooks/automember 0] & 2] & JFZ 314 A Q..

16.7. 71 gl &=

[ ]
Ansible = o] %2 Al&3to] A}87} A4 #e)

Ansible Z# 0] 5§ A18-31o] S 2E g
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Ansible Z3| 0] %2 ALg-sto] ALE R 15 B

IdM CLIE Al8-3te] S2E 1§ &+
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174.IDM CLIZ A8 5to] A8 A4S #el B 5+ A=F A8 A 25 U3 919

il

174 IDM CLIZ A1-§-30] AL§ A4S A2 4 A%

= AHgA gl A A

19 A= w2 3 9 RBAC(] & 718k oAl 2= A o)) s} 370 IdMe] o)A 2= A o] 1

W F sy
oh. 91912 AFEoho] & ALEAF ROl ARE BFotol ThE AL 1R FES BelF & AU

ol MANAE e 745 GEUTH

°
A9) 74
°
IdM CLIZ AHg-3ke] €19 73 44
°
IdM CLIZ A}£351] 71 99 #3& »7|
°
IdM CLIZ A}£319] 9 < 43 A
°

IdM CLIZ AL-8-3ke] 191 2] AL

17.1. 919 73

A AL W

i

ol AL AE Bl st/] Al AHE A 2Fol AFS AR T 5 &k

WL T

A A2 A8 54 ALE A 2FNA T2 AHS A 2F ) A A U@ 54 S0l T 7]
(AR) 49 FA 5 A& o] I QA2 Aol FHE A A AP £4 9] 349 F
W2 AYA=S AGH UL AR 3L FSAG AANA Fe £ Aodste 5T R

o]—X]
&guth

A FAL 1AM 71 E AR 25l A

pad

o
employees AH-&-2 15 = AHEALS] A E €

=

£] managers Al-&2 1§ o]
j =
-

%—r]"] o }\]._Q_zﬂ- Al/‘\],]r;].
17.2. IDM CLIZ A}-&35to] 9] 13 AA

o] Mol AE IdM CLIE AHg-3to] 9191 73S A 3he Bge 49k
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PEEEE

[ ]
admins Z15-¢] v 2 2059 5.

A7)

ipa delegation-add % % £ 912 gt} & 42 A4 .

o
—-group: AH-§-&} 159 AH§A ol gf et @eto] FojH aF AU
o
--membergroup: 9]¢} &9 WH 7t FEL HFF 7 Jde 5P
o
--permissions: Al-§27 A A A S5 S B 5 d&= Aol d=A(g7) A 54
L FI71EHAY AT F JEA o1 (227)). L XN AQ A o 227 A3 719 Y
=
o

-attrs: A8 289 A1 A7 RAY AR S 5 Jd=E A YUY

oAg o] bt 24vth

$ ipa delegation-add "basic manager attributes" --permissions=read --permissions=write --
attrs=businesscategory --attrs=departmentnumber --attrs=employeetype --
attrs=employeenumber --group=managers --membergroup=employees

Added delegation "basic manager attributes”

Delegation name: basic manager attributes

Permissions: read, write

Attributes: businesscategory, departmentnumber, employeetype, employeenumber
Member user group: employees

User group: managers

17.3. IDM CLIE A}83519 71E& 919 +3F B

o] A4 o)A IdM CLIE AHg-ste] 71% $19) #24 B Wi e 43 ayTh

A 27 A
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177¢.IDM CLIE AH§-51] AHEAHE #E]E F I =5 AHEA 259

&
&

admins Z15-¢] v 2 2059 JFY .

it

ipa delegation-find =% & 4234

$ ipa delegation-find

Delegation name: basic manager attributes

Permissions: read, write

Attributes: businesscategory, departmenthnumber, employeenumber, employeetype
Member user group: employees

User group: managers

Number of entries returned 1

17.4. IDM CLIZ A}&3lo 91 #+3 3

o] A4 o)A IdM CLIE AHg-8te] 71% 919) 74 54t Wi 49 a

—attrs JA 2 A 5= £ o)d £S5 doj2ue 4 A 43 A AA £4
558 3. ol= --permissions F A= A&y

A 27 A

[ ]
admins 15¢] v 2 2059 5.

A5t WA AHEHS AHE-31] ipa delegation-mod HH & JHA T o S So] 7| E A
J -

EOEL
2 54 oA 2ol displayname 542 F7tsteld B2 S

$ ipa delegation-mod "basic manager attributes" --attrs=businesscategory --
attrs=departmentnumber --attrs=employeetype --attrs=employeenumber --
attrs=displayname

Modified delegation "basic manager attributes”

)
HO
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Delegation name: basic manager attributes

Permissions: read, write

Attributes: businesscategory, departmentnumber, employeetype, employeenumber,
displayname

Member user group: employees

User group: managers

17.5. IDM CLIZ A}-&3to] 9] 13 AHA)

o] A4 o)At IdM CLIZ AHg-3te] 71 9191 732 AbAl s W & 49 o,

A 27 A

[ ]
admins 25 ¢] @AW 2 291 50] &Y}
A7
[ ]
ipa delegation-del & & ¢ =3}
[ ]

HAIA] 7} A A AA S Y F 9] ol5S dEdU T

$ ipa delegation-del
Delegation name: basic manager attributes

Deleted delegation "basic manager attributes”
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18%. IDM WEBUIE A} 251 A AE AT = Y= AL A 28] A 9 ¢

187. IDM WEBUIZ 21831 AL 22

# Y 5 AT AHgA 2F A AY

YL Az Aqu) 2 73 D RBAC(H S 710 A A 2 A o])2} &7 IdMe] oA = A o] 1
o Y-S AHE St @ AHE A 2l itz} o wgatel 02 AHe R 280 2L B

o] MM E T FAE FEUT

[ ]
919 73
[ ]
IdM WebUIE A-&-3o] 9191 172 44
[ ]
IdM WebUIE A1&31] 71 €< 3 B7]
[ ]
IdM WebUI= A}&-31o] 91 3 3
[ ]

IdM WebUIE Ag-3te] 9191 73] A

18.1. 9191 5

A9 FHL v

R

i

ol AL AE Belst/] A AHE A 2Fol ARS AR

de = JdFUTh

A 722 ALG S 54 ALER TFNA THE AL A 2F ) AL Al tlF 55 4ol vi@ 2]
(BH) 49 FAE 5 A& o] F2 o] AA 2 Ao] FHE 99 FHo) AP 49 349 AF
de BPAES A ST A G2

9 F2ASAY AAGA B HAL Aol 5L B
AU,

314

A9 F2L 1dMe] 71E A8 A 2Fol AL
employees A2 25l Q= AFERL] A

£] managers Al-&2 1§ o]
j =
-

%_r]o]o }\}_9_3]_ Al’\l—]t‘r

18.2. IDM WEBUIZ 2123l 91 3 AA

o] Aol A = IdM WebUIZ AL-g-3te] 9191 752 A4 s w2 A9 ghch
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Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]

N |

A 27 A

[ ]
IdM €] Ulol admins 259 92 21215 o] JdFY .
Az
1.
IPA A H] w5l A A3 7]uk A A 2 A o] ~ Delegations & Z 3},
2.
F7te 293U
Identity Authentication Network Services IPA Server
Role-Based Access Control ~ ID Ranges Realm Domains Topology APl Browser Configuration
Roles
Privileges
Fermissions 2 2 Refresh | | @ Delete | +Add
Self Service Permissions
L= e TETeger awroUles
1 delegation matched
3.

a.
A A AR oS AF T,
b.

AEATE AR 54 L B 5 AeA(FDRL AFE 54 S FAAG WA &

Y= AL dehl = FARL Austel AR A FUTHR).
c.

AgA 2% EFTHE Wirol A dto] o HE 2% S Adsta W 2§ A8

FEL BAY AR 5+ A&
d.

Ao A 2F EFTe WA 1Y 2F Auv AR F YE FES A8y
t}.In the Member user group drop-down menu, select the group whose entries can be
edited by members of the delegation group.

e.

54 AN A HelatEl e £40) AL Adghn.
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Add delegation 4
Delegation name * basic manager attributes
Permissions [ read
& write
User group * managers ~
Member user * employees hd
group
Attributes * Filter Q || Add
[ audio [+ businesscategory
[ carlicense Oen
[+ departmentnumber [l description
[ destinationindicator [ displayname
[+ employeenumber [+ employeetype
[ facsimiletelephonenumber [ gecos
[ gidnumber [ givenname
[l homedirectory [l homephone
] homepostaladdress [l inetuserhttpurl
[l inetuserstatus [l initials
[l internationalisdnnumber [ ipacertmapdata
[ ipakrbauthzdata [ ipanthash
[l ipanthomedirectory [l ipanthomedirectorydrive
[l ipantlogonscript [l ipantprofilepath
[l ipantsecurityidentifier [l ipasshpubkey
[[J ipatokenradiusconfiglink [ ipatokenradiususername
[l ipauniqueid [l ipauserauthtype
[l jpegphoto [ krballowedtodelegateto
[l krbcanonicalname [l krbextradata
* Required field
Add || Add and Add Another | | Add and Edit || Cancel
f.
Add =2 Zstel A A1 T3 A

18.3. IDM WEBUIZ A} £ 3to] 7] E 919 775 B 7]
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Red Hat Enterprise Linux 9 IdM A} 827} S 2~ E

ol

L A 2 A o] 713 e
o] A4 0] A IdM WebUIE AL-g-35te] /12 9191 752 B 92 A9
A 2.7 AR

[}

IdM §1 Ule] admins 18¢] flu] 2 21915 0] &Yt

IPA A 8] vl 370l A] &8 716k A 2 o] — Delegations & =& ).

dentity

Authentication

IPA Server
Role-Based Access Control +~ ID Ranges Realm Domains Topology APl Browser Configuration
Delegations
Q 2 Refresh | | @Delete || +Add
[J | Delegation name
[0 | basic manager attributes
1 delegation matched

18.4. IDM WEBUIZ A}2319] 919 772 47
o] A 0] 4= IdM WebUIE AHg-5He] 71 919 77

A 27 A

IdM §1 Ule] admins 28¢] ®lu] 2 21915 0] &Yt

IPA A 8] v 370l A & 7]uk ol A 2 A|o] — Delegations & 2 §t}.

dentity

Authentication

IPA Server
Role-Based Access Control ~ ID Ranges Realm Domains Topology APl Browser Configuration
Delegations
Q 2 Refresh | | @Delete || +Add
[J | Delegation name
[0 | basic manager attributes
1 delegation matched
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187%. IDM WEBUIE A}-8-31o] AF8-AH& e

+
X
et
=y
N
filo
gt
i
e
L
)

S}
=

T A=

S AHgA 1Fl A 919

NERATF AH S B 5 A oS YEhE Selde Adsa(g ) A4
548 FtaAY WA 5 e SR Adate] Lold AT WA FUTH2)

NEA 2F ERTE WirolN deto] HojHEs 1%e Adae Wu 1g e A
F2e urAY AP + dFUTh

A Ag A 2F SETHE el A9 2F Wulk AR F ok 3L A9y

t}.In the Member user group drop-down menu, select the group whose entries can be
edited by members of the delegation group.

=4 ARl AGS Hojatl e
AstHw 2d sge A HL

Role-Based Access Control ID Ranges Realm Domains Topology API Browser Configuration
Delegations » basic manager attributes
Delegation: basic manager attributes
Settings
Z Refresh || 'O Revert
General
Delegation name basic manager attributes
Permissions * [ read
& write
Undo
User group * managers v
Member user group * employees ~
Attributes * Add || Undo
[ audio [ businesscategory [ carlicense
Den [ departmentnumber () description
[ destinationindicator [ displayname [ employeenumber
[ employeetype [ facsimiletelephonenumber [ gecos
[ gidnumber [J givenname [ homedirectory
[ homephone [ homepostaladdress () inetuserhttpurl
[J inetuserstatus [ initials [J internationalisdnnumber
[J ipacertmapdata [J) ipakrbauthzdata [ ipanthash
[ ipanthomedirectory [J) ipanthomedirectorydrive () ipantlogonscript
[ ipantprofilepath [ ipantsecurityidentifier [ ipasshpubkey
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Red Hat Enterprise Linux 9 IdM A} 827} S 2 E 9 A A 2 A o] 137 # 2]

A% MES FYstel M7 AL AFTh

18.5. IDM WEBUIS A} £ 310 919 773 244

o] A M o)A IdM WebUIE ALg3to] 71 €191 77

A 27 A

[ ]
IdM 1 Ulol admins 25 @¥| 2 21205 IdFY
=
1.
IPA A 1] w370l A] <} 3t 7]t 9l 4] 2 A|o] - Delegations & 2|3 t.
2.
AAS 73 Dol Y SAFS Aok
3.
dentity Authentication Network Services IPA Server
Role-Based Access Control ~ ID Ranges Realm Domains Topology APl Browser
Delegations
Q

Delegation name

basic manager attributes

1 delegation matched

Configuration

2 Refresh + Add

A% .

J i

Delete & = ¢ 3o
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197, ANSIBLE & o] -2 Abg-5ke] AL§ A4S Bl at7] 1ol ALea 25l A AY
194. ANSIBLE 2 o] 32 A8 5to] AHg 42 #el 5] 93l A8 215l AF 919
90 A )2 73 @ RBAC(S @ 71 9412 Alo])sk 37 IdMe] o4 2= Ao W F sty

k
o} 91U S ALE5te] 3 ALE AL L Fol {q} S tﬂ%‘rz‘s}a] OE AR 279 35S 298 5 dFU

o] MM E T FAE FEUT

IdM-&- Ansible Q1 E2] 21 A
Ansible$: A-8-3te] 9191 ¥ d o] 1A FAFU T

Ansible AH8-3te] 191 TFH o] QA=A A

- H

*

Ansible 2 A1-8-5to] 9191 2ol 54 &4 o] AR

Ml

-l il

Ansible2 AHg-3te] 9191 FH ol 54 4] A e

RS

19.1. 9191 74

do
=i
=Y
N
fijo
rlﬂ
lll
2
S

1A E BElals) 98l A8 2Edl AL AT F Az

A FH2 AL 54 ALER TFNN THE AL A 2F ) AL Al tiF 54 S ol vi@ 2]
(A7) 49 & FAE F G o] A A= A] FAe A FAN AP 549l 391 A

2 AYSES AFAUT. A4 FZL FHAY AAHA B £ Aol o 715 HolahA]
et

A FAL 1AM 7 E AR 25l B

pad

o
employees A}-8-2} 170l = AH&Ae] A€

=

£] managers Al-&2 1§ o]
L

= 992 A8 & A5

19.2. IDM& ANSIBLE 1l E2] 5 A A
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Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]

Ansible & A}-g-314] 29 3l= ¢ & o d E2] o A /usr/share/doc/ansible-freeipa/* 2
/usr/share/doc/rhel-system-roles/* 3} 9] t] & E 2] o] A HAlste] 24 3t= 519 td g = WA=

ol FHUG. o] 2 v 22 Ff ol sy

[}
RE ZYOIES & oA 2L 5 AU
[}
root A3S S E5HA B3 ZHo|HS HAPE F dFUY
Az}
1.
& td =g Ansible 74 2 Ed o] 59 daAEHE AT
I $ mkdir ~/MyPlaybooks/
2.
~/MyPlaybooks/ T] & €] 2] & W17 g o).
I $ cd ~/MyPlaybooks
3.
S Zd = E A183l9] ~/MyPlaybooks/ansible.cfg 722 A A gt}
[defaults]
inventory = /home/<usernames/MyPlaybooks/inventory
[privilege_escalation]
become=True
4,

d

S Zd = E A18319] ~/MyPlaybooks/inventory 1< & w51},

.

[eu]
server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

o] FAL AT YA Y= ST2EJ Usleu D us 9 F MY TAE 1
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1974 ANSIBLE Z#| o] -2 A}-8 5lo] AL8 A2 B2l 817] S13l AL 2 25 ol A 919

gho] FAL eu R us I1F RE S2EV ¥3H4 ipaserver S 2 E 152 A o3t}

19.3. ANSIBLES A}-8 3o] 9191 375 o] Q= sHel g o

& Aol Al = Ansible Ed 0] 52 A1-g-3te] Al IdM 1) 720 Tl & A2 ol sta QA 2l

st= unﬂ S Ardshlt). o] dA|olA] A 7]E AR HA QY 3L managers 120 staff 229 W
vo disl] g3 AL A1 & F A 715 Logdyr).

businesscategory

departmentnumber

employeenumber

employeetype

A 27 A

0 87 A2 5531 Ansible Alo] ==& ALY

Ansible 14 2.8 o] 42 A3 3 A& T

ansible-freeipa | 7] x| & A2 X | F U t}.

(|

ol gt FH& A5t IdM A ¥ 2] FQDN(E 438 vl o] F)S AH8-3514] Ansible
duiEz sds AP AFUT

Ansible <19l 8] %122 ~/MyPlaybooks/ t] &€ 2] o] J&1Yt}.
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Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]
~/MyPlaybooks/ T] @ € €] 2 o] 531t}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/delegation/ t] & g 2] o] 3J+= delegation-
present.yml 5} o] A2 viEt}.

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml
delegation-present-copy.yml

A 7 & delegation-present-copy.yml Ansible Zd o] & 34 -S gt
ipadelegation #¢] MM T& WS A o] HAL 2P
ipaadmin_password H= IdM #2] # o] g3 =2 A

name %TE I\H 1—]01 ——H—Z]_/] o]E'- OEH@GLL]E]-

b

L

kY
o
2:2
&
i
i
ke
Kl
-h
i
rit
i
e
de
J?m
o?H.,
o
N:)
iz
u:)
ruq'
r°"
4e
A}
HE
X
A}
o

54 M5E AYB AR aF0) BT F YEHY FFo02 49
businesscategory,departmentnumber, staffnumber , and employeetype.

oX
o
X
L
o
e
B
X0,
J
2
=
[*

ol

1
oX
¥
L
2 o

membergroup H5 S B ALY $£43 5 U= 159 o2 o Z AAF ).

A oAl ds] 3 ¥ Ansible =g o] 3 A du}.

- name: Playbook to manage a delegation rule
hosts: ipaserver
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197 ANSIBLE Z o] -2 AHg-3te] ALE 2 #el 3t7] 919l ALE AL 5ol A 919

become: true

tasks:
- name: Ensure delegation "basic manager attributes” is present
ipadelegation:

ipaadmin_password: Secret123
name: "basic manager attributes
permission: read, write
attribute:
- businesscategory
- departmentnumber
- employeenumber
- employeetype
group: managers
membergroup: employees

H

shel & A g,

A3} Qlul 2] 92 XA 3= Ansible Z# o] 22 A ).

il

o

glol &

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-present-copy.yml

/usr/share/doc/ansible-freeipa/ T 2 € ¢] ol /] README-delegation.md 39 & F X314 Al

o
i ]

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T] @ Ez] o] A] M= Z o] H S
A L.

19.4. ANSIBLEZ AHg&-sto] 919 113 °] 1A At

& ARlA M FA ] AAR 919) FHo] 9 Flste o Ansible Za o] %2 AL she
AT ol sl Aol A £ [dMo] AHgAE g o] 712 Bl A &4 919 T2 o] 9l St
J

He
Rl

A 27 A

215



Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]

2 &7 A3-S 535 Ansible Alo] ==5 TAIFU.
Ansible ¥ 2.8 o] /42 2833 dFU
ansible-freeipa | 7] x| & A2 X I F U t}.

ol# & FAL 773 3k= IdM A B ©] FaDN(E 1138 X<l ©]F)& AH8-3to] Ansible
dul ez LS APAFUH.

(|

Ansible <19l 8] %122 ~/MyPlaybooks/ t] & €| 2] o] U&Yt}.

~/MyPlaybooks/ T ¥ ] 2] £ o] o}
I $ cd ~/MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/delegation/ T} 2 g g] o] 21+ delegation-
absent.yml 32 o] A}2.S vt}

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml
delegation-absent-copy.yml

H 3] & delegation-absent-copy.yml Ansible Zd o] & 31248 JUt}.
ipadelegation 2] Ao A o3 WS A st FdS =3 J
ipaadmin_password {42 IdM &2 22] ¢ 2 Ao

name WS 919 Tt

)
lo
o
ju
lo
fu
il
oX,
d
L
i}
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19%. ANSIBLE Z] o] -2 AHg-3to] A8 A4S welat7] 913) AL A 250l AT AY

state H14~-E absent = A& 3] }.

A oA A3 74 € Ansible Z# o] 5 2D Y.

- name: Delegation absent
hosts: ipaserver
become: true

tasks:
- name: Ensure delegation "basic manager attributes" is absent
ipadelegation:
ipaadmin_password: Secret123
name: "basic manager attributes
state: absent

5.
stel A g gk
6.
Fdlo) % A% AW Ee U2 A4 3k Ansible Fello] 32 A ik

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-absent-copy.yml

/usr/share/doc/ansible-freeipa/ t] 2 €] 2] ol 5] README-delegation.md 7} ¥ & Z= 3514 A]

(o]
.

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T] @ Ez] o] A] M= Z @ o]H S
A L.

19.5. ANSIBLE S AH8-3te] $191 720l 54 %4 0] YA 3l

o ARANE 919 FHo] 54 4o Y== Ansible T o] B2 A3+ WS AP o]
ZE 0] B2 ALg3ke] o] Aol BE AY JTL AT 5 AFUth o] AN E 712 AR %A AY
T3 ¢t departmentnumber member 54 & z= = 3 t}.In the example, you ensure the basic
manager attributes delegation rule only has the departmentnumber member attribute.
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Red Hat Enterprise Linux 9 [dM A} &2} 7} 2 E 9 Al A 2 A o] 73 A&

A 27 A

o8 87 AHHS 353 Ansible Alo] =25 A RS

o
Ansible B A 2.8 o] &S A}&-31 3 Y5
o
ansible-freeipa | 7] x| & A2 X I F U o}.
o
ol# g &S TA S IdM A ¥ o] FDN(A 7318 ¢l o] 8)& AHg-3lo] Ansible
Aul =) A< A AF
o

Ansible <19l 8] %122 ~/MyPlaybooks/ t] &€ & o] U&Yt}.

ldMoll 713 el =t 44 o] 19 F3 o] Lo,

~/MyPlaybooks/ t] & €] 2] 2 o]5 g},
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/delegation/ t] & g 2] o] 3+ delegation-
member-present.yml 3} o] ALE- S vk )

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
present.yml delegation-member-present-copy.yml

¥ 3] & delegation-member-present-copy.yml Ansible Z# o] & 3} -& Yt}

ipadelegation %} Aol 4 the W58 44 ste] A2 = Fih
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19%. ANSIBLE %] o] 5 A}§-3to] AL§ A4S B2l 3t7] 918) A4 250l AF A

ipaadmin_password H5-= IdM &2z 9] g3 =2 AA .

oX,
et
do
=i
=l
N
lo
o
il
lo
fu
il
oX,
o
L
i)

nhame H4E

At
o
2
4

£ departmentnumber = 273 3t}

action ¥ 4= member = A&t}

A oAl ds] 3 ¥ Ansible =g o] 3 A du}.

- name: Delegation member present
hosts: ipaserver
become: true

tasks:
- name: Ensure delegation "basic manager attributes” member attribute
departmentnumber is present
ipadelegation:
ipaadmin_password: Secret123
name: "basic manager attributes"
attribute:
- departmentnumber
action: member

2

A

H

jlol o
==

)}
=

AW Eg] 93-S XA 5= Ansible Z# 0] 58 A3 g

RS

%
"

Edo) %

$ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-member-present-
copy.yml

/usr/share/doc/ansible-freeipa/ t] 2 € 2] o] /1 README-delegation.md 39 & F X314 Al

o
i ]
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/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T] @ Ez] o] A] M= Z g o]H S
FxsA L.

19.6. ANSIBLE S AH8-5to] 919 13 ol 54 SA4o] f1=A &<

S AN = AY FF-ol 5 AAo] QL= Ansible Z# 0] 52 A& = MH S A o]
Zd ol 5 AHE3te] 919 G ol v A E1A] S AA X Ado] R HA G F T 5 AFUT o] 9
Ao A= 712 A £A 9] 919 4 F ol staff number 2 employee type A &4 o] Ql=A A
Yt}

A 87 A

[ ]
IdM #2]2 ¢35 & 43 dFUY
[ ]
& 87 AHEHS 55 3= Ansible Al o] ;==& FAAFU T
o
Ansible ¥ A 2.8 o] A2 A}-& 513 Y&t
o
ansible-freeipa | 7] x| & A2 X I F U t}.
o
olg1 g 3 4E& 74 3= IdM A 8] o] FQDN(R 38 =42l ©]5)S AH8-31o] Ansible
Wl Eg] 9 S AU
o
Ansible <19l 8] %122 ~/MyPlaybooks/ t] & €| & o] U&1Yt}.
[ ]
IdMel] 712 A2z £ 9 Y +F o] dFHH
Azt

~/MyPlaybooks/ t] & €] 2] 2 o]5 g},

I $ cd ~/MyPlaybooks/
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19%. ANSIBLE Z] o] -2 AHg-3to] A8 A4S welat7] 913) AL A 250l AT AY

/usr/share/doc/ansible-freeipa/playbooks/delegation/ t] & g 2] o] 3J+= delegation-
member-absent.yml 3} & B ]3] .

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
absent.yml delegation-member-absent-copy.yml

H 3 & delegation-member-absent-copy.yml Ansible Zd o] & 5} d-S Ju}.

ipadelegation %] Aol 4 the W58 44 she] A2 =Y Fh

[}

ipaadmin_password H5-= IdM #2]#19] g3 =2 AA 3.
[}

name U5 T3 99 #F 9 o5 o= AFFPUG
[}

E A4 W4 = worker number 2 employee type = A4 o).
[}

action 14~ member = A A 3}
[}

state H14~-Z absent = 2 A 3 }.

A oAl ds] 53 ¥ Ansible =g o] 3 A A}

- name: Delegation member absent
hosts: ipaserver
become: true

tasks:
- name: Ensure delegation "basic manager attributes” member attributes
employeenumber and employeetype are absent
ipadelegation:
ipaadmin_password: Secret123
name: "basic manager attributes"
attribute:
- employeenumber
- employeetype
action: member
state: absent
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S0l & w3 AW LS A4 5= Ansible Z# o] 5& 23

=~

/usr/share/doc/ansible-freeipa/ T 2 € &] ol /] README-delegation.md 39 & F X314 Al
o -

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation T] @ Ez] o] A] M= Z o] &S
FxsA L.
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off
s‘_ll
¥
30
)
Lr
kv

write

223



Red Hat Enterprise Linux 9 IdM A} 827} S 2 E 9 A A 2 A o] 137 # 2]

[ ]

read
[ ]

search
[ ]

=] I
[ ]

add
[ ]

delete
[ ]

all

ol gt 2 the Al 714 718 el A& Bt

[ ]
subtree: =1] 2l o] &(DN); o] DN o} ] 3} %] E+]
[ ]
g4 2 H: LDAP ZH
[ ]
target: 7153 9} Ad =71 =7} 9= DNS A18-51 52 A A
T3 oS el {AA dlF AL AATUG
[ ]
type: /1A 38 (AHAL 25 5)2 519 E o a2 EAA T
[ ]
memberOf: 179 Wujeo|y, 4 2§ E AAFYU.
[ ]

TargetGroup : 53 15& $R Y & Y& AA = AR S

A% 5 YE A o))

"

AP thel: 1§ WUl B
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2E A2 A3 o] 52 System: (o : System: Add Sudo rule or System: Modify Services )= A]

AUt o] d WA o] IdMej| A = 712 Agtel] g2 275 AS AU ¢l & Eo] A8 A= dlE &
E&2AE 5 glon S A AE Aol 3 = JAFUTH ol H @ 71 - A R ES #E
He ddos ASHJIA N OS5 A= A A S| o]d 27)vpE AU

[ ]

A s 2 Z F7t
[ ]

AR 39 F= F7t
[ ]

BA Ak F7b
[ ]

Q154 A A Hold
[ ]

CAll A Q1FA “F8l 714 2.7
[ ]

DNA 9] ¢l 7]
[ ]

DNA %1 9] 53
[ ]

PassSync Managers 23 9]7]
[ ]

PassSync Managers 473 44
[ ]

A Ak A7
[ ]

2 Ak 53
[ ]

BA) A<k A A
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[ ]
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83 AFA
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[ ]
e SXEQRFA 8 F
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filo
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£ 20.1.1D el A ALd o8 o

Role a3 A

= A ZAEFE ZPolAE LE FTAE 52 g}
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helpdesk A2t A D s ANA, 18 e Abg2 e 2] 8
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Role A3 A

IT 2k A&7 Netgroups 2] 2}, HBAC 2] =}, B2E 7)uk A 2 A o9} e B
Sudo 2] =} QF 7 A #e] sudo 3

IT 27} F2E R A}, Z2E OF AR, ZAE B

AH) 22 2] A, A v E el A

ugkol7EE 9 wel A, Al weld, 271 PA D we) $7 v, A 44, BA
74,95 A A Aok A4

A8} el 2 AR e, 1F B A, AEA AR R 2F A
Bel} e

20.2. CLIol| A IDM A%+ =]

| -] = CLI(H # = <13 o] 2)E A}-2-3}<] IdM(Identity Management) A 3§+ & 5l Wy

A 27 A

[}
IdM == A4 Bel A ot Ay Ad 2 A
[}
34 Kerberos E]A. ZHA 3F Y &L kinitS A183l] IdMo)] 502 2 191351= AL A%
S Al L.
Az
1.
ipa permission-add 33 & ARg-sto] Al A FES I
ol & £9] dns admin o]g}= A¥S FUlsHE W S TP
I $ ipa permission-add "dns admin"
2.

e §AL AHgStel Ade] £4¢ AP P

[ ]
--bindtype & v}l & F3 S AL FU o] 542 EE,anonymous 2 A <l
5 383 th. 9% bindtyped &L F3 o] AFE FoI3 AL AT o] IS YA
T J=s v .

AE o] bt 24th
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I $ ipa permission-add "dns admin" --bindtype=all
--bindtype & A A s}A] ¢ o™ permission o] 7] 2z}

Fx

71%o] opd vl 75 §B o] ATE Ao F71
@ 7] %o] obdl Hhal g 13 {3l ol v] Yt A= MY S

4 &

N
i

2 o

U =

h=
-right = Agtol A Hojd AS JEalH, o o]F AHE-H A &= --permissions &

AL QA FU T AR 7153 3ES add,delete,read,search,compare,write,all ¢} 1] t}.

ol2] ~right $4 2 AHg-3t
2 HRT 5 AFUh A E Sof

X
S
o
i)
N fof
rO
-3
ol
kK
f
-
i
it
I
Y
tijo
>
op
-
£
2
2
b
o

I $ ipa permission-add "dns admin" --right=read --right=write

I $ ipa permission-add "dns admin" --right={read,write}

add 4 delete = AF-8-X} 2HA| (o] : AF8-A} 2HA, 1/ 571 5)d U, A
A v 9 7] =g 28 EA 43 userCertificate o] & 4= YA 9+
userPassword & ¢} & =+ 85Ut

-attrs = A go] Fod
¥ --attrs 342 AHE-317]
e AR Y F AFHTL dE S°] = ZeUth

I $ ipa permission-add "dns admin" --attrs=description --attrs=zautomountKey

I $ ipa permission-add "dns admin" --attrs={description,automountKey}

--attrs 2} 3 A FH = S 0] ojof st A H QBAE G U3 5| §HA= &
Zdo] glojof . 2 A GO P o] A7|vt & LHE U3 AP

b
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AE Fof the3t U

$ ipa permission-add "manage service" --right=all --type=service --
attrs=krbprincipalkey --attrs=krbprincipalname --attrs=managedby

--subtree = 3¢ ET] F5& *lll’a‘/lq ZH = o] 59l E FE ol o] RE FF
S A3 ez U 71E 59l E] @55 AFJH ) —-subtree = A =7t = EA)
84 &= =l o] 5(DN)S 5 &-31A °““4‘1} t e glo] DNS £33
ldM-2 = 5}51 Z9 gaAg E 728 AHS3l2 2 --subtree E ALE-351o] 02 749
AH ol e 49 FEQA AF vt E —?1549} 2 AN {R FES UYL T F AF
Ut o & o] b33 ZFyh

$ ipa permission-add "manage automount locations" --
subtree="ldap://Idap.example.com:389/ch=automount,dc=example,dc=com" --
right=write --attrs=zautomountmapname --attrs=zautomountkey --
attrs=automountinformation

—type 2 --subtree 342 435 wleld Yt} —-type ol o3 LE 7} --
subtree ¢| 7+x:3t2 EAE - goug AR} £/ AES FUh

--filter = LDAP Z €| £ A} £ 35lo] A3to] AL HE 3 )
ldMe A8 dE 9] f 542 A5 o FAFY ga% &3 LDAP 2E Y 5 A%
Y ol g 59 oa3 2.

$ ipa permission-add "manage Windows groups" --filter="(!
(objectclass=posixgroup))" --right=write --attrs=description

--memberOf = 2F o] A 5l=4] 213 F XA P 252 W = target 2= A
U d 2 o], o] Ado] Y& AH2A7L engineers 15 W 9] 2391 AL FASE
st E gas —r?%‘! Fiashe s

|

o
Jh oX

$ ipa permission-add ManageShell --right="write" --type=user --attr=loginshell --
memberof=engineers

--TargetGroup2 15 0] EA3=A A F XA A AL8-2 250l targetS AA T
Yrth. g & o], 432 71 L&A 71 engineers 15 9] member 54 & 2% £ 2W (F
A= 2 E FI7LE= AAT F A)
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e

$ ipa permission-add ManageMembers --right="write" --

subtree=cn=groups,ch=accounts,dc=example,dc=test --attr=member --
targetgroup=engineers

.
Ag oz g =vl o] F(DN)S AA T & dFY
o
~target & W32 28 DNS AZFU . el =7t=71 s &gt
o
-targetto = I &2 ol F =
o

319 =22 A4

--targetfrom & 3 =S o] F

a9 =2 A4 gk
20.3. 71& Aol v @

3% 4

T WS ALg sl Waol mel /lE AR

71& A3 AR 32 H ipa permission-mod 3 H 2 A&
goto] S F71E

AESEICH

71& 43S o4 ipa permission-find H & S A&
st AES F71E 5 AU

fﬂ 9 ipa permission-show & %3 & A}-&-3 o).
3 B 9] 389-ds ACIS B F Ut} o

So] ot ZEyh
I $ ipa permission-show <permission> --raw

ipa permission-del 3 & & a3

il

tllo

%A

o]

—

A7)

e

U,

ipa man o] X & F

=414 2.
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ipa help 932 F X344 2.

20.4. CLIol| A IDM A g+ =]

rr
oF
®

| 4= CLI(E & = Qg3 0] 2)E A1-4-3514] IdM(Identity Management) A -2 #a] 3}

A 27 A

[}
IdM == AH8-A #Ej A 93-S A 87 Qe A 4.
[}
g4 Kerberos E]Z1. AHA & Y &2 kinitS AL&3to] IdMo] =505 Za0lst= AL A=
S Al Q.
[}

71E& A<k Ao gk AHA g U 8-2 CLIC] IdM A gt 2 & F=xshdA L.

Azt
1.
ipa privilege-add 3% & A-8-3lo] AE FE-& Frtste) A9 WA FY A2 ] B
gL F7HE .
I $ ipa privilege-add "managing filesystems" --desc="for filesystems"
2.

o & £°], mount 3! managing fip A/H] A& #e st TS FY A2 Aol F718)
31, privilege-add-permission % 5 S AH-8-5t] Qg AS A aF dFFU-

automount” --permissions="managing ftp services"

I $ ipa privilege-add-permission "managing filesystems" --permissions="managing

20.5. 71 At 98 4

oS WIS AHgste] Fad we} 71E AES ST
71& AL 4 sl ipa privilege-mod F 32 A& gt
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[}
71 AL o ipa privilege-find 33 2 A&t
[}
74 A%< »9 ipa privilege-show 3% 2 A&}
[}
ipa privilege-remove-permission @ & & d3glo| A 3} o] Ato] AIFS Al AU
[}

ipa privilege-del 8% & A3-S ¢4 3] 2HA| o).

ipa man 3| o] x| 2 Fx 34 A 2.

ipa help 432 F X344 2.

20.6. CLIoI A IDM & & 2]

A 27 A

[}
IdM == AHg-A A& 43S A st7] 9 A A
[}
4 Kerberos E]7. AA & Y &L kinit2 A} &31o] IdMd] 502 2 2135tE= AL A=
Al L.
[}

71E& A<k A gk ZAHA g W82 CLIC] IdM A gt A2 & F=xshdA L.

Fel A o

e

g=

fllo

F7 g

ofr

ipa role-add 83 & A}-&

I $ ipa role-add --desc="User Administrator" useradmin
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20%. CLIZ A1-8-3ho] DM 4] o & 7]k o & = & o] T

Added role "useradmin"

Role name: useradmin
Description: User Administrator

ipa role-add-privilege 8 & & A} 83} &

ne

o Ao d ARL F/F.

4

$ ipa role-add-privilege --privileges="user administrators” useradmin
Role name: useradmin

Description: User Administrator

Privileges: user administrators

Number of privileges added 1

3 o

O

ipa role-add-member % & A}8-3lo] 223 AW E Qo F7HU Y. 51 & 5= W8] {
LA, 2%, 32E 9 52E 259Ut
o & Eo] useradmins t}i= 155 o| Aol ¥HE useradmin & ol F71slE]d g5S AW

Ut

$ ipa role-add-member --groups=useradmins useradmin
Role name: useradmin

Description: User Administrator

Member groups: useradmins

Privileges: user administrators

Number of members added 1

20.7. 71 o 2ol Y WY 24
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3to| 2] WH| E A 7 3}2] A ipa role-remove-member & 2 A1-&3H ).
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read
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search
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add
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delete
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all

ol gt 2 the Al 714 718 el A& Bt

[ ]
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g4 2 H: LDAP ZH
[ ]
target: 7153 9} Ad =71 =7} 9= DNS A18-51 52 A A
T3 oS el {AA dlF AL AATUG
[ ]
type: /1A 38 (AHAL 25 5)2 519 E o a2 EAA T
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Add Permission x
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Bind rule type (= permission O all O anonymous
Granted rights * v read [[] search [ compare
[ write [] add [ delete
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filter
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attributes
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Add permission x
Permission name * ManageMembers
Bind rule type (® permission O all O anonymous
Granted rights * [ read [ search (] compare
& write (] add [ delete
] all
Type -
Subtree * dc=idm,dc=mylab,dc=local
Extra target filter Add
Target DN
Member of group engineers ~ | Undo
Add
Effective member Undo
attributes
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* Required field
Add | | Add and Add Another || Add and Edit | | Cancel
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Self Service Permissions
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Role: Example Role
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Fi ible P Filter
Available Prospective
[]  Privilege name []  Privilege name
[ ADTrust Agents [J  Group Administrators
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[ HBAC Administrator
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[ Maodify Users and Reset
passwords
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~/MyPlaybooks/ t] & €] 2] = ¥ 73 g ).

I $ cd ~/MyPlaybooks

3.
g 4= = A}8-31o ~/MyPlaybooks/ansible.cfg 3} 2-& A A g o).
[defaults]
inventory = /home/your_username/MyPlaybooks/inventory
[privilege_escalation]
become=True

4,

-8 Zdl == A1-g3}o ~/MyPlaybooks/inventory 3-8 w51},

server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

o] +L dF Al A= T2=E U3l eu & us o F 79 i’\E—‘L Ao =
& o] AL eu D us 129 % S 2 E7} X34 ipaserver 32E 15 S 79,9]%“4‘3}-

[ AL SSH 370 2 A9 718 A4 FUh B 2E 304 A28 asststel ¥ /)
A 7ol HEE MY A vHA 2.

I $ ssh-keygen
SSH 371 715 7} &2 ==2] IdM A2 2 Al A ol 5AH Y O

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com
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Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5t}.

Ansible <19l E 8] 512 ~/ <MyPlaybooks>/ t] & €] & o] I &t}

Az

~/ <MyPlaybooks> / t] & B 2] & o] 53 t.
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/role/ t] &l g €] 9] )+ role-member-user-
present.yml 32 o] A28 wigt},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-present.yml role-
member-user-present-copy.yml
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- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no
tasks:
- iparole:
ipaadmin_password: Secret123
name: user_and_host_administrator
user: idm_user01
group: idm_groupO01
privilege:
- Group Administrators
- User Administrators
- Stage User Administrators
- Group Administrators
5.
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$ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-user-present-
copy.yml
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Ansible <19l E8] 512 ~/ <MyPlaybooks>/ T] & €] & o] I &Yt}

Azt
~/ <MyPlaybooks> /] & €] 2] £ o] &g}

I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/role/ t] &l g 2] o] %)+ role-is-absent.yml 3}
o] AH2 S WY

I $ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-is-absent.yml role-is-absent-
copy.yml

A3 & role-is-absent-copy.yml Ansible Z 3| o] & %S Yot
iparole 2} A QA g5 M4E AR st FdS =g

ipaadmin_password H5-= IdM #2]#1 9] g3 =2 AA 3.
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state W=7} absent 2 A& 5 o] A=A A3l

A oA o] A3l =3 Ansible Z3) o] 5 sd Yt

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: user_and_host_administrator
state: absent
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Ansible <19l E8] 5122 ~/ <MyPlaybooks>/ t] & €] &) o] I &Yt}

~/ <MyPlaybooks> / t] & €] 2] £ o] &gt}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/role/ t] &l g 2] o] 2J+= role-member-group-
present.yml 32 o] A28 wrEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-group-present.yml
role-member-group-present-copy.yml

H 3] & role-member-group-present-copy.yml Ansible Zd o] & 5128 JUt}.
iparole 2] A A X 5 HFE AR5t FYS AP

ipaadmin_password H5-= IdM #2]#19] g3 =2 AA .

o2 W42 APzt Jto) o2 o7 ARG
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IF HFE OF o802 ARG

action W= member & A A 3t}
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- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no
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tasks:

- iparole:
ipaadmin_password: Secret123
name: helpdesk
group: junior_sysadmins
action: member
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copy.yml
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~/ <MyPlaybooks> / T] & ¥l 8] & o] gt}
I $ cd ~/<MyPlaybooks>/
2.
/usr/share/doc/ansible-freeipa/playbooks/role/ t] &l § €] 9] 2)+= role-member-user-
absent.yml 32 o] A}2.S wiEUt}.
$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-absent.yml role-
member-user-absent-copy.yml
3.
H 3] & role-member-user-absent-copy.yml Ansible Zd o] & 3123 J4t}.
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iparole Zt] A dollA b3 HFE A4 st dLS =4 AU

ipaadmin_password {42 IdM &2 22] ¢ 2 Ao

action 45 member = A4 g},
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- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:
- iparole:
ipaadmin_password: Secret123
name: helpdesk
user
- user_01
- user_02
action: member
state: absent
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$ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-user-absent-
copy.yml
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present.yml 5+212 2 Ao},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-service-present-
absent.yml role-member-service-present-copy.yml

H 3] & role-member-service-present-copy.yml Ansible =3 o] & 5} d-& Fu}.
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action 142 member & A A3},
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- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: web_administrator
service:
- HTTP/client01.idm.example.com
action: member
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$ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-service-present-

copy.yml
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/usr/share/doc/ansible-freeipa/playbooks/role/ t] &l H €] o] 21+ role-member-host-

present.yml 32 o] A28 wiEUt},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-host-present.yml role-

I member-host-present-copy.yml

H 3] & role-member-host-present-copy.yml Ansible =g o] & 3}
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ipaadmin_password H5-= IdM &2z 2] g3 =2 AA .
[ ]

olF Wi E ¥dotele 99 o5 2 AFAUT
[ ]

(|

A oA A3 4 € Ansible o] 5 2D Y.

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: web_administrator
host:
- client01.idm.example.com
action: member
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IdM(Identity Management)ol 4] & & 7] 4l x| & A o] E A st Al2d BAAE 5 S2EEE
F2E 2§ 54 983 AANES T 5 YFUTh OS AN = AR AF
web _administrator & o] HTTP A H] 27} A3) 52l IdM S~ E 2] web_servers 752 & 5 A
= st e 4.

A 27 A

[ ]
IdM 227 52 23 A&

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

42 Sa5hel = IdM Al o) FQDN(E #5318 =<l o] &) AHg-3te] Ansible o1ul 2]
stele A4 A&

Ansible <19l E8] 5122 ~/ <MyPlaybooks>/ t] & ] g o] I &t

IdMol] web_administrator & o] <1}
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23%. ANSIBLE Z| o] 5-& AH§-51o] IDMel| 4] o & 7] uk A 2 A o] ]
IdMel] web_servers 32 E 180] &Yt}

Azt
~/ <MyPlaybooks> /] & €] 2] £ o] &g}

I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible-freeipa/playbooks/role/ ] 2 €] 2] o] 2J+ role-member-
hostgroup-present.yml 212 o] A} 2.2 wh51t}.

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-hostgroup-
present.yml role-member-hostgroup-present-copy.yml

H 3] & role-member-hostgroup-present-copy.yml Ansible Zdj o] & 5 d-& Ju}.

iparole 2t¢] A A0 the WS YA she] e =4 Fuih

[ ]

ipaadmin_password H5-= IdM #2]#1 9] g3 =2 AA 3.
[ ]

olF Wi E ¥dotele 99 o5z AFAUT
[ ]

U
lo
o
i
lo
ut
i
o
o
L
i}

hostgroup 5538 S 2E 11

A oA o] A3l =3 Ansible Z3) o] 5 sd Yt

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: web_administrator
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N | L

hostgroup:
- web_servers
action: member

s} ol
=

)

o
=

2

2o

o]

ol &

g
")

AWl £ 3L 24 st= Ansible Z o] 22 A3 ).

=

I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-hostgroup-present-
copy.yml

/usr/share/doc/ansible-freeipa/ T 2 & ¢] ©] README-role Markdown 3} & FZ 354 Al

}:o

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & g 2] | A A Z Z g o] H& F X314

n= = = aas
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247%. ANSIBLE Ed] o] 5-& A8-3t<] RBAC d gt 3=
247%. ANSIBLE =g o] &2 A}£-3}lo] RBAC A3 #4]

RBAC(] & 7]t o1&l = Alo])i= ol &, A @ Aol vha] Ao18 A4 57 A= Ao AAUZY
Utk 53] B35 54l A RBACE AH&-5he A A9 o] g1t #al o] AZH A2dS Be
i =gl 2 5 A&,

o] o A= Ansible = o] 22 A}-83}o] IdM(Identity Management)l] 5§l RBAC d 32 & 3}7] §]
g og Y-S A

Ansible g A-8-3te] AH8-2 A o] RBAC A gho] Q=4 &9l

Ansible2 A}-g-3l A2} 4 o] IdM RBAC dgtoll Wiw] A 3glo] 9J=X4] 89l
AnsibleS A}-8-3t] IdM RBAC A gtol] A gto] X3 o] A eF-2A] &<l
Ansibleg A}&3}o] A€ A <] IdM RBAC @3t o] & WA

Ansible2 A1-23] IdM RBAC @ gto] gli=x] gl

A 27 A

RBACS] /1% €122 olalghid.

24.1. ANSIBLE S A}-£-3}o] A1-g-#F A o] IDM RBAC d3gto] QA=A &2l

IdM(Identity Management) <} & 7] 4t 9} 4] 2= Ao} (RBAC)eI X A3 ALg A A o] AGS Ao elm
oA S A3 of g

Aol A o] YA &2 AIFS AL IU-

2
i)
ok
)
ol
filo
)
ot
o
P
N
)
b2
L
i)
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S Az A= YFo AL F718 4 Y== Ansible S o] B2 A1231o] ¥l AS AASHE W
U AU o] oA oAM= S2E Ao} AFHE ZE IdM AS AFst= d AHSEH =
full_host_administration ¢]2}l= @33 AA = MH S A9 d.

A 27 A

[ ]
IdM #2123 432 <43 sU o

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

[}
T3S 3 stel = IdM A 8] 2] FQDN(7 71318 =<l o] &) AH&-3t] Ansible 14l & 2]
shol 2 A MU
[}
Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & € 2] o] U&1Yt}.
Az}
1.
~/MyPlaybooks/ T ¥ €] 2] £ o] o}
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible-freeipa/playbooks/privilege/ t] & € ] o] 1+ privilege-
present.yml 3¢ o] ALE-S whEU T}
$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml privilege-
present-copy.yml
3.
H g gt privilege-present-copy.yml Ansible =g o] & 3dS gy}
4,

ipaprivilege 241 A Aol the M4E Mg ste] A& =4 Tk,

ipaadmin_password H5-= IdM #2]#12] g5 =2 AA .

name W& A A9 o]5 2o 2 AA . full_host_administration.
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247}, ANSIBLE Z3d] o] 22 A}&-3}<] RBAC d 3t 33

)
tilo
i
ol
o
v
v

$- description H45 Al-&-31o] A

)
l=o
r

A oA A3 74 € Ansible Z# o] 5 2D Y.

- name: Privilege present example
hosts: ipaserver
become: true

tasks:
- name: Ensure privilege full_host_administration is present
ipaprivilege:

ipaadmin_password: Secret123

name: full_host_administration
description: This privilege combines all IdM permissions related to host

administration

o

)
2

0] o
==

[e]

Sd ol AL A e 33 AP st= Ansible S o5& 234t
I $ ansible-playbook -v -i inventory privilege-present-copy.ymi

24.2. ANSIBLE S A}8-31o] AL-8-#} 7 o] IDM RBAC dgtol] 9] Agto] =] 33l

ok
o
e
[o
r.)
)

IdM(Identity Management) < & 7] ut o 4 2 %] o] (RBAC)oll A 2HA 3 AL&2 A o] A
A E APl of

Ago] Adso] 94 e ASS AT

[
)
o
)
o
filo
)
o
o
%
N
N
=2
L
v}

o= A Ao A4 = Ansible %—Ell o] 5-& A5l o] d GA A AR Akl AHES FUlst= WHS
A3yt o] A= T2E FAE 9l #HH 2 E IdM A 32 full_host_administration o]g}+= &
gt Frbet= HHS AU 72402 ARLS S2AE 55, 52E AR L S 2E aF AEH

A ol v 2 g g

A 27 A
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Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5t}.

Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & €] 2] o] U&1Yt}.

full_host_administration A 3to] Q151 th. AnsibleS A}&-35to] @3S AA = Wy o
3t LA g U 82 Using Ansible to ensure a custom IdM RBAC @ 3to] Q1 =X &<2l314A] <.

A3
1.
~/MyPlaybooks/ T ¥ ] 2] £ o] & .
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible-freeipa/playbooks/privilege/ ©] @ € 2] o] 91+ privilege-member-
present.yml 3¢ o] AL whEU o).
$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-present.yml
privilege-member-present-copy.yml
3.
H 3] & privilege-member-present-copy.yml Ansible =g o] & 342 4y}
4,

ipaprivilege <] 4 0|4 the WS AR stel HA L 24 h

AL ARl B A o B2 =4 i Th

ipaadmin_password H5-= IdM #2]#1 9] g3 2 AA 3.
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247 ANSIBLE 33 o] -2 A}-8-5lo] RBAC A & #2|

action H 47} member & A A 5 o] =X s},

A oA A3 5+ € Ansible ¥ o] 5 2D Y.

- nhame: Privilege member present example
hosts: ipaserver
become: true

tasks:

- name: Ensure that permissions are present for the "full_host_administration"

privilege

ipaprivilege:
ipaadmin_password: Secret123
name: full_host_administration
permission:

- "System
- "System
- "System
- "System
- "System
- "System

: Add krbPrincipalName to a Host"

: Enroll a Host"

: Manage Host Certificates"

: Manage Host Enroliment Password"
: Manage Host Keytab"

: Manage Host Principals”

- "Retrieve Certificates from the CA"

- "Revoke

- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:

Certificate"

Add Hosts"

Add krbPrincipalName to a Host"
Enroll a Host"

Manage Host Certificates"

Manage Host Enroliment Password"
Manage Host Keytab"

Manage Host Keytab Permissions”
Manage Host Principals”

Manage Host SSH Public Keys™
Manage Service Keytab"

Manage Service Keytab Permissions
Modify Hosts"

Remove Hosts"

Add Hostgroups"

Modify Hostgroup Membership"
Modify Hostgroups"

Remove Hostgroups"
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Wl 2] 91228 XA 5l= Ansible S @ o] 22 A3},

il
o)
o
Az
i
e
8
r o

I $ ansible-playbook -v -i inventory privilege-member-present-copy.yml
24.3. ANSIBLE S A}8-31<] IDM RBAC A gtell A gto] x3t= o] AR 224 32l

IdM(Identity Management)2] A28 A2 = IdM 9 & 7]k A A2 Ho] S AL A (AT F+ AF

t}.

& Aol A & Ansible 3] %2 ALg-ste] Aol AL AAstE BEe AP T of clAl
NME 718 AFA #elxt Aol CAACL AL FASHE 23 AFA A7 e 45t o
g Sof Bl AE nek 982 el gk

A 87 A

[ ]
IdM #21 2 432 <43 sU

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5Yt}.

~/MyPlaybooks/ T ] 2] £ o] &3 o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/privilege/ ©] @ € 2] o] 91+ privilege-member-
present.yml 32 o] A28 wrEUt},
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247}, ANSIBLE Z3d] o] 22 A}&-3}<] RBAC d 3t 33

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-absent.yml
privilege-member-absent-copy.yml

H g gt privilege-member-absent-copy.yml Ansible =] o]

Az
=)
1
filo
o2
L
i}

ipaprivilege 219 A Aol A] the W5E M4 sto] A2 25 Pk

[}

b Abel ol B A9 ol E-2 2R
[}

ipaadmin_password H= IdM #2] # o] g5 =2 A
[}

name W& A o] 505 AAPUtH
[}

A QA A AT A o]F o= AT £F S AFFYU.
[}

action 1 4=7] member 2 A 5 o] JJ=X] A ).
[}

state ¥ =7} absent & A4 o] =X AT}

A oAl ds] 3 ¥ Ansible Z# o] 3 s}Addu}.

- name: Privilege absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "Request Certificate ignoring CA ACLs" permission is absent
from the "Certificate Administrators™ privilege
ipaprivilege:
ipaadmin_password: Secret123
name: Certificate Administrators
permission:
- "Request Certificate ignoring CA ACLs"
action: member
state: absent
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5.
stele A g gk
6.
Fedlo]% A% AWM= A2 Y 3he Ansible Fel ol 2 A Ttk

I $ ansible-playbook -v -i inventory privilege-member-absent-copy.yml
24.4. ANSIBLE S A}-8-3}o] A-8-# 4 <] IDM RBAC 43 o] 5 HA

IdM(Identity Management)2] A28 A2 = IdM 9 & 7]k A A2 Ho] S AL A (AT F+ AF

=8

& AR A= o & Eo] A3oNA 2 71X ATS A A7) " Fol A3t ol5 WA WHS AHEFY
o AFfA o= A o] 50| ¢ o H&sA] FFU ). o] dA oA A A= full_host_administration
A3se] o] 22 limited_host_administration © = ¥ 73]},

A 27 A

[ ]
IdM 2] 7} 9t 5 2 231 5T

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5Yt}.

Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & | ] o] U&Yt}.

full_host_administration ¥ 3o] JFUh A3 F71st= Yol ti g AT &2
Using Ansible to ensure a custom IdM RBAC d3to] =4 sy A L.

~/MyPlaybooks/ t] & €] 2] 2 o] 53},

I $ cd ~/MyPlaybooks/

292


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

247%. ANSIBLE Z3| o] 55 AH8-sto] RBAC A& 3]

/usr/share/doc/ansible-freeipa/playbooks/privilege/ t] & € €] o] 1+ privilege-
present.yml 32 o] A28 wiE T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml rename-
privilege.yml

g g rename-privilege.yml Ansible Zd| o] & A4S ).

ipaprivilege zt A A ollA b3 HFE A4 st 3LS =AY

[}
ipaadmin_password H5-= IdM #2]#1 2] g3 =2 AA .
[}
name M5 AA A o]5Fo = AH P
[}
rename W+ F71315L Ag] A o] o5 AA Pt
[}

state & F7131aL o] 5ol =2 DA T

il
o)
i}
o
X
X
i)Y
L
0

Edlo| % AR 9] o] §2 WA o2

- name: Rename a privilege
hosts: ipaserver
become: true

Edol % o] ¢ o] FS WAF UL 92 54 et 2 h

[...]
tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:

[.-]

A oAl ds] 3 ¥ Ansible =g o] 3 A A
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- name: Rename a privilege
hosts: ipaserver
become: true

tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:
ipaadmin_password: Secret123
name: full_host_administration
rename: limited_host_administration
state: renamed

7.
sl g A g
8.
Zao)% sl 7 A Ee $AL x4 s Ansible a0l % Ao gtk

I $ ansible-playbook -v -i inventory rename-privilege.yml
24.5. ANSIBLES A}-£-3}o] IDM RBAC d3to] gleA] 3l

IdM(ldentity Management)2] A] 28] #2]z}= IdM 9 & 710k AA X A o] & AHEA A AT 5= A FY
t}. t& A z}o A= Ansible =g o] B2 A}-£3}o] RBAC d3to] =X 3ol S A,
o] oA o)A CA #el & Ato] YA el WS Ut o] A 53l Hald Bl
IdMell 4] 1% 71 %2 #el 8 5 e 7L e A =7 FUh

A 27 A

[ ]
IdM #2|#} ¢ & 43 dFU
[ ]
Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}
[ ]
T4E 5P 5te = IdM A 8] ¢] FADN(H +f3t€ =v| 2l o] &) AH8-3lo] Ansible <14l & 2]
Hd S AdAFU.
[ ]
Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & ] 2] o] U&Yt}.
Azt
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247¢. ANSIBLE Zd] o] 52 A}-8-5}o] RBAC A3 &3

~/MyPlaybooks/ t] & €] 2] 2 o] 53 }.
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/privilege/ t] & € ] o] 1+ privilege-
absent.yml 5 o] AHE-S wHFU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-absent.yml privilege-
absent-copy.yml

H 3] & privilege-absent-copy.yml Ansible =3 o] & 3} & gy}

ipaprivilege 219 A Aol A] the W5E 44 sto] A2 2P h

[ ]

ipaadmin_password H5-= IdM #2121 2] g3 =2 AA 3.
[ ]

olF UFE A A= A3 o] o= A4
[ ]

state W=7} absent 2 A& 5 o] A=A A3}

o] o] 29 o] 5 WAFUL o2 W b # 2HUTh

[...]

tasks:
- name: Ensure privilege "CA administrator” is absent
ipaprivilege:

[.-]

A oA A3 74 € Ansible o] 5 2D Y.

- name: Privilege absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure privilege "CA administrator” is absent
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ipaprivilege:
ipaadmin_password: Secret123
name: CA administrator
state: absent

hiRel |
=

)

o
=

2

g

)]

=3 0]% 7l

%)
"

clul Eg] 5122 XA sl Ansible Z# o] 22 A3 gt}

I $ ansible-playbook -v -i inventory privilege-absent-copy.ymi

24.6. 71 g &2

[}
IdMe] At =,
[}
IdMe] AgHS x4 Al .
[}
/usr/share/doc/ansible-freeipa/ t] 2 € g] o]l A A& 7153k README-privilege 719 & &%
SHA 2.
[}
/usr/share/doc/ansible-freeipa/playbooks/ipaprivilege T @ gl 2] o] -] M= Z g o] HS I
ZsH A L.
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257%. ANSIBLE &3 o] 55 A-8-3lo] IDMo] 4] RBAC d g 2]

257 ANSIBLE =3 o] 22 A}-23}o] IDMo]A] RBAC A3 2]

RBAC(2 & 7]t AA = Alo])= AT, AT 2 Aol disll Fola AA FH A Aol WA=
Y. 53] EHTTU 3] tell Al RBACE AHg-shd 70 A Foo] e A2Ae] ASH Al 2"S ¢

d =gol 8 & dguth

l:]
-
—

o] ol A& Ansible = o] 52 A}-8-3}o] IdM(Identity Management)o] ] RBAC & &2 #2] & o

SR E e el e A9y,

AnsibleS A}-8-3le] RBAC ¥ gto] I =X <1

Ansible& A} &3} EAJo] 9J= RBAC d3to] YE=X] &213)

AnsibleS A} 3lo] RBAC # dto] 14 3+l

Ansible2- A}-8-3}] 4:4] o] I[dM RBAC d3te] #luQlx] 32l

Ansible A1-8-50] 24 o] IdM RBAC 1 ae] @lu]7} ol =] gel

Ansible2 A1-&-3t<] IdM RBAC ¥ & o] & w7

A 8T A

RBAC®] /¥ 3 922 olal gk

25.1. ANSIBLES A}£3}¢] RBAC @ 3to] 9=x] 39l

Ut

o

IdM(Identity Management)2] A 2= A& 2= IdM 9 & 7]k A A = A o] (RBAC)E AH8-A | A &

+ g%yt

S ARpo A= A3l 371 5 A== Ansible = o] 2-& A&3lo] IdMo]| @A 3lo] =X &<l s}
LS A9yt o] dAldA = TS A AH S elsts H LS APy
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[ ]

MyPermission d 3lo] )&yt
[ ]

MyPermission 932 s 2~ Ed gt & 23 4 A&}
[ ]

Agto] LA ATo] Fold AR L T 2ol tal b5 @ g BE 49 5
& 4 gt

[o]

M7]
[o]

871
[o]

A
[o]

=1 I
[o]

add
[o]

delete

A 27 A

[ ]
IdM #2|# ¢ & 43 dFY L

[ ]
Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

[ ]
o] dA A = ME Fd ol Fo BAIE S AZE T4 A= ~/MyPlaybooks/ T S ¥ 2| &

g stal 4 oAl 7HY o
Azt

~/MyPlaybooks/ t] & €] 2] 2 o] 53},
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25%. ANSIBLE =g o] 22 A}-235} IDMol| 4] RBAC @3 32

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/permission/ t] @ € ] o] 1= permission-
presentyml 5191 & HA}gh o},

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-copy.yml

ipapermission 24} A oA o3 WEyE A st LS 2T

[}
AHS At ol 2HA &Y ol &S =F YT
[}
ipaadmin_password H5-= IdM &2z 9] g3 =2 AA .
[}
name M5 AS o] o= AAPTH
[}
object_type ¥14== host 2 A4 g}
[}

o
=
i
2
n
il
o
it
lo
f
i
o
o
L
fu)

A oAl ds] 3 ¥ Ansible =g o] 3 A d}.

- nhame: Permission present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "MyPermission” permission is present
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
object_type: host
right: all
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S0l & w3 AW LS A4 5= Ansible Z# o] 5& 23

IdM(ldentity Management)o] A] € 2]z} IdM 9 & 719l 9 A 2 =) o] (RBAC)E AL&-2 XA &
F AHFYh

oM Aol 718 4 AES Ansible o] 5L ALg-sto] IdMo] Agto] A=A slst
ik o] A HE the U g FE S selshes By AE g,

fr
o%
hiri)
tllo
1, D

MyPermission 432 S 2EZE F715l= dltt A 4 54U

Agto] TgHE Asto] RAH ALFANAEL S2E FRolA 7158 0hS RE 402 53

]

o

AR 7]
o

271
o

R
o

=] I
o

add
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257%. ANSIBLE &4 o] 5-& A}-8-3l<] IDMol| 4] RBAC &g 2]

delete

MyPermission ¥ gto] X34 Agto] Rojd ALGA7T AT S 2E FEL2 A9 7S 712

% &t

Fx

AIES AAAS o IAT 5 = 54 32 IdM LDAP 27]vjo) ol 3] A g= X] <5
Yt} 28 o] 2 So] object_type o] S 2E 7} 3] host ¢l 79 attrs: car_licence
E ARSI AdS FP5tal S2Eo 5 AF A} go] A ghe F718tE 3L & o ipa:
ERROR: attribute "car-license"7} ¢ & WA R & 3] &3}A] L5}

A 27 A

[ ]

IdM #2312 438 <43 sU
[ ]

Ansible A o] = =9 ansible-freeipa =} 71| & A XA Ft}.
[ ]

o] oAl A = AE Zd ol 52 BEAIE S ARZT T4 AX= ~/MyPlaybooks/ t]d € 2] &
AAdskal 4 Ao 7B gy o

~/MyPlaybooks/ T ¥ €] 2] £ o] & o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/permission/ t] @ g ] o] 1= permission-
presentyml 5191 & Hapgh o},

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-with-attribute.yml

H 3] & permission-present-present-with-attribute.yml Ansible =g o] & 32 ¢gv}.
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4.
ipapermission /4] A A4 the WS AP ste] BA e =Pk

AHg Aol Bl A4 ol - =g Fch

ipaadmin_password H 4= IdM &2z 2] g3 2 AA 3.

name 5 At olFo 2 A4

)
k3
T

object_type ¥1+== host = 2433t}

A oA A3 74 € Ansible Z# o] 5 2D Y.

- nhame: Permission present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "MyPermission™ permission is present with an attribute
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
object_type: host
right: all
attrs: description

H

jlol o
==

2

2.

o]
=

AWl E7] 39S x4 3sl= Ansible S o] 28 2P},

il
)
:._1,

glol &

I $ ansible-playbook -v -i inventory permission-present-with-attribute.yml
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25%. ANSIBLE =g o] 22 A}-235} IDMol| 4] RBAC @3 32

RHEL 79| Linux =7 ¢l ID, ¢ & g3 7}o] =o] A}§ A} & 23 27|nf & FEH A L.

25.3. ANSIBLE S A}-8-3l RBAC #d 3o gl=XA] &<l

IdM(Identity Management)2] A 2= A& 2= IdM 9 & 7]k A A = A o] (RBAC)E AH8-A | A &
F dFUh

& Aol A= Aol 748 5 Q=% Ansible 0] %2 AHg-3to] IdMol Agto] QA SHels)
=g 49

A 27 A

IdM 222 95 S 43 Yy
Ansible A o] = 9] ansible-freeipa =l 7] x| & A X 3 & o).

o] A A= AE ZTH ol 59 BAIES AZE T4 1A= ~/MyPlaybooks/ Tl d € 2] &
A star 4 Aokal 7 ok

~/MyPlaybooks/ t] | €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/permission/ t] @ € ] o] 1= permission-
absent.yml 32 o] A}2.S wiEUt},

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-absent.ymi
permission-absent-copy.yml

H 3] & permission-absent-copy.yml Ansible =3 o] & 92 gy}
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4,
ipapermission 2 A A o3 HFE A5t Y-S =Fd
[}
AHE At O] 2HAl &Y ol = FY
[}
ipaadmin_password H= IdM #2] # o] g3 =2 AA .
[}
name W& A o]l5 02 AAZ P
A o Ao ds] 53 ¥ Ansible =g o] 3 s}d A}
- hame: Permission absent example
hosts: ipaserver
become: true
tasks:
- name: Ensure that the "MyPermission™ permission is absent
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
state: absent
5.
e A
6.
Sdlol & L QA 319U & A4 st Ansible Ed o] 53 A3 d o

I $ ansible-playbook -v -i inventory permission-absent-copy.yml
25.4. ANSIBLE S A}-£-35}<] 4241 o] IDM RBAC d3te] win]olx] 3ol

IdM(Identity Management)2] A28 A2+ IdM 9 & 7]k A A = A o] (RBAC)E AH8-A | A &
F dFUh

th 14 = Ansible 3]0] 4 At 40 1dMe] RBAC 99 91ul 214 shelahi Wil
AR EUTh ARH 0w Ade] At AFAE 540l Y FBLS AHT F dFUTh
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257%. ANSIBLE &4 o] 5-& A}-8-3l<] IDMol| 4] RBAC &g 2]

o] of A| o] 4 = MyPermission #d gto] ¥ ?;;P ALEA 7T A S 3 2~ E §HE-o) gecos L description
#27HE A=A st HE S AU

Fx

AT AL 'Ill AR = A= 54 82 IdMLDAP 27| vjol] o3| A FH A &5
Ut 23y 42 object type ©] 3 2E7} 159 host 21 3¢ attrs: car_| Ilcence
S AAstd 4 stal S 2Ed] 53 A3} Fol X 3 7}0}3131 & ipa:
ERROR: attribute "car-license"7 L F WAAE 5&35HA FFU

A 27 A

[ ]
IdM #2212 432 <43 sU o

Ansible A o] =< 9] ansible-freeipa =l 7] x| & A4 X & o).

o] Al A= AE ZTH ol 59 BAIES AZE T4 1A= ~/MyPlaybooks/ Tl H € 2] &
A star 4 Aokar 7 U ok

MyPermission d 3lo] )&t

23
1.
~/MyPlaybooks/ t] €] 2] £ o] & o}
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible-freeipa/playbooks/permission/ o] @ g ] o] 1= permission-
member-present.yml 3 & B-ALgH o).
$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-
present.yml permission-member-present-copy.yml
3.
H 3] & permission-member-present-copy.yml Ansible =g o] & 342 dyt}
4,

ipapermission /4] 4| A4 the WS AP ste] BA e =Pk
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[ ]
AL At ol Al ZHY] o] & A FU -
[ ]
ipaadmin_password H5-= IdM #2]#12] g3 =2 AA 3.
[ ]
name W5 & A o]5 o= AP
[ ]
attrs ==& description 2 gecos 4= AR}
[ ]

action ¥14=7} member £ A A 5 o] YA g},

A oA A3 +4 € Ansible ¥ o] 5 2D Y.

- hame: Permission member present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "gecos" and "description" attributes are present in
"MyPermission™”
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
attrs:
- description
- gecos
action: member

H

Jlol o
==

2

g

o]
=

clul Eg] 5122 XA sl Ansible S g o] 22 A3 gt}

%
X

Zd ol &
I $ ansible-playbook -v -i inventory permission-member-present-copy.ymi
25.5. ANSIBLE S A}-&-3}o] 44 o] IDM RBAC 32| wln] 7} ol d =] &<l

IdM(ldentity Management)o] A] 2€ 2]z} IdM 9 & 7] 8k 9 A 2 =) o] (RBAC)E AL&-2 | A &
F AHFYh

306



25%. ANSIBLE =g o] 22 A}-235} IDMol| 4] RBAC @3 32

& Azl M Ansible Fe0] %2 AHg-51e] £ o] IdMS] RBAC 13 9 ¥ 7} obd A stel st
We AUk 2548 02 Aol Y= AHEA7E IdM LDAPS] 352 A3t a3 G5 4% A
A9 g2 7H F gt

o] d Ao A = T tl’d FHl & FRlst= Wi S AEEUd.
MyPermission d 3lo] )&yt

MyPermission Asto] x3A AFo] Y& AHLAT AA? T2 E =2 description 4
< 7H2 syt

A 27 A

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5Yt}.

o] A A= AE ZdH ol 59 BAIES AZE T4 1A= ~/MyPlaybooks/ Tl H € 2] &
Adskal 4 9o 73 g o

MyPermission { 3lo] 35t

~/MyPlaybooks/ t] | €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible-freeipa/playbooks/permission/ t] & € ] o] 1= permission-
member-absent.yml 3} & B ]3] .

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-
absent.yml permission-member-absent-copy.yml
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308

A 7 & permission-member-absent-copy.yml Ansible =3 o]

ipapermission /4] 4| Aol 4 the WS A stel BA e =Pk

[ ]

AL Al ol A ZHY] ol & A FU -
[ ]

ipaadmin_password H5-= IdM &2z 2] g3 =2 AA .
[ ]

name W& Ag o]F o= AAPYT
[ ]

attrs i & Aoz AAPYUY
[ ]

action ¥ 4= member = A& 1t}
[ ]

state =7} absentz 2 A 5 o] Q=X g},

A oA A3 74 € Ansible Z# o] 5 2D Y.

- hame: Permission absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure that an attribute is not a member of "MyPermission”
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
attrs: description
action: member
state: absent

4z
=)
e
tijo
hines
L
i}



25%. ANSIBLE =g o] 22 A}-235} IDMol| 4] RBAC @3 32

3} olwl E7] 9L x4 3= Ansible Z 3| o] 52 233},

=

%)

o1 %

I $ ansible-playbook -v -i inventory permission-member-absent-copy.ymi

25.6. ANSIBLES A}-£-35}<] IDM RBAC @3t o] W7

o3 7luk A 2 A o) & A AR F A%

o}
ok Aol A= Ansible Zd o] -2 AHg3te] AG] o] &2 uhrE WY -S AT Th o] o Aol A
= MyPermission 2] o] & MyNewPermission &= ¥H7] o]-—— RS Aoshl o)

A 27 A

[ ]
IdM #2252 23 ALY
[ ]
Ansible A o] = 9] ansible-freeipa =l 7] x| & A X 3} & o).
[ ]
o] A A= AE ZTH ol 59 BAIES AZE T4 1A= ~/MyPlaybooks/ Tl H € 2] &
Adskal 4 gar 7id g o
[ ]
IdM<]] MyPermission o] 9144 t}.
[ ]
IdM<ll = MyNewPermission o] §l&4 o).
A5
1.
~/MyPlaybooks/ T] @ € 2] 2 o] 53]t}
I $ cd ~/MyPlaybooks/
2.

/usr/share/doc/ansible-freeipa/playbooks/permission/ t] @ € ] o] 1= permission-
renamed.yml 3} < o] A}ES w5}
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$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-renamed.ymi
permission-renamed-copy.yml

H 7 & permission-renamed-copy.yml Ansible =3 o]

™
)
1
filo
o2
L
)

ipapermission 24} A oA o3 WEyE A st LS =T

AHg Aol Bl A4 ol - = Fch

ipaadmin_password Y145 IdM #2] #}9] ¢+ =2 AA ).

A oA A3 5+ € Ansible o] 5 2D Y.

- hame: Permission present example
hosts: ipaserver
become: true

tasks:
- name: Rename the "MyPermission"” permission
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
rename: MyNewPermission
state: renamed

s} ol
=

H

o
=

2

Ao,

o)

Zd ol %Y

%
"

clul Eg] 5122 XA sl= Ansible Z# o] 22 A3 gt}
I $ ansible-playbook -v -i inventory permission-renamed-copy.ymi

25.7. F71 &2
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25%. ANSIBLE =) o] 22 A}-&3}] IDMo]| 4] RBAC @3 A=)

IdMe] d3hs FxsA L.

IdMe] A3 =,

/usr/share/doc/ansible-freeipa/ t] @ €] 2] ol A] A}-& 7}'5-¢+ README-permission 3} &
Zza4A 2.

/usr/share/doc/ansible-freeipa/playbooks/ipapermission t] g gl 2] o] /] M & Zg|o] &S
FxsA L.
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2673 ID 12712 X185l IDM Zeho] A= ALEAL &4 3 Qoj27]

IdM(Identity Management) A} %7} IdM LDAP A w0 A H A2 == 2§/ $A4 5 953 E AA
oaE e A(ol: A5l A EE 229 olF, F td ), A5 Ei= SSH 7))2 A4 ol 51 1dM 2
2 A7H 1AM ID H& AH8-3to] 57 IdM 2ol AE 2] o] &7 g2 AP o + AFUTh ol & S0 AHS
A7} IdMel] 22915k ) 73 AukA o 2 ALg- 3t IdM Zeto] A E o] AL Aol sl thE & Tl d e e

2 A4+ J&ych

o] Zol A & IdMo] IdMe] 558 52E e [dM AH8 Ao} # A POSIX 4 312 ZeleldE= A4
o5 WE e A FUTh 53 o] FlME AHSA 219 o] B4 & T A KL S Aol Y A

Bk

o] ol the AHo] EgH o] AHU T

[ ]
ID ®B.7]
[ ]
SSSD A 5ol th & ID 1.712] P2 Jgk
[ ]
ID 2719 £3& AT 5 dFUT
[ ]
ID B7] g ol gk =2 7kA 7]
[ ]
ID 271 S A3t 54 E2E0 A IdM AFg-2He] 2291 o] & Yo 27]
[ ]
IdM ID ®.7] 53
[ ]
IdM Z2o] A E 9] IdM ALt & T A e 2] & Hoj2: ID B7] 71
[ ]
IdM 2 2E J59 ID 7] 3§
26.1.1D 2.7
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26%.1D B 71 & A-§-51o] IDM S0l A E 2] AH8-A £4 3t Qoj227]

IdM(Identity Management)2] ID ¥ 7]= 02 A B 2 A A 5= IdM Z20] A E Z B 7)Y
TEoNA Z o POSIX AHE A e = 27 S A =& 3k
Al o]l A& H = FEHOIJE S2E B S2EQUL.

ID Hol = s} ol o] Yoj27]7t E@E o] AUtk AR ol FFolA ol @ POSIX 54 e 7
AA oz oA s AQY T

IdM A1 o 4] ZFol A IdM Zeol A= 9] ID 7% Qo) & 4 YH Tk IdM 2ol A=)t g 22}
JRE = ARGl 2AAN TAT F e

oE 5o] ID /1 ALg el e XS BHT F YU

g A dis] A= bE 54 @2 AU d & So] IdM 2|z E= & IdM AL
AT A ZE GE IdM S| Ed & S HAEE 215 58 F+ dF5HT
/home/encrypted/username 2 3}1}9] IdM Sa}o]QE 2 T & Zgo|AE 9
/dropbox/username | 4| o] A}-8-29] & UAHIZ AT = AFUG. o] FFoA ID {FE
A8 3= A& &=+ alternative_homedir ,override _homedir =+ Zz}o|Ad E 9]
letc/sssd/sssd.conf 31 9] 71€} & A E g W5 WA StE Zo] R AHEAANA TS v
AU oA Z2Z AR = IdM S2to] A E 9] IdM AHE-AL & Hd e & Yo W ID 17| F7}

gz .

ol Aol WA E 4 ke AHg Aol UID A oo} e the gow ZAFUL o] 715e
LDAP 2ol 4| S8 3t7] o2l ¢ A28 AR WAL FAFeE 25 783 5 dFrhel: IdM
AH8-#9] UID 1009 wHS 7]). IdM A8 4 UIDE A4 31 o] AHg-=%= IdM ID 8 91 1000 E&=
1000022 A #5HA] 25Ut IdM AL8-217F 2 & IdM Z2te] A Eol 4] UID 100991 =2 A&}
g 7Pgats ol f7 9 2% ID 1718 AHg sl 1AM A AL <7k 448 ] A E o] IdM A}
g79] UIDE A3 & d5uth

IdM A 8] = obd I1dM E2o]AdEAHID {HE F 88 + s
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1} a2
=

Red Hat Enterprise Linux 9 IdM A}8-2}7} & 2 E 9 A 2 A o] 1137 FAz]
o
Q3

Active Directory A}2-AE 913 ID B7] A&

[ ]
=y
H

%l SSSD= A ] F| Al A AA 2 S

SSSD Zgtold

26.2. SSSD A= tj <+ ID 1.7]¢] 2GRl I
ID 2712 A o] & ol IdM-2 IdM A] 1] o] SSSD(System Security Services Daemon) 7] A] o] 2 &
Eoln 49 F
E°] ID B7] | 4] SSSD7} A W ¢l A

= gud
159

Z A0l AP 5= Q17] W Fol ID 7] = ] -8&3A SSSD(System Security
Ll 2zl 9|

o]27] L WA U 28 2 IdM 2ol A
A4 FFL v 5 AxUh o

A2 4.
53 HAA} L ID H
Services Daemon) A & °l]
IS X35te ZEAEE 5] A 3}5HA] Zete
A A o] 3=
&73 o A vk AL-g-2} ©
a3

nEGEe

ot o ™ SSSDY A & 7§ Al €] member

ID B 7] & A}&351A] 2

[ ]
@ % gt
SSSD 7 A17k vlo] YA AAE AAAE o] RHH JFe

26.3.1D 179 £ AQ S 5 At
ID A1 = 74U Dol7] = A) POSIX 54 g2 Aol gt
sxo) g Al e el 5 Axuih

IDR7|= A8 A Y 1
ID o]/ = 3 POSIX &

AR R 1E
A7 24
2121 o] F(uid)

[}
GECOS &= (Ggecos)
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26%.1D B 71 & A-§-51o] IDM S0l A E 2] AH8-A £4 3t Qoj227]

UID ¥ % (uidNumber)

GID ¥ 5 (gidNumber)

22191 d(loginShell)

< 9 ¥ 2] (homeDirectory)

SSH 37l 7](ipaSshPubkey)

AZH(AHg A AFA)

1w &4

215 °l&(cncn)

15 GID ¥ 3 (gidNumber)

26.4.1D B.7] W U3 =L 714 271

IdM CLI(*8 & = <1 ¥ 7] o] 2)¢] IdM(ldentity Management) ID 379} AH A W o] s = LTS A
< F dFYH
ARA 8 AHSE
[ ]
IdM A}1-8-25 9] ¢t Kerberos E]A o] 54 ).
A=k
[ ]
ID R7] 2 o]y E A stE v Al HE RE HWH S XA Y 338 3P

I $ ipa help idviews
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ID Views
Manage ID Views

IPA allows to override certain properties of users and groupsi...]
[...]
Topic commands:
idoverridegroup-add Add a new Group ID override
idoverridegroup-del Delete a Group ID override

[...]

54 wol U@ AT £ 52 LA FFol ~help 4L F71%

$ ipa idview-add --help
Usage: ipa [global-options] idview-add NAME [options]

Add a new ID View.

Options:
-h, --help  show this help message and exit
--desc=STR  Description

[...]

26.5.ID H7]E AL§-5to] 54 T 2E0A IDM ARE2LE] 241 o] 5 Qol2h7]

o] Al A & IdM(Identity Management) A] 29 & z}7} 4 IdM 212219} AE A POSIX 54 3t
S AR st 54 IdM SEto|JEd 3 ID B71E A st HHS 293U o] 2AAA=ID R
71 9] o A& AHE-3lo] idm_user 2}= IdM AF-8-#17} user_1234 2121 o] &2 A}4-3l9] hostl o] gt &=

IdM Z2}o] A Eo)] 2193 4 Y= F).

A 27 A

[ ]
IdM 2232 21915 0] Y&,

Al ID ®7] vkE7] o & Eo] example_for_host1 o]2}= ID {E A4 s=A b3S I3

U,

$ ipa idview-add example_for_host1

Added ID View "example_for_host1"

ID View Name: example_for_host1

example_for_host1 ID B 7] o] A}&A} 2 A 2]l & F71F Ut AL8A =191
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2674.1D 871 S AHg-51o] IDM Ze}ol A E 9| AHg A &4 g Dol 27

[ ]
ipa idoverrideuser-add 3 % & ¢} &3}
[ ]
ID B.7]9] o] & F7}
[ ]
W ATAE 3= AL A} o] 2 F7}
[ ]

~login &4-2 F7Hguh.

$ ipa idoverrideuser-add example_for_host1 idm_user --login=zuser_1234

Added User ID override "idm_user"

Anchor to override: idm_user
User login: user_1234

A1 753 &4 222 ipaidoverrideuser-add --helpS 2 3 gt}

ipa idoverrideuser-add --certificate H 3 & x| J ¥ ID ®.7] 9] A A 2]
71ERISAE 27 QAU 571 54 & F71sted di4l ipa
idoverrideuser-add-cert 8 % S A} 2314 A Q..

$ ipa idoverrideuser-add-cert example_for_host1 user --
certificate="MIIEATCC..."

A9 A3} ipa idoverrideuser-mod '8 %@ & AH8-51o] 71E ALEAF A A oo gk A £4 3t
S ARE F AFUY

example_for_host1 2 hostl.idm.example.com &= E o] # &3]},

$ ipa idview-apply example_for_host1 --hosts=host1.idm.example.com

Applied ID View "example_for_host1"

hosts: host1.idm.example.com
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Number of hosts the ID View was applied to: 1

3 —-hosts FH & /MEA 02 BE TF A&

ipa idview-apply 22 --hostgroups §4 = 3| &g Uth A2 AAA 5
2E OF £t S2E ID /& A &sHANID {HE 32E aF AA¢ 4
A3HA &% Ul gl --hostgroups §4 & XA A SAE 159 Wn S 343}

yUFo 32EZ 32E aFo F71814 ID 1] 71 Al S2E0] 2 &%

YA 2.

A 744 hostl.idm.example.com A] 2=®lo] ZA] & &3l H 22 F

SSHE A}-8-35lo] A 2"l root= 2 gt

$ ssh root@host1
Password:
SSSD 7| A & A&t}
I root@host1 ~]# sss_cache -E

SSSD &2 thA] A1 &3]

I root@host1 ~]# systemctl restart sssd

4

ol\

Al

user_1234 ] Q1= AW 7} Y= AS o] 2 A1231 hostl 9l A] IdMo)] =291

=8

229 °]F O 2 user_1234 £ A1-8-3to] host1 o] SSH= A2t}

[root@r8server ~J# ssh user_1234@host1.idm.example.com
Password:
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Last login: Sun Jun 21 22:34:25 2020 from 192.168.122.229
[user_1234@host1 ~]$

2] e S B

[user_1234@host1 ~]$ pwd
/home/idm_user/

T host1 o] root ¢1Z A B 7L Y= A9 o] = A5l id o] =292 id _user 2 user_
1234 9] 0T 5 JHFH

[root@host1 ~]# id idm_user

uid=779800003(user_1234) gid=779800003(idm_user) groups=779800003(idm_user)
[root@host1 ~]# user_1234

uid=779800003(user_1234) gid=779800003(idm_user) groups=779800003(idm_user)

26.6. IDM ID v 7] 4

IdM(Identity Management)¢] ID 1. 7]1= 53 IdM A&z} 9} #H @ POSIX 54 72 AR 9.
o] Al do A& 71E ID B71 & FA 8= ol disl A8 gt 535], idm_user A-8-27}
host1.idm_user/7} IdM &2} o] A E o 4] /home/idm_user/ tj Xl /home/user_1234/ t] A g 2] & A} &#}+
FUdHZ A= ID 2718 FA sk HH S A9

A 27 A

[}
host1.idm.example.com o] tj 3 FE A2 @A3lo] Q&)

[}
293 Aol Y AMEAE 2223 F Y4l admin).

[}
host1 IdM Za}o] A E o] 2 & 5= idm_user o tjal A ID 277} 5o

A=}
1.
root= host1l.idm.example.com o] A A} &2} & t]ad gz £ idm_user = A& f)d g
& 9y

I [root@host1 /J# mkdir /home/user_1234/
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gaE el 240¢ WAFI.
I [root@host1 /J# chown idm_user:idm_user /home/user_1234/

ID 571 AA A9 S2EE £3H5l9] ID B7] S XA g} o] S0] example_for_host1
Q1 ID {HE ZAEHEE 35 FAFPUG.

$ ipa idview-show example_for_host1 --all
dn: cn=example_for_host1,cn=views,ch=accounts,dc=idm,dc=example,dc=com
ID View Name: example_for_host1
User object override: idm_user
Hosts the view applies to: host1.idm.example.com
objectclass: ipalDView, top, nsContainer

=22 & A ID B.7]7} hostl.idm.example.com o] 28 E & HaFUt).

example_for_host1 ID 12.7]¢] L83} A4 o1 & 54 G th AL8A & TIAE 2 2 A4 5}
A9 e FaAh .

ipa idoverrideuser-add 3= 2 =34t}
ID B.7]9] o] & F7}

WAL = AHA ol & F7F
--homedir 34-& F71g .

$ ipa idoverrideuser-mod example_for_host1 idm_user --
homedir='home/user_1234

Modified a User ID override "idm_user"

Anchor to override: idm_user
User login: user_1234
Home directory: /home/user_1234/

AHe 7153 &4 222 ipa idoverrideuser-mod --help S 23] 3t}
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267%.ID 1715 Al8-3t] IDM Z o] A E 9] AL} &4 7 P o]
A 1+ & hostl.idm.example.com A 2"l o] ZA] A 23512 H 23S FAHA L.

SSHE A}-8-38lo] A 2"l rootz A2 gt

$ ssh root@host1
Password:
SSSD 7| A & A&t}
I root@host1 ~J# sss_cache -E

SSSD ©l &2 thA] Al gt o)

I root@host1 ~]# systemctl restart sssd

A5 9A

1.
idm_user £ host1 o] SSH 9128 3 gt}
[root@r8server ~J# ssh idm_user@hosti.idm.example.com
Password:
Last login: Sun Jun 21 22:34:25 2020 from 192.168.122.229
[user_1234@host1 ~]$

2.

2] O e & 22 g

[user_1234@host1 ~]$ pwd
/home/user_1234/

18 N7 BE Fgstel AD A A 22 &4 F 9

26.7. IDM Zz}lo]A E 9] IDM A& & g AEHE S Hdo]2=ID B7] F71

IdM(Identity Management)9] ID 871 = EA IdM A}&-21¢} 3A A POSIX EA zHS A A oo}
o] A Mo A= o] &F°] host1 1 IdM Zgto] A E 2] idm_user o] &&= += ID 171 & AA 3] AF8-A7}
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/home/idm_user/ 7} o} d A1g-2} & t]d g @ 2 /home/user_1234/ T A S A1 &S F A= 3=
WE S Ay

A 27 A

[}
host1.idm.example.com o] tj 3 £ E A2 @A3lo] Q&)
[}
293 A3to] Y AHEAE 222354l : admin).
=E!
1.
root= host1l.idm.example.com o] A4 A&z} & tj2 2] 2 idm_user & A8 t] g H
=i -asi=
I [root@host1 /J# mkdir /home/user_1234/
2.
gaE el 240¢ WFFI.
I [root@host1 /J# chown idm_user:idm_user /home/user_1234/
3.
ID 171 AU o & =0 example_for_host1 o]z}= ID {H& AU O3S &+
P
$ ipa idview-add example_for_host1
Added ID View "example_for_host1"
ID View Name: example_for_host1
4,

example_for_host1 ID B 7] o] A}-&2} A4 2o & F713 ot AH8-A & e S A 95t
g o5 SIS

ipa idoverrideuser-add % %2 483}

ID 17]¢] o] & F7}
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267%.1D BH71 & AH&-31] IDM Z2to| A E 9] A8} &40 3t Ho|227]

A ATAE 3= AL A} o] & F7}

--homedir A& F71g .

$ ipa idoverrideuser-add example_for_host1 idm_user --homedir=’home/user_1234

Added User ID override "idm_user"

Anchor to override: idm_user
Home directory: /home/user_1234/

example_for_host1 2 hostl.idm.example.com &= E o] # &3]},

$ ipa idview-apply example_for_host1 --hosts=host1.idm.example.com

Applied ID View "example_for_host1"

hosts: host1.idm.example.com

Number of hosts the ID View was applied to: 1

ipa idview-apply 3 & & --hostgroups A= 32U A XA H &
2E 2§ &5l S2EJ ID {HE A ESIANID RE S2E a7 AA % <A
AsA &5t g4 —-hostgroups ¥4 (A A S2E 25 AW E 843}
3 —-hosts FH & /Ao g »E aF 2§33t

, U5 E2EE 32E aF 3718148 ID 87171 Al 32E0] 245X

A 42 hostl.idm.example.com A 2" o] ZA] A 2352 H 23S FAHA L.

SSHE A}-§-38lo] A 2"l root= A2 gt

$ ssh root@host1
Password:

323



Red Hat Enterprise Linux 9 [dM A} &2} 7} 2 E 9 Al A 2 A o] 73 A&
SSSD M & AJF Yo
I root@host1 ~]# sss_cache -E
SSSD Hl &5 oA Al &y o

I root@host1 ~]# systemctl restart sssd

A5 94

1.
idm_user £ host1 o] SSH 912-& 3 gt}
[root@r8server ~J# ssh idm_user@hosti.idm.example.com
Password:
Activate the web console with: systemctl enable --now cockpit.socket
Last login: Sun Jun 21 22:34:25 2020 from 192.168.122.229
[idm_user@host1 /]$

2.

2] O e & 22 g

[idm_user@host1 /]$ pwd
/home/user_1234/

ID B71E AH-8-5te] IdM 2ol A E 9] AD AF8-ALe] 7132 A 2] 1B 7] $4] Qof2r7]

26.8.IDM 5 ~E 189 ID 7] A&

ipa idview-apply ® # & --hostgroups 42 3 &34t 28y FAL AA XA HD T2E 259
4,:—3}_:5 S2E ID BV E A &3= °‘§V‘* Ao g AEsANID {HE S2E OF X}Jﬂlﬁ}iﬂgi

B3R = ZH Ut -hostgroups 342 (A H S 2E 1579 98§ 37435} --hosts 341
7‘4 o7 g 2FA A&drh

Uz 32E a5 M 32EE F7lsk= 739 —-hosts 343 27 ipa idview-apply 3 %
3te] ID 8718 A E2E0 $502 F g3 ok g
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267%.1D BH71 & AH&-31] IDM Z2to| A E 9] A8} &40 3t Ho|227]

APRAVIA R S2E AFNA SE2ES AANE A A FAX ID 177 S2EQ A& SFF U A
A€ S2EA ID 17| & F 8§ H4 352 W ipa idview-unapply id_view_name --
hosts=name_of_the_removed_host &% & 2 8 3] o} 1]}

—_

SAE OB A SAEE F71512 ID B2 A SAE0 AL5l= iy,

A 27 A

[ ]
32E JF° 82 ID 2717 dMe 1=A] gt ol & E9] AD A1-8-#¢] GIDE A
Aest=ID B71E A s A ID {55 AHE-5ke] IdM Z2to] A E 9] AD AHg-#pel t gk 7]+ 4
| H7] £ Qo|2r] S FsA A L.

S2E 2§ QA o7 E2ES S/

S2E 35S A8RY o F S0 o5l baltimore Q1 2E J55 A4
S F3FgU

[root@server ~]# ipa hostgroup-add --desc="Baltimore hosts" baltimore

Added hostgroup "baltimore"

Host-group: baltimore
Description: Baltimore hosts

SXE 1F9 E

R 7} ). o & E9] host102 2 host103 < baltimore & 2
E JF9 F718E 4 b

_i'_
e gk,

=
=

o
=

[root@server ~]# ipa hostgroup-add-member --hosts={host102,host103} baltimore
Host-group: baltimore

Description: Baltimore hosts

Member hosts: host102.idm.example.com, host103.idm.example.com
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Number of members added 2

SXE JF9 52E4 ID B71E 483U o & So] example_for_host1ID n71 5
baltimore 4 E 15 A g3te® o< F4 it

[root@server ~]# ipa idview-apply --hostgroups=baltimore
ID View Name: example_for_host1

Applied ID View "example_for_host1"

hosts: host102.idm.example.com, host103.idm.example.com

Number of hosts the ID View was applied to: 2

A B2EE Z2E 59 71813 ID 2718 A Z2E] A&

somehost.idm.example.com &

S2E aFd) Al E2EE F7HRY T A F S
& FAFY

E £ baltimore 32 E 159 F715H8 W o3

[root@server ~]# ipa hostgroup-add-member --hosts=somehost.idm.example.com
baltimore

Host-group: baltimore

Description: Baltimore hosts

Member hosts: host102.idm.example.com,
host103.idm.example.com,somehost.idm.example.com

Number of members added 1

Ag Aoz D R7] ARE ZAFYT o & 59| example_for_host1 ID B 7] dj gt
AR ZRE ZA Y b3S S

[root@server ~]# ipa idview-show example_for_host1 --all
dn: cn=example_for_host1,cn=views,ch=accounts,dc=idm,dc=example,dc=com
ID View Name: example_for_host1

[...]
Hosts the view applies to: host102.idm.example.com, host103.idm.example.com
objectclass: ipalDView, top, nsContainer

=32 A ID ».7]7} baltimore 3 2E 1 &9 N2 719 S2E
somehost.idm.example.com 9] 2 &5 %] ¢¥2S WwoF1 T}

il
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o

ol\

26%.1D B 71 & A}-8-51] IDM E&to] A E 2] AH&-A}

=9 example for_host1 ID B.7]1

A &2E9 IDHE ALY o=
< PP

somehost.idm.example.com °|| & -&-3}2]H o}

[root@server ~]# ipa idview-apply --host=somehost.idm.example.com

ID View Name: example_for_host1

Applied ID View "example_for_host1"

hosts: somehost.idm.example.com

Number of hosts the ID View was applied to: 1

L
2

[}
ID ®7] ARE A ZAFYT.
[root@server ~]# ipa idview-show example_for_host1 --all
dn: cn=example_for_host1,cn=views,ch=accounts,dc=idm,dc=example,dc=com

ID View Name: e;(ample_for_hosﬁ
[...]
Hosts the view applies to: host102.idm.example.com, host103.idm.example.com

somehost.idm.example.com
objectclass: ipalDView, top, nsContainer

1m
1/

=32 ID ®.7]7} baltimore S 2E 1 &9 A& 715
somehost.idm.example.com 9] 3892 BoF ).

26.9. NIS =] <12 IDENTITY MANAGEMENT = w}o] 18] o] 4
ID 32 AHg-8te] 7|1E E2Eo U@ £2E 54 UID 2 GIDE A4 5te] NIS £H 212 [dMO. 2 wlo]
adgolAd v v 2 fdge| e A HAS YAL = AFHT

AR 27 AFe
g3tel AN S Fel A AZ AL

[ ]
kinit admin = % & A8

T

1.
M = lo) ALg R B 1FS Fb
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ipa user-add g% & AH8-5to] ALSAE A FUTH AATE 82 953 FESHAA
L. ldMe]| AR8-AF F=7HE FEsa A L.

i

ipa group-add B % & A183lo] 152 A FUTH AM S UL ldMo] 25 F7}

AEFA 9.

¥

Ut

AR A4 Fol A4 E IDE Yol

ipa idview-add 3% & Al-8-3t] Al ID 17| & AAFYUG AA ek &2 1D 1] HH

o t 3 =eES FEHA L.

Z}7} ipa idoverrideuser-add 2 idoverridegroup-add S A}-8&-3to] ID 1.7] o] A}-8-=}
2 259 ID AP S FrHEU G

ipa idview-apply 452 A}8-31o] ID B7] S 54 3 2Ed 33

NIS =uj| 21 &) A].

oY
ol\

RE AHEAS 250l ID B7]ol EutEA F7tE JE=A A5 ipa idview-show 8%
2 Agg.

$ ipa idview-show example-view
ID View Name: example-view
User object overrides: example-user1
Group object overrides: example-group
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277 . ACTIVE DIRECTORY AL&-AE 913 ID B.7] AL
277%. ACTIVE DIRECTORY A}-8-2& 9]¢t ID B.7] A&

ID ¥ 7] 2 A}-&-31o] IdM-AD 41 =] 37 o] X] AD(Active Directory) A1-82}2] POSIX &4 o] o 3t A 7k
S ARE F AFUL

NER o IdME 712 N7 B/1E BE AD AHgAolA 2§ Futh A IdM Zeto] A =] 37} ID
HE 7Aste] S8 POSIX £4'8 A4S 72 248 F daUth

27.1. 7| 2 A1 g B7]9¢ &z ukal

Default Trust View = 34} 213 7]k A o] AD A}82 2 189 A L5HE 712 ID 271Ut} ipa-
adtrust-install 83 & A} 8-351o] A E DA u A5oz A 214 4= gl

Fx

Default Trust View:= IdM A&-2} 9 18 0] ofd AD A &2 9 189 U3t Qo]2x7]
o & &
718 A5 B7)1E AHE-5he] AD AH8AF 2 179 disl] A8 A POSIX 548 A 2] 3] AD 4 <]

B e AR+ AFv.

X271 712 A= 1] A&

AD<] Zk 712 A= B A3
login ad_user ad_user ad_user
uiD M 222 222
GID 1 (G 1) m

IdM S a}o]AE9] 7B N2 B7|E AR EE 71D HE FAT F= dFUTh ML 712 A
2 B Ado 32 ID B7]9 7S &3t

%2do] 522E9 ID 17lo] B 25 1ML o] ID 7]e] gte 4§k
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&0l E2EM ID B7]) B HA &2 A5 IdM2 7] A= B7)e] S A8F

¥ 272712 N By] g S2EXHID B A&

AD2] 3t 712 A= B 329 DR Az}
login ad_user ad_user (F 9) ad_user
uUIiD m 222 333 333
GID m =) 333 333

51

52Ed D 179 A &35t IdM S 2ol EQ] 712 A3 v7|1 & Yo|& F dHFUTh
IdM A B ¢} B 22 344 Default Trust Viewe] 7+ 283t}

ID B 7] & AH&-3to] IdM Z2to]JA E o] ARg-A; &4 3k Hoj227]

27.2. 712 A5 & 53 35te] AD AH8Ae] 229 &4 49

A A IdM v 3£ A vto]l A 2] AD(Active Directory) A}-8 =}l o g POSIX £4 2 #| A 2] 312 A Default
Trust Viewol| A a3 AF8-219] FE-S A s A 2. o] Ao A = AD AH8-A
ad_user@ad.example.com ¢] GID= 7320000062 = A A 3]},

A 27 A

[ ]
MEAT F A= AESE & A 9 o]

2

=9l IdM A vl s} Z1 a3 JH1iTh

IdM 2] A7F 155 A5 o

IdM #2)x =24 GID ¥l 35 73200000622 73 31 718 A3 B7)0A AD AHg-=lol| o g
IDE A
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277%. ACTIVE DIRECTORY A}-8-2E $]¢ ID B.7] A&

# ipa idoverrideuser-add 'Default Trust View' ad_user@ad.example.com --
gidnumber=732000006

2.
2 E IdM A v 2 FElo]Ad E 9] SSSD 7] Al 9| A ad_user@ad.example.com A&z} 9] &=
S AUtk olgA st 2 A HIolH/F AAHL A= Qol227] S 8T F sy
I # sssctl cache-expire -u ad_user@ad.example.com
a5

ad_user@ad.example.com A}-8-%}9] A B E AMsto] GID7F ol ER 32 vtg =X
g

# id ad_user@ad.example.com
uid=702801456(ad_user@ad.example.com) gid=732000006(ad_admins)
groups=732000006(ad_admins),702800513(domain users@ad.example.com)

27.3.1D 17] S A-4-51o] IDM Z}o] A E 2] AD AFg-AHe] 711 413] m7] 54 oj27)

AD(Active Directory) A}-&-Ztoll ti gt 7] 2 A= B7|oA YR POSIX A4S AP AT F dsHH-
d& 5o 54 IdM Zgto|A Ed] AD ALg-A Al & GIDE Al Falof & + AFH T ID B7]| & AHS:
st AD AL-g-A}ol ti gt 712 A= B9 FS AP st @Y S2Eo AL F dFUT. o] A}
4] += hostl.idm.example.com IdM Z&}o] ¢l E 9] ¢J+= ad_user@ad.example.com AD A}-£-2}2] GIDE
73200133722 A st= WS A9y

A 27 A

°
host1.idm.example.com IdM Z o] Eo] O] gt FE AA 2 Agte] A FY

°
dod Adol e AHSARZ 22 AF U THl: admin AH8-7}).

A3

1.

ID B 712 AAJ YT} o S So] example_for_host1 o]zt= ID B2 A A O3S 5
A g o

$ ipa idview-add example_for_host1

Added ID View "example_for_host1"

ID View Name: example_for_host1
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example_for_host1 ID 1 7]9] A4 A4 o) & 3718t} AH42e] GIDE Woj»Hd o
2o S -

ipa idoverrideuser-add 5 % 2 ¢ & 3o}

ID B7]¢] o] F F7}

A ATAE 3= AL A} o] & F7}

--gidnumber= $4< F71g4t}.

$ ipa idoverrideuser-add example_for_host1 ad_user@ad.example.com --
gidnumber=732001337

Added User ID override "ad_user@ad.example.com"

Anchor to override: ad_user@ad.example.com
GID: 732001337

example_for_host1 2 host1.idm.example.com IdM Z &} o] E o] & &3]

$ ipa idview-apply example_for_host1 --hosts=host1.idm.example.com

Applied ID View "example_for_host1"

hosts: host1.idm.example.com

Number of hosts the ID View was applied to: 1

(t
S

1)%&:1“&:&&&:1)*

-
¥

S

O O
e #i‘i

S

(&
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ipa idview-apply @ 2 2 --hostgroups §4 % 3|8 gUth A2 AAA 5
2E OF £t S2E ID /& A &sHANID {HE 32E aF AA¢ 4
AstA gHUth. g2l —-hostgroups 42 AHE S 2E T Fo| 9¥u & 343
31 --hosts 3A & MEA o= v E TF) 2§Fh.

, U5 E2EE 32E aF 371814 ID 87171 Al E2E0] A $5XA



Zz|

277%. ACTIVE DIRECTORY A}-8-2E $]¢ ID B.7] A&

4.
host1.idm.example.com IdM &2} o] ¢l E o] SSSD 7] A] oll 4] ad_user@ad.example.com A}
|29 FES AFUh o|Z2A std e E HolH 7 AAHL A2 Foj2r7] S A8+
AFU

I [root@host1 ~]# sssctl cache-expire -u ad_user@ad.example.com

Al

ol

1.
S

tilo

ad_user@ad.example.com = host1 o] SSH #1172

I [root@r8server ~]# ssh ad_user@ad.example.com@host1.idm.example.com

ad_user@ad.example.com A}-8-2}2] F B E A A 3te] GID7F Julo|ER S vt st=A

stelg o

[ad_user@ad.example.com@host1 ~]$ id ad_user@ad.example.com
uid=702801456(ad_user@ad.example.com) gid=732001337(admins2)
groups=732001337(admins2),702800513(domain users@ad.example.com)

27.4.IDM 32 1§ ID B7] 2§

AR AN AE TAE 189

ipa idview-apply = & & --hostgroups 342 3|83 ).
£ol= S2EN ID BV & A &5t= 43 AYPes A5sANID fE S2E OF AA % FH 0%
S ARE E2E a5 ¥uE 35l -hosts 448 7

A A A = 2FY . —-hostgroups 54
Ao dF 1Fol A&

Uzd 32 8 Al &
3] ID 7] E A 3 2E

7R 2 3 2E aFdA SE2EE AANE AA FAx ID B77F SAE AL gy Al
A€ S2EA ID 17| & 8§ H4 352 W ipa idview-unapply id_view_name --
hosts=name_of_the_removed_host & & 2 2 3 3j oF I},

—_
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IXAE I579 ID 1715 A &5= Y.

SAE O A S2EE F71313L ID BRI E A SAE &5t vy,

A 27 A

[}
F2E 2§ 488 ID 1717} dMe) 94 S o] & So] AD AHg 4] GIDE A
Relahs ID 1715 A4S W ID 32 AL&51a) IdM Z 20| A E 2] AD ARgApol] o gt 72 A
) w7) &4 Dol SFEFHAA L.

=E!
1.
FXE 2§ AR o7 Z2EES FoF
a.
S2E 35S A8RY dF S0 o5 baltimore Q1 2E J53 A4
oS S
[root@server ~]# ipa hostgroup-add --desc="Baltimore hosts" baltimore
Added hostgroup "baltimore"
Host-group: baltimore
Description: Baltimore hosts
b.
S2E a7 32EE F71¥UH. o & E9] host102 2 host103 2 baltimore
E agd F7heEw 0ge FRF
[root@server ~]# ipa hostgroup-add-member --hosts={host102,host103} baltimore
Host-group: baltimore
Description: Baltimore hosts
Member hosts: host102.idm.example.com, host103.idm.example.com
Number of members added 2
2.

J2E OF9 S2EJID B7|E A &3t oS 5o example_for_host1 ID B.7]1 =S
baltimore 2 E 15 A &5#A O3S AT

[root@server ~]# ipa idview-apply --hostgroups=baltimore
ID View Name: example_for_host1
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Applied ID View "example_for_host1"

hosts: host102.idm.example.com, host103.idm.example.com

Number of hosts the ID View was applied to: 2

A B2EE FI2E 50 71813 ID 2718 A Z2E] A&

somehost.idm.example.com &

FAE aF Al 32EE F/HAYG. oS 5ol
< vt

E £ baltimore 3 2E 159 F7138t81d o

[root@server ~]# ipa hostgroup-add-member --hosts=somehost.idm.example.com
baltimore

Host-group: baltimore

Description: Baltimore hosts

Member hosts: host102.idm.example.com,
host103.idm.example.com,somehost.idm.example.com

Number of members added 1

Aaldo=z IDR7] ARE IAF Y. o & E9] example_for_host1 ID 1 7] )] o3t
AEAZRE IAFHEAE g5S FIFUG.

[root@server ~]# ipa idview-show example_for_host1 --all
dn: cn=example_for_host1,cn=views,ch=accounts,dc=idm,dc=example,dc=com
ID View Name: example_for_host1

[...]
Hosts the view applies to: host102.idm.example.com, host103.idm.example.com
objectclass: ipalDView, top, nsContainer

Z9A ID ¥.7]7} baltimore S 2E 1579 A2 F719 S2EQ
somehost.idm.example.com 9] 3 &5 %] ¢}2S WwoFt}.

A S2E IDHE ALt o = S0 example for_host1ID B.7]1=
somehost.idm.example.com ¢j| & &35l H 0 3S =3¢

[root@server ~]# ipa idview-apply --host=somehost.idm.example.com
ID View Name: example_for_host1

Applied ID View "example_for_host1"

hosts: somehost.idm.example.com
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Number of hosts the ID View was applied to: 1

)
ol\
L
)

ID 127] R E oAl AP

[root@server ~]# ipa idview-show example_for_host1 --all
dn: cn=example_for_host1,cn=views,chn=accounts,dc=idm,dc=example,dc=com

ID View Name: example_for_host1

[...]

Hosts the view applies to: host102.idm.example.com, host103.idm.example.com,

somehost.idm.example.com
objectclass: ipalDView, top, nsContainer

Z42 9] ID ®.7]7} baltimore 32 E 189 A& F719 $X2EQ
somehost.idm.example.com 9] 3892 BoF ).
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IdM A Bl = 763 A4} ID(UID) 2 25 ID(GID) ¥ 55 A4 th B4 2ol T2 ID 9] S A4
131 B33 5LF ID NI E AAAFIAE EHUth 712 F 02 o] LA 2= Automaticd Y. 2
At IdM A ¥ A=) Zo) IdMID ¥ 9= S50 = 243171} 229 DNA ID m_ﬂ

F AFU

EOEZ‘]_,]‘O‘]—

28.1.1D ¥ 9]

ID WS E ID ¥WeZ Jduch A8 Aul 2 2R 2] ta] WEe] A WIS S G 3
wa) D W57} e Au i BA 24 ol AgH UL THs Aol flelF T

T 7HA e

3] ID ¥ 9171 A5

A HA A& DA st

= 5ok FFHE IdMID ¥ ol MeE AAE Fol 4488 4 gl
Utk 22 92 ID Wl 9lo] Al 1AM ID W91 S AR T 4 AFUch AAF WL 245 D
W9l e @ A 1AM ID 9] F7hE 24 A 9.

A8 7t A4S 4= = DNA( Distributed Numeric Assignment) IDHA YT 71E
IdM ID % §] Wo] A X3l o gtk 24 & )& DNA ID 8 91 7F 5

Xog tﬂ—t}- 0 z]—Z o]-/“ ;\]

T3 BA|Ho=t}3 DNAID 971 @34 = AdFUt. AL AA ¥ oA ID7} ol d
A5 g8 HAES AL FUL. EA o] 2HAIHE oS M= A 5o g dGHR gon =F O
= dgslof gyt

9= =2 9] Wl = 389 Directory Server 1 28 * 9] &
dHolE 2 FHHY.

Rz DNA Z2)19l0] o3 A]u <} )

Aul o] ALe 7Hs @ The

ri
U
4
>
e
)
lo
Py
flo

W9l =7]: DNA ¥ 99| ID 5
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%27] Sl M= Z g9l Al AEH A LA Zo| AAFUL 2 3 Z 2918 31 L g0l ETY
o AR 7Hs @ A E WS E Eelstd 1“10“7‘1 A2 AXNA 31 AEF o7 £A2 a9 5 P&y

28.2. 25 ID W 9] I3

IdM ID 3 ¢}

712422 IdMID 9= 1dM A A 3R] Fol Aoz Fdg Yt ipa-server-install 3% -2 5
10,0007} €] 7153 ¥ 9 ¢l 4 200,0007H 2] ID W91 S Qo= Adstx Gt o] Aoz 99
ol E Ae s FF F e Ee] IdM =vid S HRts7| = AR 5= A9 ID FE0l 28T 7Hs
ol AA Zagy

o

ol IAMID H 9= WA Foll= 53T 5 5 th. DNAID 9] &do] A= 4§
2 A}-2-3}o] DNA(Distributed Numeric Assignment) 399t =50 = 248 5 Ad&FY
‘:]’ IdM ID ¥ $] o} A X 5}= DNA H 971 A X Foll A 502 Ag}ﬂ%q];]._

DNAID ¥ ¢

Trel IdM A1) 7F B35 o] Qi 739 A DNA ID 8 918 Alo] fhich Al B4 2 43 o Ba 2
© 27 DNAID 991§ 24 5ld Aju) £ato] thgh 27] ID W 17F Aw) 2 B2 b B2bgu ), 24
22 =7 *1H1°l]/‘1 AHEE 4= 9= Unx] DNAID ¥$]9] Aute =AU 238 g8 An 2 B8
oA ALgA 25 F2o0] tish 22 ID @ 9le] 9 PR AFS UL Ea A Eo] & ID
95 wshw 1007 v whe] ID7} o} Sl A% Al BolA] ALg 75 the Aulol] @2ste] 4] DNA
ID ¥ 9s 2 A

BALS AAY v IDWIE ZA 54 8A LAY BARL o2 S0 ALEAES
A& %74 o DNA S8 1200] 4182 o ID ¥ 9| 543

272014 DNAID 8 915 23507] Aol 7] A7t 253 FA A B4 ID3NE 275
=2 Aol A2 & S th BA RN A ALGAF Fostel 3 shE A gich o A @ 4ol A
Eulggste Aol FFE ID WS Helstn BA R IDWAS FFOE FF F dFUh

28.3. 1] A% = IDMID ¥9] % a3

e 5L AR eleR Tz ddae g dMID YIS F5o2 44 + sy
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UID gtol 1000 ol 3t<l ID ¥ 915 A4 34 vhal Al 0. o &l & e A28 ALg-2 913]
oloks o] YUTh Ee 0 gk EeHah ID W9l A3t vhal Al 2. SSSD A ] 2o
X 01D g2 A stA 2HUTh

Azt
[ J
ipa-server-install 3} 37 T 7HA 345 AHg-ste] v AR Fol IdMID M9 & +F
o7 R & dFU
o
—-idstart & UID 2 GID ¥ 5 9] A & k2 A FFU ).
o
—~idmax = A UID X GID 43 E A FFYth. 7| 24 o =2 k2 --idstart A =} 3k}
199,999¢] Y t}.
AT aA
[ J

ID A 97 EntEA] A=A <15t ipa idrange-find 8 & & A1-8-31o] &34 IdM
ID LS ZIAE F AFYT

# ipa idrange-find

Range name: IDM.EXAMPLE.COM_id_range
First Posix ID of the range: 882200000
Number of IDs in the range: 200000

Range type: local domain range

Number of entries returned 1

28.4. N IDM ID ¥ 9] 7}

d & Eo] BEA|£o] ID7} =513 A IdMID H 917 3225 = 399 o] A2 IdM ID ¥ 9] 9jo =
A 1dMID B S AL S + A5
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A 1dM ID ¥ 91 F7k31 = A DNA ID W 97k 4502 4494 25Ut Bao) of
2 =)t Al DNAID ¥ 918 502 Sgalor itk of 49 Fashs Byl o
@AM @S2 DNAID B 912 5502 832 FEs4A L.

Al 1dM ID ¥ 91 £ 4143 312 ipa idrange-add %% AF&- 3tk Al W9 ol &, Wele] R
WA D W5 2 89 2718 A gslof Fth

# ipa idrange-add IDM.EXAMPLE.COM_new_range --base-id=1000000 --range-
size=200000

Added ID range "IDM.EXAMPLE.COM_new_range"

Range name: IDM.EXAMPLE.COM_new_range
First Posix ID of the range: 1000000

Number of IDs in the range: 200000

Range type: local domain range

A A1 ID WS ZA ol =3hd.

SSSD(System Security Services Daemon) 7] A] & X |- t}.
I # sss_cache -E
SSSD H| &5 oA Al 2Ry o
I # systemctl restart sssd
SSSD AMAI & A-FA 3L AU EE THA] A &61A] er ot SSSD A =<l

22 9 1dM Aol A4E 71ek 74 dolHE Hulol =g mw ] ID WIS g
2 g

ipa idrange-find 8 % & AH-&-sto] A 971 Sut=A A HA=A &9 F A5
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# ipa idrange-find

Range name: IDM.EXAMPLE.COM_id_range
First Posix ID of the range: 882200000
Number of IDs in the range: 200000

Range type: local domain range

Range name: IDM.EXAMPLE.COM_new_range
First Posix ID of the range: 1000000

Number of IDs in the range: 200000

Range type: local domain range

Number of entries returned 2

28.5. IDM ID ¥ 9101 4] 1<k 2 Abr) 4 Ape] o)

IdM(Identity Management) ID H 9= o & w7l 52 A o] U

[ J
EERES
[ J
W 9] o] 31 WA POSIX ID
[ J
EEERRERELE
[ J
39 RID ¥ ¢1¢] 3 WA 4] 234 (RID)
[ J

B RID ¥$]9 A WA RID

ipa idrange-show 3 & & A}-8-31] o]2] gt 7S & 4 AHFUT

$ ipa idrange-show IDM.EXAMPLE.COM_id_range
Range name: IDM.EXAMPLE.COM_id_range
First Posix ID of the range: 196600000
Number of IDs in the range: 200000
First RID of the corresponding RID range: 1000
First RID of the secondary RID range: 1000000
Range type: local domain range
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B AR

270 20 21 1D 9 ) W1 El = 1M Al A] 1M L7} 5 ol 59 ek 487 (SID)E 2
st dl AHg B Th STSE A8 A 2 2% Aol A48 uth AL 49 SIDE theoz 74 ch

=2l SID

AbgA o] 218 (RID)E =<l STSel 37hel ) <2 329 & gruich.

d & £o] =2l SID7} S-1-5-21-123-456-7890] 3 o] =<1 2] A&} RID7} 100821 7 -$-, A& A}l
Al S-1-5-21-123-456-789-1008<] HEAD~} 54Ut}

gl AR

RID A4 o} 3 218 w2l o 2 A 2kg o,

W9 o] A WA POSIX IDE A1&412] POSIX UIDol| A w532 3l 3 RID ¥ ¢ 2] A A RIDE 4ol 5=
7t o & S idmuser 2] UID7} 19660000821 73-$- A WA POSIX ID+= jenkinsfile6000009] 52
A A RIDE= 10000] 52 idmuser 's RID= 10084 1] t}.

Fx

Alg219] RID €38 &2 Al4els ¢8| EL XA = POSIX ID7} &l RIDE A 2Hs}
7] A 3= ID ¥ 99 —-—o}hX] glgh ). o = So] A WA ID7} jenkinsfile600000
o] 3 WM 2] =17]7} 20000021 3¢, o] W22l POSIXID=ID €] 9o Qa1 G5
RIDE Al4}sA] 254t

IdMeoll 4] POSIX UID:= POSIX GIDS} 242 %= 914U th =, idmuser 7} 196600008 UID7} 1= 79
GID7} 196600008¢1 A} idmgroup 1E2& A& AR T = &Y

28 STSE AHEAF =157 AT Ao 5= A5t idmuser 82 2 oju] A= S-1-5-21-
123-456-789-1008<] SID:= idmgroup 3 383 4 &Yt} idmgroup o tj3] A STSE A A3l o
Lath=

IdM& B %= A 2z} (== B.Z RID)E Al83514] conflict replacess7| @A 51A] gkseU ). o] HE
RID:= o83 o] 74 FUTh
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2} RID 7]t
WY A (71 WY A7)} 7 EFow FY)

919] ool A Bz RID ¥ o] 2= 100000002 44 FYch A2 A4 € idmgroup ©| RIDE 7 2}s}2]
@ : g 2+<] POSIX UIDSI A % 912] 3 ¥4 POSIX IDE A1 A5t 1 RID ¥ ¢1¢] 3 ¥4 RID % 9]
£ A3 718Ut w2lA idmgroup <l = RID 1000008°] &3 Utt. = 23} idmgroup 2| SID=
§-1-5-21-123-456-789-1000008] 1 T}

M2 12 RIDE A} 8fo] A8 A S 1 @M A B/} ol Aol $5.0.2 449 POSIX IDE A3}
of G ¢ STSE A o} :L@x] dom A% 3oz £l DS = ¥ SFaiA] B2

=8

28.6. AD| i & A =S A A FIDF 9 A A

IdM=} AD(Active Directory) 37 7to] A2 E A A A4S AAD IDEYE AAT 5 J&Yh

“ik 9

AT 5 Qe A3 AZAF ID ¥ o] FFE IDE IdMol] 528 A 259
2! 4l
2

A 713 AD Ao 5331 ID W9 A7 54 AD A& A TF 26§ B E 5
2 odeee 2542 Ade 5 Ytk

A 2.7 AHe

AD g7 & A= AAJYFY
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A4 A8 U 2E D WS BAFU.
I [root@server ~]# ipa idrange-find

AAG A= o AZH ID W9 ) o] 5L SFAFUTH ID W9 ol 5] A WA 3
29 h(el: AD.EXAMPLE.COM _id_range ).

W9 AT,

I [root@server ~]# ipa idrange-del AD.EXAMPLE.COM _id_range
SSSD Au| 25 ThA] Al Zste] A A ID W 9lo) U@ 3= AA T

I [root@server ~]# systemctl restart sssd

YES AHg o] A2 AAS FEAUA L.
IdM <) UIE Abg-3he] 12 AAS F2SPA L.

28.7. A A| &3¥ DNAID 9 3£A

NE o

SR a];q] 2413l F DNA(Distributed Numeric Assignment) ID H 9] 2 a3dH ¢ ]2 DNA ¥

e T TN 5 gt

Az

EZ 29 Ao sl 74 ¥ DNAID ¥ E IAsEE g3 HH S ALE

ipa-replica-manage dnarange-show = XA 8 A u] o A gt 14 HE A=
EARZD AT A E A 4 @A DNAID 9= AL o=

3 2aUd.

# ipa-replica-manage dnarange-show
serverA.example.com: 1001-1500

344

o
3%
=
=

L=
W o


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-trust-between-idm-and-ad_installing-identity-management#removing-the-trust-using-the-command-line_installing-trust-between-idm-and-ad
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-trust-between-idm-and-ad_installing-identity-management#removing-the-trust-using-the-idm-web-ui_installing-trust-between-idm-and-ad

serverB.example.com: 1501-2000
serverC.example.com: No range set

# ipa-replica-manage dnarange-show serverA.example.com
serverA.example.com: 1001-1500

IPA -replica-manage dnanextrange-show = @A == A 1o A9 t}& DNAID
HAE ZA AW AW E AR S= A5 AW E AAZE A ATt IAJ UG & 54
g3 ZEUo

# ipa-replica-manage dnanextrange-show
serverA.example.com: 2001-2500
serverB.example.com: No on-deck range set
serverC.example.com: No on-deck range set

# ipa-replica-manage dnanextrange-show serverA.example.com
serverA.example.com: 2001-2500

28.8. 5 ID¥Y FF

E73 A3to| A& 23 7+o] DNA(Distributed Numeric Assignment) ID Y 9] & =52 2 g3 o}
gyt

B2 2ol ID7} =51 IdMID H 917} 124

=4 2ol A $3H DNAID W 918 29 0on, IdM ¥ 9114 AL 7153 ID7} o ol 9171
w %ol 37} IDE 235 o] A A5

o) 432 At A BAwo] SFH DNAID WS g o] AYL b F 714
o £ 5 dsuch

T2 %72 YA DNAID WS B33 0, A2 AHE b5 ke 2dE 2A
2ol @ ch

A 1dMID ¥ 91 & A3 5 A4 E o] I[dM 9] W 2] HA4 2] ti gk ) DNAID ¥ 9
£ 42334

A 1dM ID ¥ 915 A sh= 8ol th 3 ZHAI > W82 A IdMID 1 9] F71= F=xsha

AL,
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EA| o] TAHA &2 75

=) 32] DNA ID 891 %7 2o] A5 3tx %3 AAlslof & ] 450z AMEA gonm
= %) 2ol o] o] FFA DNAID ¥ 9IS AH8-3 4 l7l HLich. DNAID B¢l € 27315 o
2 BAo) A AHS T 5 AES sha A HUTh

olgA 3=A 3T HAE T Aujdll 5oz TF37] Ao ID H 9 gho] FAA :_é}ql
AUt = UID == GID7F 55 A &5 st 579 @919 ID gto] o] dol AHg-A =
aFol &3 =0l ;JJ] B2A AP 71E AHEA 2 252 UID 2 GIDE ZHARste] o] X‘%‘

2 59 5 AUt
DNAID ¥ 91E 502 @33ts 99 L AHSste] DNAID #1912 A 2o 5502 833 5 A%
Yt
=31

Xl DNAID 91912 @9als 79 Aju Ei 2x) 2o om] A3t F2o] UIDE &
AsAl A EUrh A7) DNA ID ¥ 912 WA st ehe IdME 770 238 b9le] 8=
=g fASER BA7L B4 S5

28.9. 52 = DNAID ¥ ¢ &

73 9ol u}2} 7] E-A] 2ol DNA(Distributed Numeric Assignment) ID H 9] & 522 a3l 2+
FoHA &= EA o &Fd DNAID @95 b Falof & 5 dFUh. AAS ‘41 2 & ID¥A
s}

g & FEshiAl .

DNAID 151 & 5.0 2 4 she 4, A% 248 ¥917H M ID ¥ 910 Eek510] e shel ek
X . ipa idrange-find W # < X831 F2A & 4 AUth 22 A gow Welo] Az

AA = IDHAE HEA FeF FoAHAl . Av] = HA| o &Fst= ID 9
Z s AXH g2 2o 5ASHID e FIet= F A0 = Au s g e 4
AFU

A 27 A

[ J
e 4} g: 7)%50] obd BAlEol A DNAID ¥ 91E %78t 49 WA @A) 255 DNAID
MeE EAets o A9E 9L A1 stel ID WIS Favit
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A A Ao djst A DNAID ¥ 9= A o] 512 ¥ ipa-replica-manage dnarange-set 2

AbgFU T

# ipa-replica-manage dnarange-set serverA.example.com 1250-1499

A€ A9 th g th3 DNA ID ¥ 91 & 4 9] st2] ¥ ipa-replica-manage dnanextrange-

set £ AH&- g4t

# ipa-replica-manage dnanextrange-set serverB.example.com 1500-5000
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297%. 3191 ID ¥ 9] & &+

Avolu s #7014 1AM ALE <7k 391 ID W91 S F5 02 FFalof sh 497t Aguth e
A e sublD W92 el ste ¥ =gl FUth

29.1. IDM CLIZ A}£3} SUBID ¥ <] A1 A

391 ID W2 A S50 2 AL lA SIS 5 AFUTh AR o jsmith 7} ipa A M o]
Atz 7hg F o

A 27 A

[ ]
IdM 2827} 54t

[ ]
&% Kerberos E|212 W& ch R4 & W42 9] Ulel A IdMo.= = 191: Kerberos E|

A A& x4 L.

[ ]

FEAG
A3}

1.
712 39 ID ¥ 9= g
# ipa subid-find

2.

sublD W97k S A% the 3P L A3l Al 5hel ID WAS AgAA B ST BT
Fuch.

# ipa subid-generate --owner=jsmith
Added subordinate id "359dfcef-6b76-4911-bd37-bb5b66b8c418"

Unique ID: 359dfcef-6b76-4911-bd37-bb5b66b8c418
Description: auto-assigned subid

Owner: jsmith

SubUID range start: 2147483648

SubUID range size: 65536

SubGID range start: 2147483648

SubGID range size: 65536
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29%.31¢] ID

T 2 E AR A A 59 ID HAE A ST 2

# /usr/libexec/ipa/ipa-subids --all-users

Found 2 user(s) without subordinate ids
Processing user 'user4' (1/2)
Processing user 'user5' (2/2)

Updated 2 user(s)

The ipa-subids command was successful

718A 0z A IdM AHE AL A Shel ID W 9IS FFsteld o {4

tllo
i
o,
1)
o
L
o

# ipa config-mod --user-default-subid=True

o
ol\

AFg Aol A 891 ID W97k B o} 1A Sels Y e %

tlo
1]
J
o
L
i

# ipa subid-find --owner=jsmith
1 subordinate id matched

Unique ID: 359dfcef-6b76-4911-bd37-bb5b66b8c418
Owner: jsmith

SubUID range start: 2147483648

SubUID range size: 65536

SubGID range start: 2147483648

SubGID range size: 65536

Number of entries returned 1

29.2. IDM WEBUI ¢l gl o] 2Z Al 83l 519 ID < AA

3191 ID ¥ 915 44 5ol IdM WebUI Q1B s o] 9] ALg Aol Al F3& 5 95U th

A 27 A

IdM AH8-2171 sy

He 5 ae

323 Kerberos €]71 & w5 o) ZHAI S 22 < Ul A IdMe. 2 = 121: Kerberos E

A AHSS xS L.
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Red Hat Enterprise Linux 9 [dM A}8-2}7} $ 2~ E 9 A4 2 A o] 713 &2

e
m
o
)

A=}
1.
IdM WebUI <1 E] sl o] 2o A = ID & 8733132 ID oA 48 Ao
2.
Subordinate ID Q1| #l o] 27} ZAHH QA E o] X @ £%F ko] 3= Add (F7H HES
Z 93]} "Add subid” o] E At}
3.
"Add subid" ol A sublD ¥ $| = dFsla]= AL A 222 A g}
4,
F7EHES Y3
As

Subordinate ID ol 4] Blo]&& SFAFUth A B =7 A H L 2FAb= 519 ID ¥ 9
g Sk AL AU

29.3. IDM CLI= A}&-3o] 7]= SUBID ¥ 9| o]

sublD W15 7ML e s A9 54 st il ARE BN 5 A&UTH AL A ol F jsmith
7t ipa A ¥el gtk 7H8 g ok

A 27 A

[ ]
1M AHg- 47} Sl ok
A%
1.
S5 ID A E B3 Y 79 sublD W elol AR g EASE e FHLS 9Y
Fuch.

# ipa subid-show 359dfcef-6b76-4911-bd37-bb5b66b8c418
Unique ID: 359dfcef-6b76-4911-bd37-bb5b66b8c418

Owner: jsmith
SubUID range start: 2147483648
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SubUID range size: 65536
SubGID range start: 2147483648
SubGID range size: 65536

g Wl 591 ID7) Qe A5 391 ID A o) 3 AR RS

sy

# ipa subid-match --subuid=2147483648

1 subordinate id matched

Unique ID: 359dfcef-6b76-4911-bd37-bb5b66b8c418
Owner: uid=jsmith

SubUID range start: 2147483648

SubUID range size: 65536

SubGID range start: 2147483648

SubGID range size: 65536

Number of entries returned 1

29.4. GETSUBID % # 2 A}83}4 319 ID ¥ 9 Uya

391 ID @ 91(cl: 1M 873 o] user 1)E Lhdstelwl ofe) P2 m= 44 2.

A 27 A

[ ]
useri 2 IdMoj] 9154}

shadow-utils-subid =l 7] X] 7} 4 x] g }.

subid: sss d| Z == /etc/nsswitch.conf 5} Y of] 33},

29%. 51 1D 5 &

a9l B=d A& shte Rtk AT 5 AFU T subid D=5 sss pto 2 A4 sk utils

o] IdM 2R o) 4] sublD ¥ 9] = A}L5LE = At} file 3 ==
letc/subgid =} 2] 3191 ID H 9 & AH& o}E% utilsE 24 o

Mgl 591 ID W elE v o

= ho 7x2 /etc/subuid 2
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# getsubids user1
0: user1 2147483648 65536
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307%. IDMCLIIA 3 2E F4]

307. IDM CLIo A & 2E g

o] Zo A= IdM(ldentity Management)e] s 9 € g% 3 |[dMCLI®] $2E U §2E g
52 A8 E8 W FPEHE O3 Y-S 2o

[ ]
SrEES
[ ]
IdM 52~ 32 37}
[ ]
IdM 52 32 Atz
[ ]
O] 58 52E
[ ]
F2E OF WY
[ ]
I 2E HEA 35}
[ ]
IXE bA &35t

o] Foll= Abd &7 A3, WU 2E R o] A g ZY o] Aol did /2 Hol & = ¥dH o] JdFUH-

30.1.IDM¢] s 2 E

IdM(ldentity Management)2- ©] 2 ¢t IDE &2 E ol

°

AgA
°

A 8] 2=
°

IXE
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S2EEAN2HYS YUYt IdMIDE, &
<] 389 Directory Server Q1 =€l 2~}

ol IdM LDAP<] gt a}50] glom, o] = IdM A

IdM LDAPS] S 2E 322 g2 $2E9 ¢l o] Au|x 7+ AA S
g A= = W o] S2E g a3 ¢

Ak b A8 AU, o]
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I # ipa-client-install --force-join
5 B vAA
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U,

User authorized to enroll computers: hostadmin
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ipa-client-install § 22 €] & A1-8-3t] ZEo|AEE A AA 3 F —-keytab 34 o=
keytab ¢] 15 =4 ).

I # ipa-client-install --keytab /etc/krb5.keytab
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[user@client1 ~]$ id admin

uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

%ol Lul2 /) F5 =R H2E} W su- T2 IdM AHE A2 o442 FA

[user@client1 ~]$ su - idm_user

Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0

[idm_user@client1 ~]$
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NzgolA Ad 5 A AE sghd,
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Uth 32E FA|FIE 3= S 2E A u| 29 A v~ F4]= host /old-client-
name.example.com {JJt}.

ipa service-find old-client-name.example.com | | T A 5= 2E A 8|2 FA 9] ¢
old-client-name.example.com X =€l o]l A 33 7] €] 2] 9] X = 32l g}

I # find / -name "*.keytab"

ZglolAd E A 2"l 9] 7} A 8] 2 0] = service_name/host_name@REALM & 2} ©] Kerberos
AFE- A7) Q45U ol : Idap/ old-client-name.example.com@EXAMPLE.COM ).

A 2]

=

=

S

A

JP)
rln

3I2E aFS AEEYUT
I # ipa hostgroup-find old-client-name.example.com

30.10.2. ID #2] E}olAE A=A A A

o] Ad E A XA A 7= SSSD(System Security Services Daemon)¢} 7+2 A| 28] AH]| 20 R E &
A ID &2 7+ A ID #E] =Rl A Seto|AdEE A AU o] ZA 31H Se}o|AE A 2H 9
ol T4l ZAFh

Az}
ipa-client-install --uninstall 3= & 23 3 }.

I [root@client]# ipa-client-install --uninstall
Ao A Za}oll E9| DNS 55 5oz AU

[root@server]# ipa dnsrecord-del

Record name: old-client-client

Zone name: idm.example.com

No option to delete specific record provided.
Delete all? Yes/No (default No): yes

Deleted record "old-client-name"
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I [root@client ~]# ipa-rmkeytab -k /path/to/keytab -r EXAMPLE.COM

IdM A uo X 325 FE-S AAFUG. o] 27 sd BE MU 27 AAHL ST T2E
o dial dgE 2E JAFA7FHEFE U

I [root@server ~]# ipa host-del client.example.com

30.10.3. 32 E A] 2 ¢ o]

all

WA
Yoo et W] o] 5L uiEUh ol 2 So] tg3 ZHU
I [root@client]# hostnamectl set-hosthame new-client-name.example.com

ojA] A} EX2E o]Z2 A-£3} Identity Management =z} o] A E = Identity Management =] <1
of thAl X F JFU

30.10.4. AU A F7H AZA A AP D SAE 1§ A 37}

IdM(Identity Management) A 8] o 4] o] & WAL 93| IdM Z2}to]dd E FuH|o| A el &= AH| 2~
o dis] Al 719 F7Hd o

I [root@server ~]# ipa service-add service_name/new-client-name

1.
WAL & IdM S2}o] A E Fuo) AF A7 da Au|29] QAIFA S AT
F JdHFUth

flo 2
1o fil

IdM #32] & AHE-

certmonger € 2] ] A&

o]

i

W72 919 1AM 2ol AE Fulo)A SA8 F2E 15 Sl AES BA F713
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Ut}

30.11. 3 2E JE n| 243} 9l o] 243}

o] A A4 & IdM(Identity Management)ol A &~ E E u| &4 315l thA] A3t WS A9
Ay

30.11.1. 3 2~E v|&A 3}

Mo A 3 2E F53 vj&Agstsied g5 daE dsdyd.

S2EZ v RS SE Sl AL AT Eu Qo)A G7H 0% AATA G AA 2T 5 ]

host-disable g 3 & Al 83l 3 2EE H| @A 33U, $2EE H|3A] 35

A B4 710 TEAUG. o2 So a3 2HU

4}
foi
>
lu
1o

$ kinit admin
$ ipa host-disable client.example.com

srEg N BYsted RE M AR, S5 3 AH 24 S2ES A 5 g Ut

S2E FRo uBASEE 6T S2ET B E UL AT SAEA FAR
BE Au 2% v g4 s o

30.11.2. 32 E t}A] &3}
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o] A Mol iz MBS 1AM 2= S thA] B4 skt ol tla) A9 g

S2E7} 84 keytabsE vl B4 shate] T P2 WMASHA B3 1AM Ev] A E2ES AAD
Futh.

S 2EE tA] &/ ststE W ipa-getkeytab 8 E S A}

o
9
2
fu)
o
tilo
W
N
o
L
fu)

92 LA 1M AW S AR 3he s §A

keytab g A 3& 79 -& A A 3l= -k FH YU

d] £ E9] client.example.com <j| 4] server.example.com oA A S 2E 7|¥1S Q A3} 7|H)&
/etc/krb5.keytab 7} Y o] #] &S Al 2.

$ ipa-getkeytab -s server.example.com -p host/client.example.com -k /etc/krb5.keytab -D
"cn=directory manager" -w password

3

#A2 Ao A4 FHS AR5 -D
"uid=admin,cn=users,cn=accounts,dc=example,dc=com"” 2 XA & = A&}
A FHLE T2EL 7|HE e F A= AEA ) sl dst=E Aol T2

ipa-getkeytab @& o] &4 IdM Z}o]JE = AvjodA AP H F9, & AHE35to] TGT( : kinit
admin )& A1-8-3t 7142 LDAP A4 53 (-D 2 -w) %’1°l "‘?‘J! g AFUG v 23 E S 2E A
2 B9E S AdsteEd IdM A u o] 153 LDAP 34 3 *ﬂ*?%qﬁ}-
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filo
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o
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filo
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31.1.IDM9] s 2E

IdM(Identity Management)2 o] & s IDE 2] o.

A ) 2

S2EE= A 29S8 e Yt IdM IDZ, 3 2~ E 9] IdM LDAP9] g gt g-E-0] g o, o]= IdM A 1]
©] 389 Directory Server Q1 2~€ 2 ¢j1t}.

IdM LDAP?] 5 2E FE2 0 $2E9 1 Ql Ul o] qu]2 7k A
A0 AAE =AW S2E g A o R Ao & /5t Ao ARXYUTL RE S
SXE 7|9k A A £ A o] (HBAC) #3 ol AHg-3 5= &t

R EL

M =91 A ID Fu, $5 3F L FH Au2E Bl A2W 9] TF
9l ZefolAE &t RE A

il e sl ZeolER S5 atn e el QoA A F ks Al
£ ALE T IdM Qe 55 A F8 Au 28 A

[ ]
DNS
[ ]
Kerberos
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AZA A2
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BAE 5% 9 58 F £YHE A0 4G A0 M &
th o] AANME ELENA AHST 5 U dA AF F3 = 1

sl A9 .

SrEFSe ggor AP,

[ J

IdM LDAP<] &
Uzl e

= A A : 1dM CLIo| 4] ipa host-add
AHg8 5 A

EE ol alFst= IdM <)

I AE A IdM A H] 2= 14 (o : SSSD(System Security Services Daemon), Kerberos
certmonger 2 hostZ IdM =] 21 o] 71 o}

FAISAEH o2 = FPT F+ dHFUT
He 2 Y5t AT A2 02 59 43S 71 F AEA 74 7 FAY S 238 = dsU o]
= U5 vl 2o 8.
ipa-client-install 332 T 711 22 37 £33 4= Stk o]l H 2 3 F F=o] o} 7 g4
< IdM LDAP9)] S 2E g2 S MA S5l 52 E 9 st Kerberos SSSD /ﬂ H 2RSS

o] 32 IdM = 1 ‘41«] S2AEZ 7HA A A2 IdM A ¥ & 213

| o]-—— DNS g 9 o] 431+ 7 ¢ ipa-client-install &

& Zetold B A Ao} gt

:,‘L}\-]b‘l—qq,
2= J&Uth 3 2E 7} IdMo A
s 2Ed) g DNS gl 2=x F7H ok 93

T
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31%. IDM §] Uld|l A 32E 32 37

SIEE Q5SS Fsor dth. a3 AGE g5 22 o7 g wt 2y
[ J
S 2E gEo| ipa-client-install 3z A=z WA= 79
[ J

|

S=2o] A3|A 5 (0TP)S AF-alE 75
IdM LDAPo) 4 52E 422 502 g4ste Ad Alge] g A

ipa host-add CLI ¥ = =+= IdM ¢ UIE A}-8-31<] IdM LDAP9 52 E 35S A= d a3 AL
$A AL S2E # z}°‘141:}. 3 2E # & AL IT professionals 32 Sa 42 = AFY
o}

et AEES IdM Evl o) A 57] 918 ALgA AR

¢ 2~ E = ipa-client-install 3 & & 2351+ F<HIdM Zglo] A E = A Yt} ipa-client-install 3
FS Adsi=d 28 d A 724, FE2 s T AHAEAH 23S T de AldE e b gEY
t}.

[ J
IdM LDAPe] &2 850] glich. o] Auel @ol At A4 32l 4] 42 59 i 3
E #elA o] Wa gk A4 #elAE admins 159 AN JUh E2E Bl JFL
FAEE Ik B2ES SHY 5 A ARE AFH . 0] A ool 19 A 18
& A8 A7 578 ALg ool ZeolQIE AX\E A 0. ol 5h4) AA.
[ J

IdM LDAP2] &2 E 35 o] 1t} o] Alug] QoA &= ipa-client-install & 3 F o=
A3y s Ak A2 At 1T AR F 2 o] ¢ A kd &2 Ao Al = Enroliment
Administrator & &0] glon o= T2E 55 AFS AT AA T HE&2 AHEA AL
S8 S AHS-ste] SEolAE A Ao sk A,

IdM LDAP?] 5 2~E §Zo] glon A =& AFH AA7F T2E U3 OTP7 A H
AFU o] Al v 294 = ipa-client-install %wg% --password 54 3} 37 2 3P sfe] Zut
€ OTPE Algshs 4+ LWt ALEARZ IdM S| AES AA S 5 AFUth A Y82 <
34 42 U5 AAE ALSste] SEIIE AAE Fxsa A L.

52 F1dMS2EE RE A AHS AZ5o] [dM 2] 2o A28 = A5 T IdM A B8 7F A =
’Lil o}—1 —1]1:} }\]}\Eﬂoﬂ A9 ?_'Lg]_o]O]E /\_LE_F“O10“}¢] IdM ﬂé% Z=-2) o]-;;t]m] }\]/\Eﬂ o]7-o]
Ut Zo|dEES A5 F IdM A H = g 280 9 F AUk

e o
ko o off
>
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Red Hat Enterprise Linux 9 IdM A1 8-} 7} S 2 E 9 WA A A o] 137 &

rL
&

ldMs] AHg RSt B2 E Zhel = Be fAH o] Y&t o AN E 55 BAloIA AT F g
FAA T E GANN A5 BAR D 7HH o) djal AE U

5% BACIEA % BAE FE):

A A= AHEA EE S2E7F A2 IdMo)] o] 317] Mol AHg-ALe} S 2Eo ol g
LDAP 55 A4 < ,51"14 t}. stage AH-g-2+9] A ¥ 2 ipa stageuser-add 91t}
host+= ipa host add °‘141:}

A8 A58 ol B 29U A 7] E//o/ = o}, 719, W3 717 23
g 2 5 2~ E A ipa-client-install H & & 3t S AAFE YL o] 2 Q3| 3 2EV}
1AM 3 53] 234 1. Analogically= / }ﬂzm A4E BAshe v o5 A} s
2 1dM g < ol 743} sl o .

ALEAL A4S E AR ALS] 718 Q135 Wb o] x| gt keytab2 S 2E 9] 7] B Q15 WHH A Y
t}. keytab& S 2 E o] 5o A FF Y.

311482 W S2E 52

& AHS-A} IAE

AHd T E $ ipa stageuser-add user_name [-  $ ipa host-add host_name [--
-password] random]

A7 &4 3} $ ipa stageuser-activate $ IPA-client install [--password]
user_name (B 2E ZA| o A A 3 oF 3H)

WE DAL A R B2E A A )

AHEALZE A A& A &t AR A E S E AFE S 1S3 vERHRI R, 5 &
E7}L 719 39S E A5 253 ). SSSD(System Security Services Daemon)+= ) 1
SEolA o] A 2T BT

QlZF o] AZetH AL A == S 2E = TGT(Kerberos E]A Ko E]A)E 714§t}

TGT: 54 Au| 2o U@ 54 P42 Q& o AHgHUTh
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E 32 AR R S2EAA AF

SXE

78T g3 keytabs
AA A ZHFH A AFE-A) $ kinituser_name [Winding on the host]
AFAARJNFY A3 TCT = 57 Au| ol th &k A4 2 TCT = 574 Au| ol th gk A4 2

A4S d=d A YT d4gE d=d AHSE YT

TGT 2 71¥} Kerberos E]Z1-& X H o x| & o] gt Kerberos A v] 2~ 2 H Ao dX =z APt}
Kerberos E]#A ¢] %2 7] R o], Kerberos A2 =% 7141, Kerberos Al A 2HA| & [dM A 8] 20| A 5o =
2 gy

IdM 5 2= tjg A A% &4

M2 7] 5] 9ol = 5 7FA] 39 A28 952 A4y

SSH 7]. 2 E 2] SSH 37 7171 A Ho] T 2E = 25} of 7] oA
SSSD(System Security Services Daemon)+= IdM2- ID 35 A= A3} OpenSSH 4 7] €}
Al ok @2 sl ldMol 9= 371 718 2 5 Aok

Al 2" Q1FA]. o] - A/ 2’2 IdM A1 9] Q1F 7] ol A a3 SSL Q154 & AHg-g o
= ldM O g g2 A ud AZPgUth. 28 o3 AFAE AWl JAFE o EA|5t= A==
AEFUrh ZFgolA E A Q154 = certmonger 2= A v 2% AP}

31.5. IDM LDAP9] 5~ E &=

o] Al 4 o)l A = IdM(Identity Management)2] 52 E 23 ¥33 4 9= 54 dis] AH T
LDAP 32E @Eo&= IdM Ul 9] Zelo]dE0] U3 =& #A Jr 7t g5 AUt

[

sxEsl #A8 qux G5
[

SAE 9 AH| A FH

375


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/configuring_and_managing_identity_management/#certmonger_certmonger-for-issuing-renewing-service-certs

Red Hat Enterprise Linux 9 IdM A}8-2}7} S 2~ E 9 A X A o] 4f
°
A& 2= A o] 2]
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e

7 R AFA 9} ol Al2E) T4 93e] Y FrE Y@

AFUT E= o] ZRr o] gii

% Qv

A7 --desc=description
234 --locality=/ocality

9] 3 --location=/ocation
ZHUE --platform=string

= AA --0S=string

MAC F4 --macaddress=address
SSH 374 71 --sshpubkey=string
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ugde vEE A A
HetFA| o] 5 (HAT 4 ¢l2) --principalname-=principal s 2~ Eo| t 3l Kerberos A& %} o]
SUth o Wek 37 7k -p ol
CRECEREERERTR
S ZetoldE A3 Fof /| BA o
E3XEoFoz AHHYT S
BEETE Al MAY 5 3
ARtUlI A = #Ad 5 54Ut
A3 d3 2 --password=string o FALS AR T AT
e BaEel 4 AT
- --random ol FAL it R S5 AT ¢
oo] 45 S Y FU T
- --certificate=string S 2Eof 2154 Bloby Yt
- --updatedns ojgA StH IPF27t HAHE &
~E7}DNS 352 5507 v
JNEF 5 JEA AR 4 HY]
t}.
31.6. 9 Ul H 25 F= 37}
1.
Identity (ID) 18 € 37 Hosts (22 E) 319 91-& A= ).
2.
E2E 22 JddlA Add (F7HE 223U
Y 31.1. 3 2E g5 F7}
Hosts
Q — Refresh | T Delete | 4 Add || Actions ~
[  Host name Description Enrolled
[ | server.example.com True
Showing 1 to 1 of 1 entries.
3.
N=| ol dst TR Gl EuAL EFTE B2 AdFuch S2E0) of
v 313 IP 471 &3 79 DNS @-E-0] ¢bAs]| Y= =5 host FE 7 A S2EE X3
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3 YA dFyT

A ZHP2deEs EFH 2R S 7R

r [

a9 31.2. 2E vy A} 7}
Add Host o
Host Name * DMNS Zone ™
SEryer zone.example.com, A
Class
IP Address 192.0.2.1
Force [
* Required field
Add || Add and Add Another | | Add and Edit | | Cancel

IdMo]l DNS 4 21¢ 84 & % %1 th [dM 457 DNS A 1] & 2] s
2E Bes} go] Wi G 9L FEo 4HT F dFUth

o132 Force 32132

52E7DNSE S8l S8 4 YA o 5g 3
Ae gy
4.
F7h8 AQ MES Zestel b4E 35 solAZ M4 ol Fale] 771 54 RS 4G
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a9 31.3. & A EF #H oA

MOST: sewer.zone.example.com

Description

Class

Locality

SErVer.Zone.examp... is a member of: el
Settings Host Groups Metgroups Roles HEAC Rules Sudo Rules
— Refresh || "D Revert || & Save || Actions -
Host Settings
Host name server.zone.example.com
Principal name host/server.zone.example.com@EXAMPLE.COM
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-

Ansibleo] ¢l © ™ ipa host-add ™ & 2 A}&3}o] IdMol] &2~ E g5 o] A .
IdMo)] 3 2E 2 F713l= 2 3+= IdMo] 32 E Ad 71 g4 ). Ansible2] idempotence
on idempotence ] &9l Ansibleg A}-§3le] SAEE IdMo)] F71512d S2E AH =
present: state: present £ & o] 3} = Z#| o] B2 A A5 oF Ft}.

A 27 A

[
IdM 2] 7} 5.2 %3 AU,

ansible-freeipa = 7] x| &= Ansible A E 2 o] A xgt}.

<l £2] 1} (o) : inventory.file )& A A 3}l ipaserver = o] 1} o] A o]},

[ipaserver]
server.idm.example.com

ol 3] = IdM9)] 2= S 2 E ¢ FQDN © = Ansible Zdo] & ud & M A St} o] A
3}s}17] 93l /usr/share/doc/ansible-freeipa/playbooks/host/add-host.yml 3 of| A of

A 448 5 Aaud.

sel

= ]:I.}\

= — l__l
=
g5

2

- name: Host present
hosts: ipaserver
become: true

tasks:
- name: Host host01.idm.example.com present

ipahost:
ipaadmin_password: MySecret123
name: host01.idm.example.com
state: present
force: yes

dolde gy

e

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-is-present.yml
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IdM A v] o] admine. 2 = 2213t}

$ ssh admin@server.idm.example.com
Password:

ofr

ipa host-show 3§ 2 ¢ 83sl3L 3 2E o] 52 AP Y.

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
Password: False
Keytab: False
Managed by: host01.idm.example.com

=22 |dMel] host01.idm.example.com o] J=4] &<13 ]}
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IdMol] S 2E & F7}8l= A= IdMO]] 3 2E AH 71 §4t. Ansible2] idempotence
on idempotence w] ¥oj| Ansible& A}-&3lo] S 2EZ IdMo)] F71518 A T 2E A =
present: state: present £ A 9|5l = Z g o] HS A A3 oF FUr}.

A 27 A

[ ]
IdM #2)#} ¢S5 & 231 Y&
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327%. ANSIBLE Z¥ o] 5-& A1-8-3to] S 2E #+]

ansible-freeipa = 7] ] &= Ansible A E 2 o] A xgt}.

el £2] 1} (): inventory.file )& A A 3}l ipaserver = o] 1} o A o]}

[ipaserver]
server.idm.example.com

B35 = IdMel] 2= S 2E o] FQDN( A w38 =wQl o] & )3 AH8-31o] Ansible &3 o]

43 AAAFUT. 3 IdM A ¥ 7} DNSE # 25t s FAHo] S2EQ IP 45 ¢35 2
= 71 % ip_address "] 7] W2 23S A AFUTH S 2E 7 DNS g]l4& 2 g Z =0 EA 333
IP F471 o st} o] @A E d<+=3}3517] 93l /usr/share/doc/ansible-
freeipa/playbooks/host/host-present.yml 5} o) A o A S B A}l =S 5= 5T g2
F7HRARE XS 7= dFUH

Ir 4z

- name: Host present
hosts: ipaserver
become: true

tasks:
- name: Ensure host01.idm.example.com is present
ipahost:

ipaadmin_password: MySecret123
name: host01.idm.example.com
description: Example host
ip_address: 192.168.0.123
locality: Lab
ns_host_location: Lab
ns_os_version: CentOS 7
ns_hardware_platform: Lenovo T61
mac_address:
-"08:00:27:E3:B1:2D"
- "52:54:00:BD:97:1E"
state: present

il

dolde g

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-is-present.yml
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43151 IdM LDAP A1 2] 2 E s§t&o] A Al 5] X9t |dM Kerberos & &
S84 duUth ol g sl S2E% IdM 2ol A== ¥ E3joF I
Ansible =g o] 22 A}1-2351a] ID &2 S| E AXE FZAAA L.

o
ol\
L
X

IdM A v] o] admine. 2 = 2213t}

$ ssh admin@server.idm.example.com
Password:

ol

ipa host-show 3§ 2 ¢ 83sl3L 3 2E o] 52 AP Y.

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Description: Example host
Locality: Lab
Location: Lab
Platform: Lenovo T61
Operating system: CentOS 7
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
MAC address: 08:00:27:E3:B1:2D, 52:54:00:BD:97:1E
Password: False
Keytab: False
Managed by: host01.idm.example.com

=22 |dMel| host01.idm.example.com o] J=4] &1}

32.3. ANSIBLE Z#]0] 52 A18-51o] 1ol o] ot5.2 o2 IDM 52E g5o] A 3l

ipahost =5 AH§-3t@ A 21 2] 7} shike] Ansible 241w Abg-she] IdMo] o2 5 2E g o]
AAY YEA el e 4 A1tk of Aol A= FODN( A 7818 £ul2) o & )l AT Foj gt 2] &
2E §Eo] YA Felate WS At Ansible Selo] 2 APstA T2 g el o
7t AR
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327%. ANSIBLE Z¥ o] 5-& A1-8-3to] S 2E #+]
Fx

Ansibleo] ¢l 24 ipa host-add = 3 2 A}-&3lo] IdMol] S 2 E 3=o] A gt}
IdMol] & 2E & F7}135l= A3+ IdMel 2 E A 71 F ). Ansible2] idempotence
on idempotence | &9l Ansibleg A& 3le] SAEZ IdMo)] F71518d S2E A=
present: state: present £ & o] 3} = Z#| o] B2 A A5 oF Ft}.

A 27 A

[
IdM 2] 7} 5.2 %3 AU,

ansible-freeipa = 7] x| &= Ansible A E 2 o] A xgt}.

Az

eIl E£2] 1}l (): inventory.file )& A A 3}l ipaserver = o] 19 & o]}

[ipaserver]
server.idm.example.com

wAsEE ldMe Y& 32E2] FQDN( 3738 =12l o] F )& AH8-3o] Ansible Z#| o]
B 39 AA gyt Ansible Zd o] Hol A & 2E 7} IdM9] o]v] 93 update_password 7}
on_create = A|FH I E 7zt SAE gia oo ¢TE WASEE slelH random: yes 2
force: yes 4% F715U . o] @Al E T <=3}35}7] $3) /usr/share/doc/ansible-
freeipa/README-host.md Markdown 3} o] 4] o] 4| & B-A}sla =4S 5= d<5Y )

- name: Ensure hosts with random password
hosts: ipaserver
become: true

tasks:
- name: Hosts host01.idm.example.com and host02.idm.example.com present with
random passwords
ipahost:
ipaadmin_password: MySecret123
hosts:
- name: host01.idm.example.com
random: yes
force: yes
- name: host02.idm.example.com
random: yes
force: yes
register: ipahost
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il

Aol %2 Ayt

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-are-present.yml

[...]

TASK [Hosts host01.idm.example.com and host02.idm.example.com present with
random passwords]

changed: [r8server.idm.example.com] => {"changed": true, "host":
{"host01.idm.example.com": {"randompassword": "OHolRvjUdHOYcbf6uYdWTxH"},
"host02.idm.example.com": {"randompassword™: "5VdLgrf3wvojmACdHC3uA3s"}}}

Fx

9l A3]A ¢+5(OTP)E A1 85l SAEE IAM Z8to|A E 2 v 2312 H Ansible
ZH o152 AHE-Ete] IdM S0l E TR did A o S48 Fxd AT I &
3: U138 AX & A3t Sl E AX & Fx4dA L.

)
ol
L
=

IdM A ¥ o] admine. 2 21213t}

$ ssh admin@server.idm.example.com
Password:

ipa host-show ¥ 3 & 9 sl S 2E F shte] o] 52 AQ T

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Password: True
Keytab: False
Managed by: host01.idm.example.com

2ol A

e

A2l 9] 9+5 E Al-235}o] IdMe] host01.idm.example.com o] 91 =X4] &1},

o

32.4. ANSIBLE =& o] B-S A}23}o] ola] IP =42 IDM 32E d2o] gli=x] 3}ol

o] A A o] A= Ansible 3] o] 52 Al-8-3}<] IdM(Identity Management)ol] &~ E g 50| Q=4 &
Pt BHS AU T2E FEL2 FADN( A 3td =2l o5 )@ sl b5 IP F22 A o
Yt
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327%. ANSIBLE Z¥ o] 5-& A1-8-3to] S 2E #+]

3

ipa host
a3

g 2] €] ¢} 2] Ansible ipahost 2 & % Eo o8 IPv4 % IPv6 47}
RAE=A el 5 FYth. ipa host-mod 83 &

P AAE ARG e

A 27 A

[
IdM 727 52 o o

ansible-freeipa = 7] x| &= Ansible A E Z & ] Axg Yt}

el £2] 1}l (o): inventory.file )& A A 3}l ipaserver = o] 19 & o]}

[ipaserver]
server.idm.example.com

Ansible =g o] & 3192 A} ipahost W9 o]0 2, BAsE = IdMY] A= T
29| FQDN( 4 1t3H8 £v2 o1& )& A4 g ip_address 77-& A3t o] o
ol 2| IPv4 2! IPv6 ip_address 35 A AUt} o] GAE @<=3t317] 913
/usr/share/doc/ansible-freeipa/playbooks/host/host-member-ipaddresses-present.yml 3}
Aol A] A E BAS L A F FUD FHARE TS S E AFY

- name: Host member IP addresses present
hosts: ipaserver
become: true

tasks:
- name: Ensure host101.example.com IP addresses present
ipahost:

ipaadmin_password: MySecret123
name: host01.idm.example.com
ip_address:
-192.168.0.123
- fe80::20c:29ff:fe02:a1b3
-192.168.0.124
- fe80::20c:29ff:fe02:a1b4
force: yes

g

Ut

il

Aol Ay
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$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-with-multiple-IP-addreses-is-present.yml|

Y
kd

o] Axz}oll A= IdM LDAP v o] S A E 3128 A4 3] g IdM Kerberos &9 4] &

2EZ 5234 @&UTh ol sl EAES IdM Zelo] AE = ul Ea)of Ttk A
3 U]-&-2 Ansible Z 0] 32 A}-g3le] ID B2 ZejoldE AA S FRANA L.

o
ol
L
X

IdM A v] o] admine. 2 = 2203t}

$ ssh admin@server.idm.example.com
Password:

ol

ipa host-show 3§ 3 2 Y48 3sl3L 3 2E o] F& XA P Y.

$ ipa host-show host01.idm.example.com
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM

Password: False
Keytab: False
Managed by: host01.idm.example.com

32 IdMel] host01.idm.example.com ©] I =X%] &1},

IdM DNS @ 2 =] 5 2E2] o IP 327} =] <1529 ipa dnsHistory-show 3 3
& Aok o AR E AR T

IdM =1 Q1 9] o] &

$ ipa dnsrecord-show idm.example.com host01
[...]
Record name: host01
A record: 192.168.0.123, 192.168.0.124
AAAA record: fe80::20c:29ff:fe02:a1b3, fe80::20c:29ff:fe02:a1b4
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=g A S olHo) 1P HE = E IPv4 2 IPv6 F4-7} host01.idm.example.com 3~ E 3

=

=3 el AAHYEA FAFU T

32.5. ANSIBLE Z o] 22 ALg351e] IDM 32 E 820 Qli=x] 39l

A 27 A

[ ]
IdM #2] =} Q15 AW

Az}
1.
eIl £2] 1} (o) : inventory.file )& A A 3}l ipaserver = o] 1} o] A o]}
[ipaserver]
server.idm.example.com
2.
Bste] = IdM) gl= 3 2E 2] FQDN( 443t =4l ©]F )& AH8-3t] Ansible =3 o]
8 vd -2 AASH ) IdM 2w 2l o] DNS7} 5358 7d-$ updatedns: yes 3412 A}-83}<] DNS
AAx TEE T RE FHO A28 AZ=E AAFU.
o] TAZE T4=3}3}7] 913l /usr/share/doc/ansible-freeipa/playbooks/host/delete-
hostyml st ol A oAl & HAbeta 8 5 dFUh
- name: Host absent
hosts: ipaserver
become: true
tasks:
- name: Host host01.idm.example.com absent
ipahost:
ipaadmin_password: MySecret123
name: host01.idm.example.com
updatedns: yes
state: absent
3.

dolde Ay

il
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$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-absent.yml|

IdM Kerberos 3 Qo= 3 A~ E 7} A 514 &4t}
IdM LDAP A 1joj] &2 E g2 o] gl th.

FZo]AdE 2 E A A oA SSSD(System Security Services Daemon)<9} 7+-&- A] X
el 2] 2 9] £ IdM -4 2 Al A sle A Z2o] A E 9 A] ipa-client-install --uninstall 3
F2 AP o FUth. AA T WL IdM So| A E A2 A A S FE4A L.

A5 @A
1.
admino = ipaserver o] 21213},
$ ssh admin@server.idm.example.com
Password:
[admin@server /]$
2.

host01.idm.example.com o] i3+ A ¥ = T A FUt}.

$ ipa host-show host01.idm.example.com
ipa: ERROR: host01.idm.example.com: host not found

E9L2 32E7HdMA 9155 A3

32.6. 71 g &2

[
/usr/share/doc/ansible-freeipa/README-host.md Markdown =}

tllo

CECRRES

/usr/share/doc/ansible-freeipa/playbooks/host o] 2 g g o)l A F7} Z g o] &S FZ34 Al
o -
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33%. IDM CLIE AI83l S 2E 17 3+

o] &4 = IdM(Identity Management)9] S 2E 25 < 47]3}5 CLI(E H = ¢lgH o] 2)oA T2
EaF 23 EayE Agstr] g8 o3 A4S A8 gy

°
S2E aF R aE i 1Y
°
S2E JOF AA
°
F2E IF AHA
°
S2E I35 9y 7t
°
S2AE 3 9y A A
°
S2E a5 9H A3 57t
°

3I2E JF 9y deA AA

33.1.IDM9] s 2E O F

IdM 52 252 F28 22 49, 53] A= Ao 3 A S 5F AFsete ) A8 5
A&

I2E 59 39

ZE AN 2 A o] 74 2 7 EAL 1A IdM 5 2E N EJ} 3

=% € AEE Y.
AF BLA, B2 A 9] T AAHX Ao] &7 At mEl $2E a5 o

T AFUh
IdMe] 5 2E T Fdl= gaol x8d 5 A5yt
IdM A1) 51 Z2fo]dE
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7€t IdM & 2E 1§

ZBAHog AXNE T2E 1

U

Z12A o 2 |[dM A v+ ZRE IdM Ay S 2E9) gjst 2 E 15 ipaservers S A A 3.

le‘(—d] ol 7}.7‘(_3‘ s D"H-]

IdMe] 25 S48 - 92 70 Ay 259 A& PUth. S2E JF B7 S2E 7 A9 92l 7
L 3I2E OF B RE WU I2E OF A9 7HE Wl 2 7HEg Y.

33.2. CLIE Ag-31o] IDM 52 E 157 17|

o] A Mol A CLEHZ AEoo]2)E ALgate] IdM 5= 252 Selshe w2 A9 gch

A 27 A

[ ]
IdM == AH8-2F #E| A 9 &S #AE]617] 9 #2 A dgh
[ ]
A Kerberos E] 7. AHA| 3k Y L2 kinit2 A1 &85} IdMo)] =502 2a90lsl= AL A=
Al L.
A=k

tlo
e
oy
L
)

ipa hostgroup-find 3% & Al 835l R E S 2E I F

$ ipa hostgroup-find

Host-group: ipaservers
Description: IPA server hosts

Number of entries returned 1

S2E 7 RE HAS IAEEYE -all F4A S

AU oS 5o 83 gEUTh

4

I $ ipa hostgroup-find --all
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dn: cn=ipaservers,cn=hostgroups,cn=accounts,dc=idm,dc=local
Host-group: ipaservers

Description: IPA server hosts

Member hosts: XXX XXX.XXX.XXX

ipauniqueid: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX

objectclass: top, groupOfNames, nestedGroup, ipaobject, ipahostgroup

Number of entries returned 1

33.3. CLIE A} &35}l IDM 3 2E 18 AA
o] MM E CLI(EHZE A FH o] 2)= AL 3] IdM E2E 252 AA s LS Awsh.
A 8T AL

[ J
ldM = 2184 el AL S g Bl sty 91§ BelA B

g7 Kerberos E]Zl. A gk U] -8-& KinitE AF-8-35l] IdMel] =502 2719
ERES

ipa hostgroup-add B & & Al8-3td 3 2E 7S F715U o
o & S° group_name °|z}= IdM 3 2E I 755 AR S AesEE das 73

U,

$ ipa hostgroup-add --desc 'My new host group' group_name

Added hostgroup "group_name"

Host-group: group_name
Description: My new host group

33.4. CLIZ A}g-3}] IDM 3 2E 18 2Hx)

o] A Mol CL(EHZ QEloo] 2) ALgto] IdM 525 2852 bl ahi Wl A g,

A 87 A
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Red Hat Enterprise Linux 9 IdM A1 8-} 7} S 2 E 9 WA A A o] 137 &

rL
&

[ ]
IdM = AH8AH B2l 4 o 22 B sy) A8 AR A,

[ ]
g4 Kerberos E] 7. 24| 3 U] &2 kinit2 A}-&-5o] IdMo] 502 2a%sE AL JFx

sH Al L.
A3
1.

ipa hostgroup-del & & A} &3l §2E 258 AHAITU Y.

o] Eo] group_name OIEH: IdM 52 2§28 AHA8E9A 2L F33dyt.

$ ipa hostgroup-del group_name

Deleted hostgroup "group_name"

IFS AANE IdMo| A 25 A u] 7} 24 9 #] 25Ut

33.5. CLIZ X} 23l IDM & 2£E 18 " F7}

o) o IdM & 2E T35 718 = dsUth

o
4

Agete] AE

)

JAE OF

il

A 27 A

[ J
M = L8R Fel 3 o B el sr] A B A,
[ J
4] Kerberos E]Zl. zHA| 3k Y &2 kinitE Al835l] IdMo)] =522 2alst= A2 FX
ERRES
[ J

e AFFA U . ipa hostgroup-find % & A}-8-5to] S2E 9 S 2E OFS ZFUT

S2E a§d] 9w E F715le] 9 ipa hostgroup-add-member £ A183lo] Ad AW E A)
THUT O3 FAA S A5t 71 A {3 S AR S = s
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337%. IDM CLIZ A} &35l 52 O F 34

IdM 3 2 E F 9 sl o] o] 32E & F7132]d --hosts 348 A8y o
£ Eo] example_member 2= 5 2E Z group_name °|2t= 1E9 F713E A o2
S F3FU

$ ipa hostgroup-add-member group_name --hosts example_member
Host-group: group_name

Description: My host group

Member hosts: example_member

Number of members added 1

S2AE OF FAES AHEEA IdM S 2E 179 3t o] o] S2E 7S F7HEY
d| 2 So| nested_group °lg2t= 3 2E I1FS group_name ol2t= 189 715 A o
+< FAgY .

$ ipa hostgroup-add-member group_name --hostgroups nested_group
Host-group: group_name

Description: My host group

Member host-groups: nested_group

Number of members added 1

thg TS ALg sl shte] B WA o] TLES} o] o) TAE AFL
M 525 250 F718 & d&ch

$ ipa hostgroup-add-member group_name --hosts={host1,host2} --hostgroups=
{group1,group2}

i<l

of¥

g2 32 275 W2 2 OFS F71g W A 2752 HEA v A L. 9

2 So] Group A7} Group BS] ®H| 9 A% 1§ BE 25 A2l W= F7k5HA vy Al
Q. W 2FE d71A e Fate] AT 5 AHUTh
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[ ]
ldM == AHg A FHel 4 o e el sh] @ el R A

g4 Kerberos ] 7. A gk U] 82 KinitE AL-8-3l4] IdMo)] 5o 2 2 12138t= A
st Al 2.

o
e
BN

454151 o). ipa hostgroup-find 8% & A1-8-5le] 2§l A7 sl Wul 7k £33 o]
e FA g

A A 31 A ipa hostgroup-remove-member 3 &

s 2 Abgsta
£ AZFUT b 4L ALg e AAT WM 42 AL 5 AauT

rd

448

IdM 5 2= 5ol A st o 4Fe] SAES A7 82l W hosts £ AHE- g oh.

o & Eo] group_name o|2}= 15X example_member 2t = S 2EE A A3te]4A t}
=< 733

$ ipa hostgroup-remove-member group_name --hosts example_member
Host-group: group_name
Description: My host group

Number of members removed 1

IdM S 2E 2§04 s} o]l Ao 32E TFS A A5 --hostgroups 342 A&
dy o
dl & E9o] group_name o] 2= 154 nested_group olEt+= S 2E 1752 A ASHA
= a = A =

$ ipa hostgroup-remove-member group_name --hostgroups example_member
Host-group: group_name
Description: My host group

Number of members removed 1
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3

a2 AANE IdMo| A & W8] 7} AHA 5 %] 24U )

oS 722 AHE s IdM 2 2E J5dA o8 2B o3 $2E aFS she] &g
OS2 AAY F AdFUh

$ ipa hostgroup-remove-member group_name --hosts={host1,host2} --hostgroups=
{group1,group2}

33.7.CLIZ A1 £83}lo] IDM & 2E 2 F 94 &2 A F7}

4d PP S AS St 3AE B S AE JFS 9 AAR F71E F dFUTh Wy A= ldM
S2E AR IXE BE I2E AFS 5/ F IAW S 2E aFe] £ WA sy
ALd 27 A+

[ ]
IdM == A2 A2 & 432 A2 57] A3 A A,
[ ]
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I $ ipa hostgroup-add-member-manager group_name --user example_member
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Host-group: group_name

Member hosts: server.idm.example.com

Member host-groups: project_admins

Member of netgroups: group_name

Membership managed by users: example_member

Number of members added 1

0F SR Al st ol Y E2E 1F2 M E2E 1F6) 7Y B FoH

o] & Eo] admin_group °|2t= S 2E 1§ 74U AAA=Z group_name 15l F7}

stelw the-2 S g,

$ ipa hostgroup-add-member-manager group_name --groups admin_group
Host-group: group_name

Member hosts: server.idm.example.com

Member host-groups: project_admins

Member of netgroups: group_name

Membership managed by groups: admin_group

Membership managed by users: example_member

Number of members added 1

3
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ipa group-show 32 & X183l 2E AL8A D SAE 2Fo] W] BelA= 2719
=4 gl

$ ipa hostgroup-show group_name

Host-group: group_name

Member hosts: server.idm.example.com

Member host-groups: project_admins
Membership managed by groups: admin_group
Membership managed by users: example_member
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33%.IDMCLIE A1&-3t 3 2E O F &+
Z}A] g ] 82 ipa hostgroup-add-member-manager --help & %34 A $.
ZLA] g U] 8- ipa hostgroup-show --help £ ZZX314 Al L.
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1.
AP ). ipa hostgroup-find 83 & Al8-8l S2E 2 s 2E JOF S FHUG
2.

S 2E aFdA Wy #AEAE Al A sk ipa hostgroup-remove-member-manager & &
S AHE Y oL

dl = Sof group_name 15 °] Ay A2 A= example_member 2t = AL2-AE A A SH A
2SR

$ ipa hostgroup-remove-member-manager group_name --user example_member
Host-group: group_name

Member hosts: server.idm.example.com

Member host-groups: project_admins

Member of netgroups: group_name

Membership managed by groups: nested_group
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Number of members removed 1

IdM 52 E 280l Wy Bel A2 st o] o] SAE 152 A7 5Hel v —-groups S

$ ipa hostgroup-remove-member-manager group_name --groups nested_group
Host-group: group_name

Member hosts: server.idm.example.com

Member host-groups: project_admins

Member of netgroups: group_name

Number of members removed 1
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ipa group-show % & A}-8-31a] 3AE ALgA 9 $2E 250 W] AARAZ AARA
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$ ipa hostgroup-show group _name
Host-group: group_name

Member hosts: server.idm.example.com
Member host-groups: project_admins

ZHA] 3 U] 8- ipa hostgroup-remove-member-manager --help & J X354 A 2.

ZLA] gk U] 8- ipa hostgroup-show --help £ ZZ314 Al L.
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RED HAT IDENTITY MANAGEMENT

Identity

Users Hosts Services Groups ID Views Automember +

Host Groups

User Groups

Q 2 Refresh || @ Delete | | 4 Add
Netgroups [ Host-group Description
O | group_name
O | ipaservers IPA server hosts

Showing 1 to 2 of 2 entries.

ESoA 1§ 2ol o] 1Fol 3 FAES EAFUG e A4 T 24 W)
=A@ 5 A5k

RED HAT IDENTITY MANAGEMENT & Administs

Identity Policy Authentication Network Se

Users Hosts Services Groups 1D Views Automember

Host Groups » ipaservers

Host Group: ipaservers

ipaservers members: ipaservers is a member of:
Hosts (1) Host Groups Settings Host Groups Netgroups HBAC Rules Sudo Rules
£ Refresh | | @ Delete | | 4 Add Show Results @ Direct Membership O Indirect Membership

[J  Hostname
m]

Showing 1 to 1 of 1 entries.

Host Groups ¥] & A ¥l3le] o] 2F(FA T2E aF)o &3t T2E 2FL ZA Y.
AFAE A = 748 92 AT 5 dF5Y .

RED HAT IDENTITY MANAGEMENT & Administs

Identity g Authentication

Users Hosts Services Groups ID Views Automember v

Host Groups » group_name

Host Group: group_name

group_name members: group_name is a member of:
Hosts Host Groups (1) Settings Host Groups Netgroups HBAC Rules Sudo Rules
2 Refresh | 1 Delete | | 4 Add Show Results @ Direct Membership O Indirect Membership

[ | Host-group
O | nested_group

Showing 1 to 1 of 1 entries.
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RED HAT" IDENTITY MANAGEMENT & Administrator ~

Identity Palicy Authentication

Users Hosts Services Groups ID Views Automember ~

Host Groups

User Groups

Host Groups > ‘ Kearch Q | & Refresh | | @ Delete || 4 Add
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RED HAT IDENTITY MANAGEMENT & Administrator ~

Identity Policy Authentic
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Host Groups

User Groups

Host Groups > | kearch Q | Z Refresh | | @ Delete || + Add

Netgroups D Host-group Description
O | ipaservers IPA server hosts
O | test_hostgroup

Showing 1 to 2 of 2 entries.
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Are you sure you want to delete selected entries?
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[ipaserver]
server.idm.example.com

Q3 F2E IF AW E A1E31o Ansible ZF o] & A S AATUG. A E &
databases 2= 3 2E 15| A=A <154 - ipahostgroup 24 o] name: databases &
A A st} o] GA = d4=3}3517] 93l /usr/share/doc/ansible-
freeipa/playbooks/user/ensure-hostgroup-is-present.yml 5} o A o 2] S B-A}s3 =3
T AFUH-

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
state: present

Z gl o] B o A state: present = o|u] EA| 1A &= 3 T2E IF S IdMI] F715E= &

S ey

il

ol %2 Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hostgroup-is-present.yml

o
ol\
L
X

—_

admino. = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

A AE 93 Kerberos E] AL & F 3.

$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:
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$ ipa hostgroup-show databases
Host-group: databases
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- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
host:
- db.idm.example.com
action: member

o] =g o]& 2 db.idm.example.com & *E £ databases 32 E 1§ F71gth.
action: member 3 & =@ o] o] A3) =H databases 1 AAE F7lal8] AL A E5HA] &
< Yehd Yt g4l db.idm.example.com & ] o] Bl o] 20| F7}3 2] = A1 =4k 3HH PU o

il

ol %2 Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-present-in-
hostgroup.yml

o
ol\
i)
)

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

A AE 93 Kerberos E]l AL & F 3.

$ Kkinit admin
Password for admin@IDM.EXAMPLE.COM:

32E aFo dIA ARE XA Sl T2E aF Y Z2EE FAF L

$ ipa hostgroup-show databases
Host-group: databases
Member hosts: db.idm.example.com
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il

357%. ANSIBLE Z#°] 55 A18-5l9q S 2E IF e

db.idm.example.com & *E = databases 2 E 15 9] W 2 AlFg}.

35.4. ANSIBLE =g o] 22 A}8-3lo] IDM 3 2E 1§ 53

o] A A A= Ansible =) o] 22 A& 5lo] IdM(Identity Management) S ~E 159 £H S2E
aF°] A=A Fste HHS AP A

A 27 A

[ ]
IdM #2123 432 <43 sU

Ansible A E & o)) ansible-freeipa 3] 7] X & A x5 o}

Ansible Z ¥ o] & 3 oA F Xl $2E 272 IdM] A& #A S &2 Ansible
Z g ol E 2 A1L5e] IdM & 2E 150 IR o1 & JFEFF4HA L.

A3
1.
olvl 2] s2l(4: inventory.file ) WA sla e} A IdM A 8] B2 © 2 ipaserver E 3 9]
.
[ipaserver]
server.idm.example.com
2.

283 S2E IF A BE AHE-31o] Ansible Ed o] & 21U & A A g o} Ansible = o]
BoAx $2E OaF A7l 32E IF B A=A 213 name HFE AlE35le] §2E 1
% B9 0|22 AP hostgroup W5 AL 5te] FH S2E 215 A9 052 AR F
Yt} o] GAE @<=3}3}7] 913l /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-are-hostgroups-are-in-hostgroup.yml =} of A
AAE BAE T £ 5 AFvih

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure hosts and hostgroups are present in existing databases hostgroup
- ipahostgroup:

ipaadmin_password: MySecret123

name: databases
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hostgroup:

- mysql-server
- oracle-server
action: member

o] Ansible =gl o] &2 databases &2 E 1359l mygsl-server 2 oracle-server 3 > E 1
Fol JEA e action: member 3 =g o] Ho] AP A IdMo]| Hlo]gulo] 2= 1 F
ZAAE F7ste] AL A =5HA] 55 UEd Y

e

Ut

ol %2 2y

il

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-present-in-
hostgroup.yml

)
ol\
(L
=

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

A2 AE 9] Kerberos E]| AL & 3}
$ Kkinit admin
Password for admin@IDM.EXAMPLE.COM:

ZHY I2AE JF0 QEIF2E JF9 UF A RE IAFYTH

$ ipa hostgroup-show databases
Host-group: databases
Member hosts: db.idm.example.com
Member host-groups: mysql-server, oracle-server

mysql-server 2! oracle-server 3 ~E 152 databases 32E 1§ J5Uth

35.5. ANSIBLE Z g o] 22 A1£35lo IDM S AE 189 A A A7 QA 3l

t}& Az}l 4= Ansible S g0 BS A1&31o] IdM 3 2E @ $2E 59 9 A7 A 3
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35%. ANSIBLE Zd| o] 52 Al&-5l9] 32 OF #3

A 27 A

[ J
IdM 322 5 5 43 JEH T
[ J
Ansible 71 E £ 2] 9 ansible-freeipa 371X & A x| 3 &},
[ J
We] BAAE FrhsE EAE BE SAE 259 o] B3 B ¥ SAE 259 o]Fo]
oof ot
=
1.
el E2] 1}l (): inventory.file )& A A 3}l ipaserver = o] 1} o A o]}
[ipaserver]
server.idm.example.com
2.
o3 S2E YU F2E IF A8 A AW Ansible S8 o] 5 A2 A
- name: Playbook to handle host group membership management
hosts: ipaserver
become: true
tasks:
- name: Ensure member manager user example_member is present for group_name
ipahostgroup:
ipaadmin_password: MySecret123
name: group_nhame
membermanager_user: example_member
- name: Ensure member manager group project_admins is present for group_name
ipahostgroup:
ipaadmin_password: MySecret123
name: group_nhame
membermanager_group: project_admins
3.

il

dolde gy
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$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-member-managers-host-groups.yml

Zz|

ol

A

ipa group-show ™ & & A}-8&-3} group_name —25 9] example_member 2 project_admins 7} &
v A Az £FH o] QA FAE 5 AFUh.

A A d3ke 2 ipaserver o] 22213t}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

testhostgroup || Wi 3t A B & Z A ).

ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name
Member hosts: server.idm.example.com
Member host-groups: testhostgroup2
Membership managed by groups: project_admins
Membership managed by users: example_member

ipa man ¥ o] X 2 Fx 34 A 2.

35.6. ANSIBLE Zg|o] 2 & A}£35}o] IDM 3 2E 150 32E7 =4 3ol

o] A/A9X & Ansible =) ] 52 A}8-3to] IdM(Identity Management)e] £ ~E 504 $2E7}
4 Fshes B 493

A 27 A

[ ]
IdM #2]2 455 &2 Jd5U .
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3574, ANSIBLE Za|o] 28 A} &35l0] 52E 718 3

Ansible A E =& o) ansible-freeipa 3] 7] X & A x| 5o}

Ansible Zg|o] 2] Fxdle]l = S2E = IdMo] &Yt ZHA] S U -8-2 Ansible = o] &
S A5 IdM 52 E gEo] Q=X of i E FZF4A 2.

Ansible Z g o] & FAdox] FxsE SAE 15 L IdMI
ZH ol 52 AHEstA] IdM 3 2E 170 =R 5 & F=35H4 ’\] Q.

A3
1.
olvl & 2] 9} (o : inventory.file )2 A A3l e} A IdM A v] Z= 0 7 jpaserver = A 2]
.
[ipaserver]
server.idm.example.com
2.

PP Z2E Y SAE IF JHE AHE5to] Ansible Z# o] & #US A4}
ipahostgroup W 4=¢] name v 7| W2 A8 ste] T2E 259 0|52 AR T
ipahostgroup W42 A E v/ A4S A}L351e] Q13lels S2E 150 I S2EQ] o]
S AR UG o] dAE @<=31317] 913l /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-are-hostgroups-are-in-hostgroup.yml =} of A
AAE HAlstaL 48 = dFU

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is absent
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
host:
- db.idm.example.com
action: member
state: absent

o] Zg o]& & databases & 2~ E 1F 94 db.idm.example.com &= E 7} Ql=%] &1y
t}. action: member 3 & =g o] o] A5 =W databases 1 A A= A AsE 3L A 31K &
+2 Yeriyr.
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e

dolde Ay

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file

path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-absent-in-
hostgroup.yml

o
ol\
L
X

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:

[admin@server /]$

A AE 93 Kerberos E] AL & F 3.

$ Kkinit admin
Password for admin@IDM.EXAMPLE.COM:

$ ipa hostgroup-show databases
Host-group: databases

Member host-groups: mysql-server, oracle-server
db.idm.example.com & *E & databases &~ E 15| EA] 314 &&5Ut)

35.7. ANSIBLE Zg|o] 2 & A} £35}] IDM 3 2E 80A £ $2E 80| X 3ol

o] A A& Ansible =) o] 32 A}1-&3l<] IdM(Identity Management)9] 2]} 2 E T F oA F
39 32E aFo] gleA st S A8 3t

o

A 27 A

IdM #2123 43 2 <43 sU o

Ansible 7 E £ 2] 9] ansible-freeipa 3| 7]1x] & A X &1}
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)
olX
i)
=

il

35%. ANSIBLE Z#| o] §-& A8-3lq S 2E IO F &

Ansible Zd o] & oA Fx3= $2E 152 IdM g FY ) AHA 9 U] 82 Ansible
Zg o] B2 AHEsle] IdM E2E 250 JEA o 2 FZI4HAL

ol 2] 9} (o : inventory.file )2 WA 33 e} AT IdM A v] =0 7 jpaserver = A 2]
.

[ipaserver]
server.idm.example.com

29 S2E IF PR E AHE5te] Ansible Zd o] % 192 44§ o - ipahostgroup
WS Fo 4 name HEE AR5l 9B S 2E 59 o] 22 A At} hostgroup HF=
A3t £/ B2E 259 o F2 A AU o] BAE Besta] 9
/usr/share/doc/ansible-freeipa/playbooks/hostgroup/ensure-hosts-are-hostgroups-are-in-
hostgroup.yml s} o) A AAZ BALsa 4T = YHFU T

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure hosts and hostgroups are absent in existing databases hostgroup
- ipahostgroup:

ipaadmin_password: MySecret123

name: databases

hostgroup:

- mysql-server

- oracle-server

action: member

state: absent

o] =gl o]& & mysql-server 2 oracle-server &~ E “13F 0| databases $E 159 Q1
A ¥} action: member - Z# o] 5o] 43P =A IdM A d o] EjHl o] = 27 ALA]
7t AA EH = E A E5HA] &3S UEd Y

il

dolde gy

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-absent-in-
hostgroup.yml

2|
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admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2.
A RS 9] s Kerberos E]AS 2 A3 ).
$ kinit admin
Password for admin@IDM.EXAMPLE.COM:
3.
3 325 aFol glojof e T 2E aF0 dd A RE TAFYL
$ ipa hostgroup-show databases
Host-group: databases
=22 mysql-server 2 oracle-server 53 $2E 0] i Ho]gHu|o] X~ T2E JFJ S
gl g},

35.8. ANSIBLE Z o] 22 A} £ 35}o] IDM 32~ E 150 Q%] 3ol

4= Ansible =] o] 52 123} IdM(Identity Management)ol| A] 2 E 180] Q1EXA
HE AEdo

Ansiblec] g1 29 ipa hostgroup-del 8 & S A} 2-3}1o] IdMo|A] & 2E 15 g Eo] A
AUt ldM A S 2E 25 AlAS = A< IdMo] S 2E 1F0] gle dH 9.
Ansible2] idempotence on idempotence ] #j] Ansible2 A}-83}] IdMo|A] &2 E
IS AASEA T2E 252 A S absent: state: absent £ 3 9| 5l= S o] HS
A28l oF o

A 27 A

[
IdM 2] 7} 5.2 %3 AU,

Ansible A E Z & 9 ansible-freeipa 3] 7] X & A x| 5 o}
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o
ol\
L

—_

il

357%. ANSIBLE Z#°] 55 A18-5l9q S 2E IF e

ol 2] 9} (o : inventory.file )2 WA 33 e} AT IdM A v] =0 7 jpaserver = A 2]
.

[ipaserver]
server.idm.example.com

PP S2E IF AR E ALESte] Ansible S o] A AA T o] GAS T3
sl7] 93l /usr/share/doc/ansible-freeipa/playbooks/user/ensure-hostgroup-is-absent.ymil
A A oA E BAST £ F dHUTh

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
- Ensure host-group databases is absent
ipahostgroup:
ipaadmin_password: MySecret123
name: databases
state: absent

o] =g o]E 2 IdMol 4] databases &2~ E 1E 0] gl=X] 3213t} state: absent = o] 1]
AA H A ZE 1AMl A S 2AE IF 2 AHAletEE @3S ov

e

ol %2 Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hostgroup-is-absent.yml

B

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

A2 AE 935 Kerberos E]| AL & A3}
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$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:

AlotA] 32 TAE JF dd ZRE A G

$ ipa hostgroup-show databases
ipa: ERROR: databases: host group not found

IdMoi = eloEl Wl o] 2~ T AE 18] flaUth

35.9. ANSIBLE Z o] 22 x}835}o] IDM 32 E 186 A] @lu] #a 27t QA 8l

& Ao A Ansible E9 0] 32 Abg-ste] M E2E 9 S2E a5 9 Bzt fEA 8
Asts e AP

A 27 A

[ ]
IdM #2123 43 2 <43 sU o

Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}

A BYAZ AAST B2l ot TAE 250 o] 5L AAFE AR EE ALER TF
ol 5o glofof Fuith.

A3
1.
eIl 2] 1} (o) : inventory.file )& A A 3}l ipaserver = o] 1o A o]}
[ipaserver]
server.idm.example.com
2.

He3d A2 W S AE 718 Wy FAg

oX,
s
fu
>
5
(7}
S
)
(il
)
o
Ao
o
e
ttlo
ox
oX
i)
L
i)

- name: Playbook to handle host group membership management
hosts: ipaserver
become: true
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357%. ANSIBLE Z#°] 55 A18-5l9q S 2E IF e

tasks:
- name: Ensure member manager host and host group members are absent for
group_name
ipahostgroup:
ipaadmin_password: MySecret123
hame: group_hame
membermanager_user: example_member
membermanager_group: project_admins
action: member
state: absent

e

Aol %-g Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-member-managers-host-groups-are-absent.yml

ge

ol\

A

ipa group-show ™ & & Al-8-3}o] group_name —15 9] example_member == project_admins 7}
W AeAZ @0 AA A AU 5 AxUnh

A A} Ao = ipaserver o] =213t}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

testhostgroup |l )& A B E XA gt}

ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name
Member hosts: server.idm.example.com
Member host-groups: testhostgroup2

ipa man 3| o] X & F x4 A L.
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sl

36%. ANSIBLE Z g o] 22 A}235}o] IDMol] 32 E 78k A M 2 A o] FH o] =X

o] Foj A = IdM(Identity Management) 52 E 7]t x|~ A A 3} Ansible & A}-83to] A o 3t= v
WS A3

g 595t o A A= 453 B9

Ansible2 A| 2" 1A AN Eo] H|E U £ YU o|EE
IdM(Identity Management) x| 91 o] Z3Fg ).

36.1.IDM¢] A E 7]ut A A A o] F2

E2E 719 oa) 2= Aol (HBAC) 7721 & M¥| 2 18] Au) % e Mu| 28 ALg sfo] S5
aFol AA 2T 5 Qe AHEA TE ALEA 2FS A Futh A28 Fel e HBAC 732 A
g3lel g BEE BT 5 AFUTh

AIL EA AL A} 220 v 2 A3}

wulgle] AAR A 2d o] g oA 2

*

&

|

3

)

53 A 2gt =l o] Ao dA L6k H AHEE =S

2 E AMg ALl He) RE S2Ed] T

7| 2A o2 IdM2 JA IdM =1 9] & AH A 25 F3
@ g AA 22 v allow_all o2 712 HBAC #3802 749t

712 allow_all 732 743 HBAC 713 A EZ thAlste] thE S2Eo] e NA 28 A 25
S AEU 3 35 A 02 2r40tE A2 Ao} $l 9] 29 HBAC 732 Y A8 A, B2E Ex
Ak

489 5

Au 2 QA AA g2} 2F, S2E OF £E A6 X a9
36.2. ANSIBLE & &) o] 52 A}-8-3}o] IDM<] HBAC 773 o] $1&=4] &2l

o] M A oA = Ansible =3 o] 22 A8 519 IdM(Identity Management)ol] 52 E 7]l 9 A 2 A o]
(HBAC) 1+ ¥ o] I=A] st WS A gy

A 27 A

[
ansible-freeipa = 7] x| &= Ansible A E 2] ] A xgt}.
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367 ANSIBLE Z 0] %-& A18-3}o] IDMo] 52 7|9k o4 = Ao} 2 o] YA &<

IdM #2123 438 <43 sU o

HBAC 20 Al88 A4 @ A&7 282 IdMo] 51tk 244 & Ul &2 Ansible 22
ol =g AL-3he] Ag A A4 Bel 2 Ansible 20|52 AL&-3ke] IdM 28 2 5 W17} 9
=4 Selgch

HBAC i+ 2 A&s 32 W 3 AE 1F9] IdM] 95Ut AA S U2 Ansible =3

=

ol %-2 AHgte] S2E ¥l o Ansible Hdo] 2 Abgate] T2E I1FS eI L.

A7
1.

olvl 2] 9} (d: inventory.file )2 A Al 31 3L ipaserver E o] 5} o] A o] g}

[ipaserver]

server.idm.example.com

2.

3}l 32 = HBAC A F & A 9] 51+= Ansible 0] 5 91d & AAFU o] BAIE T3
sl7] 93l /usr/share/doc/ansible-freeipa/playbooks/hbacrule/ensure-hbacrule-allhosts-
present.yml st o A oA & EAlstaL 4T = AFH

- name: Playbook to handle hbacrules

hosts: ipaserver
become: true
tasks:
# Ensure idm_user can access client.idm.example.com via the sshd service
- ipahbacrule:
ipaadmin_password: MySecret123
name: login
user: idm_user
host: client.idm.example.com
hbacsvc:
- sshd
state: present
3.

SHol5S A3F

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file

path_to_playbooks_directory/ensure-new-hbacrule-present.yml

s 2

429



Red Hat Enterprise Linux 9 [dM A}8-2}7} $ 2~ E 9 A4 2 A o] 713 &2

Be)4 Aoz IdM g Uld 22913t}

2.

A - TX2E 7|9t AA X A o] -~ HBAC HIAE = o5t
3.

who o] 4] idm_userZS A€ gt}
4.

ol Al 2= & o] A] client.idm.example.com & A& gt}
5.

Via A H] 2 & o] ] sshd & A& ).
6.

T3 oA 229 & Ad.
7.

Run test (] 2E 2 3)) =] 4 Run test( H|ZE A3 ) v]ES Zgt}. ACCESS
GRANTED7} A5 HBAC #& o] AFZ A o= L& FH ).

/usr/share/doc/ansible-freeipa t] 2 &] 2] ¢l README-hbacsvcgroup.md, README-
hbacrule.md 3} & FZ314 A 2.

/usr/share/doc/ansible-freeipa/playbooks t] & €] 2] 2] 3} 9] d A E 2o I+ S ol &S I

ZFAA L.
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374. 82 AD A8 A o] 52 AANFES w2 3 2A T4

374. & AD AHER} o] 52 HAFES =ulal el 24 74

7132z o 2 AD(Active Directory) 373 o)l ] A} &A19} 25S 3HQlsta s d
user_name@domain.com = domain.com\user_name 3 2] ¢ 2 A 13}9 o] 22 A A3l of ).

+ Ao = Z2 AD A18-A ol 53 1F ol 5 AU EF IdM AW 9 Seto]JdEE A=
He AP

H
h-)
o
_I |
o
M4
X
lo
2
offt
ok
1>

IdM A ul ol 4] 22 EuQl 3l %4 A3

IdM A 5]l 4] 1D 2.7 9] =<l Skl 424 49

IdM Z2}o] A E o] SSSD| A vl el =A 23

37.1. =W Q1 3hel 41 9] A 4]

AD(Active Directory)7} 212 & 4= = | M(Identlty Management) 373 oA = A #3149 o] 22 A
Asto] ALgAS) 178 RIS ST A AUt o & S U3 25yt

rulo

<idm_username> idm.example.com 2] IdM A}-&-z}2] 73-9- idm.example.com
<ad_username> ad.example.com =] 2l o] 5] AD A}-8-%}°] A ¢ @ ad.example.com

7124 o 2 ad_username 3 7+& 2 0/,: Rk *}3 sto] A&7} = :l% zx3s
IdM2 [dM w15t A 315 AD AH8-A = 25 S A XU &2 ol 52 AH8-8te] AD AHE-X
EE IFS gelstEE =9l 39 &4 A4S A5k IdMo] o8 =v Qs 75"—‘%"5}% =AE N
yrt.

IdM © o] &l o] 20 4 =2l SHo)
AR 4+ d5U IdME o83 7+ _‘,’—/}j{,_:_?,] v:/ﬂi I:u“?l slo] f_"ﬂ% 5 718 o}

274 /etc/sssd/sssd.conf A A,
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ID ®7] +444d.

=249 |dM 4.

2~E o] SSSD -4 9] default_domain_suffix HOI X35 o] Q51 o] Ao F XA X
%‘—3— HiQle] digt 8 F S =2 FF3ta AR o] 58 AFESEl oF U

= #l £4 FH & AH8-skaL compat E S A 25t A-¥ ol 2] 72 UID(AH8-7t ID)
7} A28 F dFU o] A5 =<l 321 5471 A3 A 739 Pagure ¥ 1 report
Incon5|stent compat AL-&2} 7| A = AD A&} o] AFE-A} A S FZSH4 A L.

IdM Z2}o] A E = IdM A 1 o] full_name_format SSSD 343 Al8-31A] vl A 2.
o] gAlo) 71 = gro] okl e ALGSHA ALEA} ol o] EAHE WS WA 5 IdM 3
AelA %37t F9E 5+ A&

g A Al Linux Z2lo] A EE 9] Active Directory E8] 2~ E,

37.2. IDM AW ol A 223 ©uQl 3l =4 44

o] AN E IdM £ 2lo] Y= wE ZepolA o] wuldl el £AS AR of dlolHE o
31
H

& #ME AL 1FS AMFES 2ol el 24 S 43

RS

Nl

Active Directory (AD) & & ¢l ad.example.com

AD 3}¢] =1 2l subdomaini.ad.example.com

IdM =] 2l idm.example.com
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37%. &2 AD ALE-A ol 55 FAASH=F =H Q] A oA 74

A 27 A

>
(@]
el
oY
2
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r
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4
oX,
¥
oy
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v

23
[ ]
ipa config-mod --domain-resolution-order & 3 & A}&3lo] 712 A 2 AT =oAL
ygduo. =S FE()eE FEIY T
[user@server ~]$ ipa config-mod --domain-resolution-
order='ad.example.com:subdomaini.ad.example.com:idm.example.com’
Maximum username length: 32
Home directory base: /home
Domain Resolution Order:
ad.example.com:subdomaini.ad.example.com:idm.example.com
s 2

83t} ad.example.com v Q1o A ALE-Aol B3k AR} A HE AN S 5

[root@client ~J# id <ad_username>
uid=1916901102(ad_username) gid=1916900513(domain users)

groups=1916900513(domain users)
37.3. IDM Ao A ID B.7] 9] =w|Q 32l A AA

o] Aatoll A= E5F IdM A ¥ & SEo|AE A E AL 5 A= 1D H7]9 ©uQl 32l A& AF
gt ). o] dA]o] A= IdM & 2~ E clientl.idm.example.com <f] tjs] ADsubdomaini_first o]2}+= ID
B7]1& ARSI b5 A2 AR 158 A 6] S8 =l 1S AP Eu o

Active Directory (AD) 3} ¢] =1 2l subdomaini.ad.example.com

AD root =] ¢l ad.example.com

IdM =] 2l idm.example.com
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3

ID B 7]o) Ad =u Q] A EA = A =udd A &4 E AR 2 sA v SSSD +
AolA 2247 AAd =g & A4S AP sA=

A 27 A

[ ]

AD 273 dig A= & AU
A

1.
--domain-resolution-order A& A A 3lo] ID B7]1 = AA )
[user@server ~]$ ipa idview-add ADsubdomaini_first --desc "ID view for resolving AD
subdomain1 first on client1.idm.example.com" --domain-resolution-order
subdomaini.ad.example.com:ad.example.com:idm.example.com
Added ID View "ADsubdomain1_first"
ID View Name: ADsubdomain1_first
Description: ID view for resolving AD subdomain1 first on client1.idm.example.com
Domain Resolution Order:
subdomaini.ad.example.com:ad.example.com:idm.example.com

2.
IdM 5 2E9] ID 7] & &3 ).
[user@server ~]$ ipa idview-apply ADsubdomaini_first --hosts
client1.idm.example.com
Applied ID View "ADsubdomaini_first"

hosts: client1.idm.example.com
Number of hosts the ID View was applied to: 1
s 2
[ ]

ID 17]9) A% YR e EAF

[user@server ~]$ ipa idview-show ADsubdomaini_first --show-hosts
ID View Name: ADsubdomain1_first
Description: ID view for resolving AD subdomain1 first on client1.idm.example.com
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374. 82 AD A8 A o] 52 AANFES w2 3 2A T4

RS il

Hosts the view applies to: client1.idm.example.com
Domain resolution order:
subdomaini.ad.example.com:ad.example.com:idm.example.com

&2 o] & vt A}-8-31o] subdomaini.ad.example.com =] 21 0] 4] A}-&-2}o]| o & A& A A
A 7 J=A A g .

il

X

il

[root@client1 ~]# id <user_from_subdomaini>
uid=1916901106(user_from_subdomain1) gid=1916900513(domain users)
groups=1916900513(domain users)

37.4. IDM Zg}o] A E o] SSSDojA] =12l 39l S=A] AA

o] Az} A= IdM Z2to] A E 9] SSSD +A o] =l Rl A& AR YT o] A A= IdM &
2 E client2.idm.example.com & 7A 3l o3 &4 = A}&#9} :L—E—% A},

Active Directory (AD) 3} ¢] =4 2l subdomaini.ad.example.com

AD root =1] ¢l ad.example.com

IdM =] 2l idm.example.com

= gk

27 SSSD 74 €] =ulel el #A= 22w 9 ID 8] =9l 2l =4 Ao F
Ut

A 27 A

AD 830 i3 A2 7 A5

Az

g2~ #HF 7] A /etc/sssd/sssd.conf 32 ¢},

912 o] [sssd] A A o] A domain_resolution_order 34& A4

2

Ut
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domain_resolution_order = subdomaini.ad.example.com, ad.example.com,
idm.example.com

e A3 F egyh

il

SSSD Al 222 thA] Alafstel Al 74 A4 =Eghch

I [root@client2 ~]# systemctl restart sssd

oY
ol\
i)
)

A}4-31o] subdomaini.ad.example.com =] ¢l o)) 4] A}-&-2}o)] o) & AL-&-=} A
HE AT F A=A QA3

[root@client2 ~]# id <user_from_subdomaini>

uid=1916901106(user_from_subdomain1) gid=1916900513(domain users)
groups=1916900513(domain users)

37.5.F7t g &2

ID 871 & AH§-5to] IdM 2ol A E 9] AG-AL 4] 3t K oj227]


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring_and_managing_identity_management/using-an-id-view-to-override-a-user-attribute-value-on-an-idm-client_configuring-and-managing-idm

38%. IDMol 4] AD 2187} A4 o] &2 AH8-8] A% 84 5]

3874 DMl 4] AD A8 A4 o] &< Abg-3te] 2

ol\
m (

3 5}
38.1. IDMol| A 41513 4= )= AD FOREST9] AF8-#}F B3 A o] &

IdM(Identity Management) # 2] z}+= AD A-§-27} ti Al UPN( User Principal Names )2 A1-§-3}¢]
IdM = Q1 9] ] A2of WA 235 3] 83 = JFU . UPN2 AD AHg-2}7t
user_name@KERBEROS-REALM & 2] ¢ & Q=35+ A A2 2220 d Y} AD 8] #x+= AD
forestoll 5] =7} Kerberos ¥ A 3 UPN HuAlE 25 AT 4= gJJ o2 2 user_name 2 KERBEROS-
REALM & ol di g diA] 32 AA T 5 JdFYh

o & Eo] 3| Aol A] Kerberos &<} AD.EXAMPLE.COM & A} 2-3l= A ¢ A18219] 7] UPN
2 user@ad.example.com S} U t}. A}-8-2}7} o] W A 4 (o]l : user@example.com)E ALg-3to] =191
& 4 A =5 st2lH EXAMPLE. COM & AD¢ll 4] di3] UPN2. 2 48 4= AFH T s|Atol A H2 9
S A5 AL AOA 58 222 v 2H o] 25 Al g5t = 43¢ Al UPN(Enterprise UPNsz}
% 3ol 53] Ao

UPN 7 v]A}5= AD forest rootell 4 2] € 7-$-ol gt IdMeil o] A g1t} AD &2 #+= Active
Directory =<l 2 215 22 €] =& PowerShell 33 = =75 A}1-8-3lo UPNS Ao 5= &Y

a1

AH&-Aol] diall UPN FHujALS 14 3121 A Active Directory =v| ¢l @ A= €& € ¢}

2e 97 A% FY5HE B2 AHgatE Rol HUh

1x] ¢F7] W) &l Idapmodify

Active Directory7} sl 3 2] & &9l 3] o
544 ARE 59 RS 55 £3

A&}l sl userPrincipalName
& A s Qo] E4Uh

AD Zol Al UPNS A 2] g & IdM A] 1] o] 4] ipa trust-fetch-domains = S 233t ulo]EA
UPNS A3t IdMel| 4| AD UPNe| =4l e <2 s gy

IdM-& v 2l 3t UPN HulALE =2l 9] 3¢ Eg
cn=trusted_domain_name,cn=ad,cn=trusts,dc=idm,dc=example,dc=com <f| # 33 ]}.

AD forest = E oA UPN HujAl AL ~3HH

_Q'L
rr
%
hini)
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AD A-§7} §22 %02 545k UPN ol Ak 2152 935k Y

38.2. IDMeol| 4] AD UPNS7} 4l &1 X] <l

A+ AD(Active Dlrectory) foresto] /] UPN(User Principal Name) g u] A}& F7}351 A Y

A3
M A ulol A A28 5 Qe T2 g3 ARE A= P

g%
AA F Id
A 27 A

°
IdM &8 # A4 =4

Az}
[ J
ipa trust-fetch-domains 3 S 43 dUd. & ¥ 32 033 25U
[root@ipaserver ~]# ipa trust-fetch-domains
Realm-Name: ad.example.com
No new trust domains were found
Number of entries returned 0
A5 9

ipa trust-show W3 & 912 ao] A1) 7} A UPNS 7bA &) gl gtk WA= 7L EA 5w

=

AD %ol o] o] Z-& A4 gk,

[root@ipaserver ~]# ipa trust-show
Realm-Name: ad.example.com
Realm-Name: ad.example.com
Domain NetBIOS name: AD
Domain Security Identifier: S-1-5-21-796215754-1239681026-23416912
Trust direction: One-way trust
Trust type: Active Directory domain
UPN suffixes: example.com
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38.3. AD UPN Q15 2l ti g A sl 4 wlloly 3

o] A xz}o)| A= AD(Active Directory) 373 2 IdM 317 il /1 UPN(User Principal Name) 74 o] o] 3+
A 32 dHolH & w35t H S A¥ . AD A8 A7 A UPNS AHg-8te] 22203 5 gl
AS- ol ARE ALt A A2 Y S FE F+ I

A 27 A

[ J
AD = AEEZ A ARE AN H IdM A1E] AEE- =415 do]HE 21
<13l ofF gt
[ J
o 74 LS 5453 1AM A ) 25 thA] A 2HsHelw root A ko] B8 gk
A3
1.
g2~ & H 3 7)o A /usr/share/ipa/smb.conf.empty -4 3d-S g
2.
st T EE=E F748UT
[global]
log level = 10
3.
/usr/share/ipa/smb.conf.empty 39S A A5l F=53 .
4.
g2~ E HZA 7] A /etc/ipa/server.conf 4 71U 2 AU dl'F Fdo] gl= B¢ A= 9
Futh
5.
stelo] thg E=2 FrhgU T
[global]
debug = True
6.

letc/ipa/server.conf 7} -2 A &3} @454 t).
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Apache webserver U] =5 A st} 744 WA AHES 28
I [root@server ~]# systemctl restart httpd
AD =w|lol A A2 A1 714
I [root@server ~]# ipa trust-fetch-domains <ad.example.com>

0o 27 o)A O 9 % Al g A

i

AEF.

/var/log/httpd/error_log

/var/log/samba/log.*

AD UPN 215 #xlo] o) & £4) 312 dlo|el 2 47 318 @ Using-02-client & F= 314 A 2.
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39%. AD A1-8-A7F IDMS | 2 = =5 T4 3

397%. AD AH&-271 IDME &2 & 5 =5 A 3}

39.1. AD A}-£-%}9] ID & o] 7]

AD(Active Directory) A2 2 157 NA 25 IdM 25 2] W2 AD A&}l of & ID AF-&-2} Al A
9| = F7}3te] POSIX 317 o] A IdM(Identity Management) 2] 22~of] tj & A A 22 FJo| A A2 5
AFU

ID AR ol= 54 ID B7)(0] A$ 718 25 17] ) oA =4 Active Directory A} x4} == 18 &
Aol EAEE AL Ayt A A=Yt o] 7152 3] I[dM LDAP A v = IdM 259 tj g A=
Aol 73S AD AHg A A A8 5 AFU

o & E0] AD A&-A = IdM Ule] A= Aqu| 2 7]35-8 ALg-3te] SSH 7] & 2 =3stAY 712l Hol’HE
MRS F AFUT AD A7 F A A2 g2 AF L 435 glolx IdML ¢-43] 383 5 AFY
o}.

51

A= AD AHg-Z7E IdMol| A Ael | 758 AH-E 5 flsY
x 1

o o & 5o I[dM &3
A 259) AD AHEALZ IdM A7) b5 8 Mg she o A @ & .

Active Directory A} 2 A= 913 ID B.7] AL&

39.2. ID 2 o] 27| = A}&5}o] AD A&7} IDM g 71

dM A8 =9] AF AL} B @ AHEA A

o] Aol A= AD L& A7} ID A o & A4 k3 ALg-5hed |
Ege) B A7 oo AEZ A IdM A8l

2 Rolsts WS YT o] At Fol N AEE

A Ao,

A 27 A

[ J
25 8= IdM 873 o] A4 5] 0] YFUth AA$ U8 Identity Management 4 x| & 3=
sl 2.

IdM €73 3 AD 7h9] 25 A =7 439U
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Azt
IdM #2] 22 A 7] 2 A1 =] 1 7]o] AD Agxlo] di 3t IDE AU o & E9]

ad_user@ad.example.com A}-&z}o)] )3t ID Qo] 7] & AA A &2 34 g}

# kinit admin
# ipa idoverrideuser-add 'default trust view' ad_user@ad.example.com

712 A= 1719 ID AA O & IdM 2Foll 9= F71U o 279 25 °] IdM g o] 7
H<Ql 73 ID AR o] 2 F A== AD ALg-A= WHE = AHH o] 29 IdM ¢ UIE £33 IdM
APIZ A18E o 939 o5 Hojd R E AW S AFULL A E &
ad_user@ad.example.com A}-8-%}9] ID Y o|227] E admins 59l F71sl8d O3S 3%

=t

I # ipa group-add-member admins --idoverrideusers=ad_user@ad.example.com

Active Directory A} 2212 913 ID B.7] AL

39.3. AD A}-8-2= IDM CLI &3]

o] Az} 4] = AD(Active Directory) A}-8-2}7} IdM(Identity Management) @ 2 = <1 €] 5 o] 2(CLI)]|
2% F JEA SAE A s G o) A FHS APFy .

IdM 2] =} 2] @A) Kerberos E]A S Ak g o).

I # kdestroy -A

MIT Kerberos2] GSSAPI 73 oA 712 AW 5 A} Au] 29| g HaA
A4 S92 A9 57] v+l Kerberos E]Z-S A A3l oF i th. o] 3¢ 1AM
gAY F, 205 AR J|A ZA M, = KCM:, KEYRING:, DIR: A4 59 71 A]
3ol A1 59 A% ol Al 7hAL admin == 7] €l IdM FA)| 2] Q15 F B}
AD A+82 A4 = Al IdM APl ) Al 2 31= H] AHg-gUth.

ID 9 o]227] & wt= AD A2-#9] Kerberos A12 232 714 &1t}
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39%. AD A1-8-A7F IDMS | 2 = =5 T4 3

# Kkinit ad_user@AD.EXAMPLE.COM
Password for ad_user@AD.EXAMPLE.COM:

AD A-g-29] ID A 9|7} S 28] IdM AHg Aok FAS AS 2h=A B 2E Tt
AD A-g-219] ID 214 21 7} admins &l F7HA 35, 91 & Sof AD AHgA= [dMe] 152 A
4e F d5vth

# ipa group-add some-new-group

Added group "some-new-group"

Group name: some-new-group
GID: 1997000011
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