& RedHat

Red Hat Enterprise Linux 9

1AM} AD 7} 412] A %)

|IdM =] 21 3} Active Directory =H| Q1 7F A2 2~ X2 AE A E] 4.

Last Updated: 2022-08-29






Red Hat Enterprise Linux 9 IdMz} AD 7+ A1 2] A X

|dM %)) 91 7} Active Directory =] ¢l 7 2 2~

e
o
I
I
o
o
4
o

Enter your first name here. Enter your surname here.
Enter your organisation's name here. Enter your organisational division here.
Enter your email address here.



WA A

Copyright © 2022 | You need to change the HOLDER entity in the en-
US/Installing_trust_between_IdM_and_AD.ent file |.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

Identity Management ® 32 ¢} AD(Active Directory) 3+73 Alo] o 21 2] & A A sF+=
S A ZFY T

=
o
™ rlo



Y
m
O
I
>
3
e
2
2

o

=)

67 IDM3} AD 7ho] 54l 2%

e

775}.4‘131011 @ DNSH g 24 +4

7.1. 3183 7] 2 DNS L
7.2.1DM €1 Ulej A} DNS A
7.3.CLIo A DNS A& oo -
7.4. ADo A DNS A g 43
7.5.DNS 24 39l

2
EEE
3

87. ACTIVE DIRECTORY DNS Xvj

g

J1o)A] IDM Zeho] A= 74

8.1. KERBEROS SSO(SINGLE SIGN-ON) 7} 1= IDM Z&o] A E 74

8.2. SINGLE SIGN-ON ¢l
8.3. KERBEROS SSO(SINGLE SIG

8.4. SINGLE SIGN-ON<. 2 SSL <1

A A AEA
9.1. A1E & #13IDM A B FH
9.2. 9B EE AH&-to] Al A oF

9.3.IDM ] Ulef| A 21 2] Al ¢F 44

9.4. ANSIBLES A}-2-3}o] 412 # o)

9.5.KERBEROS 4 &2l
9.6.IDMel| A A1 & 4 &
9.7. ADIAM A1 =] 73 &<l
9.8.41=] o] HE A4

3} O

9.9. CLIo| 4] POSIX ID ® 9] ol o) & 245 7}
9.10. IDM WEBUIe]| 4] POSIX ID ® €] 2] 2} 7}

10%. 714 A]g]az,: o
10.. ADE A&
10.2.AD E ] ~

10.3. AD 21 2] 4
1%, 08 ¥ 2E 9| Au|2d g3t

11.2. AD &} =219 52
N.3.IDM ol E

127 HH S A85l] A A A .
137, IDM ¢ UIZ A18-31o] A 3] Al A

147%. ANSIBLES A}-g-3lo] A= A A

g #A N2

Ze}oldE AM 2
11.1.AD FOREST & L2l 2] & 2~E 7} IDM A o] A A u] 2
E7}IDM A B o] A] A H] 2
E7FAD AWl A M| ~5 2 o] B 55

o] SSLRIEA 8%

N-ON)E A}&-31] IDM F&to| A E +4
M 2%

A A

[e]

AR

=3¢}

°l 1

R

o o]l E Al 2
A QA A AT AE

A fiﬂé

%‘S-fg O]'T: ST

A

21
21
21
22
22

24
24
26
27
29
32
33
34
35
36
37

39
39

41
42

45
45
46
47



Red Hat Enterprise Linux 9 IdM3} AD 7+ A1 2] A 3]




BT ERH 58S 9% 0F &2 go] A

Red Hat& 2=, &4, §] & Hﬂﬁfﬂﬂ%t%ﬂ%ﬂﬂﬂﬂ%ﬂﬁﬁ%ﬂﬂlﬂﬁqﬁﬁﬂﬂé
E](master), <) o] B (slave), £ 2] 2~ E (blacklist), 3} o] E 2] 2~ E (whitelist) 5 ] 7}#] &) S w A 3} L
AFUTh ol H 3 HA 22 2 A7 228 FF o] e i) AX JA 73S o dY ok 24A
3 U] 82 CTO Chris Wrighte] WA 2] & #2314 A1 S

Identity Managementol| A = A 8 © &o] ¥ A &= oS 25Uk

=]

o DEmEol Uaglg »ER T

o rAE e dojrt A AEd wheh o H &3 Adoj 2 wA H AL A F YT

o |dM A] 8] |IdM B} E] WA
o CA R AJu] CA ] vl E] LA

o CRL AAR}FA] 8] 7} CRL m}2=E] 7]


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

Red Hat Enterprise Linux 9 IdM3} AD 7+ A1 2] A %]

RED HAT E4] 0] 26} 3 = vl =) 3

-

A PG e o) AE B FHA L EANE NG 7 = o] #a) dEl T AL
o Sy e e o d Y HYS ged Py ok
. &A1 7F Multi-page HTML 3 &) 0 2 2 A] 5] =X] g} g1} EE gl i#4] @ 2

Eo] ¢l 9l gt

2. TPt AN E ALE O] T4 A 2] dE s BAE e g EA T

3. gk EAE Y2E opeof EAH= FEH FI) Y-S Y 5o
4. EAE A S mFL

® BugzillaE &3 7 =8-S A &35l H A E|Z S 4 3 A] L.
1. Bugzilla §] A}o] EZ o] &3} 4] A] L.

2. 7Y RhE EAEAEF T,

I
Mg


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat Enterprise Linux 9

2

3. 222 AR5 A8 A 27 ALY

13 $2& 45 517) 98 ALE 87 A

o] #A] o A= = A B 7} & Y 3 Ea] <~ E o] gl=Identity Management [dM 4] B] 2} Active Directory(AD)
7o Q1B & A 5l+= 1] =+ 0] H 1]
ALE 2 AFSF

® %] [dentity Management £} Active Directory ##4] 7+2] )3 Z X2 E #] & &) of gF1] o}

AD = = Q] HEEZ 29} gHA &%) 1]

IdM A7 B] 7} & 2] & o] & F H 32 Sl 5 1] o

XA &F 1] &2 Identity Management { X & &=

&0

F4] A1 L.

Kerberos off <= &t} 532 x| ¢ 0] F 2 5}.2 2 AD 4] B/ S} IdM ] 5] 5= A] 7] 7} & 7] 8} ¥ o] o gfv]
=

X1 2] of] wj 2] H z} 4] #] 9] 3743 name < Active Directory =1 9] 8- &1 ¥ 8l 6] 5.2 91 -

Active Directory R = IdM X rj] 9] 2] o] F:& 2] o &2 5] g DNS &= rj] 912 X @A) i ¢/ v o).
DNS =) ¢] o] ad.example.com ¢] 7 -p- & vF= o0 2 o] Fo] AD /1) z2{1} H 5= o} o]
=2 ¢l 518 o] Fo] 7] 7Fo] §li= F To] Z vk B St)= A 9/ ok name 9] FH o] Zol=152}F ¢ 1]
ot

IdM A] 2Bl o)) 1= A Y o) 4] IPv6 ZZ & Fo] 4] 3lx o] 9lo]of gFL]rk
IPv6 o] 5] 2+ 31 %] 1 [dM 4] B] 20| 4] AF&- )= CLDAP &2/ 2 9] o] & 7] 3} %] &&1] )


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/planning_identity_management/planning-a-cross-forest-trust-between-idm-and-ad_planning-identity-management
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_identity_management

Red Hat Enterprise Linux 9 IdM3} AD 7+ A1 2] A %]

2% X]¢ ¥ = WINDOWS SERVER H 7

IdM(Identity Management) & Windows Server 2008 R2 FE &= o] 21 1B] 7S 2] )l 5} Active Directory =1
o] A EEZE & E AFE 3} Active Directory of] tjf o1 X 2] &5 & X]¢ 5Fx] &+ 1) of RHEL IdM <jl = Windows
Server 2012 o] gFof 4] ¥F X] ¢ ¥ = 21 2] A E 4 & W) SMB ¢} 5 517} -é’ﬁ 511] o).

& FeAE B Eu)9] 7] 252 Mg 5= AD(Active Directory) F 2]~ E 5} 212 #A & 478 5

gt

o x| AE 7|5 =7 B9 Windows Server 2012 — Windows Server 2016
o o] 7]= =F B9 Windows Server 2012 — Windows Server 2016

IdM(Identity Management) & t}& 2% | A & & & 5}+=Active Directory =] 9] AEZ#HE F3F {1 =]
HYgES Ao

® |Windows Server 2012
® |Windows Server 2012 R2
® Windows Server 2016

® |Windows Server 2019



3% A E 7} E e g

Identity Management IdM 57 Active Directory (AD) 7}2] #] 2] = cross-realm Kerberos <1 2] o] 4% & 1] C}-
o] &322 Kerberos 7] & AlS-3le] A2 G2 ID 22 7H {12 & &g g o). mlelA] 2EAD AFS-
A= oS T Y 7 UAgH o

® Linux A28 Bl 2] o) a2k H =2 29 g o,

® SSO(Single Sign-On) A}F-&-
HEIM 2 B A E = 31 2] o 4] [dM o 4] #e] H 1 of.
HEAD 7)) &= EFAE A AD o)A # 2] H 1] ok All AD objects are managed in AD in the trust.
Bl G G IdM Ee] ~2EE o2 AD 22| ~EQ] AF e+ g r) o] S AFE A
o] et 7)o gl et IS Hop g AH e Z Fal g 7 YFH ok AD #e] R Linux 91 ZelE 8k 8]

B
A o] 5pi= oL AE P} FEE AEA B F Yol FH2 E 7 U]k o] 2] 5 G5 [dMoA] Ao 5=
Linux §/91:2AD 22 ] 9] 5= 9] 3} A} 53] B Linux 42 87 H-AF 1] T

B

AD &5 o ] Identity Management = &}1} 2] AD =1 9] 7 W =] AD ¥Zg] ~EZ 1}eF 1] AD Fa] =
EZE =093 dM =) 9] 7t 22~ Fa| A E N2 Y EH -5 ADZ 2 H gl o] 4 k= mj 9] 9] Ap-§-A]
=IdM =] ¢19] Linux A] =8 B AjH] 29 35 g3t 7 Q1] o).

&z
{2 5= 9l B o) A IAM & AR 310 ID J7-E AF&-3oF IdM 4] B 2] AD A}-§-=}of o 5]
POSIX &4 & 78 & + A1 o

e



Red Hat Enterprise Linux 9 IdM3} AD 7+ 213] A X]

4. AD #z2] H3l

AD(Active Directory) <} IdM(Identity Management) 7Fej]] X1 2] & F2<=38}2] W 2 & 31 AD @ go] 9l+&=AD
He] 2] A G & AFE-S) oF g o]

AR

o2 9LAD e A= The 2F 5 511 W oo} F

e AD ¥ 2]~ E 9] Enterprise Admin 235

T} e

o JEzefo]= Fe]xfol v ¢ XA GF vl 5+ A E

[k
L)
N3
IN
83
AL
A
My
}g
N

) o] ge]Apel] T 8 X4 & v £


https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/active-directory-security-groups#bkmk-entadmins
https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/active-directory-security-groups#bkmk-domainadmins
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc773178(v=ws.10)

57%.AD %! RHELOIA 9dutAQl 453t 3 A4 o

5%. AD % RHEL o 4] & b= 9] 9253} 98 <] ¢l &8¢l

712 = o Z D #Ha]=RC4, AES-128 % AES-256 Kerberos ¢35 3] 53 S X g5l WA ¥ EFJAEE
HE g ok

RC4 ¢}5 s} F ¢ AES-128 ¥ AES-256 ¢} 8] 173 H o] OF5l ol =] @& X o = 7FF 5] 7] wf o] 7] =
O Z [ o] Y AFE-H X Faz B]EG sl E o] Sl5 ] ok ¥FH AD(Active Directory) AFE-RF XFEH & H 2 AD =
o] o] 7+o] X1 2]=RC4 ¢} 5 315 x| ¢ 5} AES ¢33} 782 X 51X &S = U5

o vr5] ¢l 9155} 5 F 0] Y10 M AD 319] Er) ol 7o) Fl0] ] GAL SRAD AF o] 9l
FHA 2G5 A oo ¢ 3G A E e g 7Y & SE I

Active Directory o 4] AES ¢} 5 3] =]-g &3] (A3 54)
AD F ]2 E ] AD v 9] 7+ X B 7} F 8 $HAES 9)5 3} 5 T2 X952 vl ohg Microsoft 4] & #
ZE3}H A 2. AD DS: H ok X2 g 7 Q= = 912] ] 2o o) 4] 2 gF uf Kerberos "Unsupported
etype" 2 7

RHEL 9] 4] RC4 =] gl &-¥ s}
IdM 212 HEE 2], AD Er] o]l I EE 2] tj el ¢]5o] T+ H = ZEIdM 2] o o] F E 5l Fefo] ¢l
E AT

Al-§-8o] DEFAULT 95 s} g & 2] o] = AD- SUPPORT ¢/%

o

a. update-crypto-policies 5 %
3 319 F H2 435 o
[root@host ~]# update-crypto-policies --set DEFAULT:AD-SUPPORT
Setting system policy to DEFAULT:AD-SUPPORT
Note: System-wide crypto policies are applied on application start-up.

It is recommended to restart the system for the change of policies
to fully take place.

b. Z2EZ g4 A &g o)

o A ALY B Y Y AE S BEFAL

® VP HEEZFH B YZ do]HE F FEIHAL.


https://docs.microsoft.com/en-us/troubleshoot/windows-server/windows-security/unsupported-etype-error-accessing-trusted-domain
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/planning_identity_management/planning-a-cross-forest-trust-between-idm-and-ad_planning-identity-management#trust-controllers-and-trust-agents_planning-a-cross-forest-trust-between-idm-and-ad

Red Hat Enterprise Linux 9 IdM3} AD 7+ A1 2] A 2]

6 3. IDMZ AD 7+e] Elo] H 23l X E
AD(Active Directory) 2} IdM(Identity Management) 2+73 7+ BRI g4 318l HAD =r 9] AEZ ] &
[dM 4] 1 9] -8B o) 4] ThS EEE 911] T
F6.1LAD =] B9t FE
Service XE TREF
€4 g2l 2 E i 135 TCP
NetBIOS-DGM 138 TCP % UDP
NetBIOS-SSN 139 TCP % UDP
Microsoft-DS 445 TCP % UDP
54 RPC 49152-65535 TCP
AD 224 7lg 2 3268 TCP
LDAP 389 TCP % UDP
#z
{2 E 98] IdM 4] 8] o 4] TCP ZE 389 F & # 2+ §IX] YHdM 4] v] 8} F1 6} += ]
HNE=Hagd
FEEZ JaH oS WS AIS T 7 s o

L

e firewalld service expects-annotationYou+= 5% ZEEZ 435}l 1} EEE E ol oF2 A1 H]
2F gyse -+ sy

o FreelPA 12 &7

o LDAPE A}§3}+=FreelPA
o Kerberos

o DNS

A G ) -2 CLIE A}§ 5}e] 3 E 4] o] & FZ}4] 4] 2.
FF

RHEL 8.2 B! o] A v] # & A}-§ 3} 74 -7 freeipa-trust Firewalld 4] 5] 2= oj]=RPC ¥ E % ¢/
7} 1024-1300 o] 2 Z £ H} =2 %] grsr1] ok RHEL 8.2 & o] ¥ B o 4]= freeipa-trust
Firewalld #] B] A& 43} 5l= %1 9] o= TCP ZE 2] 49152-65535 & =5 =2 Yoo}
g ol

o] A= RHEL 8.3 4] =3 5 9 v 1 21850418 0] 4] 1}5 0] - & 1}Z &2 RPC 9]
Z E g}l == freeipa-trustxml 7§ ol & Y o] E gtk

10


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/configuring_firewalls_and_packet_filters/using-and-configuring-firewalld_firewall-packet-filters#controlling-ports-using-cli_using-and-configuring-firewalld
https://bugzilla.redhat.com/show_bug.cgi?id=1850418

® RHEL ¢ &2 firewalld 4/ v] =& 7] ¥lo 2 s} Y3}pH] H g o] gl=Ul¢ Y o

RED HAT ENTERPRISE LINUX & root v

lEI server.idm.ex... v Networking > Firewall

Firewall B
Allowed Services

Service TCP upp
> Cockpit 9090
> DHCPv6 Client 546
> DNS 53 53
> FreelPA trust setup 135, 138-139, 389, 445, 1024-1300, 3268 138-139, 389, 445
> FreelPA with LDAP 80, 443, 88, 464, 389 88, 464, 123

> FreelPA with LDAPS 80, 443, 88, 464, 636 88, 464, 123

> Kerberos 88 88

Uy

F ol a1y Yo U E A 8 Y S Ag Sl o] ] o 4] A 1] = 8 3]

RHEL 8.2 B! o] &l W H & A}-§ 3} 4 7 FreelPA H ¢l 87 ] 1] =] = 1024-
1300 o] RPC EE ¥ ¢ 7} E §}15 o] om o]i= Lnl2 %] g&1] ) RHEL 8.2 ¥
o) 7l 1] 7 o Al = RHEL ] <0 4] FreelPA & oF 2§ 4] 1] 2 845} 2] o TCP
FE 9] 49152-65535 F 750 2 Fofof g,

of &4 RHEL 8.3 4] %9 51 0. 1] 1] 21850418 9] 4] 1} 5=0] - 2 H}-2 &5
RPC ¥ 9] & ¥ 3} 3] & £ freeipa-trustxml g 2] E ¢ g o] E g1 c}]

Z6.2. {129 IdM A H] o] H 2 ot FE

Service YE TRER

Kerberos 88, 464 TCP % UDP
LDAP 389 TCP
DNS 53 TCP 2 UDP

# 6.3.AD 1 2]9] IdM Zelo] A Eo] H 2t FE

|

Service Y E TREF

Kerberos 88 UDP % TCP


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/managing_systems_using_the_rhel_9_web_console/managing_firewall_using_the_web_console#enabling-services-on-firewall-using-the-web-console_managing-firewall-using-the-web-console
https://bugzilla.redhat.com/show_bug.cgi?id=1850418

Red Hat Enterprise Linux 9 IdM3} AD 7+ A1 2] A %]

FF 37

libkrb5 =} o] E 2] 2] = UDP & A}-§& 8} % KDC( 7] vj 3= (I B]) ol #] &1 & & ©] o] 5] 7} 1] - =%
TCP ZzZ =& Z /& F 1]t} Active Directory +—PAC(H 3} =% 2] 54]) E Kerberos EJ #/
of HEslEZE Z7]E 2] TCP Z2 EF& AFEof g o] gl 8 F& ¥Rl 2
3 ARG 57 Y5 7] E = S = Red Hat Enterprise Linux 7.4 8] SSSD o] 4] = AF-§- 2} €1
50 TCP & A}&gF1] o] libkrb5 of] ] TCP & A}F-§-3}7] X o] Z7] & 1+ 3} H
/etc/krb.5.conf 7 2] o] udp_preference._limit Z &g g}1] c}. x}4) 3t 1] -§&-SECDHE
5.conf(5) njj 1+ & #] o] x| Z FFE 5} 4] A] L.

08 51o] o] 2¢-& IdM F210] A1 E, IdM 4] w] HAD 1=r 9] 1 E B2 7} A2 F4 & ) A}§ )= EE H
gz;%%ﬂ#gwq
<4 TCP/TCP6
Ex[gilrsnal ‘_Q “« Ilr;t;rg:‘tgg > UDP/UDP&

FIF el

4—p TCP/TCP6 &UDP/UDP6

?

DNS
53 .
> IdM environment
Kerberos
88, 464,749
< > IdM server
HTTP
IdM client < 80, 443 >
Kerberos CA HTTP LDAP OCSP
LDAP 88, 464 8443 80, 443 389, 636 8080
389,636
< >
g‘gp IdM server
Kerberos
88, 464
Kerberos
88, 464
< ' g
Global Catalog
 3268,3269 _
- Ladl
LDAP & CLDAP
389,636
AD < >
Domain RPC
Controller 135 49152-65535
l L
NetBIOS
138,139
4 b
- >
Samba
445
< >

® |Windows Server 2008 o] 3o 4] == RPC X E Y £]oj rj] o} x}4] I 1}] & Windows QSFP %/

12

Windows Server 2008 o] & TCP/IP 2] 7] 2 & & 2 E W9 Z A F 6}’,2//*/2.


https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista

7.2 9) & DNS 2 Fo] 44 74

7 3L 2l 2o o st DNS & ¢ ] 2]
IdM(Identity Management) ¥ AD(Active Directory) & ] 2] o] 1.4 5}7] 7 o] A] HJ7} 4] 2 F R E=X] S}
&= SHRE A Q8] oF g Tk o] Alfa] @ o A] = E Q] o] F& AE e 7 A EF

08}z =] 9] o]

DNS 7242 415 51t}
sz 1p2] 7] IdM A1

)2 A

_Z_
O T

o EIE DNS A1 B

o AD =oj & 1]

o) HEZ
DNS g o= o5 o] E 23
® [dM A] 1] cf 4] DNS & & 7%
® ADojA] =7 DNS Fg 7%
&) 8)o)

7 1=

® DNS 74 9] %] 3}

5F 7] DNS &= 1] 9]

7.1. 3253} 7] E
Windows ojJ 4] 2 E = mj] o] .2 Kerberos & 97} Ao DNS = o] 9/ 1] C}. &= 1 2 o A Za] 5=
¢lof of gf1] of. IdM(Identity Management) ] Active
IdM o 13 DNS =) 9] o]

ol HEEZE

HE ZH9lo= A F & DNS ¥ % o]
Directory(AD) o] ¢]&l Za]2EZ {2 &&= 9o = nfzrlx] 9]tk AD=

Feri ol {12 4% o] 2-E5ta ™ DNS = o] o] Linux 87 7§ o] of oF gF1]
9lofof g} o) & S of27 Per] Tk

e 7oz o
#¢ 7] # DNS 20 ] 0] 745 o] §

Zp A A o= 2
o AD X idm .example.com for IdM-§ ad.example.com

example.com % idm.example.com

® [dM<e] ¢
e AD z example .com for IdM<] 7 -¢- ad.example.com
7} He] oF Fe] £-F4S 2F DNS =1 ¢l o] & §}E DNS ] vl o 4] #F2] ¥ ] 7F o} £ H 7 & 2F DNS *] B/
EALE S 7 Q= B Y Y o
7] E DNS = o] o] F2] ] X} v] 7
FEX}F O] FExFe] 7] 2 DNS Z= o] o] 2 &3 of L) o =
- Kerberos 49 o] 22 AD. EXAMPLE.COM ol

Kerberos % ¢ o] =:
Kerberos &9 o] Z& 2=
o] o] Zo]IdM <] AD ¥ idm.example.com <] 7
g 95
g = glofof g o).

IDM.EXAMPLE.COM o] o] o} $}1] o}
=g gy

R1Z] o] 7 E=DNS = 219 Ax] DNS 2] =Z
i A LEE B @A o FHEH HE DNS Er ¢l
IdM = AD DNS = rjj 9]
S E)e of 2] DNS &= o 9] of] v 3£ eF <= 9l 571/ c}. Red Hat-& Active Directory 7} 5=
= Flo] E51th 7] IdM DNS =1 ¢lo]=AD EZ X E E’x/

IdM o] 14 & A] = 8)E
DNS & 9 o] [dM &2}o] 9] E Z vl ¥ 5}=
215} 7] ¢)&f & &SRV &= 7} §lo] of gFi] ok
o] 4] == Active Directory DNS %= rj] ¢/

7
IdM =} Active Directory 7Foj 212 & 4= OJ = Y7 3G
o] o) H O] 5 2E M EB}O/OJEEE IX & 7= Yok 28 H 2B Linux 54/
o) o= HAYEH = 7+ o] of]r B IEX] A gk AlgFo] 9l
=) Q1o A] IdM & efo] A E 74 & FE3IH A L.

_k_Q_ _E]—_Q_Ul{:/z‘ﬁ/{g

IdM 7] 5
of. 2}A) 8F 1) -§& Active Directory DNS

13


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html/installing_trust_between_idm_and_ad/assembly_configuring-idm-clients-in-an-active-directory-dns-domain_installing-trust-between-idm-and-ad

Red Hat Enterprise Linux 9 IdMz} AD 7} A1 5] A 2]
& HEe dYslal 2y 437 BEH BLASRY HAE B )AL = QL]
I $ ipa dns-update-system-records --dry-run
Yy H 222 025 o] L e 5 ] o)

IPA DNS records:
_kerberos-master._tcp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos-master._udp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos._tcp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos._tcp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos.idm.example.com. 86400 IN TXT "IDM.EXAMPLE.COM"
_kpasswd._tcp.idm.example.com. 86400 IN SRV 0 100 464 server.idm.example.com.
_kpasswd._udp.idm.example.com. 86400 IN SRV 0 100 464 server.idm.example.com.
_ldap._tcp.idm.example.com. 86400 IN SRV 0 100 389 server.idm.example.com.
_lpa-ca.idm.example.com. 86400 IN A 192.168.122.2

LIt gls ok o] F=AD v 9] AEZEZ A SRV FHZEE A}-§3519KDC FZEE HH )= E,l//,iE/
210] o)5 F 4] 2155 B EKDC 7o) 7] he7] &5
7.2.IDM €] U< %] DNS #g ¥ 9] 724

| A4 o A1 = 1dM 9] Ul E AF§-3Fof IdM(Identity Management) 4] Bl o] ] DNS g & & & =7} 3} 1f
s ey

o)

DNS {8 & 9 & A& 5 § 99 DNS # 2] & tfEDNS A v =2 g
AD(Active Directory) =] 9] o] 0] 5+ DNS 7 2] & AD DNS A/ ¥ Z { & 5= 9]

A1 87 A

o He|x} foro] li= AFE A A S Z IdM Ul o] of 4] = gF ] o

o DNS A1 8] 7} 112 7] 745 6] 2l <1] o

’737-

. #e]=}F At ZIdM ¢ Ulo] 229 gFi] o] A &F v & 9] Hef-7-4] o 4] IdM €] Ul 24 ==
EEFH A L.

2. HESZ A= G Fe 5],
3. DNS 52 22 §1]

4. EFog o) DNS 48 g9 5.2 F2 1]
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RED HAT' IDENTITY MANAGEMENT

77%. 2= o) djgk DNS 9 o] A4

& Administrator

Identity Policy Authentication Network Services IPA Server

4

Automount DNS ~

DS Fones

AUtO moun DMS Forward Zones

DNS Servers

Search
[J  Location
O | default

showing 1 to 1 of 1 entries.

5. #7} v ES ZE )0

6. DNS Ag g9 F7} 3] §F R} A &

Z Refresh | 1 Delete | 4 Add

DNS Global Configuration

&
S,
Ty
ﬂllo
pIl
3
%
N
J

7. Zone forwarders &}= 9] 4] Add W E-S F& g1/}

8. Zone forwarders Z = o A] A Ag F IS YT A O] IP F2EF F7)FL ]

9. 2 HES 2§

Add DNS forward zone

() Zone name *

() Reverse zone
IP network

Zone forwarders *

Forward policy

Skip overlap
check ©@

* Required field

ad.example.com

192.168.122.3 Undo
Undo

Add

(® Forward first (O Forward only O Forwarding disabled

Add | | Add and Add Another || Add and Edit | | Cancel

A8 921 0] DNS ¥ 0 #7}50] DNS # & J )4 G918 7 el ek U= 525 2 89
W] 5] & Ap§ 5] 3ol 3 Y]] ok DNS 8 § 0] #7151 o
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Red Hat Enterprise Linux 9 IdM3} AD 7+ 213] A X]
F

o) A F T Gl Fopel 5 9 Ulo) 4 DNSSEC 75 dojol tf g 4 25 #4] &
LI

RED HAT IDENTITY MANAGEMENT

@ DNS Forward Zone successfully added

Identity Policy Authentication Network Services |

Automount DNS ~

A DNSSEC validation failed: record 'ad.example.com. SOA' failed DNSSEC

validation on server 192.168.122.2.
DNS Forward Zones

Please verify your DNSSEC configuration or disable DNSSEC validation on
all IPA servers.
Search Q

x

O Zone name Status Zone forwarders

O ad.example.com. + Enabled 192.168.122.3
Showing 1 to 1 of 1 entries.

DNSSEC (Domain Name System Security Extensions) = &4 2 Z 25/ DNSE ¥ & 5}7] ¢
5 t XY 4] 52 Z DNS Hjo] Bl & B & gl o) o] A 8] 2=]dM 4] v]oj 4] 7] 2] o =2 g
§ 315 o] 2lErL]Th 2174 DNS 4w o) 4] DNSSEC & A}-§-51-%] &7] a0 327} E A
1]t} £17 DNS 4] 1] 9] 4] DNSSEC & 243} 5= A o] ££1] .

/2] 4] o] 4/ DNSSEC 753 8438 5 gl 3 1dM 4] 1] 9] 4] DNSSEC & 1] 85 3}
&+ 2l

1.

&

HE HHe Y HYL A o

® [dM A]H]ofJA] RHEL 8.0 B &= RHEL 8.1 & A}-§& 3}= 7 - /ete/named.conf 7}
g oo

® [dM ] B A] RHEL 8.2 o] & A}-§-3}+= 7 -+ /etc/named/ipa-options-
ext.conf 71 ¥ & ¢}

2. )2 DNSSEC w7} ¥ =& 7} §}1] o

dnssec-enable no;
dnssec-validation no;

3. Y YL P F BEL T

4, DNS A 8] AZF OgJA] A 214 A] Q.

I # systemctl restart named-pkcs11

® /7 DNS #fn] 2] o] 53] 3}7] nslookup g % & ARS8 1 .

H

$ nslookup ad.example.com
Server: 192.168.122.2
Address: 192.168.122.2#53

No-authoritative answer:
Name: ad.example.com
Address: 192.168.122.3

ool Heo] EulEA 7+ H -7 nslookup < F o] 217 DNS A] 1] 2] IP =27} FZA] H 1] o}
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77 M=o )% DNS 2

7.3. CLIoJ 4] DNS A5 & of 524

o] 1o A]&= CLI(E 3 & ¢1E 7 o] =) & A}-§ 5} f IdM(Identity Management) 4] B/ of] ] DNS # & & <
o

Fopape S A7 g o
DNS Ao g9 L L& 5tH E% 99 DNS #F 2] & cfEDNS AW =2 Hg e = 9l o) o & 50/
AD(Active Directory) 1= ¢1] tj] ¢ DNS 7] 2] & AD DNS 4/ 1.2 2 & & 5= 9] 1]

A1 87 A

o P} @ oro] Q= AREA A Y =2 CLIO| A = gL o

o DNS A7} 2up27) 745 0] zr]oh

o AD =19/ DNS HY ¥ 5 S 4§ 5} --forwarder 5595 A}-§ 3} o] ¢/ Z DNS 4] 1# 2] IP 4=
E X]g gk

I # ipa dnsforwardzone-add ad.example.com --forwarder=192.168.122.3 --forward-policy=first

7
X
2

-
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Red Hat Enterprise Linux 9 IdM3} AD 7+ A1 2] A 2]

named-pkcs11[2572]: no valid DS resolving 'host.ad.example.com/A/IN':
192.168.100.25#53

DNSSEC (Domain Name System Security Extensions) = &4 2 Z 25/ DNS E ¥ & 5}7] ¥
5 ©) <] & 4] 5.2 DNS v o] ] & 12 & 1] o} 0] A 1] 2= [dM Al 8] o]l 4] 7] #.5] 0. =2 &
st x o] 2 gr] ). 817 DNS 4] 1] o] ] DNSSEC & A}-§-31-X] & 7] w0l F 327} F A H
1]t} £17 DNS 4] 1] 9] 4] DNSSEC & 24 3} 5= A o] £ 1] .

217 4] 1] o) 5] DNSSEC 258 84218 7 81+ -1dM 4]1] o] 5] DNSSEC & ] 8513}
o+ 2T

L HHE I 7Y HYE d g

[ ]
-~

IdM 4] B o] A] RHEL 8.0 5+ RHEL 8.1 A}-§ 5} 74 -¢ /etc/named.conf 7}
® [dM A]w] o 4] RHEL 8.2 o] ¢ & A& 5}+= & - /etc/named/ipa-options-
ext.conf 71 &/ & ¢ 1] O},
2. )2 DNSSEC w7} 3 =& 7} §}1] o

dnssec-enable no;
dnssec-validation no;

3. 74 #YE H P F P

4., DNS A 8] AZ OJA] A ZF&F4]A] Q.

I # systemctl restart named-pkcs11

® 217/ DNS /1] 2] o] 7} 3}7] nslookup '§ &< A}-& g .
$ nslookup ad.example.com
Server: 192.168.122.2
Address: 192.168.122.2#53
No-authoritative answer:

Name: ad.example.com
Address: 192.168.122.3

=9l Fgo] &HfE 7 7#4 F g7 nslookup 2 F o €7 DNS 4] 1] ] IP T3 7} 3£ A] H 1] o

7.4. AD 9 4] DNS #g 7+

A1 += IdM(Identity Management) 4] B o] oj $F AD(Active Directory) 9] 4] DNS 2 &8 & % 3}+=
g g o

o
~~
3
>
R
e L

21 =21 » 7 21=<L
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72 N0 3 DNS 2 g o AA ;A
NPRE ST
e AD 7} 4 %] = Windows Server

o Ejnjo]A] mEDNS ZEZ}F g g5

1. Windows Servere] Zz9]g}1]c}].
2. Server Manager £ ¢ 1]tk
3. DNS #Z A& ¥ 1]}
4. Conditional Forwarders o] 4] U}&-& A}-§-3}o Al 277 JY9xPE F7Fgh ol
o [dM A1 H]IP &2

o ¥73}1H =n) 9] o] F(: server.idm.example.com)

7.5.DNS 24 3-9]
X 2] E 724 817] 7 o IdM(Identity Management) ¥ AD(Active Directory) A B] 7} 4] 2 819] & 5= 9l =X4]
gFel g o,
AL 27 AP
® sudo H¢ro = = Q)¢ of 3ot
=
. UDP& & g} Kerberos ¥ TCP A/ H] = g 7 =& &3] LDAP <] 0]+ DNS F 2] & & & 1] of.

[admin@server ~J# dig +short -t SRV _kerberos._udp.idm.example.com.
0 100 88 server.idm.example.com.

[admin@server ~J# dig +short -t SRV _Idap._tcp.idm.example.com.
0 100 389 server.idm.example.com.

B @ o= 2= IdM A1 B 7} 1] & E o of §1] T

2. ldM Kerberos ¥ 9 o]0 2 TXT #lZ=9] t] 3 DNS 7 2] & & d g 1] o] & 7S 1dM
S/ uj x| ¢ Kerberos ¥ 9 7} & =] 3)f oF g} 1] T},

ﬂllo

& =]

[admin@server ~J# dig +short -t TXT _kerberos.idm.example.com.
"IDM.EXAMPLE.COM"

o

o] dl A 4] e HH = = E H 2=
g

My
e

Fetspx] o FelE g Z =2 DNS 774 S Y o] E

~
0

® [dM 21g o] A] & FFDNS A 8] E A& 8= F -7 A2 g ZEF Y o] ES 54 §lo] ipa
dns-update-system-annotations % 32 ¢/ & ¢f1] .

I [admin@server ~]$ ipa dns-update-system-records
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20

IdM 83 9 4] 5 5 DNS 4] 1] & 41§ 3517] g 37+

1. [dM A] B/ o 4] IdM DNS & #Z =& 7Y 2 ] i ¥ 1] o).

[admin@server ~]$ ipa dns-update-system-records --dry-run --out
dns_records_file.nsupdate

# & IdM DNS 2] Z = Z A& 3}of dns_annotations_file.nsupdate 2}+= 7 &
L o}

g
A

e

o 2,
.

~L
s l‘lo

. nsupdate 7€ 2] E] & dns_file. nsupdate 2} 9] 2 A} 3Fof DNS 4] B/ of] DNS ¢f 5] o] E

R 3L A F gl x}4 F ] -§S RHEL 7 4 5 4] o 4] nsupdate & A& 3¢ 2]2 DNS
F 7= ¢ o] Eo)A] RE 0}”’/‘/*,_ EEDNS glFZE=E &7)3517] €3 DNS A 1] 4 & 4]

g P24 2.

3. IdMo] Kerberos % TCP A/ H] A~ #lZE=E E3] LDAP ) tj 5 DNS # 2] & &/ 3 &} = 1§ & & A}-& 3}
oI AD o] A]H] = Bl Z =F 898 5 Q=X gl g o)

[admin@server ~J# dig +short -t SRV _kerberos._tcp.dc._msdcs.ad.example.com.
0 100 88 addc1.ad.example.com.

[admin@server ~J# dig +short -t SRV _Idap._tcp.dc._msdcs.ad.example.com.
0 100 389 addc1.ad.example.com.


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/linux_domain_identity_authentication_and_policy_guide/dns-updates-external#dns-update-external-nsupdate

87. ACTIVE DIRECTORY DNS =]l x| IDM ZZ}o|AE 4]

8 %L ACTIVE DIRECTORY DNS %=1 9] o] 4] IDM &2} o] 91 E 2%

Act/ve Directory 7} #2] 5}+=DNS = rj 9] o] F2}o] 9 E A|2ulo] Q] v &g Fefo] 91 E 7} RHEL 7] 5%
& 317] 93] IdM 4] ] o] ¢ A &) of 5= -2, Active Directory DNS X 1] 9] o] X] & A E o] Z2 A}-&3}of
ﬁﬂfo/‘ﬁEO// N 23l FE ALERE e T YUFH O

T2

o] = B E = 74 0] opr]r] B 71K A $ Apgo] 2lg:1] b Red Hat:e 8- Active
Directory 7} 2~ 8 DNS ¥ < of] IdM & 2}o] 1 E E B Z 5137 IdM &2 E o] Z2 F3) IdM
Zepojol =of fA =8 A& B E

IdM & &}o] 91 E 2418 Kerberos &= SSO(Single Sign-On) 7} & 2 $1-x] o] Hoj nje} gral-F 1] o}

8.1. KERBEROS SSO(SINGLE SIGN-ON) 7} ${+=IDM Zz2}o] o1 E 774

oFs 9152 IdM &2}o] ¢l E 7} Active Directory DNS %=1 9] o] 9l 4 - AF§R}E7FIdM Fafo] 91 E 9] 2]
Do) A = Q= F Yo 91 F W )L o) oFS & 2}o) 4] = Kerberos Single Sign-On §l o] &&}]
HNEE FYol= WS FY o

23
1. SSSD(System Security Services Daemon) 7} IdM A] W 2} B & 5= 9l &= & --
domain=IPA_DNS Domain %41 2 |[dM &z2}o] 9l EE & X g/t

I [root@idm-client.ad.example.com ~]# ipa-client-install --domain=idm.example.com
o] §-412 Active Directory DNS % 1] ¢] of] tf 3+ SRV &) Z & X}-& 74X & H] &4 3} g}1] o}

2. /etc/krb5.conf ++% ¥ 22 & 7 [domain_realm] <] o] 4] Active Directory X1 9] 2] 7] & nj 3]
= ZFg ok

.ad.example.com = IDM.EXAMPLE.COM
ad.example.com = IDM.EXAMPLE.COM

3. % @2 Active Directory DNS & 97 o]] 9l Linux &2}o] 91 E9] FQDN( % 77318 =1 9] o] F)
IdM & 9] & v g 5}+= g& 0 = Hf L] o

I idm-client.ad.example.com = IDM.EXAMPLE.COM

7] E ) B £ o %] 5} H Kerberos 7} Active Directory %= 1) 91 9] bj 8+ 2 3 S IdM Kerberos Hj % 4] E]
(KDC) = A 4351x] ZgFjcl tf ] Kerberos+= SRV DNS Z|ZEE F3F }& A< AFS-5Fof
KDC & #51o.

8.2. SINGLE SIGN-ON g{ o] SSL 9]54] 2%

SSL 7] vk Ajv] = o = 2] Z(A/AAAA) &} CNAME ] 5 7} 12 5= o] Z2A] of] 9l o] of 31 2 1 B Al 28] 5~
E o]22 ¥ 5= dNSName 33 2 2= 7} 9= 91541 71 B2 §41) ok &4 IdM-S [dM 5] o] E] #] o] 2
o) QHAEE FXESE AdFA Y F .

Single Sign-On & A}-§-8 7= gl &1 8 479 o A IdM o & ] o] Ef ] o] 220 FQDN ©] 2 E ¢ H = E 7}
o/ 7] £1.2 1 certmonger = o] ] & A}§-319] Q1541 E LY I 7 lw o
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PEREYE
® Kerberos Single Sign-On gl o] IdM &z2}o] 91 E 74 ZX}of ufelIldM Zefo] e Fx] & 724

23
® certmonger = A}-§ 5} FQDN & A}-§-3fof ol SA] & 2 & gfi] ]

[root@idm-client.ad.example.com ~J# ipa-getcert request -r |
-f /etc/httpd/alias/server.crt |
-k /etc/httpd/alias/server.key |
-N CN=ipa-client.ad.example.com |
-D ipa-client.ad.example.com |
-K host/idm-client.ad.example.com@IDM.EXAMPLE.COM |
-U id-kp-serverAuth

certmonger <] ] === /etc/krb5.keytab 7} &/ o] %] FHE 7] T A E 7] E AL} IdM CA( 15 7] #) <
oIS ot

8.3. KERBEROS SSO(SINGLE SIGN-ON) & A}§-3}<f IDM &2} o] 91 E 7+

IdM Zz2}o] o1 E o] 2] o A 23} 7] 913} Kerberos Single Sign-on o] & 2 3} -9 &2lo] 91 E+=IdM
DNS = o QI( of: idm-client.idm.example.com ) i1} o] Sl ojof gF1] O} [dM Z2}o] 91 E o] AJAAAA B Z =
= 7}2] 7]+ Active Directory DNS %= Hj] ¢] o] CNAME 2] = = idm-client.ad.example.com £ 4/ -5/ &) oF g}

s

Kerberos 7] 8F o] Z&]
2=

Al o] A W 2] G- MIT Kerberos = o & 2] #| o] 2] 7] H oA AL 7F5 et &2 E
ZIF FAE e 72

ol e 59 o
o3

e |dM Fz2}o] o] E o 4] fete/krb5.conf =% 212l 9] [libdefaults] 44 o) o} 542 &3 5}
Kerberos 7] 7 Kerberos A]H] & b] 32 2 3}+= b AF&5H = Y4 oF JAIE v] &5

I ignore_acceptor_hostname = true

8.4. SINGLE SIGN-ON 2 = SSL 9] 541 2%

SSL 7] @k A H] 2ol &= g 2 (A/AAAA) S} CNAME 2= 7] 5= 0] 5] o] Qlof of 8} 2 2 2= A] A H F 4
E o] 22 ¥3}3}+= dNSName &5 & 2= 7} Sl 91541 7} F.2 o). A IdM-E IdM 5] o] ] 1] o] =
o LEYEZ 5 AESlE QSA VA Y g o

o] Z z}oj 4] = IdM o)) 4] ipa-client.example.com o) 0] 3} & A~ E ¢ H 7] WA 5F2 A IdM A] 28] 2]
HF
o

SAE QHHES) o] FAEE A28 5 9=x] 9l
AL 27 ALg
® Kerberos Single Sign-On 2 = |[dM &z} o] 91 E 4 o] & % & ] = Kerberos )] 7} Kerberos 4]
HE O]y 0 2 S}z U] AFE-E = AFgFo) g F G F o HAFE B8 S U o
A}
L I[dM AJ o] A4 S 2E @ HAEZ WY g]1] 0.
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I [root@idm-server.idm.example.com ~J# ipa host-add idm-client.ad.example.com --force
S AE o] 22 A/AAAA ) 7 = 7} o] CNAME o] 2 2 --force 5-49-S A}-& 3] o}

. 1dM 7 B] 0] ] IdM DNS & = E o] Z o] [dM & o] B H]] o] 2 2] Active Directory &= E 322 7 2]
g+ =5 5& o

[root@idm-server.idm.example.com ~J# ipa host-add-managedby idm-client.ad.example.com
|
--hosts=idm-client.idm.example.com

. o] ] Active Directory DNS X 1)] 9] 1] 2] &~ E o] Zoj tjjs] dNSName 53 2] Z = F A}-& 5}of
IdM Z 2} o] 1 ELS]SSL 01541 & 23 & = Sl 51 .

[root@idm-client.idm.example.com ~J# ipa-getcert request -r |
-f /etc/httpd/alias/server.crt |
-k /etc/httpd/alias/server.key |
-N CN="hostname --fqdn" \
-D “hostname --fqdn" |
-D idm-client.ad.example.com |
-K host/idm-client.idm.example.com@IDM.EXAMPLE.COM |
-U id-kp-serverAuth
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9 M= EY

o] Ao A= B E F L AL& SFof IdM 9] A IdM(Identity Management)/Active Directory(AD) E 2] =~ E
& 7Y ole WS HE g o
AFE Q7 AL g

o DNS7}2up27) 74 5] gL/t IdM % AD A1 27 A2 o] &g Bl & = 2lofof gt
A E f§-E AE G DNS 2 G 4 714E FEFAL.

o Y E=AD B IdM v F o] v - 1] of. A & ] &S <] ¢ F] = Windows Server 7] & 225}
4]

® Kerberos E]# & HFQFsr] O], XJA) 6F 1) &L kinit & A} 3}of [dM o] =& © =2 Z 7 9] 3}
FE oA L.

Flr
T
T
mlo

9.1 122 25 IDM A 1] 1]

AD E A}-§ 8l X1 2] & 72=5}7] F o) IdM 4] B] o] 4] ipa-adtrust-install -3- € 2] E] & A}-§ 3}-oF I[dM &= 1] ¢]
= o H] g of g}

7

ipa-adtrust-install 5 3 & #} &2 Y )= A =S AD W2 AEF e 7F F o 2]
L} IdM ] 1] o)) 4] ipa-adtrust-install & &+ ©] vF &) & 5 oF )1 O}

AH 27 AL
o [dM 47} H 3] o] 2] F] T,

L4 E,?7/X/—E§- fij/_?/é‘/l_—z IdM /Vb'/,é% E/—/ﬂ/ /(/Zj—g‘llg_—/'lf] 2E _E]é—_]_o/ 7o DSI-L/E/—

L. g5 7| E =] g ot
I [root@ipaserver ~J# dnf install ipa-server-trust-ad samba-client
2. IdM #e] == ¢l5 g .
I [root@ipaserver ~J# kinit admin
3. ipa-adtrust-install %€ 2/ E] & &/ &) g} 1] }.
I [root@ipaserver ~J# ipa-adtrust-install
IdM o] & $F# DNS 4] 8] 9} §}7)] 4 x] € 7 -~ DNS A] H] = g Z = 7} 2}-& 0 2 A H o).

5 915 DNS A/ v] gio] IdM & ¢ 3] 5} 7 ¢ ipa-adtrust-install -> DNS o] =& © 2 & 7}5) of &)=
A H] 2 Bl ZE B2 9l ]

4, 2= 3 E <] /etc/samba/smb.conf 7} o] o] Exj] 5} 37 T} A] 2y H S Bi= m A x] E F A gl o}

24
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9. A8 44

WARNING: The smb.conf already exists. Running ipa-adtrust-install will break your existing
Samba configuration.

Do you wish to continue? [no]: yes

2F Y E A o] A Linux Ee}o] A EZ}
¢! slapi-nis 2] 298 7y} =5F =

l m mql
)
Flr
VR
%o
2,
b
Y
R
)
4>
3
e
foi
o
oX,
Uy
X
N
o

Do you want to enable support for trusted domains in Schema Compatibility plugin?
This will allow clients older than SSSD 1.9 and non-Linux clients to work with trusted users.

Enable trusted domains support in slapi-nis? [no]: yes

w) X X] 7} FA] H H IdM =1 o1 2] NetBIOS o] & ¢ & 8} 71} Enter & = 2] # ¢}# o] 55 8
g o

Trust is configured but no NetBIOS domain name found, setting it now.

Enter the NetBIOS name for the IPA domain.

Only up to 15 uppercase ASCII letters, digits and dashes are allowed.

Example: EXAMPLE.

NetBIOS domain name [IDM)]:
SID 4§ 39S F P }of 7] A& RF2] SIDE 4 o) ef= v A x| 7} FEA]H 1 .
I Do you want to run the ipa-sidgen task? [no]: yes
of= gl F ok 0l A o] B = ARG} BS P oF W ol o] S HP e 7 A

(X8 AL} 7] =] o = Dynamic RPC ¥ E H 2/=Windows Server 2008 o] A]= 49152-

65535 = § ] g1 o} 217 o tj3] of= Dynamic RPC 2 E ¥/ 2] & & 9] s o 5}= &7 0Z £ E
& 414515 Samba & 74 5] 7 W38 G o)A &G EEE F). g o Ao A= EE Y
2] E 55000-65000°. = &g 3/ 1] O}
[root@ipaserver ~J# net conf setparm global ‘rpc server dynamic port range' 55000-
65000
[root@ipaserver ~J# firewall-cmd --add-port=55000-65000/tcp
[root@ipaserver ~J# firewall-cmd --runtime-to-permanent
21 2] 2] DNS 7% 8-¢]0)] 4 % & tj] 2 DNS 7} & H} 2 A 74 5 Q=] ol gF] o) .
=2
ipa-adtrust-install g F oA EX] DNS %4 89lo] &% H o Z DNS +*
§2 ol dlis 5l o] F4 1 o535 IdM F= AD o 4] & 3 DNS 4] 8] & AF§-515]
= F 7).

10. ipa 4] 8] ~E o} A] A ZFE}F4] A] ©.

1.

I [root@ipaserver ~J# ipactl restart

smbclient - € 2] E] & A}-§ 3}-o] Samba 7} IdM =] 4] Kerberos 9] &) &Y l=X] g-9] gF1] ]
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[root@ipaserver ~J# smbclient -L server.idm.example.com -U user_name --use-
kerberos=required
Ip_load_ex: changing to config backend registry

Sharename Type  Comment

IPC$ IPC IPC Service (Samba 4.15.2)

9.2 WHFE 41§ 5o 12 A oF 4

G E = AFE-ol o 2B A oFS H Y 5l= W & & E 3 o IdM(Identity Management)
H A IR 7 F o] X2 A kS Y 7 s o

® One-way trust expects. TH4FgF X 2] 2 2] AD(Active Directory) AF§-2F & 237 o] IdM 2] 2] &
Zof] Ay ATp = QIR v OfE BFE L Ha ~oF = I o) [dM = 91 & AD X 2] A EE {1 =]

515 5P AD F 2] 2 E ol Al = 1M o] €12 <12 545] QL] o)

o RIS trust expect: Two-way trust & &3l AD A}-§ X} B z57 0] [dM 9] 2] 2 2 of] 4] ~3F 4= ]
= o
S4U2Self 2 S4U2 Proxy Microsoft 2+3ojj 4] RIZ]gF = 9= F A E Fol 3§ 5F%== Microsoft
SQL Server ¢} 7re &Z 4 o] gjoF Yk {12 E ¥ ) oF g o} RHEL IdM & = E 9] of Z 2] 7]
o] {12 AD A}§-=}]] ] 3 Active Directory =] 9] 7 E Z & o4/ S4U2Self = S4U2Proxy ¥
HE QF T 7 o Yrpgk Rl g o] o] 7] 5 A3 g o

o] FHFgF 2] 7] &5 [dM AFE-X}7F Windows A] =8 of] 22918 = 0 1] [dM 9] FHF3F {1 2=
AFERJ) A AD 2] TFg 3} R1 8] 280 vl o) HeHE Hofdlx] ] o)

o YHFUIFHE YY) W FF ) v 5HE F7Fp o -two-way=true

o o= - s Fe)2ELIAMAAD Er 9] 7He] X 2] #A) ¢ ok Fe] 2 E = gt dM
7 Active Directory Z2]2E 9] 2 E w=u]o] 7} {2 E F25)of 5}x] 2k &) H 2] 2] = [dM o 4] Z
BloE ) EroloE o EejAEE 4F T 5 grt]u) o] & e He 29 o] F-2 93

GG gl A el w dgEY o

X
L

>N
~L
RY
T
%
R
Y
2

o

™~

lo
o
oX,
S
iy
%
hg
ﬂllo
ke
£
Ty
I
J

AR 27 AP
® Windows #2] x}o] AL-& 3} o] 2 &l of & 9]}
o NEE 93] IdM A B E F 5] 5 1] o
A
® ipa trust-add % %2 Al-&35}o] AD w9l 2 IdM = ¢l o o 5t {1 2] A oF& 44 9} o}
© SSSD & A& 3o AD AF-E-=}o)] b g UID ¥ GID & x}-& 2 2 4§ &} 2 W Active Directory

EAI1ID B9 5 7§ W A S Y G 1S e o 7 ] o

[root@server ~J# ipa trust-add --type=ad ad.example.com --admin
<ad_admin_username> --password --range-type=ipa-ad-trust
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oA}, )\]ﬂ )‘kjizg

R

o Active Directory o ] A}-&2}-9] tj] ¢} POSIX <% 77 3} 32( of: uidNumber % gidNumber)
SSSDejj4] o] 12 & ] 2] 52 ¥l POSIX 54 ID ¥ ¥] & A1§-3}<] Active Directory =
m) 912} <] X1 2] A °F2 44 55 4] L.

[root@server ~J# ipa trust-add --type=ad ad.example.com --admin
<ad_admin_username> --password --range-type=ipa-ad-trust-posix

' 79
A E2EZ YYD ¥ FFE A YA G IdMA] 2] 2E FE &uf

019 AD Em 9] HEFeoA] 4| R FJHE 2 Fslo] JHE WS AL AELE
gt} dM o] 4] POSIX <4 & 7/x] 5}<] &F.0 1 #1 2] & %] 22§ E 4] Active
Directory =9 91 ID ¥ 9/ & & &) g 1] ]

[dM o] E2)~E £ E 50 9]o 4] POSIX 4< 75|11 <12 47 22 g E A
POSIX =4 ID ¥ 9] 7} $l+= Active Directory =vj] 9] & €757 UID ¥ GID 7} AD
of EHlZ 7] Fe]F o] it 7} gl AD o 4] POSIX £ o] & HFZ 7] 4§ H =]
22 F7AD A1 EAE G 8 = gl )

o & E0], IdM A =g o] j g} 4] =7} B 2 ol A}§ A} B 250 Ze]HE RE Zo
0]9o] eJH ] o]l Ea] AE ujolo] 519 mujolo) §li= F-e 3] ATHYEA 5
P/ AD &=m] ol o] G2 H POSIX &4 & g 5}x & Awtt] o] FF NEE ¥
Yy POSIXID ¥ 9] 178 & FA] 522 J¥ sl F o] F51 T

9.3. IDM g Ul o) A] 3] &] #] oF & %]

o] A o Al &= IdM ¢ Ul E A& 8}of IdM = oj 4] IdM(Identity Management)/Active Directory(AD) 4/ 2]
A kS Y= WS G ok

AR 27 A
® DNS7} 2ul=A #4950l Y&k IdM B AD A BF X2 o] 22 8ol 8 = 9lof of gFi] ).
o x5 =AD T [dM 1] # o] v EE 1]}
® [Kerberos E/ 7L vFQFS1L] O}
o YUl il X2 E 4 3}7] o ofsof 4FE b2 2o &) IdM 4] Bl & 1] g o). 2] 2]
Z 9 HdM 4] B ZH].
® [dM #H2] =} 2 Z 72 9]3)oF gFi]r
=
1 #e) =} F o ZIdM ¢ Ulof] =2zl g o). XA ¢ v §-& ¢ B} o 4] [dM ] Ul o 4] ===
FEFH A L.
2. 1dM €] Ul o 4] IPA A1 B] & & Z & 3] o).
3. IPA A H] goj 4] 212 & ZE g
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4.

=708 ) 4ol A A 5 A g
RED HAT IDENTITY MANAGEMENT

Identity Policy Authentication Network Services IPA Server

Role-Based Access Control « ID Ranges Realm Domains Trusts ~ Topology
Trusts

Roles

Global Trust Configuration

Add(#7}) @+& & gt
1 2] 37} 1] 35} 3 =}-o) 4 Active Directory %=u] 9] o] Z2 ¢/ & g}1]r].

g % ¢Fs F =9 Active Directory ZFe] X} o] #2] X} 314 & EH S F7FgH o

Add trust x
Domain * ad.example.com
Two-way trust @ O
External trust @ O

Establish using
(=) Administrative account

Account * Administrator

Password * SENNNERRNNRR

(4181 AP AD 4§32 250] [dM 9] 22 20] 4] 28 7= S EF 3

1 S,
g
[o

AT 21} M 2] ST 2= AFE AAD 9] B 2 E) SR H)s) 7} A
2 WX P F ERY BE R Ars BoAE EoE HHY 4§02 o) &
o) 37 77 ] o

(18] AFSH AD =] Q] 9] ZE Zrjolo] ofd] EFAEE 74 5f= FEIYRFE
2] A E 21 2= §4FIdM 2} Active Directory 2] 2 E 9] ZE =g o] 7] R1 2 & 73
PEAD ¥ 2] 2 Eo) Q= BE Qo] gt 9] R EFfAEE M)A BE Ero]e 2 HF e
o]

5] o

I A M

N

77

2

~

F}L Y
of

A F)EH ez {2 §3) A2PEE HEEID ¥ 58S A 8E 7 5 0 5
58 A H 5] ID HP] 8L FA R HF T FE i)

b. Active Directory o 4] A}-§-xF2] POSIX <=4/ 74/ 5} 3Z( o: uidNumber = gidNumber)
SSSDojj 4] o] g1 & ] 2] &}-2] 2 POSIX <=4 ID ¥ 9] ¥ o] $l+= Active Directory =1 ¢]
= g g




Range type (® Detect
O Active Directory domain
O Active Directory domain with POSIX attributes

@ 79
7] Detect 5% 9] Range 73 &3S 94 FHIdMJA] Ee]~E =

E =l AD Ew 9] HEE S A AR JrE 2 F 5t H I Y
73S AELZ HE g IdM 4] POSIX <& ZFX] 1<) o
2] 41 X] 2= 8 E o 4] Active Directory = 9l ID 2 9] &) g}1] C}-

IdM o] Ze] A~ E ZE zoj 9] o] 4] POSIX &S ZFX]3}H {8 H = =

= F E 4] POSIX <=4 ID ¥ 9] 7} l+= Active Directory =rj 9] = %
g5}z UID % GID7}AD o] & #lE 7] & ¥ 2l 5 o] o 7}y g . AD o)

A] POSIX £=4] o] &ulZ A &5 5 <] oF2 Z -2 AD Al-& 22 3] & 5=

o E Zof IdM A] 2~ Elof] b 3} A A A7) B Q 6} AF-§ R} Bl 7F0]Zz]H
2 R Evelo] YR} opY EelAE Evj9le) o8] Eu o] i 7
P &3] 225 E )4 59AD Eo] 2ol 598 POSIX 542 29319
23 5 Ye]) o] 35 H2& 45 4 POSIXID B9 #52 A
Hoz dgsle Aol Tt

n. F7t& Fg o

s g7

o 1M Ajujo] W F 7} §FH 0= FAHE M Y Ule) 54 Y Fo] HAHU Tk o] theg <]
7] 1] o

o Windows Server 2] A}-§-x} o] & &l o} & 7} LH}Z A FE7}E Y41 O]

RED HAT IDENTITY MANAGEMENT

& Administrator ~
@ Trust successfully added. Established and verified x
dentity Policy Authentication |

Role-Based Access Control +~ ID Ranges Realm Domains Trusts « Topology API Browser Configuration

Trusts

Q Z Refresh || @Delete || +Add
[J  Realmname
[0 | AD.EXAMPLE.COM

Showing 1to 1 of 1 entries.

o)A ?12] ¢17 ¥l Kerberos 91 5L A< B 2 E 8 7= 9 &1] ).

9.4. ANSIBLE & A}-§ 3} o {1 2] A oF 47
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o] 4] {0 A]= Ansible Z ] / =
WFEE ) 2] A oFS H Y Sl W

U

ALS-3)of IdM(Identity Management) 2 AD(Active Directory) 7Fe] &
I g O o5 2 A PR 7 E Y ES]SE A oFS Y e 9]

ﬂ.l[o ﬂllo

E_'

® One-way trust expects. T4 gk X 2] =2 2]3] AD(Active Directory) AF§-2F & 237 o] IdM <] 2] &
2o AT 7= R B OE ’f’o W A2 7= Gk IdM =0 9] & AD EZe] A~ EE X F]
-

31.2) vk AD EB/éE of Al = Id ) 01 & 2] 5} R] &1 of.
o Ygktrust expect: Two-way trust E &3) AD AFS-3} B 237 0] [dM 9] 2] 220 A8 = Q]
7 o

S4U2Self & S4U2 Proxy Microsoft 8-3FojjA] {1 2] gk 5= Ql+= F A & F3j & 5l%= EMicrosoft
SQL Server 8} Z- 24 o) g3l QFHFSE R 2] E 45 oF g1 k. RHEL IdM & =~ E 9] o Zz] 7]
o] 412 AD A}-§-<} 07’/ 0] $F Active Directory =1 Q] 71 E-E 2] o] 4] S4U2Self B += S4U2Proxy 3

HE QY G 7 gon] GG AE A= o] 7] &g A F

o] G 412] 7] %2 IdM A}-§- 317} Windows A1 2= & o] 229l
MR8 PO A AD 9] B 315 &7 Al s #7} 6L qawgﬁuq

o Py NHE Y5 Y ofel Fao]F Yo he V7 E

S

7} of. two_way: true

o o= - s Fe)2ELIAMAAD Fr Q] 7He] X 2] #A 9o Fe] 2 E Bl gt dM
7} Active Directory Eg] 2 E 9] ZE o) o] 7} X 2] E 8] of 812 uF 2] H 2] 2] = [dM o 4] Z
ZIAE Y Eo)o]lo Z o] H Ef AEE A = 9]} o]i= Fa] B F R 9] o] 3= ol

FoAE Z2E gjo] 7lo] Fa]AES Q2 E HFY T = Y F-Sout FFgEH ) ok

[y e

o 9H R Z W5 H ofaf Fajo]l 9] o] o}S v =F £ 7}gfL] ] external: true

A1 87 A1
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o Windows 2] %] Al-§-7} o] & ¥ ¥ 9 1]}

o [dM &R} oF5 ¢ o},
o EFE 93] IdM A B E F1] 3 51 o]
[ ]

4.87 171 2] IdM-& A1-§-817 L]tk A1) o] 23] 5 dM 1] H S B 2 7 ipa -version & 3
g1 o

o 2 o7 AL F55EAnsible 40o] = EE 74 A £

o Ansible B % 2.8 o] & AFEEF7 Q&

L
K

o ansible-freeipa 7 7] ] 7} H X = o] 9l &1] o}

o ~/MyPlaybooks/ r] &l E] 2] o] ] 2] Z 24 &}+=IdM A] Bl 2] FQDN( g 773} 8 = m] 9] o] &)<
AL-g-51o] Ansible o]l 1= 2] 512 2 AP 2] F) L] O}

1. ~/MyPlaybooks/ t] g/ E] 2] & o] & g}1] .
I $ cd ~/MyPlaybooks/

2. 44§ APE O] e} Tk ALpE] 2 5 kg A E F o

o D ) 3= A oS Y 5} SSSD o A libc & 7] vFo. 2 AD A}§-<} ¥ 25 2] UID % GID
& AEL 2 Y oh= 7 o FHZE ALE 7] add-trust.yml & 2] o] & 4§ g1 o


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index#creating-an-ansible-inventory-file-for-idm_using-ansible-to-automate-group-membership-in-idm

- name: Playbook to create a trust
hosts: ipaserver
become: true

lasks:
- name: ensure the trust is present
ipatrust:
ipaadmin_password: SomeADMINpassword
realm: ad.example.com
admin: Administrator
password: secret_password
range_type: ipa-ad-trust
State: present

o oA = 52 T o

o realm&AD ¥ o] F #A}H S Yo g

°© admin & AD =u Q] #e| 3} #AFE S Gl g

o password =AD =1 Q] Fe]x}pe] oFs #RES gLl

POSIX 21 2] 7] 9F:2 vr5 2] v SSSD o 4] AD o] <] 3-E POSIX <:%( <] uidNumber %
gidNumber ) & %] 2] 3= 4 - )& ZH| 2 5 41§39 add-trustyml Z =) o] % & vl51] o).

- name: Playbook to create a trust
hosts: ipaserver
become: true

lasks:
- name: ensure the trust is present
ipatrust:
ipaadmin_password: SomeADMINpassword
realm: ad.example.com
admin: Administrator
password: secret_password
range_type: ipa-ad-trust-posix
State: present

VirtlO £ & =] 9] 2] AD = Q] 1 EE &/ oJA] U}S ZHZ2E ALE3}] A2 JHE 2 F 3}
of [dM e 4] = & 31 ¥ 9] 3, ipa-ad-trust 5= ipa-ad-trust-posix = x50 = {8 5} =
X 2] A oFES WY 5} H OFS ZH = E ALE oF o] add-trust.yml Z )] o] & Ay ] ).

- name: Playbook to create a trust
hosts: ipaserver
become: true

lasks:
- name: ensure the trust is present
ipatrust:
ipaadmin_password: SomeADMINpassword
realm: ad.example.com
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admin: Administrator
password: secret_password
state: present

'@ 7
NNEE Yy ID 9] 75 & X3 5F=] FazldMojA] AD forest ZE =

L
7] 212 POSIX &4 & 7 4] o} <] &few 212 43 ~= 8 E ]+ Active
Directory =4 91 ID ¥ 9/ & & &) g 1] ]

IdMo] Ze] 2~ E 2 E Znj 9o 4] POSIX &4 zZH=] 5} {2 4 =] 2= 8
E o] POSIX <% ID ¥ 9] 7} ¢l+= Active Directory =1 9] 5 &/ 5} 7
UID % GID 7} AD o] & v} Z 7] g 2] =] o] oz 7} g1 o

221} POSIX £ o] AD o 4] Snl =27 HF 5 =] &k om AD A}&<}Z &9]

g T RgHd o E 59 IdM A =g o] g] gt A 27) H L F AR B 2
Folza|He FE wuolo] YR} ojH Fa]~E Fuj9]o] 5fp] & uj 9l
Q= 9 Hx] AF P E o] 319 AD E o 9] o & o] E POSIX <4< 7F=]
3tX] & 7 5 1rh o] F-2 X2 E HF Ty POSIXID 9 75 = FA]
Fo 2 Mesl= Aol FExL ok

3. BYe Ao
4. o] F g B olwl 2] 7S =] g 3} of Ansible & 2] o] 5 & Y g .
I $ ansible-playbook -v -i inventory add-trust.yml
T} e
® /usr/share/doc/ansible-freeipa/README-trust.md

® /usr/share/doc/ansible-freeipa/playbooks/trust

9.5. KERBEROS g 3}¢]

Kerberos 74 & 9] 5} 2] 7 IdM(Identity Management) A}-§-x}9] E]Z] & 28 5= QlE=X] B 2 E 537 |dM
ALG I} A B] 2 B A& 2 F & 5= QleR] HAE g o

=3
1. AD(Active Directory) A}§3}Fo] E]HS 2 3 5} 4/ A] 2.
I [root@ipaserver ~J# kinit user@AD.EXAMPLE.COM
2. 1dM =) 9] 2] 4] H) ol T gt A M) 2 E] S 23 54 A 2.

I [root@server ~J# kvno -S host server.idm.example.com
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AD Ajv] = E]Flo] R o2 S=0lxH 2 FH o2 HE B A §7) TGT(Cross-realm ticket-
granting ticket) 7} # A H 1)tk TGT 2] 0] 2-2ECDHEtECDHE/IPA.DOMAIN@AD.DOMAIN 9 1] cF

[root@server [# klist
Ticket cache: KEYRING:persistent:0:krb_ccache hRtox00
Default principal: user@AD.EXAMPLE.COM

Valid starting Expires Service principal

03.05.2016 18:31:06 04.05.2016 04:31:01 host/server.idm.example.com@IDM.EXAMPLE.COM
renew until 04.05.2016 18:31:00

03.05.2016 18:31:06 04.05.2016 04:31:01 krbtgt/IDM.EXAMPLE.COM@AD.EXAMPLE.COM
renew until 04.05.2016 18:31:00

03.05.2016 18:31:01 04.05.2016 04:31:01 krbtgt/AD.EXAMPLE.COM@AD.EXAMPLE.COM
renew until 04.05.2016 18:31:00

localauth =]z 9]-2 Kerberos A& X}F& SSSD( Local System Security Services Daemon) AF-§-X} o] Zj
o g gF] o} o] & F & AD AF§-}+=Kerberos 9] 53 AFE-5F Linux A{H] 2o oJ 4] 2 35}o] GSSAPI 915
§4§W@§¢ﬂswd

9.6. IDM o) ] 2] 2] 24 &Fo]

2] E 7 5F7] A o) IdM(Identity Management) B AD(Active Directory) A1 8] 7} A] =2 8ol &k = Q=]
_Q‘]— o] a‘LL/ E/L

AFE 27 A
o Fax} Hslo = Z 798 oF gL
2}

1. UDP & E3FMS DC Kerberos Z TCP AJH] A~ Hl 7 EF FE] LDAP o o 3 DNS 2] & & & g} 1]
=

[root@server ~J# dig +short -t SRV _kerberos._udp.dc._msdcs.idm.example.com.
0 100 88 server.idm.example.com.

[root@server ~J# dig +short -t SRV _Idap._tcp.dc._msdcs.idm.example.com.
0 100 389 server.idm.example.com.

o] B & S =4 5] ipa-adtrust-install o] &3 ¥ 2 =IdM A B 7} 1} FH ok JdurE oz A v
] 2] A A E 473 517] 7 o ipa-adtrust-install o] /dM A Bl o] 4] A Y E]X] OFL #© Z& o] 0]
of ot

2. TCP A/ H] = #] =& &3 Kerberos ® LDAP o] tjj F DNS 7 2] & & @ 5} o IdM o] AD 9] 4] H] =
HZEE 5913 7 =X Gl g o

[root@server ~J# dig +short -t SRV _kerberos._tcp.dc._msdcs.ad.example.com.
0 100 88 addc1.ad.example.com.

[root@ipaserver ~J# dig +short -t SRV _Idap._tcp.dc._msdcs.ad.example.com.
0 100 389 addc1.ad.example.com.
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9.7. AD ojj ] R 2] G+ BF9]

JFE 7 F T OeS gelg
e [dM(Identity Management) &5 4] H] =& AD(Active Directory) 4] 8] oj 4] 8¢l &F 5= 9l & 1] T}
o AD AJH] 2= AD A Bl o) A] Eol gk 7= Sl g o
A 27 AL G
o Fajx} Frez 279l ok Fir)
=3}
1. AD AJB]ojjA] 4] B] = #] 7 =& Z 3] 5} %= = nslookup.exe %€ 2] E] & &% 3] o},
C:\>nslookup.exe
> set type=SRV
2. UDPE & ¢FKerberos 9] = 9] o] Z3} TCP A]H] = g2 =Z &FHLDAPE ¢ & g1}
> _kerberos._udp.idm.example.com.
_kerberos._udp.idm.example.com. SRV service location:
priority =0
weight =100
port =88
svr hostname = server.idm.example.com
> _Idap._tcp.idm.example.com
_Idap._tcp.idm.example.com SRV service location:
priority =0
weight =100
port =389
svr hostname = server.idm.example.com
3. A/ B2 98 S TXT 2 B 3 5132 IdM Kerberos § & o] Z& AF-& 3} TXT #]Z= 0] o 3+ DNS 7
2 & &P o

C:\>nslookup.exe

> set type=TXT

> _kerberos.idm.example.com.
_kerberos.idm.example.com. text =

"IDM.EXAMPLE.COM"

=

=

4. UDPZ E3MS DC Kerberos & TCP A H] = g Z &=
ok

C:\>nslookup.exe
> set type=SRV
> _kerberos._udp.dc._msdcs.idm.example.com.
_kerberos._udp.dc._msdcs.idm.example.com.
priority = 0
weight = 100
port = 88

34
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SRV service location:



9%. A= 244

svr hostname = server.idm.example.com
> _Idap._tcp.dc._msdcs.idm.example.com.
_Ildap._tcp.dc._msdcs.idm.example.com. SRV service location:
priority = 0
weight = 100
port = 389
svr hostname = server.idm.example.com

Active Directory o] A]+= O} E2AD =1 9] AEEZe W |dM {2 AEZZ 9} L ADE ZZ EF
LA YT Y= w9l HEEZEZ vk F Ao} ¢fi] ol ipa-adtrust-install =S A}-§ 5}
IdM A B & g1 é’/ 7“75 Z 7] 2 57 3} 1 ipa server-role-find --role 'AD trust controller’ 3 32
A& 3la] o] H A u] 7} J 2] 7] EE & 91X g0l - S F ok

5. AD A/ #]9) 4] AD A1) = 5 39l 8 5= 9)i=x] 8ol 1] .

C:\>nslookup.exe
> set type=SRV

6. UDPE &3} Kerberos 2] =1 9] o] Z 7 TCP A/ H] = g Z=Z &3 LDAPE 9 & §/1]r}

> _kerberos._udp.dc._msdcs.ad.example.com.
_kerberos._udp.dc._msdcs.ad.example.com. SRV service location:

priority = 0
weight = 100
port = 88

svr hostname = addc1.ad.example.com
>_ldap._tcp.dc._msdcs.ad.example.com.
_ldap._tcp.dc._msdcs.ad.example.com. SRV service location:

priority = 0
weight = 100
port = 389

svr hostname = addc1.ad.example.com

9.8. 212 o o] HE 4
2] o o] HEEZ=AD Er o] ZAEEZ & o g3 ID Z3]E 7 7 1= 1dM A/ v 9 1] o).

o & & o] Active Directory o] tj] §F {1 2] 7} l+=IdM 4] #] 9] ZLAE.-& W S}i= G -7~ A& X 2] o o] &
EZYYT 5 lg]rl BEAEJAD R E] o o] HE 9 go] x}& 0 2 L3 H X g

AL Q- AL g
® [dM 2 Active Directory {1 2] 9} g}7)] & x| H 1] c].
® sssd-tools 7] 7] x] 7} & =] & 1] O}
23}
7] & 212 A E Z 2] o] ipa-adtrust-install --add-agents 5 %S & & g} 1] c}.
I [root@existing trust _controller]# ipa-adtrust-install --add-agents

GYE N3 7Y A A A5 o)A EE e b B HHE ¢ e A4
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2. {1 of o] F E o] IdM A]H] =& r]A] A] Z} 3] T},
I [root@new _trust_agent]# ipactl restart
3. 1 E] o o] F E°]SSSD 7 A] o 4] B & &S A A gL .
I [root@new _trust_agent]# sssctl cache-remove
4. BAEJAD 21 2] o o] { E ] 3to] H =] = =% 89l g ot
[root@existing_trust_controller]# ipa server-show new_replica.idm.example.com

Enabled server roles: CA server, NTP server, AD trust agent

e --add-agents -5 o) Oj 3F x}4) o1 1f] 82 ipa-adtrust-install(1) =] 77 & 7 o] x| & FZ 54 A L.
o g ofo]FE gt XA 1] & A ID #Ha] sfo] =] j =] HEEFE Y 3= ofo] IE F
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9.9. CLI9J 4] POSIX ID & o) ) &} x}-5 7] 9] 235 v 3 &3}

7] 2 © 2 SSSD +=AD oj] A gF# POSIX b o] ] o] <] +=35}+=POSIX E &l ~EE &% ¢ 4 -7 AD(Active
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® [dMFAD 37 7Fo] POSIX Z 22 ¥ e]2E QIZ 7} F e 2 HF 5 A5 o

@3

ID 9] & #4813 7 S AD ID ¥ 9] & 7] Z 5] =1 1.

1. 2

Mn

[root@server ~J# ipa idrange-find

Range name: IDM.EXAMPLE.COM_id_range
First Posix ID of the range: 882200000
Number of IDs in the range: 200000

Range type: local domain range

Range name: AD.EXAMPLE.COM_id_range

First Posix ID of the range: 1337000000

Number of IDs in the range: 200000

Domain SID of the trusted domain: S-1-5-21-4123312420-990666102-3578675309
Range type: Active Directory trust range with POSIX attributes
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9%. A= 244

Number of entries returned 2

2. ipaidrange-mod 5 3 & A}-§-31J AD ID ¥ 9] 2] RF-& 7f ¢l 25 &3S 2F o

[root@server ~J# ipa idrange-mod --auto-private-groups=hybrid
AD.EXAMPLE.COM_id_range

3. ¥ S gYstata] H SSSD YA E A4 g ok

I [root@server ~J# sss_cache -E
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4. Auto private groups = & U} F] 79| A] dfo] Ha] & 8398 el g1 .

37


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/planning_identity_management/planning-a-cross-forest-trust-between-idm-and-ad_planning-identity-management#ref_options-for-automatically-mapping-private-groups-for-ad-users_planning-a-cross-forest-trust-between-idm-and-ad

Red Hat Enterprise Linux 9 IdM3} AD 7+ 213] A X]

dentity Palicy Authentication Metwork Services

Role-Based Access Control ~ ID Ranges Realm Domains

ID Ranges » AD.EXAMPLECOM_id_range

D Range: AD.EXAMPLE.COM id range

Settings

& Refresh || "D Revert || L Save

Range Settings

Range name AD.EXAMPLECOM_id_range
Range type Active Directory trust range with POSIX attributes

Base ID * 1045000000
Range size * 200000

Domain SID 5-1-5-21-4029230055-4155305145-370140224

Auto private groups

IPA Server

Trusts «

Topology

T} E] £
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1. 1dM #] W of] tf 31 T] B 3 S &% 3} 6} W O}S ZE =2 E A& 5} /etc/ipa/server.conf =} 2 S 4
/(‘7 oll/w/K/*Q,

[global]
debug=True

2. httpd 18] = F 0} A] A Z}5}o] Hbu] g 7+4& 2= o
I [root@trust_controller ~J# systemctl restart httpd
3. smb 2 winbind 4] 5] =& =] 3] O}
I [root@trust_controller ~J# systemctl stop smb winbind
4. smb 3 winbind 4/ v] =2] t]n] g 27 F#E Yo o
I [root@trust_controller ~J# net conf setparm global 'log level' 100
5. ldM Z 2] &) 9] Z o 4] A}§-SF+=Samba &2}o] 91 E Z = fj o ojnl 2 2 7S &Y}t H

3
/usr/share/ipa/smb.conf.empty > 7} S ¥ F 5}o] O}S ) &2 H 5L o)

I [global]
log level = 100

6. o/F Samba Zz2E A7 gL]C}
I [root@trust_controller ~J# rm /var/log/samba/log.*

7. smb % winbind *] 5] =& A] &} g}1] .
I [root@trust_controller ~J# systemctl start smb winbind

8. A4 HH EA BES) FYHE EHSEE Yot G By AHEE S

)

o

I [root@trust_controller ~J# date; ipa -vvv trust-add --type=ad ad.example.com

9. Yt 2F o) ot JH = oS F 22 G YL g9l A 2.
a. /var/log/httpd/error_log

b. /var/log/samba/log.*

10. 0132 v gy o
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[root@trust_controller ~J# mv /etc/ipa/server.conf /etc/ipa/server.conf.backup
[root@trust_controller ~J# systemctl restart httpd

[root@trust_controller ~J# systemctl stop smb winbind
[root@trust_controller ~J# net conf setparm global 'log level' 0
[root@trust_controller ~J# mv /ust/share/ipa/smb.conf.empty
/usr/share/ipa/smb.conf.empty.backup

[root@trust_controller ~J# systemctl start smb winbind

N (8 AP 15 BA 2L G 7 g F P

a. FZo] YHH 27 HY g 7752 BEF T

RS

[root@trust_controller ~J# tar -xcvf debugging-trust.tar /var/log/httpd/error_log
/var/log/samba/log.*
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ipa: ERROR: ad.example.com: trust not found
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