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2.1. ANSIBLE 2! IDM 4 =] 2] o]

Ansible 2 A| 28 S A1, AT EY o] E ] X5, 8] QU0 ES 3ot U AR HE A5 &
T Yt} Ansibled] = IdM(Identity Management) #] 91 o] 3% o] 91 © ™ Ansible &2 Al8-3l<] [dM
AW, BEA 2, SeoldE B AA IdM EZ2X] A 3 22 A g S Asstd F AdFUoh

Ansible& A}-8-3lo] IdM A 2] 2] o] d
% A A9} 2 AnsibleS A}-8-31¢] Identity ManagementE A %] 5}= 492 FH S 2o

EA S FAE 2o glsyth Al st Wl =g vt

Y
5 & AAE T DFUTHA AFE A R BAE 371, 5
% WE H8 AL 5 2lF T
2.2. ANSIBLE PLAYBOOK S A}-4-3H IDM A ] A %]
& A 4o A = Ansible & 41§ 51o] A 2812 1dM A B2 74 b i & A

HZ A5 IdM =W 1S A 5kaL Al =8 o] [dM F8Fo] A E o) [dM A H] 2~
3 = ipaserver Ansible ¢ & A #a] gt}

al

e

Ansible g AF-&-314] IdM A B & A %] 51 7] ]l Ansible ¥ IdM 7l g & o] 3] 3} oF 1 T o]
o A AR E = TS §o] 2 ol &) of Tl

® Ansible 9 &
® Ansible ==
® Ansible 21l E g
® Ansible 24

® Ansible &

e Ansible Z#o] 2 Zgo]&

AR s FEeE T4 Y
1. ansible-freeipa 3 7] A A X]
2. Ansible Z#] o] &-& AH&-3te] 3 CAZF = IdM Aj ¥ vl 2

3. Ansible-playbookg- A}-&3}o] 2] X CA A IdM A B8] v 3

2.3. ANSIBLE-FREEIPA 3| 7] %] A %]
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27 ANSIBLE =3 0] 5-& AH8-51] ID 2] Aln| A 4]

o A7 7t A IPF49 &Y 71 A #E %7} 2= Red Hat Enterprise Linux 8 A] 228 ¢1 %]
3}

] 9= Red Hat Enterprise Linux A] 28] ¢1 %] &<l 3t ) 28
] Ansible A A A 2] 7tol =5 Frx3H Al Q.

> o
>

o HEEHSSH Z2EZS Fall ¥] == 44T 5 J=A IAdUY ¥ ==/ HUEES
& o] /root/.ssh/known_hosts 3} o] 1} & 5] o] d=4] <l g )

23
Ansible ZAEZ# oA TS Ax}2 Ao
L 2o EA RS ST

# subscription-manager repos --enable ansible-2.8-for-rhel-8-x86_64-rpms

2. Ansibleg A x| g+ t}.
I # yum install ansible
3. IdM Ansible & &2 A %] gt}
I # yum install ansible-freeipa

o s+-2 /usr/share/ansible/roles/ t] @ & 2] o] A %] 3§ ] t}.

2.4. 5} A] 2~ ¥l o] ANSIBLE < & $] |

71%.4 © = ansible-freeipa < &2 /usr/share/ansible/roles/ t] 2 €] 2] o] 4 ] ¥ 1] t}. ansible-freeipa
W7 A &) T2 b3t BEU

e /usr/share/ansible/roles/ t] 9 €| 2] = Ansible 71 E £ 2] o] ipaserver, ipareplica @ ipaclient <]
S A AU zF 98 t] @ E 2l = README.md vl 3 th$ 5 o A o A, 7] 2 7} &, & So o
@ 2ol 9 AP E AT

[root@serverl# Is -1 /usr/share/ansible/roles/
ipaclient

ipareplica

ipaserver

e /usr/share/doc/ansible-freeipa/ tl g B 2] = /¥ 9 & U EZ 2 %] o] ] 3+ A ™ A
README.md v}z t}-& 3 o] # &gt} 1= 3t playbooks/ 31 t] & B 2] = # %+

2z).

=
=

5.
H

b oh(etel

[root@serverl# Is -1 /usr/share/doc/ansible-freeipa/
playbooks

README-client.md

README.md

1
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README-replica.md
README-server.md
README-topology.md

e /usr/share/doc/ansible-freeipa/playbooks/ t] @ €] ¢ ol o #] Z ] o] &-o] A & Yt}

[root@server]# Is -1 /usr/share/doc/ansible-freeipa/playbooks/
install-client.yml

install-cluster.yml

install-replica.yml

install-server.yml

uninstall-client.yml

uninstall-cluster.yml

uninstall-replica.yml

uninstall-server.yml

: = Z AHg-3o] IDM A
Hj] 32

25.1. 53 CAE ZFE CAZ AL Z v 7|5 AR

ST CAE ALES] IAM AW & FE CAZ A X|517] et Eg] dd S A b2 A5 9=
o

o 54U ol EONHFHIG AF E

. o EEL 3] LA oM DNS /72T
UHFHTH
o T2E gL F AR o]o} gL}
2. IdM = el 2l o HH E XY Tt
3. IdM Ao E3tE DNS7} 285 = = 313l /etc/resolv.conf Y o] A G2} = ALE-3l W t}h e
< Ao
4. admin 2! Directory Manager ¢] 23 = #] & g t}. Ansible VaultE A}-&35te] 4S5 & A A5t
Z g o] & oA Vault 39S Fx Ut = A Er oA FH ¢S A Gt
5. (A9 A IdM A ol A ALE-S AFG-2} A A firewalld < & S A A FU ok AFE AL A Y9 S
A A g o IdMo] sl A H] =& 7] & firewalld & & of] F71gUth AL F ol € 72 F Y
< public g4t}

o

=) A = firewalld & ¢ o] ¢

9lo]of 517 o 74 o] o] of k.

dagk A R AE 9

o)l £ 2] 9}l o] o) (&5 A 9])

I [ipaserver]
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server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes

[..]
o g A Furk s duEe Bl ¢(gs £

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]

AFE-2F A A firewalld & & & AL

]_

e
s
=
i
AL}
a
e
1o
2

ol

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

Ansible Vault 5} <l o] %] % ¥ admin % Directory Manager &+ & & A}-8-5}o] IdM A B &
A st d A EH ol &

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaserver
state: present

Al E2] 1< ol A admin 4 Directory Manager 3. & A-8-3to] IdM A ¥ & A 3=
ol| A
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- name: Playbook to configure IPA server
hosts: ipaserver
become: true

roles:
- role: ipaserver
state: present

[dM A L ALS 7k A A =] o) o 3F 2FA| g i 8-
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-
single/installing_identity_management/index#installing-idm & =z 3}4 A] Q.

2.5.2. Ansible Z g o] B-& A} & 35le] £33 CAE ZE CAZ A} 2351 IdM A ¥ vl &

rJ

Ansible Z & o] 52 Al-&35lo] CA(TE AZ 7]
= 53y

A3}

Abg-ste] Wl Ee] She S X4 Ty o,

$ ansible-playbook -v -i <path_to_inventory_directory>/hosts
<path_to_playbooks_directory>/install-server.yml

ir

WIEE VW AL ARGl AR AN EA £ES AP G

CLI(ME = 21 g # o] 2)ol| A Ansible Z#|o] & 2 E 28 S &
0o Aol dofstng 2AHEN A FHZ AYPHIJSTS B

PLAY RECAP

)2 FE CAR AFE-3le] IdM AW & vl &l W o] Az}

o 7 ansible-playbook ™ & & 4 8 &1 t}(: install-server.yml).i 34

server.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21

rescued=0 ignored=0

Ansible Z | o] 5 & A}-§-3te] E2Ee] IAM A ¥ & A 2] P54t

2.6. ANSIBLE &3] o] &S A18-5lo] €] H CA7} FE CA= 3= IDM A1 uj

L)
e

2.6.1. 95 CAE ZE CAZ AI&3}o] v Z u 7]l 4 A A

9] % CAZ 2E CAZ AHg 3] IAM AW & A1 517] 918 QM e e P45 A the 4

P

A3}

o

1L AP AR AL U 1AM A B 2 AL E
3Pt FQDN o] the 7] 28 5584 8l

o P5H P shol E()W S FHU T o & Sol WELS 51§57 ¢on DNS 277}
g o
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27 ANSIBLE =3 0] 5-& AH8-51] ID 2] Aln| A 4]

o TAEOEL BT AFA o T
dM = B g o] F s A P

. 1dM Ao 235 DNS7F 285 =2 35131 /etc/resolv.conf 3} o] A G =}E ALg38] W oS
S AP

. admin 2 Directory Manager 2] 2} 3 = A g4t} Ansible VaultE A& 35te] 4S5 & A A5t
Z o) 8 oA Vault FA LS 23Ut = owEa gdor] AH 452 AT

. (g AR 1AM A B o] A AF-8-EF AL8-2) 2] firewalld & & & A Y Th AR A A G Y
A EHA] oW IdMo] s A u] 2= E 7] B firewalld & & o] 71U th AL H o] H 71 &2
< public g4y}

o
=

[e3]

1

o

A1 7 = firewalld & & o] gl ofok &fm o 7-2] o] ofoF gt}
st AW AR dEJdWED 3o (L Al <)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes

[...]
o Au FE7E e dEe] 5o (Y s £3)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]

A8 2} 2] A firewalld & 9 S A&

_O|L
e
o
=3
fmt
i)
%
e
e
2

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
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ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

[..]

- name: Playbook to configure IPA server Step 1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_ca: yes

roles:
- role: ipaserver
state: present

post_tasks:
- name: Copy CSR /root/ipa.csr from node to "{{ groups.ipaserver[0] + "-ipa.csr' }}"
fetch:
src: /root/ipa.csr
dest: "{{ groups.ipaserver[0] + -ipa.csr' }}"
flat: yes

ol

7. AR ] vpA Er A ti el o ZE ol HS A dY T

I

- name: Playbook to configure IPA server Step -1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_cert_files: "/root/chain.crt"

pre_tasks:
- name: Copy "{{ groups.ipaserver[0] + -chain.crt' }}" to /root/chain.crt on node
copy:
src: "{{ groups.ipaserver[0] + '-chain.crt' }}"
dest: "/root/chain.crt"
force: yes

roles:
- role: ipaserver
state: present

B A% CAZ A 3hol 1dM A ¥ 8 B ) ALS 8 5 S 40 B e A 3 g2

https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-
single/installing_identity_management/index#installing-an-ipa-server-with-external-ca_installing-
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27 ANSIBLE =3 0] 5-& AH8-51] ID 2] Aln| A 4]

2.6.2. Ansible Z g o] B-< A}-g3}o] 913 CA7} £ E CAZ L& IdM A vl &
Ansible £ ¥ ©] %2 AHg-to] 9% CA(S1Z 7| #)E £E CAZ ALg-8ke] IdM A ¥ & wi kel ® o] 3}
£ gagych

A3}

1. A9 A AR A of o] st 2 (o install -server-stepl.yml)o] L8 Zgo]& 52lo] o] &
© 2 ansible- playbook & % & A gt i FHAE A&t AW ER Y-S A P

$ ansible-playbook -v -i <path_to_inventory_directory>/host.server
<path_to_playbooks_directory>/install-server-step1.yml

VW EE VW A Abgshel AN R B4 £ES A4 T

CLI( % & Q18 sl o] 2)o] A Ansible E& o] % 229 ES] 282 2 + A&tk thg oA
OS] Aol A snE 2AYEN HFHOR YA S BAF YT

PLAY RECAP
server.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21
rescued=0 ignored=0

2. ZIEE A ipa.cst AFA A 83 31 & gro} o 1 CAol Al &Y o}

3. E CAA M IdM CARIZAM E HEEY 91 Al 8o vl x| 51 T T A o] Z g o] 5o
AN RS FUAES FYL

4. A2 HZF dA ) e A Ho] £3E Z# o] & v 9] o] 52 = ansible-playbook = % & 2
3 S Th( Al mstall -server-step2.yml ). i 348 A& 351 ¢l 2] 93U S A gy}

$ ansible-playbook -v -i <path_to_inventory_directory>/host.server
<path_to_playbooks_directory>/install-server-step2.yml

Ansible Z] o] %2 AL &5t B 2Eo 9% 41 CAZ} Sl 1M AW & A% 35y o,
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3% ANSIBLE =9 o] &£ AF&-3}o] IDENTITY MANAGEMENT &
A& 4 X

3.1. ANSIBLE =d| o] & & AF&-¢HIDM &4 & A X

& A Ao 4 Ansible & AHg-te] Al 2w M BA 2 0.2 T sH S AE U T A 29 S
1AM 57 30 2 74 sho] [dM w2l o] 5583 A Z2xl o] =u Qle] [dM Al o] 4] IdM A 28 AHg &

S 9Es P,

Hl 3 = ipareplica Ansible 9 &2 A2 FUth G &2 25 HA =5 ALE-351] [dM A, =l 2 7
EF A S AET FAdFUTh 28y st EAE 2Fo] A2 tE AP wixH = AT T2 2l
of oA BEAES v £ete A5 2 25 thall 58 AW e SA 2S5 G o oF g th

e
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Ansible & A}-&&1o] I[dM E-A4] 28 A =] 51 7] Aol Ansible 2 1dM 7§13 S o] 3]l &l oF gt}
o] Ao A AHE-E = Th2 8o & o] &l 5l oF Pt

® Ansible & &
® Ansible ==
® Ansible <14l & 2]
® Ansible 24

® Ansible &

e Ansible Z#o] 2 Zgo]&

a
<
Yo
2

| 2wl 22 o] wij 7l = A 78
® IdM EAZE HAE 93712, A 9 So|dE M A4
® Ansible Playbook& Al-&3}o] IdM E-A| S A %] &} 7] 9] 3k 214 S A4

2. Ansible & ] 5 & Al-§-3to |dM H-A & vl &

A 27 A

® Ansible A o] == 9] ansible-freeipa 3} 7] A & A %] 3l &5 t}.

3.2.IDM EA E v £ 9] wj/HSF AR

N ERES M BAZo 2 wf 28t7] ol s 24

o
-
o,
%
T
I

[
E
o
i
B
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i
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o [dM EAZES AAT 712, AH 8l S8l

o Ansible Z#]0] % A1-8 5] IdM B A £ A 5] 918 A4 FH L A G
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A
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37 ANSIBLE Zd] o] 5-& AH8-319] IDENTITY MANAGEMENT E-A] £ A %]

o

2 48] % AW ED HA e TS A e S SR

YUth IdM B4 Zo] S =& S 2E Q] A3t = <l o] 5(FQDN)&
%k DNS o] Fo] o] oF gt}

Fol Z(-)wh & S HUTh o] 2 So] REL 5] 454 92O v DNS &7

o
i
iu)

51

[»)

O

=

flo
Jo o
?01‘ it

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

HMHM%M]%EQ%% SRV #Z=7}IdMDNS G o] Sut=A AHH A9 2=
=7t 283 RE @S AT R AAFYL

Ao g5 AYele T 7 77k AluE 2. & 71Nk 2 /I B2 s o] F7F A BE A
o

S 2] 5}l [ipareplicas] Al Ao R E B Aol dd A9 54 IdM A H = AHE
ﬂL%% @Eﬂﬁﬁﬁum%awmhw*ﬂﬁmgﬂx‘Hﬂ.

rU

IdM A 5] 2 2z 2ol FQDNo] F o9 ¢lwl Eg] 3 AE 59 o

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

Al e 2
T AE AAE kAR 58 Aol 54 BA RS W EsE = B9 2
[ipareplicas] & Aol A 54 BA| 2o A E fE A o= ATt}

574 JA Lol thal g elE 54 1dM A7t 9l il Ee] 9t 9] o

[ipaservers]
server.idm.example.com
replical.idm.example.com
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20

[ipareplicas]
replica2.idm.example.com
replica3.idm.example.com ipareplica_servers=replical.idm.example.com

#] 9] o o] A replica3.idm.example.com & o] ] v} &£ & replical.idm.example.com & &
A A2FE AR YT

Ay e 3

o BEA S ol v 2okaL 3lom Al7ko] T % g v AlS FAE 2T &S
FAFULh AN EL] gdel 54 HA| & 25 (d: [ipareplicas_tier1] 2
[ipareplicas_tier2] & % 2] 5} 31 install-replica.yml =& o] 20| 4 7} Z25-of tj &l ¥ =9
g ol & AAg Y

[

B2 AlSo] Bold A Ee 5L 9 o

[ipaservers]
server.idm.example.com

[ipareplicas_tier1]
replical.idm.example.com

[ipareplicas_tier2]
replica2.idm.example.com \
ipareplica_servers=replical.idm.example.com,server.idm.example.com

ipareplica_servers ©] 3 ¥ x| 3} &-0] /\]»9-%141‘4— T A FEo g A0 E_ Abg g
th1dM A1 2-g ) Zohe B o8 A S-S AHEShE A5, WA tierlol A B4 £ w) £5}7]
el Fel ol Holl M=o 2 o] glofok 0}1 tier2ol| A A & v Z s oF 6“41:}

e BA 2 25l Bl BhE Edol st gl Felol R vt o

- name: Playbook to configure IPA replicas (tier1)
hosts: ipareplicas_tier1
become: true

roles:
- role: ipareplica
state: present

- name: Playbook to configure IPA replicas (tier2)
hosts: ipareplicas_tier2
become: true

roles:
- role: ipareplica
state: present

o Az 4

BAE A 712 G thal g ¢ firewalld 342 AHg st W AWl Ee) sHAg A A5 @
S gUth ol 8 o], 1RGO = A E F§ 9 thA [dM 41 o 3 firewalld % &} &
AHg sl RS 83 5 Ay

AHgA AR ol e A B rom IdMe] 8P A H] 28 7] firewalld < o o] F7HgH]
oAbl 7 ol | 7] 2 g o] & public $j 1 T,



3%, ANSIBLE Zd| o] 28 A1235}o] IDENTITY MANAGEMENT EA]| &2 A x|

o

#17 = firewalld ¢ & o] gl ofok &fm o 7-2] o] of o gt}

AHE-2} 2] A firewalld & & & AF8-3}

e

PR EY S 2E g of

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

[ipareplicas:vars]
ipareplica_firewalld_zone=custom zone

3.2.2. Ansible Playbook-&- A}-&3}of IdM E-A4| 2-& A4 %] 31 7] 9]¢ A4 S A4

IdM 24 2 A2 & 13 A3 Fo s FAsHE b5 das ¢8dy ek

Az

|

L BAES MEFEF AFE AR dEEAA T 1dM F2#).

® RedHat Ansible VaultE AF§-3t] & & A3l Zd o] & gt oA Vault 3+ & 3=
st 7l o] =5 tH(d: install-replica.yml ).

Ansible Vault 7}l ¢] ¢l E2) 91 9 o5 2 ALL3 =

il

g o] &

(%)
e,

] of

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true
vars_files:
- playbook_sensitive_data.yml

roles:

- role: ipareplica
state: present

Ansible VaultE AM-&-3h= W ol ol & 214 & Ul -2 F4] Ansible Vault A5 A & =314

Al L.

o o b3, M EE sdoA 2 H admin 9] A4 T & A FFUTH AW EE] 91U 9
[ipareplicas:vars] 4] A o] ipaadmin_password &S AHg gy ok 23 o2 ¢l E2] 3
d 7} install-replica.yml =8| o] & 3} 2 th53 o] A HYth

o1l & 2] hosts.replica 7} o

[...]
[ipareplicas:vars]
ipaadmin_password=Secret123
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SEEEEDERES PR S COEEE

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true

roles:
- role: ipareplica
state: present

ek

o =oIWE FAd A BEAES 2T Asto] o= 2 AR A4 FH S Al
Yk A3 9= & AR RS X F sk AR AL o] &<l ipaadmin_principal 341 3} oF
ol ipaadmin_password 341 S AF&-3ytth 2 o2 2wl E 2] 3 3} install-replica.yml
o) & o2 o3 o] AP YT

¢l E 2] hosts.replica o1& <
[..]
[ipareplicas:vars]

ipaadmin_principal=my_admin
ipaadmin_password=my_admin_secret123

]_

of
rr
il
v
i
4z
1o
2,

A e gpdol| A F4 9 FEE AHE-

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true

roles:
- role: ipareplica
state: present

F7tEas
e ipareplica Ansible & ol A =23k 5 of] th & A4 & W82
/usr/share/ansible/roles/ipareplica/README.md Markdown 3} & 2% 34 A] Q..
3.3. ANSIBLE Z & °] 52 A} &3} IDM E-A] & ujj &£
Ansible Z#] o] 5 & A}-&-3te] IdM HA| & v 5t ™ o2 A atE SE
A=}
® Ansible E# o] 5 & AFE-5te] IAM HA| 28 A 2 st W 4 o] & 34 o] 53 37 ansible-
playbook = % & A}-8 31 th(|: install-replica.yml ). i A& A183to] ¢l Eg] 91U & A A

AS)cH

$ ansible-playbook -v -i <path_to_inventory_directory>/hosts.replica
<path_to_playbooks_directorys/install-replica.ymli

VW EE v SAE AR AR AR A FE

filo
o

A7

Sl
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[dM &

3%. ANSIBLE Z g o] 22 A}2-35}o] IDENTITY MANAGEMENT 4] 2 A 3]

Ansible2 Ansible Z#| o] & 2 HE o] Aol thsl] LelFUth b S A= 071 €] &l
Aofjsleg 2aPENAFHOZ AYPHYSS RoFY T

PLAY RECAP
replica.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21

rescued=0 ignored=0

A dAAsH
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47, ANSIBLE =4 o] 5-& A& 3t IDENTITY MANAGEMENT &

4.1. ANSIBLE Z#| o] &5 A1-8-3HIDM Z2}o| A E A A

Tk 44 ol A2 Ansible & A}§-8he] 4] 226§ IdM(Identity Management) 2 2o A B 2 4 8k 34
S ™3tk A AE S [dM Z8o)
PN

Wl £ = ipaclient Ansible & @] A %2 g Th 7] 24 0 2 o] @& 1dM A, =r ¢l % 7]t AL 4
Wal] 98] A% A4 REE AE T o Ansible Szl o] Bol A AR AL AL ES T 54
g % g Thel: e v,

e

al

Ansible g A}-4-3}o] IdM Z2}o] A EE A 2] 3}17] Aol Ansible 2 IdM 7 'd & o] &l sl oF &
Ut o] oA AbgE = v &0 & ol sl sl oF Yt

® Ansible & &
® Ansible ==
® Ansible <14l & 2]
® Ansible 24

® Ansible &

e Ansible Z#o] 2 Zgo]&

2. install-client.ymlol] A vjj 7} ¥ 4= &<l
3. Ansible Z# o] &S 2183l IAM o] A E uj £
4. 4= % |dentity Management E&}o|A E H XE |

=R N 1AM Zeo]JE A2 A A WY& MYt Aol TgEol dFUTt.

A 27 Abg

® Ansible Al o] == 9] ansible-freeipa 3} 7] A & A X §l & o}

4.2.IDM Zgo|AE v o] u A HF AR
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47%. ANSIBLE Z3d] o] 52 A}-8-3lo] IDENTITY MANAGEMENT Z&lo]d E A 3]

=
=<

IdM ZetolAEZ v £ 317] Ao A o] m= o A] vl £ 2] Z & A F o) A

J (0

Ansible =g o] & A8 5} ] Identity Management Z2lo]| A EE A X al& & <14l
£ A ¥y oh(4: inventory/hosts ):

o STAE Y AFR

QM ET T WA AT Fe Qo] wheh e F4 F st 9 5 AU Th INISH Ak
@2} Ansibles] 734t 2 stiholn] ofe) o Ao A AL U T,

231

RHELO) A 2] & A4-=} Q1 5| o] 20| A] 2nlE 71 =2 AL4-51#] A Ansible Z 8] o] &0
ipaclient_mkhomedir ¥ =& 2 §+3) of gt}

1L 1dM Sgo]dEV e T 2E 0 A F3ld T 2E o] 2(FQDN)S A A dYth 4 7319 =

o A, AP EA W SOl E()W H AT A S WE L H§H A @O DNS & F

A 5 ATk

o F2EOFL BT 2EA o} U EAL 5§54 ehgUth
SRV @l =7} dMDNS g olo] Sut2A 48 49 2agEt /8 2o s R E 1< 2
Fo= ANk

AN

gol¥l Seo]AE FQDNTE 9l= b e Qiwl =e] 32 E v4¢) o o

[ipaclients]
client.idm.example.com

[..]

2. FeOIE $5 oG A4 U2 A FUTh e H 2E AF PP LS AT F AFUh
o A 55o) $AHAEA FEYU /¥ FHYYT

o RedHat& Ansible VaultE A} g3l o5 2 A A3t S8 o] & 3o A] Vault L&
2 3= A o] =5 U (! install-client.yml ).

1

Ansible Vault 3} o] 2lvl E 2] 3} W 45 5 ALE-5l= S| o] & L9 4
- name: Playbook to configure IPA clients with username/password

hosts: ipaclients

become: true

vars_files:

- playbook_sensitive_data.yml
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roles:
- role: ipaclient
state: present

o d ¢l &lA, inventory/hosts 11 2] [ipaclients:vars] 4] A o} 4 ipaadmin_password
35 AHEste] admin o] A4 SRS AFFUT B A8 e e A AE A
sl W ARE-AL o] Fo Ipaadmln_prmclpal 48 AHE-SFAL 9F o
ipaadmin_password 34 & A& 34 t}. inventory/hosts <1 ¥ & 2] 31 3} install-
clientyml =g o] & 9 & th5-3 Fo] B2 F AFH

Wl Ed S2AE 99 4

ipaadmin_principal=my_admin
ipaadmin_password=Secret123

[...]
| [ipaclients:vars]

QM Ee) o)A FA L GG AHGIE Bdlo] R o

hosts: ipaclients
become: true

roles:
- role: ipaclient

- name: Playbook to unconfigure IPA clients
state: true

o ol THoAM AE AT 5 3= A5 client keytab Y -

o o] g ol A]=H o] ID #e SHO|AER TEH A5 AHET F AFHTh o] <l
= W S A2 sle A #ipaclient_keytab 341 o] 4] & A A 3} 3L keytab S # &sl= vt
o o] A =25 XA g (4 inventory/hosts ¢] [ipaclient:vars] 4] 2).

S5 3ol B H= Yol OTP(one-time password )4 Ut o] 15 R & AH&-she W <l
Wl E 2] 312 o A ipaclient_use_otp=yes 341 & A& 3t} o 2 £ o] inventory/hosts 3}
2] o] [ipa clients:vars] A A o 4] ipaclient _use_otp=yes 34 ¢] F4 & A& & A&
ot OTPo A = tha w4 & shbE A &l oF gt

o

o d £ 5o inventory/hosts 1< €] [ipaclients:vars] 4] 41 ]| ipaadmin_password %<
A g ste] 2RO AEES SIS ASH LA FE AU

o d & Eo] admin keytab (d: 91l E2]/3 2~ E 9] [ipaclients:vars] 4] 4 o]
ipaadmin_keytab 3}S- A 3-3149).

ipaclient Ansible &} o] 4] S=2Hgt g4 tl g AH & g2
/usr/share/ansible/roles/ipaclient/README.md README 3} & %3514 A L.

it
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47, ANSIBLE =3 o] 52 A&-3}9] IDENTITY MANAGEMENT ZZ}o|Ad E A X

Ansible =] o] 22 212 3}<] Identity Management Sz}o] A EE A x| sle] WA <Al Eg Ao o
A B E A F ol : inventory/hosts ):

S2E,IdM A 8], IdM =21 =+ IdM g ol digt A n

AHqjoll v @ A o]

AWED] e BA{F JAMER] 22l w2t g F4 T shtel AS & A5y INIS
AHet 8212 Ansible9] 71231 & slito] ] ofgj & Ao 4] AF&-F U}

Fx

RHELO| A 22| A8} 1€l o] 20| 4] 2ulE 7= 2 A}2-312] W Ansible =] o]
59 ipaclient_mkhomedir ¥ 4Z& Z g3 of gt}

IdM S 2o]JEV} H 8 S 2E 9 AF4t3td $2E o]5(FAQDN)S A Ftt. Z+tstd
= Ql o] &2 f& g DNS o] Fo]ojof g}

57, Aoty B2 L So] ()8 51§ H U ol & So] WES 51854 o DNS
o F7hwAE + dgUch

S2E o8 BF Aol gtk ol AHE 31894 &L h

a4e AR

i

inventory/hosts 3} o] #& A A o}

Zgo|JAEV 553 IdM A & Je = [ipaservers] Al A o 2l= A1 2] FQDN

ZalolAE7F 523 IdM A ¥ o] DNS =12l o] 22 }eh)| = [ipaclients:vars]
A A 9] ipaclient_domain 4
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[e]
IdM 4] ¥} o] X A] o] 5= Kerberos & 4 9] o] 55 Uel = [ipaclients:vars] 4 A
9] ipaclient_realm 34
Z¢}o]E FQDN, A/ 8] FGDN % g ol d =v¢lo] Q= QI ED] T 2E 31U 9| o
[ipaclients]
client.idm.example.com
[ipaservers]
server.idm.example.com
[ipaclients:vars]
ipaclient_domain=idm.example.com
[...]
3.
ZaloldE 550 e d AA $EL AR AU 27 2L AT WL AL 5 A
Yt
[ ]
27 550 A8 AgA] AUk 12 FAIUG
[e]

Red Hat-& Ansible VaultZ A}-£3}lo] ¢+5 & x| Astal g o] & nd oA Vault
39S Fxsle= Aol FFYH(: install-client.yml ).

Ansible Vault 7} 2] QI E<] 71 9 ¢F5 & AL8-31= Sd ol 5 A 9] 4

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true
vars_files:
- playbook_sensitive_data.yml

roles:

- role: ipaclient
state: present
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47F. ANSIBLE &8 o] 53 A}-8-3l] IDENTITY MANAGEMENT Z 20| E d A

g <A s1HA, inventory/hosts 3+ 9] [ipaclients:vars] 2] A o] x|
ipaadmin_password 34 <& A1-835l] admin 9] A4 ZH S ATt == AT Y
£ & A18AE A A A A& A o] 59l ipaadmin_principal 34-& Al&313 4%
9] ipaadmin_password &4 S A}&-3H t}. install-client.yml =g o] & 5} .o o} 33
2ol APt}

[ipaclients:vars]
ipaadmin_principal=my_admin
ipaadmin_password=Secret123

(=

AWM= o)A FA B S ALg S Haol e o

- name: Playbook to unconfigure IPA clients
hosts: ipaclients
become: true

roles:
- role: ipaclient
state: true

o)A S=olA A% AH8 % 9l A5 client keytab Y1k,

o] &AL oldel] A 2Elo] ID B FTOIANER T2 3¢ AHET 5 AFY]
t}. o] Q1= Wy & A18-5l2] W ipaclient_keytab 34 o] 4] 2 7 7 5t 7 keytab2 A &
£ A A o}l : inventory/hosts 9] [ipaclient:vars] 2] A).

o
rr
q
e
lo
)
fu

S5 T AP A= ¢l OTP(one-time password )} Yt} o] Q15 WS AL§-5}
2d oWl & 7] 912 A ipaclient_use_otp=yes &4 2 A&} o= &
inventory/hosts 712 9] [ ipaclients:vars] 4] 4 o] 4] #ipaclient _use_otp=yes 341 9] 4
S AT = dFHH. OTPAA = v 34 5 shE AR sl oF o
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o] £ 9] inventory/hosts 3} 9] [ipaclients:vars] 4 A oi|
ipaadmin_password 312 A F-sle] SEto|AEE TEFES AS5H AHEAY 45

Yrch.
d] 2 o] admin keytab (< : <1l E2)/5 2 E 9] [ipaclients:vars] A A 9|
ipaadmin_keytab 3t A 3-3}<]).
ipaclient Ansible & 3ol A F=et3t F-A ol of 3 ZHAl 3 W] 82

/usr/share/ansible/roles/ipaclient/README.md README 3¢ & %3514 A 2.

4.2.3. install-client.yml 3} o] A wl 7] ¥4 5= &<l

install-client.yml Z o] & #} Qo= IdM S z}o|J E vl £ X H o] EFHH o] AFH .

flo
v

stele A3 Fdol ol Aol ME AY} A=A FAFUh AWH oz Y §

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true

roles:

- role: ipaclient
state: present

A @ 5o] vl v Bed 2aUh

et
ol
I
m
Lo

hosts 322 ansible 2~= 3 E o] 4] ipa-client-install 23 HEZ 23
FQDNE 7 A 5}+= inventory/hosts 31 o] A4 & XA 3.

o2

FEAA 390l &

el

L
=%

become: true & =2 ipa-client-install 23 HE =S 23]
EHES AAZAFYU.

o &:ipaclient 52 S 2E0 AT 4TS AP o] A5 ipa ZTIAE o

Eadinisg
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state: present 352 ZElo|JEE A X A AA F AR5 o FHII)S AF

Ut

4.2.4. Ansible Playbook S A}1-8-3}¢] IdM Zlo|A E T g A o 34

o] Fzx AMNAE AMEE % Fdo] % o] ol 9} § IdM Zeho]AE S5 ga A A
o] AL AFFU

%
")

oWl E 7] 5}l o install-client.yml =3 o] & 5 o

Zg}o]d Ansible
ESSd vaultd A I [ipaclients:vars] - name: Playbook to configure
Folde  FALE [...] IPA clients with
AH-g-2L 9 username/password
Rl ] hosts: ipaclients
1 become: true
vars_files:
- playbook_sensitive_data.yml
roles:
- role: ipaclient
state: present
Egtold Al =2
ESEE YA I [ipaclients:vars] - name: Playbook to configure
ol de=  AE IS ipaadmin_password=Secret123 IPA clients
AH-g-2L 9 hosts: ipaclients
Rl ] become: true
2
roles:
- role: ipaclient
state: true
R OTP+ 3
OTP(one  #A 4= [ipaclients:vars] - name: Playbook to configure
-time ipaadmin_password=Secret123 IPA clients
password ipaclient_use_otp=yes hosts: ipaclients
)l become: true
roles:
- role: ipaclient
state: true
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oWl & 7] 5}l o install-client.yml =3 o] & 5 o

ool ¢ OTP + %
OTP(one A 719 [ipaclients:vars] - name: Playbook to configure
-time ipaadmin_keytab=/tmp/admin.key IPA clients
password tab hosts: ipaclients
) Al 2 ipaclient_use_otp=yes become: true

roles:

- role: ipaclient

state: true

| T&
o] Fetol [ipaclients:vars] - name: Playbook to configure
HEH ipaclient_keytab=/tmp/krb5.keytab IPA clients

hosts: ipaclients
become: true

roles:

- role: ipaclient
state: true

4.3. ANSIBLE =& 0] -2 A1-8-31o] IDM Z2}o] A E vl

Ansible =@ o] &2 A}2351o] IdM 7 o] IdM S }o]HE S w3124 o] a2 S5 gUt).

i

Az

Ansible & o] 5-& A18-314] IdM S Eo|JA EE A Xt H Sd ol 5 3 o] 53 3
ansible-playbook 3 & & A}-8-3] t}h(el : install-client.yml ). i 342 A}-&5lo] QAW Ex] 7Y
S AR FU

I $ ansible-playbook -v -i inventory/hosts install-client.yml

V,-WEE VW FAE ARESte] Al AR A FES AZEY T

Ansible & Ansible Faol% 2= g =] Ao sl FelFUch the 2HL Aol U
344 ghot 2aYET HF Ao APAYL S B F U

PLAY RECAP
client1.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21
rescued=0 ignored=0

32



47, ANSIBLE =g o] 28 A}8-3}a] IDENTITY MANAGEMENT Z&o|d E A X

Ansible2 43t Z 8 & A18-31] H3 T2 Z2 A 20 O] g IS 739
A B = A F3HU . /etc/ansible/ansible.cfg 312 2] [colors] A X oA 7] & ZA 7
E 54 5 A5y

[colors]

[...]

#error = red

#debug = dark gray
#deprecate = purple
#skip = cyan
#unreachable = red
#ok = green
#changed = yellow

[..]

4.4. ANSIBLE 4 X] 3 IDENTITY MANAGEMENT Zz}o]QlE H X2 E

CLI(% % = 21 g ¥ o] 2)= ansible-playbook W& o] A ZAA v A A] G 2EE $h4 5% IS <

A5

ID 2] Fetol AL Aulo] Fo A ALgAo] U@ AHE 7HAL F DA H2Esn Ao 4
o F A AE SAY 5 A FAFU T o E So] 712 admin AHEAE S SN TS S

Ut

[user@client1 ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

AZo] k=) AEeEA H2ESA su- e 71E M AHE 2 the-2 S

[user@client1 ~]$ su - idm_user
Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[idm_user@client1 ~]$

4.5. ANSIBLE Zd°] 55 AH8-3l] IDM S2}o]dE H A A A

Ansible Zao] %2 Algalo] LS M ZFo|AER AAdH g A2E SEFU.
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A 27 A

IdM 2] 2 244 5.

IdM S2to] A EE A A ste | Ed o] & 5 9] o] &3} 7 ansible-playbook 8% & Al-&
g th(el : uninstall-client.yml). i 34 A}&-3lo] vl E2] AL A Qs A F o2 -y,
W EE -WV AL AR A AR B4 FFES AFFY

I $ ansible-playbook -v -i inventory/hosts uninstall-client.yml

ZelolAES A7 5 BAEGA 712 IdM 74T A A S A % ZetoldES ThA] A
A2 AR P A E2E0) T4 ol ol AFUTH EF AR AANE the3 2
o A g Abgol d&UTh

IdM LDAP M ujo]q S0l E T 2E FES A7 sA L5Uh A A7
B S2Ed O35S ALY

IdMol| X Zgo] A E o FF3l= AHl e AAHA FFU
IdM A v ol A Z&2}o]AE 2] DNS &5-& A 7 351A &5t
/etc/krb5.keytab ©] 2] 9] keytab ¢] o] A FA| = A| A 51A] LHU .

AR AAE IdM CA A S 2E o gid] E33 RE JASA 7L AAF U

I XAESHIAM &7 25 A IdM S8to] A E 45 HA 5] A A sk= ol dig AAI g W
&2 IdM Setol A E A A A3 5 ARE FEHAHA L.
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5% ANSIBLE Z o] &g A} &35}l IDME A& 57 s34 &=
5%. ANSIBLE &3 o] 52 AH&-3lo] IDMS &2 51H7] 91 874 &)

IdM(Identity Management)S- #2] 5l+= A 2¥] #2 A= 4] Red Hat Ansible Engine& A}-8-3}4] 2]
g O3S Fdste= Aol FFUTH

& e 2o A Ansible Z2o] % A4 a9l T @ (ol : ~/MyPlaybooks )& 44 #c.

/usr /share/doc/ansible-freeipa/* & /usr/share/doc /rhel-system-roles/* t] &g 2] 2 35} ¢
o2 €2l oA ~/MyPlaybooks t] 2 €] 2] o] 41 & Ansible Zd| 0|52 BA 2 A3}

elwl g 5122 ~/MyPlaybooks t] & € g] o] £33 ).

o) A% AHEFE B ToIM BE FeolRe R 5 Uom FE AFL £F A Yux FellolR
[

2] == A root A et ) oA ipaserver, ipareplica ipa client 2 ipa backup
ansible-freeipa &S A3 5= JFUTh o2 4TS S5t A Ee] 9 dnf
AZEQ o] 3|7]A] ARl thg A Y= AA = Aol Q).

o 4] 416] A} &= ~/MyPlaybooks T} €| 2] = TS 7 Ansible 20| 3-8 %487 Aa sk o] A&
AEZ TASE Y 2Pk

N

A 27 A

rL
£ oﬁ,

&2 3
A=

21 server.idm.example .com ¥ replica.idm.example.com<j IdM 4] 5] & & =]

Alo] oA AFH A< d =2l server.idm.example.com ¥ replica.idm.example.com
o 220% + JE=EDNSE Y EYHA S +4Id5UH.

H]
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& da g oA Ansible 74 2 o] 59 fdgHHE A4 F .
I $ mkdir ~/MyPlaybooks/

~/MyPlaybooks/ T] & €] 2] 2 W17 g o).

I $ cd ~/MyPlaybooks

d

-8 Zdl == A3l ~/Myplaybooks/ansible.cfg & w5t}
[defaults]
inventory = /home/your_username/MyPlaybooks/inventory

[privilege_escalation]
become=True

oS Zdl == A3l ~/Myplaybooks/inventory 3-8 g1},

server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

o] AL ol YA Y= T2E U F /o] S2E 1F<% eu 9t us & AP
T3to]l AL euD us 179 RE ISAEE X35l ipaserver $2E 52 Ao

[ AL SSH 370 2 09l 718 A4 T Th Bl 2E S04 A 28 7285w )
91 7)ol 52 AR A wHAI Al .

I $ ssh-keygen
SSH 371 715 7 &2 :=x=2] I[dM admin A3 o] E-Ag o

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com
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57%. ANSIBLE =9 o] 5-& AH8-3to] IDM& #2]3}7] 913 &7 &4

ol g WE e ALa AT IdM Bl o5 2 Qo gk,

Ansible =8 ] 52 AH&-sto] IdM A 1] A =] o o & &HA| 3 U -§-2 Ansible Z#| o] 52 AHS
sto] ID 2] A AR E FxsHH A L.

A A S E33lo] Ansible Q1 E2] w1 o) ALg 7153 & 4] 7 &= How to build your
inventory(S1Wl £ W= w9 S F 234 A 2.
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Red Hat Enterprise Linux 8 Ansible2 A}-8-5}¢] Identity Management A4 X] 2 3#2]
6°¢. ANSIBLE =3 0] 2.2 ALg-5te] 2= IDM A3 74

Ansible config = 52 A}&-5}11H IdM(Identity Management)ol] i3t 223 74 o7 H4-E A A
AR S Ay

o] o= tha Aol x5 o] dFUT
Ansible Z g o] 22 A}-&31o IdM 4 A2
Ansible =g o] 22 A1-235}] IdM CA 7341 A v 4
Ansible =¥ o] & A}-&31o] IdM AF-&A}e] T gk 7] 2 A 1A

6.1. ANSIBLE Z | o] 22 x}-8-3o] IDM 74 74

& Aol Al Ansible Ed|o] %2 A1-8-3te] WAl 2= 1AM 240l tld BB E FAstE P S
A gy

A 27 A

[ ]
IdM 221 15 & & gtk

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

inventory 7}2 (el : inventory.file )2 A A 5l [ipaserver] A Ao A IdM 23S AMsH =
IdM A ¥ 2 A o] 3] t}. o 2 S o] server.idm.example.comdl 4] © o] ] 2 71 4151 = = Ansible
of AAlstA TS dEF

[ipaserver]
server.idm.example.com

HA S 93] /usr/share/doc/ansible-freeipa/playbooks/config/retmasterve-config.ymil
Ansible Zd o] & 42 g
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67%. ANSIBLE =g o] 23 A1&35to 22 IDM AR A

- name: Playbook to handle global IdM configuration
hosts: ipaserver
become: no
gather_facts: no

tasks:
- name: Query IPA global configuration
ipaconfig:
ipaadmin_password: Secret123
register: serverconfig

- debug:
msg: "{{ serverconfig }}"

e

tlo

EREE

)
e
tlo
B
o
b
L
v

IdM 2]zt Az AU

B A4S 7g gy

Edol & vd 2 e HdS AP 5= Ansible Ed 0] 5S 43 F

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/config/retrieve-config.yml
[.-.]
TASK [debug]
ok: [server.idm.example.com] => {
"msg": {
"ansible_facts": {
"discovered_interpreter_
}!
"changed": false,
"config": {
"ca_renewal_master_server": "server.idm.example.com",
"configstring": [
"AllowNThash",
"KDC:Disable Last Success"
I
"defaultgroup': "ipausers”,
"defaultshell”: "/bin/bash",
"emaildomain™: "idm.example.com”,
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"enable_migration": false,
"groupsearch": [

"cn",

"description™
I
"homedirectory": "/home",
"maxhostname': "64",
"maxusername’: "64",
"pac_type": [

"MS-PAC",

"nfs:NONE"
I
"pwdexpnotify": "4",
"searchrecordslimit": "100",
"searchtimelimit™: "2",
"selinuxusermapdefault”: "unconfined_u:s0-s0:c0.c1023",
"selinuxusermaporder™: [

"guest_u:s0$xguest_u:sO0$user_
I
"usersearch": [

"uid”,

"givenname",

"sn",

"telephonenumber”,

ou",
"title"

]
12

"failed": false

6.2. ANSIBLE Zd°] 52 A18-3t<] IDM CA 734 AW 4

A= CA(Q1=F 7]13#)E AHE-31+= IdM(Identity Management) vl Z o] 4] CA 7341 A v &= IdM A] 2=

W AFME 44 Felstn ANFU T 4 M e 22 g o

IdM CA 73 A A u] o] ol gk ZA g 82 IdM CA 7821 A u] ARE-S =zt A L.

& A ajol A= Ansible 0] %2 A1g-31o] IdM CA 7341 Av] & T4 b e 41

s

Ut

A 27 A

[ ]
IdM #2123 43 8 <43 sU
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67. ANSIBLE Z#| o] 53 AH8ste] =2 IDMAHY 74

Ansible 71 E £ 2] 9] ansible-freeipa 371X & A x| & }.

=
1.
A€ A1g: A A IdM CA 734 Au & AEgd.
$ ipa config-show | grep 'CA renewal’
IPA CA renewal master: server.idm.example.com
2.
elwl Eg] 512 (4: inventory.file )& A A 3131 o] 7] 9| ipaserver E & o] ]t}
[ipaserver]
server.idm.example.com
3.
H A& 93] /usr/share/doc/ansible-freeipa/playbooks/config/set-ca-renewal-master-
server.yml Ansible Z ¢ 5 74 & .
- name: Playbook to handle global DNS configuration
hosts: ipaserver
become: no
gather_facts: no
tasks:
- name: set ca_renewal_master_server
ipaconfig:
ipaadmin_password: SomeADMINpassword
ca_renewal_master_server: carenewal.idm.example.com
4,
oH&3 ol WA st A QP
[}
ipaadmin_password Y42 A4 3 IdM #2] #}2] ¢+ Y.
[}
ca_renewal_master_server ¥ ol A A A3t CA 7341 A v 9] o] YUt}
5.
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Ansible 0152 APt EH ol H LA e ALdS AF I

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/config/set-ca-renewal-master-server.yml

A

ol\

A

CA 732 Au7l MAHAEA S e 5 g

IdM 2] %} 2 ipaserver o] 21213}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

IdM CA 7341 A ¥ 9] IDE &3 gt

$ ipa config-show | grep ‘CA renewal’
IPA CA renewal master: carenewal.idm.example.com

%9 o] carenewal.idm.example.com A 1] 7} ] CA 7341 A8 UL B FYt}.

6.3. ANSIBLE Z g o] 22 A}-23}9] IDM A}-&=}ol| o 3 7] &2 4 A4

o

Tehetal sl 4 st == 13 9yt bash,sh,ksh,zsh 5] RHEL(Red Hat Enterprise
2 2123 4 & Ut} Bash =& /bin/bash = o] 332 9] Linux A| 2"l o] 4] dg]
o, A¥kA o 2 RHELS| A&7 AR 9] 7182 4y

& Aol Al Ansible Ed0] 52 A1-g-3te] IdM AFgRLe] /]2 42 tlA] 42 sh & FAE W
W A9,

A 27 A

[ ]
IdM 2] 7} 95 2 %3 AU,

Ansible 7 E £ 2] 9] ansible-freeipa 3| 7] %] & A X &1}
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67¢. ANSIBLE Z 38 o] 5-& A-8-35le] 2= IDMAH +X4

X &l xX}&}: retrieve-config.yml Ansible = d] o] 52 A}-&3]
o ZHA g Ul 82 Ansible =38 o] 52 A3t 1AM +4

o &
o
=
>
oo
)
lo
ra
2
131
il
1>
e

<l £2] 1} (o) : inventory.file )2 A A3} 51 of 7] 9] ipaserver = A o] gt}

[ipaserver]
server.idm.example.com

H RS 93] /usr/share/doc/ansible-freeipa/playbooks/config/ensure-config-options-
are-set.yml Ansible Z3d| o] & #d& 4.

- name: Playbook to ensure some config options are set
hosts: ipaserver
become: true

tasks:

# Set defaultlogin and maxusername

- ipaconfig:
ipaadmin_password: Secret123
defaultshell: /bin/bash
maxusername: 64

)
1
il
X
ox
e
L
u)

73 5t

tlo

o
ipaadmin_password Y142 A4 3 IdM #2] #}2] ¢+s Y.

default shell =2 A3 |dM A& #}2] 7] 2 A2 /bin/sh o] &Y}

Ansible 0] 52 A it Fellol% st AW ET HA L AT

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/config/ensure-config-options-are-set.yml

o
ol\
L
)
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Mol 4] A A8 A 2kste] 718 AL8 A o] MAHAEA AT+ JHUTH

IdM &) 2} = ipaserver o] =213t}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

[admin@server /]$ echo "$SHELL"
/bin/sh

27919 AHgAHE sh 42 AHg-3ha &It

/usr/share/doc/ansible-freeipa/ ©] @ € ] o] 21+= README-config.md Markdown 3} < o]
A Z22H M AAY 9 753 U 558 74 5t= A& Ansible 901 58 £ s

/usr/share/doc/ansible-freeipa/playbooks/config t] & ] 2] o] A t} 3t IdM +A 33 2
o] g A= Ansible Z# 0] 58 & & AFU
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77 ANSIBLE E3] o] 5-2 A1 5te] AL8 3} #14 #a)
7. ANSIBLE S o] %2 ALg-3te] Abg-#} A1 ]

Ansible %3] 3£ A-85to] IdMoIA] AH8AHE 2ol
% o] Bl A T 2ol Ansible Z3]0] %2 A5k

[ ]
@ AFg A/ YML st ol 24 U =lo] 9EA sl th
[ ]
YML st o] 24 v g ol o] AbgAvt A s g o
[ ]
YML stedo 4] 275 &= JSON shelol U ®l of & AL A7} 9 S th
[ ]
YML st o] 24 Vg AHg A/t 9EA SHelgh

7.1. A&} g}o) == Alo] =

IdM(ID &2])e o3 Al 7FA] A2 AR S A L3

[}
zulo] g ALEAE A5l 585 GaUth 2/ FugUth B4 Ag A Do A
RrgA AR AL g o] 2% AMAS A4 & gt
[}
g ALEAE A% S8 Bad BE AFSA ARG £4L o Aujolx AAslof
U,
[}
BHEDASAE MBH O 5 H T IdMe] A5 5 Qe oA B ALS YU nED
AL B AR D AR S0 TS A oA AL A 58] 9 ol
t}.
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___________________________________________________________________________________________

Preserve '
Activate | @0 M 00 ML 0 fmmmmmmeeeeeo >
Stageusers =~ --------------- | 4 < Preserved users

Active users Restore

lDe.’e te

Delete Delete
» Deleted users

A

IdM Bl ol el W o] 0] 4] G 74 02 AHE R FEL AAT 5 AEUTH

AHA A A A AIZ L BAT S UL A A AR S AHAISHH Al Q4" R E
ARy GgrAR oz =AYt}

Al F2 A= 712 admin AHERES 22 AR} A 7o) = AREARE e sy BRE #ER
AL A4 = 2HA| g 7% Directory Manager<il 4] Directory Serverdl A Aj aJrE] A5 FEo= QA3
of %“4 .

%91

admin A8 2HE A4 34 wH41A] 9. admin & IdMell 2 2.3 Abd A <) ALg 3}
olmz o] 2o ol 54 W olA FA7H 2T vl admin 48RS 3
o) aba ALg-ahel & 4§ sht o el ThE ALg Aol A admin AL el & F ipa
b7} ] 84 3} admino. = A1 g o 9 admin AH8A1 S ]84 3l g o,
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77¢. ANSIBLE Z 9 o] 5-& AH&-3to] AR = AR A=

%91

IdMel] 28 ALg-AE F7131A] vH4 A] .. NSS(Name Service Switch)= =24 A}
22 D 8L 3357 Ao FA IdM AL A 2 2828 g, =, IdM 2.8
A A2 22 AHEANAl & sHA syt

7.2. ANSIBLE Z3d] o] 5-& A-8-3}o] IDM AF&-A71 A=A 89l

tlo
il
ol
d
L
v

& Aol Al Ansible Ed 0] 52 A1-§-3te] IdMol AH§7} =4 SHel s

A 27 A

[ ]
IdM 2] 7} 5.2 %3 AU,

ansible-freeipa = 7] x| &= Ansible A E 2 ] A xgt}.

A3
1.
olwl 2] 5} (d: inventory.file )2 A Al 5132 o] 7] 9] ipaserver = A o] g t}.
[ipaserver]
server.idm.example.com
2.

IdMel] 9l = AH8A19] dHo]H & AL-&-3le] Ansible Zdo] & 3 S A} UG o] DAE 7+
43}317] 9934l /usr/share/doc/ansible-freeipa/playbooks/user/add-user.yml 3} o] A of| 2] &
AL A S - s ol & S0l idm_user 2t= AH8-AE A3 3t5L Password123 & At
27 42 F7heEE e FPF

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Create user idm_user
ipauser:
ipaadmin_password: MySecret123
name: idm_user
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first: Alice

last: Acme

uid: 1000111

gid: 10011

phone: "+555123457"

email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"
update_password: on_create

AHEAE FrhsHE Y e R4S ALgaloF g

[ ]

name: 2712 o] &
[ ]

first: 2 A o] F FA4E
[ ]

last: A4 &x¥

A1 71538 AR AL &4 9] A A 2= -2 jusr/share/doc/ansible-freeipa/README-user.md
Markdown oY & F=x 34 A Q.

update_password: on_create & A1-8-3l+= 79 Ansible2 A1-8-215 A
A Wk AL A G E AT T AFE AL o] ¢HFE ALESte] A E AS
Ansibled| A Al ¢t & A 3HA LHU T

il

ol %2 Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-ldM-user.yml

A

ol\

A

°
ipa user-show 3% & AH8-3t] A ARE-AF Al o] IdMe] A=4] A 5 s

admino = ipaserver o] 21213},

48



7% ANSIBLE Z 80 5.2 18 3lo] A8} A1 4 2]

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2.
# 2] AL Kerberos €|A S @ A3t}
$ Kkinit admin
Password for admin@IDM.EXAMPLE.COM:
3.

idm_user o] A& ARE 2 A P

$ ipa user-show idm_user
User login: idm_user
First name: Alice
Last name: Acme

o] = o] jdm_user 1 A& A= IdMo 951 o).

7.3. ANSIBLE PLAYBOOKS- X183l of 2 IDM AF&-A171 ) =A] &<l

& Axtol A = Ansible Zd0] %2 AHg-3to] IdMoll o2 AL§ A7} YA Sl st 3y
Ut

tlo
i
ol
i)

A 27 A

[ ]
IdM 2] 7} 5.2 93 AU,

A3
1.
olwl 2] 9} (d: inventory.file )2 A Al 3132 o] 7] 9] ipaserver = A o] g t}.
[ipaserver]
server.idm.example.com
2.

IdMoil 4] 3kel gt A-g-=}9] o] o] 2 Ansible Zg o] 51d & AU o] DA S 743}
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sl7] 93l /usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-present.yml 3} & oj]
A AAE BASSL 8 4 dFUTh ol & E9] idm_user_1, idm_user_2 ¥ idm_user_3
A& A= A A5 AL, Password123 S idm_user 19 ¢35 2 F71sldd 22 3o

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Create user idm_users
ipauser:
ipaadmin_password: MySecret123
users:
- hame: idm_user_1
first: Alice
last: Acme
uid: 10001
gid: 10011
phone: "+555123457"
email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"
- hame: idm_user_2
first: Bob
last: Acme
uid: 100011
gid: 10011
- name: idm_user_3
first: Eve
last: Acme
uid: 1000111
gid: 10011

Fx

update_password: on_create 343 A3 3% ¢} ©H Ansible2 =3 o] &
= A3 yvig AHEA G5 E g AZ UG Sdlol ol vix e s 433 d
o] F A2 A7t 5 E WAF A9 Ansiblee 5= A AR

Aol %e A,

e

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-users.yml

o
ol
L
X
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77¢. ANSIBLE Z 9 o] 5-& AH&-3to] AR = AR A=

ipa user-show % 22 A 8-3to] AL} Al o] IdMol YA sl e 4 gtk

A A= ipaserver o] Z 1213}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

idm_user_19] gt W L A]:

$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

IdMell idm_user_1 o] &= A&7 Q&5 o).

7.4. ANSIBLE =g °] 53 A}-8-3t%] JSON 5 oA o & IDM AL A7t J=A] &9

RS

th& Aol A & Ansible Ed0] %2 ALg-ste] IdMol o & AL A7} 1A SHelsh By
Yt} AFg-AH= JSON 52l ol A 251 o

filo
i
ol
o

A 27 A

[ ]
IdM #2123 432 43 sy

Ansible 71 E £ 2] 9 ansible-freeipa 371X & A x| & }.

<l £2] n} (o) : inventory.file )& A A3}l of 7] o] ipaserver = A 2] gt}

[ipaserver]
server.idm.example.com
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Z 83 &9 S AHE-3to] Ansible Zd o5 343 A FUT. S5 A 3= AHS-AL] H
o]H & JSON 3 & I3t} o] QA E 7+43s}sH7] 93l /usr/share/doc/ansible-
freeipa/ensure-users-present-ymlfile.yml 5} o] 4] oA S B A}sl2 £ 5 A5

- name: Ensure users' presence
hosts: ipaserver
become: true

tasks:
- name: Include users.json
include_vars:
file: users.json

- name: Users present
ipauser:
ipaadmin_password: MySecret123
users: "{{ users }}"

users.json 345 A 3L IdM AHE-AHE F-71H U o). o] @A & 7H4A313817] 98l
/usr/share/doc/ansible-freeipa/playbooks/user/users.json 3} o 4| o A S B A}sla =4
F A&t dE So] idm_user_1, idm_user_2 2 idm_user_3 A} &A1& A A 511,
Password123 & idm_user_1¢] ¢¢s2 F7lsle]d 22 Fa4Fh.

{
"users": [
{
"name": "idm_user_1",
"first™: "Alice",
"last": "Acme",
"password": "Password123"
}!
{
"name": "idm_user_2",
"first": "Bob",
"last": "Acme"
}!
{
"name": "idm_user_3",
"first": "Eve",
"last": "Acme"
}
]
}
4.
SdlolE oY 2 e 3A S X 5t= Ansible S8 0] 5-S A3

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-users-present-jsonfile.yml
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o
ol\
L
X

ipa user-show % 22 AL 8-3to] AL <} Al o] IdMol =7 sl e 4 Utk

AT A= ipaserver o] & 1213}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

idm_user_19l] gk W XL A]:

$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

IdMel] idm_user_1 o]&}= AL2-271 <5t

7.5. ANSIBLE =g o] 33 A}-&3lo] AL&A7F QLEA] 82l

& Aol Al Ansible Ed0] %2 ALg-3te] 54 ALER7 Mol g7 sl sk 3y
U,

tlo
i
ol
d

A 27 A

[ ]
IdM 2] 7} 9+ 5 2 231 5T

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

Q1w & 2] 5}2l(of: inventory.file )2 AW A 3131 of 7] o) ipaserver S A o] g}

[ipaserver]
server.idm.example.com
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IdMell gl= AH&-A1= Ansible Z o] 5 34 S A FU . o] GAIE 7H43}317] 9138
/usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-present.yml 31 oj| A o A &
ALt AT 5 AG5Uh o = S0 idm_user_1, idm_user_2 2 jdm_user_3 A& A=

A St e S o

- name: Playbook to handle users
hosts: ipaserver
become: true

tasks:
- name: Delete users idm_user_1, idm_user_2, idm_user_3
ipauser:
ipaadmin_password: MySecret123
users:
- hame: idm_user_1
- hame: idm_user_2
- name: idm_user_3
state: absent

lul Eg] 5122 XA sl Ansible Z# o] 22 A3 3t}

%)

i)

o]
=

il

glol &

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/delete-users.yml

As 2

ol\

ipa user-show 3% & A}-8-351o] ALg-#} Al A o] IdMel] §l=X] 8203 4= A5

A A= ipaserver o] Z 121}

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

idm_user_19] tigt 3RS 2 A3}

$ ipa user-show idm_user_1
ipa: ERROR: idm_user_1: user not found

o] =o] idm_user_1 9 A}&2= IdMo)| 915Ut}



7% ANSIBLE Z 80 5.2 18 3lo] A8} A1 4 2]

/usr/share/doc/ansible-freeipa/ t] @ € 2] o] 3l:= README-user.md Markdown 3} o] 4]
AHEAL BE, 2HAL, v 2 8, A Sl Al R 2HAl 9 22 o2 1dM ARE R A 2ol dig A
Ansible Z# 0] 5-& & & dHFUth Y= ipauser Y Folx ¥§ o] dFUT

/usr/share/doc/ansible-freeipa/playbooks/user t] @ €] 2] o] M= Ansible Zgo] &S &2
= dFUh
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8%. ANSIBLE 90| %2 AL-§-3le] Ag 4 25 #)

o] A4 0) A& Ansible Z# o] % A8 & A8 25 #ejol vl &A1 Fh

AL 27 T A, ¢35 34 2 e 5SS 7HA AR A Jd Yo
IdM(ldentity Management)¢] A} &2 252 28 £3d + d5UY
[}
IdM A}-8-=
[}

718k IdM AH8-AF 155

A5 ALE A} - IdM 9] 30 £ R 5He AHS A

M Moz b8 FA7k TFH U

[}
IdMe] g3t 25 73
[}
A- L 25 7484
[}
Ansible Playbook 2 A}-&-3lo] IdM 2§ 2@ 2§ 7AYol A=A 32l
[}
Ansible Z# 0] 5-& A18-3to] IDM AH-&-2} 25l @9 A2 A7F Jd=A &2l
[}

Ansible =8 °] 52 AH&-sto] IDM A&z 250 W #2| A7 QLA &

8.1.IDM2] t}3t 18 43

ldMe &3 e fde 2Ee AdgyTh
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POSIX 15 & 7AYol d 3 Linux POSIX 542 X34t} Active Directorye}l 45 #8-3}
= 252 POSIX 54 S A48 4 sy

POSIX 23 & X144 Wz o] dEEl 2 Au gt AHgA s AA 8 POSIX 4 9] ol 2& A
€2} ¥ g (UID)2l uidNumber ¢} 25 ¥ 5 (GID)2l gidNumber 7} 91 &4 o).

postiX o] £l 9] 15

POST o] 9] 8] 2§2 POSIX 542 A Q314 Utk ol 2 Sol, o8 @ 15l GID7L A 9]
o] YA ekt

ol 4R 1gel wE Wl IdM =ul<lo) Zalof gt

A a5

A% 2F2 ALgstel IdM =ul 9l 9]%.0] ID A kol Y 1F 74 AS FAFITHE!).

[ ]

24 A2
[ ]
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O g g A

9% 252 POSIX 542 A Qe ekuith ol & o, o2 @ 2golE GID7L A elH o] 917
25U

X 81.712F o7 WA ALA 1 F

aF°ls 712 25 @

ipausers ZE |dM AFE R}

admins 71 admin A}&-71-5 Z g sle] 2] Ado] sl AHeA
w71 o= H o] 54 Aol fle dAA ZF AU

213 A= Active Directory 21 2] #+a] & 9|3t A 3to] 9= A&7}
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AHEAHE AHE A 2l F71ehA AHSE A Al 253 38 E A 9 A A o] Fogunt. o & Eo] At
SANA A2 A2 FolstH A AHSAE admins 259 F7184 4.

%9]

admins 252 24| 51 A] v} A] 2. admins = IdMo]] = Q 31 A}A A o] 1F 0]
B2 o] oz 3 54 W FAI7F A

£ Mo A A A} 317} 44 E o rpe} [dM2 7] 25 02 A1} /]9l 2572 ARAFUTH A 2
Fol Tl AA N2 AN 25 glo] AR F71E FxatalAl 2.

8.2. 44 2 7+d 2§ *X8d
IdMe] AH8AF 28 S A4 2 72hd ALY 25l F2H Ut B 250 A1ge AUl AB

29 BEASAE A2FY 2 FAA0E g

% 5o e Hololad o)A the- FATTh

User1 % User2= A 159 FF A~y

User 3, User4 2 User 5= A 2159 7Hg 7#5Ht

2™ 8.1. A4 2 4 aw 9w

Group A
Group B
User1 User 2 User 3 User 4 User 5

58


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index#adding-users-without-a-user-private-group_managing-user-groups-in-idm-cli

8%. ANSIBLE & °] 52 AH8-sto] AH8-# 157 e

g 2F Al U@ U5 A AL AQshd o] AA L AL A 2F B RE ALEAGAE F8HY
o

8.3. ANSIBLE PLAYBOOKS- A}-£-3l] IDM 15 9 15 A4 ¥l A=A &2

R

O Aol A= AHE A B AHE A 1F 25 Ansible Z2) 0] 32 ALg3to] IdM 1§ 2 2% T4 o]
9EA sl e 4y

A 27 A

[ ]
IdM #2312 432 <43 sU

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}

Ansible Z 3 o] 5ol A Z=x318] = AHE-AH= IdMe)l 951 t}. Ansibleg A}-8-3}o] A}-8-=}7}
AEA gelate Wyl of 3 A4 3 8-S Ansible =g o] B2 A}-&-5lo] A4 A A=
FxsH Al L.

olwl £ 2] 5} (d: inventory.file )2 A A 3132 o] 7] 9] ipaserver = A o] g t}.

[ipaserver]
server.idm.example.com

P93 AHEA D 2F A HE AHR31o] Ansible Z# o] & 39S A gt}

- name: Playbook to handle groups
hosts: ipaserver
become: true

tasks:
- name: Create group ops with gid 1234
ipagroup:
ipaadmin_password: MySecret123
name: ops
gidnumber: 1234

- name: Create group sysops

ipagroup:
ipaadmin_password: MySecret123
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name: sysops
user:
- idm_user

- name: Create group appops
ipagroup:
ipaadmin_password: MySecret123
hame: appops

- name: Add group members sysops and appops to group ops
ipagroup:
ipaadmin_password: MySecret123
name: ops
group:
- sysops
- appops

ol S A3 g

il

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-group-members.yml

A

ol}l

ipa group-show ™ & 2 x}1-8 3} ops 2=l sysops 2 appops 7} 44 A= X352
idm_user 7} 7+ 774 % °i EdH o A=A AT = dFUT

A A= ipaserver o] & 1213}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

ops ol 3 ARE TAFUG :

ipaserver]$ ipa group-show ops
Group name: ops
GID: 1234
Member groups: sysops, appops
Indirect Member users: idm_user

appops ¥ sysops 1§ - idm_user A}8-22 E£3HslE F A= IdMo)| <54 o).
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Ansible S AH8-3t] AHg-AF 1F0] A=A st Wyl di g AHA g W &2
/usr/share/doc/ansible-freeipa/README-group.md Markdown 3} & =314 A 2.

8.4. ANSIBLE PLAYBOOKS- A}-8-3}] IDM AF8-#} 25l A #2 27} A=A 821

Ansible Z 3 o] 5-& A}-8-5t Al8-A 9 ALg-2F 15 25 1AM 91w #2] 27t J=A

A 27 A

[ ]
IdM el 4 958 %3 Yrivh

Ansible 71 E £ 2] 9] ansible-freeipa 7] %] & A X &1}

Wy #e A Fobetel AL A B 25 ol B3 #elstel s 259 ol el gojok FY]

=
A3
1.
olwl £ 2] 5} (d: inventory.file )2 A A 3132 o] 7] 9] ipaserver = A o] g t}.
[ipaserver]
server.idm.example.com
2.
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- name: Playbook to handle membership management

hosts: ipaserver
become: true

tasks:
- name: Ensure user test is present for group_a
ipagroup:
ipaadmin_password: MySecret123
hame: group_a
membermanager_user: test

- name: Ensure group_admins is present for group_a
ipagroup:
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ipaadmin_password: MySecret123
hame: group_a

membermanager_group: group_admins

il

dolde Aa gy

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/add-member-managers-user-groups.yml

A

ol\

A

ipa group-show ™ & & Al-&-3}] group_a 259l test 71 +AQ A A= £35 o] A
group_admins 7} group_a °] ®u] A2zl %] &g 4= JHFy .

RS

A2 A= ipaserver o] & 1213},

$ ssh admin@server.idm.example.com
Password:

[admin@server /]$
managergroup1 o] tjgk AR T A] :

ipaserver]$ ipa group-show group_a
Group name: group_a
GID: 1133400009

Membership managed by groups: group_admins
Membership managed by users: test

ipa host-add-member-manager --helpE F =314 A 2.
ipa =% Ho|X & FXF4A L.

8.5. ANSIBLE PLAYBOOK S A}-8-3l] IDM AFg-2F 15 AW #2271 gl=A] Ao

& A3l A Ansible Ed0] %2 A8 5ol IdM W u] #el H(AHE A L AR 1§ LF)7} 9l
A gelshe e 4g

A 27 A
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IdM 2] 7} 95 2 %3 AU,

Ansible 7 E £ 2] 9] ansible-freeipa 3 7]1x] & A X &1}

A7 FA AE W DA AR B 150 o B3 Fal FA 28 ol ol 2lolok )

c}.
Az}
1.
<l E2] 1} (o) : inventory.file )& A A3}l 31 of 7] 9] ipaserver = A 2] g t}.
[ipaserver]
server.idm.example.com
2.
a3 AR Y OF 7Y #2 AR E AHESte] Ansible Z# o] 5 31d S AU o
- name: Playbook to handle membership management
hosts: ipaserver
become: true
tasks:
- name: Ensure member manager user and group members are absent for group_a
ipagroup:
ipaadmin_password: MySecret123
hame: group_a
membermanager_user: test
membermanager_group: group_admins
action: member
state: absent
3.
S¥olHS Ay
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-member-managers-are-absent.yml
s 2

ipa group-show g & & A}-&-3lo] group_a 5l test 7} 7+ A A=E £ 5 o] AR F2A,
group_admins 7} group_a °] 9 A2 £ E o] AR F2A AT = AFU
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A2 A= ipaserver o] & 1213}

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

group_acl tj & 1. LA g,

ipaserver]$ ipa group-show group_a
Group name: group_a
GID: 1133400009

ipa host-remove-member-manager --helpE =314 A 2.

ipa =% Ho|X & FXFA4A L.
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Sshd IdM AEE oA IdM T &8 2] AH FEAA A E A4S 3T 5 sy

ol MANAE e 7412 FEUT.
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AnsibleS A} 8310 A= Aqu)| A FAo] =4 Fold).
[}
AnsibleS A} & 35}a] A= xu] 2 FH o] §QE=X] o1},
[}
Ansible g A}-g3lo] A A u| X FF o] 53 EAo] JEA g
[}

Ansible g A}-&3lo] A A v X FF o] B4 E4 o] gleA gy

9.1. IDM2] A3 xju] & o 4] & A o]

A 3= ] 2 A A 2 A o] -2 IdM(Identity Management) <l €] €] 7} IdM Directory Server 329
A FRE F Ade AU ES FAdHG A& S0 IdM A8 A= A4l 9] ¢S E Hul ol ES + IdFU .

e

o] Aol W2 AHgaA AZH Id S AAw A
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“ik 9]

QAN s A A T2 AUY A TAFIN S A2 A TS
A28 FASE AHE ] AFL =X 92 =Y & AxUTh

9.2. ANSIBLE S A} 23} A3 xu] 2 1A o] =% o1},

T} Axz}ol| 4] = Ansible = o] 22 A}-83}o] A A v 2 722 A 935 IdM(Identity
Management) A B o] =A] &2l sl= WH S A3 o] do]A] A AFEA= A4l 9] o] 5 Al E AW
T3S #2T 4 Jo *}31}01]71] A4l o] A H o] F,H2EF o] o]l 5, AE D X7 EA/4S HAT
F AFUG. ol & T3l Yot= A FTA olF e 2RSS HATE F dH5 UL

A 87 A

[ ]
IdM 22) 2k 5 & S Y& T
[ ]
o3 84 A18HS 5531= Ansible Al o] ;==& A FY T
[e]
Ansible B A 2.8 o] & AH&-stL U
[e]
ansible-freeipa | 7] x| & A2 X I F U o}.
[e]
~/MyPlaybooks/ t] &1 €] 2] o] o] & & ¥4 & 7A 3= IdM A v 2] A 13te vl o] &
(FQDN)& A}-8-3t] Ansible Q1Wl 2] 31U S BAAAFU
A
1.
~/MyPlaybooks/ t] & €] 2] 2 o] 53},
I $ cd ~/MyPlaybooks/
2.

/usr/share/doc/ansible -freeipa/playbooks/selfservice/ T} 2 g 2] o] = selfservice-
present.yml 5} o] B AR S vist}.
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9%. ANSIBLE =] o] 2-& A}8-5o] IDMol| 4] & = A u] 2 73 7]

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-present.ymi
selfservice-present-copy.ymi

]
=)
1
filo
o2
L
fiu)

H 7 & selfservice-present-copy.yml Ansible = g o]

ipaselfservice 2] A HolX the WS A5t HA2 =Y Tk,

[ ]
ipaadmin_password H5-= IdM &2z 2] g3 =2 AA 3.
[ ]
name W5 A AX Au|X qpF 0] o] o7 A
[ ]
I UFE AR FEI AT ES5 (471 2 27] )= A FU
[ ]

attribute ¥ ~Z givenname,displayname ,title, initials 5 A8} 7} A A & o = =]
A HE 5502 AF P

o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢Jt}.

- name: Self-service present
hosts: ipaserver
become: true

tasks:
- name: Ensure self-service rule "Users can manage their own name details" is
present
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
permission: read, write
attribute:
- givenname
- displayname
- title
- initials
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51912 A4 3= Ansible Z o] 52 AP}

A Au) 2 32 g o] ol gk A T Ul 8- IdMe] A1 A u] s oA = A o] & FEa Al

}_-o

ipaselfservice 2 £ A8 3= M= Ansible Playbook& t} 32 F %314 A Q.

"7 =

/ust/share/doc/ansible -freeipa/ t] 2 €] 2] o] 2J+= README- selfservice.md v}-. o]
s}l o] &= ipaselfservice 4 A )& X35 o] dFUTh

/usr/share/doc/ansible-freeipa/playbooks/selfservice ] 2l & &].

9.3. ANSIBLE 2 A} 23} A3 2 H] 2 7 o] Q=% 13},

th& Aol A & Ansible 3 0] %2 A& ste] IdM 74 ol 4G ¥ A% Al 2 72 o] A st

g e AP F T okl sl ROl A = IdMo) AL8 A7t <HA ol F A% A 1 AE AlH] 2= F2 o] glEA
stelsh W e AW o DA S A8 AV} ol & So] AA BA ol F EE 2713 WAT 5
Qsuich

A 27 A

IdM 227 52 23 A&

oS 27 A3HS $=31+= Ansible Alo] ==& FAIA S UL

Ansible ¥ 2.8 o] /42 AH8-33 dFU

ansible-freeipa | 7] x| & 2 X I H U d}.

~IMyPlaybooks/ Tl & €] 2] o] o] &g 34L& F A= IdM A v o] Atste T2l o] &
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9% ANSIBLE &9l o] &2 Al-85l] IDMoJ| A A3 X 8] 2 17 #3

(FQDN)& A}-8-3l] Ansible <1Wl 2] 31U S A A FU

~/MyPlaybooks/ T] @ €] €] 2 o] &3]t}

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/selfservice/ T] 2 g 2] o] )+ selfservice-
absent.yml 3} o] B A2 S ul5Ut).

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-absent.yml
selfservice-absent-copy.yml

3.
selfservice-absent-copy.yml Ansible = o] & 512 #HAF 3t AP}
4.
ipaselfservice z+¢] A H oA o5 A& AA st FY S =4 P
[ ]
ipaadmin_password HS-= IdM #2]#1 2] g3 =2 AA 3.
[ ]

name M5 A U] X fF 9] o]Fo 7 AAF ).

state H14~-Z absent = A& 3] }.

o] &AA| oA 3 +4 A Ansible =g o] & 7 ¢jt}.

- name: Self-service absent
hosts: ipaserver
become: true

tasks:

absent
ipaselfservice:
ipaadmin_password: Secret123

name: "Users can manage their own name details"
state: absent

- name: Ensure self-service rule "Users can manage their own name details" is

69



Red Hat Enterprise Linux 8 Ansible2- A}-8-3} & Identity Management 4 X] 9 #3]

5.
sG-S AggU
6.
Zg ol v 2wl kg 9L x4 3= Ansible =@ o] 22 A3}

I $ ansible-playbook -v -i inventory selfservice-absent-copy.yml

A A u) 2 3 Aol T AAl g Ul 8-S IdMe] 4152 A u] 2= o)A 2 Alo] & Al Al

1_-0

ipaselfservice 252 Al-83l= A1 Z Ansible Playbook2 t} &S Jx34 A 2.

/ust/share/doc/ansible -freeipa/ t] 2 €] 2] o] 2J+= README- selfservice.md v}-. o]
s}l o] &= ipaselfservice 4 A )& ¥ 35 o] dFUTh

/usr/share/doc/ansible-freeipa/playbooks/selfservice ] 2l & &].

9.4. ANSIBLEZ A1-g-3to] A1z Alu] 2= 750 574 S4o] YA Sk

2 A x| A= Ansible Z@ o] B2 A} 3o 7|= A Au] A Ao £ AAo| QA Bolat=
W AR of dlAlA = SR A 2] o) Al AR AZ Al 7o) 4 Wu) SAE
#2%  1EA SAgh,

A 27 A

oS 27 AHS =31+ Ansible Alo] ==& 7S UL

Ansible B A 2.8 o] A}S A}-231 3 Y& )

ansible-freeipa | 7] x| & 2 X I F U d}.
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97 ANSIBLE =g o] 22 A}-£3}o] IDMol|A] A= Au] 2 732 #&

~/MyPlaybooks/ t] & €] 2] ]| o

2
(FQDN)S- AH-8-3to] Ansible 21l 2] 515 A AFH T

AHEAE 1dMo] Q= SE-E ol F MY Fu A Aul 2 7R B 5 et

~/MyPlaybooks/ t] & €] 2] 2 o]5 g }.

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/selfservice/ T] 2 g 2] o] )= selfservice-
member-present.yml 2} o] B AR S w1t}

present.yml selfservice-member-present-copy.yml

I $ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-

selfservice-member-present-copy.yml Ansible =3 o] & 2122 HAF 3l AY ).

ipaselfservice 2] A oA O3 WS AR sto] 9LdS =43

ipaadmin_password H5-= IdM #2241 2] g3 =2 AA .

name U5 AT A Mu| A 739 o]Fo 7 AT ).

action H14-= member & A A3},

o] &AA| oA 3 +4 A Ansible =g o] & 7 ¢jt}.

- name: Self-service member present

FFAE A= IdM A o] Fatstd =<l o] &
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hosts: ipaserver
become: true

tasks:
- name: Ensure selfservice "Users can manage their own name details” member
attribute surname is present
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
attribute:
- surname
action: member

5.
sdg A4gU
6.
Zg ol W 2wl kg 9L A3 Ansible Z @ o] 22 A3}

I $ ansible-playbook -v -i inventory selfservice-member-present-copy.yml

Az Au] 2 72 Aol i AA g Ul g2 IdMe] 3 A n] 2 oA 2 o] 5 FZ 5141 A]

1_-0

ipaselfservice 2 52 A}&2-3l+= A= Ansible Playbook2 0} 32 I Z3s14A41 Q.

/ust/share/doc/ansible -freeipa/ t] 2 €] 2] o] 2J+= README- selfservice.md v}-. o]
s}l o] &= ipaselfservice 4 A )& ¥ 35 o] YFUTh

/usr/share/doc/ansible-freeipa/playbooks/selfservice ] 2l & &].

9.5. ANSIBLES A} £3lo] A Aqu| 2 FF o] E4 24 0] Q%] sl

& Aol Al Ansible Ed0] 52 A1-§-3te] A= Alu] 2 2o 54 Aol YA A
2 A9tk o] Felo1 RS ALgStel AL AU~ FH o] v S B A2 AT Foldh
£% @ 5 AFUTh o] Aol A A o B AN FR A Aul s FHo) AFH o FA A AW &
ol YA el T

A 27 A
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9% ANSIBLE &9l o] &2 Al-85l] IDMoJ| A A3 X 8] 2 17 #3

O3 & AS 5531= Ansible Alo] ==5 FAJHFU.

Ansible ¥ 2.8 o] /42 AH8-33 dFU

ansible-freeipa | 7] x| & A2 X I F U t}.

~IMyPlaybooks/ Tl &l E]2] ol o] 2] & &4 74 s IdM A ¥ o] A5Fste =2l o] &
(FQDN)& A}-8-3l4 Ansible 214l 2] 31 S A5

AHEAE IdMo) Q= SLG-F ol AN F 1 A Aul 2 2L v

et
4
32
|y
kJ
)

~/MyPlaybooks/ t] & €] 2] 2 o] 53 }.

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/selfservice/ T] 2 g 2] o] )+ selfservice-
member- absent.yml 3} o] H-AlE S giEU o

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-
absent.yml selfservice-member-absent-copy.yml

selfservice-member-absent-copy.yml Ansible =¥ o] & 512 #H g3t AP}
ipaselfservice Y A oA o3 HIFE A5t Y-S = d
ipaadmin_password ¥4 IdM #g| #2] 5= AA .

hame H4+E 4

e

A Aqu) 2 R o) ol gom A4,
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A
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action 4= member & A A3},

state H14~-Z absent = 2 A 3] }.

o]= &AA| o Ao )3 A= Ansible =g o] & T¢I,

- hame: Self-service member absent
hosts: ipaserver
become: true

tasks:
- name: Ensure selfservice "Users can manage their own name details” member
attributes givenname and surname are absent
ipaselfservice:
ipaadmin_password: Secret123
name: "Users can manage their own name details"
attribute:
- givenname
- surname
action: member
state: absent

5.
s AgF
6.
Edol% 5l B AW Ee HAS A 5H= Ansible o] ¥ At

I $ ansible-playbook -v -i inventory selfservice-member-absent-copy.yml

Az Aqu] 2 72 Aol i AA g Ul g2 IdMe] 3 A n] 2 oA 2 o] 5 FZ 5141 A]

}_-o

ipaselfservice = 52 Al-831= A= Ansible Playbook2 t} 28 I %344 Q.
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97%. ANSIBLE Z 49| o] 52 A}-8-314] IDMoJ|A] A3 xjv] 2 12 A<
/usr/share/doc/ansible -freeipa/ ©] @ €] 2] o] 91 := README- selfservice.md 3. o]

712 o] = ipaselfservice W= A 2] = E3H5 o] AFU T

/usr/share/doc/ansible-freeipa/playbooks/selfservice ] 2l & &].
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07¢. ANSIBLE &8 o] 5-& AH&-3to] A8 A4S A 5t7] 918 AH8A 259 A2 9

ol
=

9191e 1dMe] oA 2= Ao] Wy 5 shbz A qu = 73 @ o3 7]t o4l = 2] o] (RBAC)s) 3
ALY AL ALgato] @ A8 A 2Fo] AE FFalo] e AlEA 15O FEL BT 5 9
Ut

o] AAA = T2

& FAE e
[}
9 5
[}
IdM-&- Ansible 19l &3] 3 A A
[}

Ansible A-g-3te] 9191 o] QA

1.
[ ]
Ansible S A}-8-3lo] 919 3 o] gl=A A
[ ]
9lel FH o] EX &4 o] gJi=x] FolslzlH AnsibleS A& 3}
[ ]
9lel FH o] EA &4 o] 91X FolslzlH AnsibleS A& 3}

10.1. 919 7+

A9 7+

2 5ol ALg A TFol BHL Gl AHgAES

A9 5 9l

FUh
AL 2L AHga A 54 AHA 250l GE AR 152 54 S0 g 27)(AH) FY L 5
3t 4 g5yt ]335“_4 MM 2 Ao] FAL 9 FHA XA S
AA FES F7HEE=AAFE=E 7S B
AL Ao} 3t 7152 HelatA g Uth

=T
el Ao Xil?'f”%l‘—l‘:}
A @yt AR HA G2 £ disl A F5S F7
A #HL 1dMe] 71E AHEAF 270l AHS R P ol & S0 9]¢
27 1§ o] employees AH&# I FNA AT AL £A4 S AT

i

2 A}1-8-31e] managers A}
& Axuth
10.2. IDMg ANSIBLE 2l & 2] 51 A A

76



1074. ANSIBLE Z 3 o] %2 A1-8 5te] AL8 A1 S B2 87] 913l ALg A 25o) AFS 919

Ansible& A1&-3l= A & d @ ¥ A /usr/share/doc/ ansible-freeipa/* 2 /usr/share/doc -
roles/* s¢] &g gl & HAlstaL &35l Ansible S ol 5 A8 9] dd e & YA st= Aol FF
Yt} o] Aol T3t 22 ol F o] AHUh

el
(m
o)
(o
tllo
fol
)
9'1
X
a2
K
il
&
o
]
filo
e
)
e
¥
30,
o)y
L
v

& td = oA Ansible +4 2 Z# o] 5o g E A A
I $ mkdir ~/MyPlaybooks/
~/MyPlaybooks/ o] & €] 2] 2 ¥4 ).

I $ cd ~/MyPlaybooks

e

'l

el = 2 Al&-3}o] ~/Myplaybooks/ansible.cfg 3} ¥-& 754t}
[defaults]
inventory = /home/<usernames/MyPlaybooks/inventory

[privilege_escalation]
become=True

o3 Zd == Al-231o ~/Myplaybooks/inventory 32 & w51t}

[eu]

server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

o] AL ol Ao Yt F2E U F A F2E 2F eu gus E P
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_

3ol T eud us 1FQ RE SAEES ¥ 33l ipaserver E2E 1F2 Fo
10.3. ANSIBLES A}-£519] 9191 772 0] =] Sl ghich.
oFS Aol A = Ansible E 0|32 ALg-5tol Al IdM 1) 720l o3 AS F a7 AT 7ol
°o

A=A FRlst= BHS AU o] dA A A 712 A=A 54 919 132 managers 15
employees 15 FA A i3] t5 £ S AL & F U= 7S g

businesscategory
departmentnumber
employeenumber

employeetype

A 27 A

[ ]
IdM #2212 432 <43 sU

o 87 AH3E F535k< Ansible Alo] ==8 FAIFUH.
Ansible 1 2.8 0|33 AH8-3t3L s5U
ansible-freeipa 3| 7] X & A XA 5t}

olg g FAL A Sk= IdM A v o] A st v ¢l o] 5(FQDN)S A8t Ansible
dul ez LS APAFUH

(|

Ansible <19l 8] %122 ~/MyPlaybooks/ t] &€ 2] o] J&1Yt}.
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1074. ANSIBLE Z3 o] %2 AL-8 5te] AL8 A1 5 B2 87] 93] AL8 A 25 o) ASS

~/MyPlaybooks/ t] & €] 2] 2 o]5 g }.

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/delegation/ t] 2 & 2] o] 2]+ delegation-
present.yml 5} o] B AR S vl t}.

I $ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml

delegation-pre

A3 g delega

ipadelegation

ipaadmin_|

sent-copy.yml

tion-present-copy.yml Ansible = @) o] & 322 g}

el MAGA Ge W5 E A sta AL 2AF .

password HE IdM 22 #}9] ¢bs = ARG g

name %TE I\H ‘l’]ol :H—Z]_,] o]E'- oi)\-];ga-]_]/’l]:]_

)
o
&
i

EX HEE

it
b
ke
fr
By
i
i
i
e
e
Jfu
9%
N
»ﬂ

] )OEA—I;%WI—L’I];}

A=A ALEA 2Fo] AT F A= £4 E=(business

category,departmentnumber, employeenumber employeetype ) ¢ 2 A3t

Ik

i
A
oX
o
N,
t
e
N
ol

Bl 3 QA= Ago] FolH= 279 ol5go = 44

membergroup W42 542 AL £48 5 i 259 ooz 29T

ol= @A A

o B & A 9 Ansible =7 o] & 29 ¢t}

- name: Playbook to manage a delegation rule
hosts: ipaserver

become: true

A%
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tasks:
- name: Ensure delegation "basic manager attributes” is present
ipadelegation:
ipaadmin_password: Secret123
name: "basic manager attributes"
permission: read, write
attribute:
- businesscategory
- departmentnumber
- employeenumber
- employeetype
group: managers
membergroup: employees

5.
sl e A g
6.
Zao)% vl @ AWM EF $AS A4 3k Ansible Zao] e Pk,

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-present-copy.yml

ipadelegation = 52 A}-83}+= 41 = Ansible Playbook2 t}2& %344 Q.

/usr/share/doc/ansible -freeipa/ o] & & 2] <] 31:= README- delegation.md 2}¢. o]
1}¢] o] = ipadelegation ¥4 Aol % ¥ e o] YLt

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation t] & & &].

10.4. ANSIBLEZ AH&-sto] 919 113 °] 1A At

& Aol A = Ansible Z0] %2 AHg-ske] 1AM 4ol G H 9191 FH o] QEA
A ol sl A= AR AH 1B Balz 54 99 FH o] ldMe] =7
A9,

CRE!
CRE!

fe i

A 27 A
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IdM 2]z 3 &5 23 sy

& 87 A3HS 55351= Ansible Al o] =5 FAIAFUL.
Ansible B4 2.8 o] & AH&-stL FU T
ansible-freeipa ¥ 7] x| & A XA HFU .

olel g g4 ¢ FASHE IdM AW o 47518 vl o S(FQDN)E AH8-3ke] Ansible
QwlEe] sl e AP AL

(|

Ansible <19l 8] %122 ~/MyPlaybooks/ t] &€ & o] J&1Yt}.

~/MyPlaybooks/ t] | ] 2] £ o] & o}
I $ cd ~/MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/delegation/ t] 2l & 2] o] 2+ delegation-
absent.yml 3} o] B} 2S5 vt}

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml
delegation-absent-copy.yml

Az
i)
e
tlo
hines
L
fiu)

H 3 3 delegation-absent-copy.yml Ansible =] o]

ipadelegation ¢} A Mol th W42 A4 skel A& =

ipaadmin_password {42 IdM &2 22] ¢ 2 Ao

name W5 919 5t

N
lo
o
fil
lo
bu
il
oX,
d
L
fu)
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state H14~-Z absent = 2 A 3 }.

o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢Jt}.

- name: Delegation absent
hosts: ipaserver
become: true

tasks:
- name: Ensure delegation "basic manager attributes" is absent
ipadelegation:
ipaadmin_password: Secret123
name: "basic manager attributes
state: absent

5.
sl e A g
6.
Zao)% vl @ AWM ET $AS A4 sk Ansible Zao] e A Pk,

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-absent-copy.yml

ipadelegation = 52 A}-83}+= 41 = Ansible Playbook2 t}2& %344 Q.

/usr/share/doc/ansible -freeipa/ o] & & 2] <] 31:= README- delegation.md 2}¢. o]
1}¢] o] = ipadelegation ¥4 Aol % ¥ o] YLt

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation t] & & &].
10.5. 1<) #F o] 54 &4 o] A=A 3<2l13tzld ANSIBLES AH&-3H o).
ol EA Feste BYe 4y

t}. o] al Al A & 718 B
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107. ANSIBLE 2] 0] B-& X}-8 310] A& AHE T2l 7] 18] ALE A 180 AL 9

Z} 44 919 4+ 9] departmentnumber W] A 7 =X Q1.

A 27 A

[ ]
IdM 2] 7} 9+ 5 2 %31 5T

g &7 A $5 31 Ansible Alo] =2 ALY
Ansible B4 2.8 o] & AH&-stL U
ansible-freeipa | 7] x| & 2 X I F U d}.

o8 g FAL TAsk= IdM A v 2] A3t v ¢l o] 5(FQDN)S A8t Ansible
dul ez LS APAFUH.

(|

Ansible <19l 8] %122 ~/MyPlaybooks/ t] & €| 2] o] U&Yt}.

e AR 54 99 73 [dMe] A5 T

~/MyPlaybooks/ T ¥ ¥ 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/delegation/ t] 2 g 2] o] 2+ delegation-
member-present.yml 3} o] BALE- S vhEU ).

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
present.yml delegation-member-present-copy.yml

A3 & delegation-member-present-copy.yml Ansible =g o] & 5} -S gy}
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4.
ipadelegation 24} A Hox o5 WSS At Y-S =AFFYU.

ipaadmin_password H5-= IdM #2]#12] g3 =2 AA .

name W5 9191 759 ol Foz AHste] 54 P,

EA W4+ E departmentnumber = A A g},

action H14-= member & A A3},

o]= @A o Ao s =4 A Ansible Z g o] & 5 ¢t}

- name: Delegation member present
hosts: ipaserver
become: true

tasks:
- name: Ensure delegation "basic manager attributes” member attribute
departmentnumber is present
ipadelegation:

ipaadmin_password: Secret123
name: "basic manager attributes
attribute:
- departmentnumber
action: member

=

H

jlol o
=

2

Ao,

9 9 elwl =) 512lg )4 3l Ansible 20| %< AT,

e

glol &

%

$ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-member-present-
copy.yml

84



074. ANSIBLE &3¢ o] 52 A-§-5to] AH-&AHE A2l st7] 913l AH&A 250 4382 A%
ipadelegation &

A1 Z Ansible Playbook-2&
[e]

O O =%
=5 3=

A <.

/usr/share/doc/ansible -freeipa/ t] 2 E] 2] o]] )= README- delegation.md 3}¢!. o]
512l o &= ipadelegation ¥4 Aol x ¥ 3 H o] Y& TH

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation t] @ & 2]

10.6. 9191 FH o) 54 40| g4

}2i™ ANSIBLES A&t
3 A3} A = Ansible Z# o] 52 AH8-3to] 91 13 9 A3 o] %’i%xl 3kl
AUt o] S ol HS AHESte] 1Y o] v kA &2 AA X AS o}X] A=
Ut o] d Ao A= 7] A2 A £ < 3 ol employeenumber 2 employee type 91|

<A g1yt

A 27 A

= ==

=

e 9 F AgHS 3}+= Ansible Alo] ==& FAAIHFU.

Ansible ¥4 2.8 o] }S AF8-3taL dFUTH

ansible-freeipa | 7] x| & A2 X I F Y o}.

KR
=

PPy

FA3H= 1dM A ¥ o] A F3hE =2 o] (FQDN)L AL4-3t4] Ansible
wl £

(|

o2 ¥4
%

Ansible <19l 2] 512 ~/MyPlaybooks/ t] & € ] o] &5t

MRS

o) 722 1dMo] 2151 o
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~/MyPlaybooks/ T ¥ ¥ 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/delegation/ o] 2 & 2] o] 2+ delegation-
member-absent.yml 3}l o] BA1E S w51},

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
absent.yml delegation-member-absent-copy.yml

A 3 3 delegation-member-absent-copy.yml Ansible Zd| o] & 3128 JUt}.

ipadelegation 2] A1 o4 the W58 44 she] HA2 =Y Pk

[}
ipaadmin_password H5-= IdM #2]#1 9] g3 =2 AA .
[}
name W& 9]¢ 1 H 9 o] 22 AAQst] FH P
[}
E24 W4+ E employeenumber @ employee type © = A4 3t}
[}
action ¥ 4= member = AR 1},
[}

state H14~-Z absent = 2 A 3] }.

o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢jt}.

- name: Delegation member absent
hosts: ipaserver
become: true

tasks:
- name: Ensure delegation "basic manager attributes” member attributes
employeenumber and employeetype are absent
ipadelegation:
ipaadmin_password: Secret123
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name: "basic manager attributes
attribute:

- employeenumber

- employeetype

action: member

state: absent

5.
sl e A AU
6.
Zao)% vl @ AW e }A S A4 sk Ansible Zao] & A,

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory delegation-member-absent-copy.yml

ipadelegation = 52 A}-83l+= 41 = Ansible Playbook2 t}2& X344 Q.

/usr/share/doc/ansible -freeipa/ o] & & 2] <] 31:= README- delegation.md 2}¢. o]
1}¢] o] = ipadelegation ¥4 Aol % ¥ o] YLt

/usr/share/doc/ansible-freeipa/playbooks/ipadelegation t] & & &].
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17, ANSIBLE = g o] 52 A}2-3}¢] IDMo| A & & 7]ul A A 2 A o] g

a dojd A FH A= Ao WAYEFAY T

RBAC(9 & 7|4t A A 2 Alo])= 9T L Aol 4
IdM(ldentity ManagementH RBAC 74 24+ 9, A3 2 A3ddYdh.
[ ]
A2 AR F7E e A, 25 738, d7] A2 84351 5o SZ Ad S w3+ A
= 43S AP
[ ]
A2 AS AAAU el A AHEAE F7tsh= ol 283 R E A
[ ]
AT A8 AL AR A 2F, SAE B S2AE 59 4 AL Rogr
53] t714 oA = RBACE AHg-3tH /8 A& Pt A AL AFTH A2 S 0 F dFY
t}.
FPHE s A4S A8 dUL

o] ol A= Ansible Z&°] 5-& A}-8-5to] RBACE @22

IdMe] A 3

IdMe] &g

IdMe] o<

ol s
=

ldMol 4] AFA g 25 o)

[
Ansible g A}-8-3lo] @3to] 9= IdM RBAC < §Ho] Q=X <13},

[ ]
Ansible2 A}-£-3l IdM RBAC & &o] gl=A] 213
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11%. ANSIBLE =g o] 22 X}-£-5}o] IDMol|A] & st 7] ul A A 2 A o] A&

[ ]

Ansible g A}-8-3lo] ALgA 25 o] IdM RBAC & &0l 23 A=A el
[ ]

Ansible$ x}-g-3to] 54 A1-2271 IdM RBAC &) 3ol 35 A == g
[ ]

8] 27} IdM RBAC 9 &2] ®lu]¢1x] 8¢5} Ansibleg A1-&3th.
[ ]

$2E7}IdM RBAC 9 & <] giH Q1] &<lsled AnsibleS AH§-3hth.
[ ]

Ansibleg A} £3l9] 32E 180 IdM RBAC & &9] uln Q%] 32lg ).

11.1. IDM¢] 23

AT 4T 7w A2 2 Aole] Hakel B9lolv], 3T 2¢lo] 4-§5E LDAP F23 37 A1 S 3
AFIL. 74 80 lEge ol e £ Aol ARE FIY F Ak
st ool MEe TS 318k 2912 el ghth

[ ]
write
[ ]
read
[ ]
search
[ ]
=] I
[ ]
add
[ ]
delete
[ ]
all
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olel gt 2 Al Aol 712 o abel A8 HUT :

[
subtree: =] ¢l o] (DN), o] DN o} ¢] 3} 9] E &
[
g’ 29: LDAP 2H
[
g 35S AR = d AHEE T e Y =71=7F 1= DN
o3 22 HgY FHAL T EAS AF UG
[
type: +3 9] /MA (AHEA 257 5)= subtree 2 target filter2 44 .
[
memberOf: 252 +A9; i ZHE4AF -
[

targetGroup: 54 152 +4 & A2 AFL PG el: 1§ AP S BT+ 9
£ A o). g Ag T

M A @2 AHg-3He o | ALE 7L oWl @ MAE ] g Al 2 Aol YA 2L ol F o1
A HA7A Aol @ 5 AgUh IAMS AL A 8 42 5§ TE AdatAL AR, 1§ E
£ sudost 22 57 1AM 7155-9] AA| A4S BE 49 A4, RE AFE AHEA EE 53 AF 9
E A A gl MAE F dgvth

A% So] o] A2 WAl Aee] FAH AFGA EE T Fol Ule Al vk Al Falel = B Aol A §
SFUh A A EE TFo] A e} s 54 AM oz M 25 T A g 2 5
=% gk

Fx

Ao = & dgo] 232 F YsUh

112,72 ) A

I A2 71 2F o2 IdM3 3 Al == A gy a3 22 2ol H S AHE-she] AHE-ATL
A OE AIdAE F5IUg
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G st AASAL oI5, A, Y 5 £ 5 gt

%

710l Al 4R 44 AES AU

o

1% &L Mo A Fel e AR £4 8 5 dguth
o

A AT} F7hE £ EFE 54
o

A AT AATE £ AR £

AYHE AFE /R 0 T 54 AEe) LAFAW AR £4 MESE LAHA G RE &
Qo 4 ggut.

A H e 2E A3 o] 52 A 28l (o] : A]2=€]): Sudo rule == A 2812 5715 o} Services &
TR ol v A ldMe X = 7] 2 A gl b AA S A AFU A 5o AHAE AA T
T for A A F AAFUT ol 712 AdL g g Ad o HAHAJIA N o
AFL2 o3| o] d AAE AU

[
Automember Rebuild Membership 2] 7}
[
74 39 F= 371
[
B2 Ao 37t
[

AZA AA BT

o1



Red Hat Enterprise Linux 8 Ansible-2 A}-8-3}<] Identity Management A X] & 3¢]

92

CAA A5A el 7HAH 271

DNA % 9] ¢17]

DNA ¥ 9]

B
oX,

PassSync @2z} 4 2]7]

PassSync &2 74 +3

A A%k 2l7]

EA At 3

=7 7ok A 7]

LDBM djo]gH]o] 2 G4 ¢]7]

2F QAFA

CA ACLS FA8t= 54 23
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117. ANSIBLE Zd| o] 2-& A}-8-5}o] IDMO|A] &8 7] ul ol A 2 A o] e

IPA 274 27]

FZolN el AL FASE D HH AN FHT F 9= 5L WA
gons 30) AT 9 Ul 9] A0S A1l 2 T G 5

AL g A8 + A= A4 2FYU
A dd A49S —’F’ T de AR AFTAAT A FstEE o2 Aol B ot 5F IdM Zg o]
AHUT gEha] A3 54 A4S F3Y35t= Tﬂgr‘rh:} kel W3S Ay o).
A& Eo Al 1dM AH&-A o] AR & A sk oo 22 Aol ey

A AR s A
ARS8 43 A A
A AHEAE 7132 IPA AH8A 27 F7F

e g Al 7HA 9l FE AU ol ol AYE AHEA A AR FH o ®e FF) A(el: AL
874 71 o Agsha 29 BAATL AL A B2 F ULtk MO elv] 3 7 A2 3

go] o] AFUTH AHEA L A4 28 JolE $2E D S2E 2F S UEAD A 2o A
o] @PRUT o] WAL A 5 MEAZ AU 2E A3 S2E gHe] A4 ATl o

@ Ade ARH o2 Aoat & AU th

Fx

Aol gE Aol 9L F A&YTh

11.4. IDM<] 9 &

eL AN A9 HeA7t 4 RHE A2 FH A,
5

AAR AFE AHD 49 77 AU FAL 5 A& 715 FATUTHl: AL 2 AA, 2F
F% 2/ AEE O e +20l Be(ol: APH 1ol Al L8R WEANol Do S o] 49| A
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o
=

i

T

FUch A ge ool det ARS WA UL o E So] AR A AT GRS

A%
754, A 5 g

Age 548 4L BRAE U ALEUD. A8 B2 FASAY A =24
oMo zRE BEaE B2 ALLHA YT

=31
Qg b 92 ¥ F s

11.5. 1D el o] AbA Qo ® o g

Red Hat Identity Management= t}-&- 3} 722 A& o] Abd A o] 9L A3}

¥ 11.1.1D B2l 4] A4 Qo8

Role a3 A

BT EE] AR E ALY, 2 WA DER AR B A Y By
%

IT Xt HE7t Netgroups # 2] 2}, HBAC #-2] 7}, S2AE 7|ul A 2= A9} e 1
Sudo #-2] 2} oF 74 2 2], sudo 713

IT &7} FT2E AYA, FAE 2F B, F2E dY P9

Au) 2 B2 A}, A v e E Bel A

Bt A A A; 9] A, BA A A}, 227] IPA - Identity Management 37 -],
74, 4 A AR A= A, JA Ak A
A& H e 2 AHEAE HE A}, 2E AE A, B AR O F A '

AR Bel 2

11.6. ANSIBLES A}-£3}o] ¥ 3to] ¢l IDM RBAC & & o] =4 sl

718 g 3o] Al Fate 718 9 TR} IdM(Identity Management) ] 2] &2 i & & 3 7] gk A4 =
(RBAC)E ® o} AlE3tA Alolsteld AHEA AR 4 &S A4 F

& ARl A & Ansible #0122 A18-3to] Al 1AM A18-7} <14 o} ol vl AL A o3l o2
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117%. ANSIBLE &3 o] 52 AH8-5lo] IDMoll A & & 7] gk Q4| 2 A o g

g = < A3t} o] dA| o)A Al user_and_host_administrator & 3ol = 7]
EAH0 2 IdMel| Y=t A3 {23l £ AFYTh

s A
AHEAL A2 A
A& 2L A2 A A

s A

A 27 A

[ ]
IdM #2123 432 <43 sU o

Ansible A o] =9 ansible-freeipa =l 7] x| & A X 3 & o).

F4& saatel s IdM A 9] 573hE =H Q) o] 2(FADN)E A18-3fo] Ansible 214l &)
sl e A4 ALY

Ansible <19l £ 2] 9122 ~/<MyPlaybooks>/ t] &€ 2] 25Ut}

~l<MyPlaybooks>/ T) & €] 8] & o] &gt}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] & € 2] o] $)+= role-member-user-
presentyml s} ¢] HALR S wEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-present.yml role-
member-user-present-copy.yml
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H 3] & role-member-user-present-copy.yml Ansible =g o] & 92 gy}

iparole 2t} A A0 the WS WA she] sh e =4 Tt

ipaadmin_password H5-= IdM &2z 2] g3 =2 AA .

EE user HFE Al 4TS FostEE AH A ol g o2 AP
22F 3% group MFE A A TL HAF I F olFoz 4P

o= &AA| oA g +2 A Ansible =g o] & 7 ¢Jt}.

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:
- iparole:
ipaadmin_password: Secret123
name: user_and_host_administrator
user: idm_user01
group: idm_group01
privilege:
- Group Administrators
- User Administrators
- Stage User Administrators
- Group Administrators



117%. ANSIBLE &3 o] 52 AH8-5lo] IDMoll A & & 7] gk Q4| 2 A o g

5912 A4 3} Ansible Zd o] 52 AP}

o]
A A

)
N
e
£
i
o
)

glol &

e

I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-user-present-

copy.yml

[ ]
Ansible VaultZ A}-&-31o] E 9] 5l AT = A A5 A LY Zd o] & Ao HER 4T
2 Ansible VaultE A} 83l Zel = ¢332 F 2344 L.

313t uhd o) o) 3k AFA 3 U &
IdMe] & 7l d ol o & A3 ] &2

[
iparole 2 52 A}-23l= A= Ansible Playbook& t}&2 #x3}

/lusr/share/doc/ansible -freeipa/ T] 2 g 2] o] A] A& 4= 2] = README- role 5}¢!. o]

v} o] = iparole W4 Aol ¥ o] AdFY).
/usr/share/doc/ansible-freeipa/playbooks/iparole t] 2 & &].

11.7. ANSIBLES- A}-£-3}<] IDM RBAC & &o] gl=A] 2.

A 2= A (RBAC)E & e] 3= Al=H &

IdM(Identity Management)ol| 4] &1 & 7] ul o A
A g1 oF ot

AR A BFSA FES AL HA B o Fol Qi

+ Aol A = Ansible 8 o] 52 AH8-5to] G o] gl=A Edst= PS4
14 += AH&-#F X1 A user_and_host_administrator & 3to] IdMeol] Q1 =4 89213= Wi S A9y

A 27 A

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5t}.

[ ]
T3S st = IdM A vl 2] A 5F3td = ¢] o] 5(FQDN)E A}-8-51] Ansible <14l &2
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i Red |
=

AR5

i)

o

Ansible <19l E 2] 9122 ~/<MyPlaybooks>/ t] &€ 2] 9] 25Ut}

~l<MyPlaybooks>/ T) & €] 8] 2 o] &g}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] & € 2] o] $)+= role-is- absent.yml 3}
o] BAMES e

I $ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-is-absent.yml role-is-absent-
copy.yml

A3 & role-is-absent-copy.yml Ansible Z 3| o] & 7S gt
iparole 24} A A g5 M4E AA st FdS =4 g4

ipaadmin_password H5-= IdM #2121 9] g3 =2 AA .

state W=7} absent 2 A& 5 o] A=A A3l

o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢jt}.

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:
- iparole:

98



117. ANSIBLE Zd| o] 2-& A}-8-5}o] IDMO|A] &8 7] ul ol A 2 A o] e

ipaadmin_password: Secret123
name: user_and_host_administrator
state: absent

0] o
==

%)
2

2o

il

gol &

%)

o] 2 ol ] 72 A sl Ansible S| o] 3-8 A3 .

I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-is-absent-copy.yml

Ansible Vaultg A1-§ 5to] Mz o] slo] 458 A st Fellol % HAlH WFE 45
shshs W ol T e A4 @ 8- Ansible VaultS Ahg-she] 26l = & 518 25 A 2.

IdMe] & 7 3ol o g =LA g U] 82 IdMe] & &8 =514 A 2.
iparole 2 52 A& 35l= A= Ansible Playbook 2 t}22 I %3144 2.

/usr/share/doc/ansible -freeipa/ t] & € 2] o] )= README- role v}=t} & 9}, o] 5}
Yol = iparole = 2| = ¥3He o] sUT

/usr/share/doc/ansible-freeipa/playbooks/iparole t] & & g].

11.8. ANSIBLE S A}-8-31 AF-8-2} Z15-©] IDM RBAC & &0l 3= A=A AP

- H

IdM(Identity Management)ol| A & & 7] ut o) 4] 2 A o] (RBAC)S A& al= A|2d A A= 54 A}
|24 25 A A 92S EI3E U

o A A ol A = Ansible =] o] 55 AHg-3te] 7] Al g IdM RBAC @ Z v A5 o]
junior_sysadmins o] ¥ 5= 3= WhyES 495y

A 27 A

[
IdM 2] 7} 5.2 %3 AU
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Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

~l<MyPlaybooks>/ T) & €] 8] & o] &gt}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] &l g 2] o] 3J+= role-member-group-
presentyml 5} ¢] HALR S wHEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-group-present.yml
role-member-group-present-copy.yml

H 3] & role-member-group-present-copy.yml Ansible Zd o] & 5128 JUt}.
iparole &4l A XA o5 HFE A5t Y-S =AHFYU.

ipaadmin_password H5-= IdM #2]#12] g3 =2 AA .

action H14== member & A A3},

o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢jt}.
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- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: helpdesk
group: junior_sysadmins
action: member

5.
sl g A g
6.
Zalo]% vhal @ AWM e HA S A4 5k Ansible Zao] & AT,

I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-group-present-
copy.yml

Ansible Vaultg A}-8-5o] Wz o] 5] t5E AT AY Zao| % HAoH W52 ¢35
shshi W ol o @ A4l 3 ) 8- Ansible Vaults A8 sle] #6l= 9t als F2ailAl L.

[ ]
IdMe] &3 7l o] di gt 2HA g U] 82 IdMe] & &S F =314 A 2
[ ]
iparole . 52 A& 3l= A1 = Ansible =g o] &9 o3l A = /usr/share/doc/ansible -

freeipa/ o] E"E] 2] 0]] 2+ README- role Markdown 319 & F %3514 A] 9. 91 o = iparole ¥
o Fojw ¥ g o] AHUTh

iparole = 52 A}1-835}+= A= Ansible =g o] &2 /usr/share/doc/ansible-
freeipa/playbooks/iparole t] & g 2] & ZF X314 A L.

11.9. ANSIBLES A} &3lo] 53 A}-2217} IDM RBAC g &) &35 A == gt}

IdM(Identity Management)dllA] & & 7]t A A 2 A o] (RBAC)E el st Al 2" A2 A= 53 A
|47 RBAC & &o] 3R] =5 & 5 JFHTH: A Y tHE AR = o] ).

101


https://docs.ansible.com/ansible/latest/user_guide/vault.html

Red Hat Enterprise Linux 8 Ansible2- A}-8-3} & Identity Management 4 X] 9 #3]
& Ax}ol| A = Ansible Z ] o] 82 A}-8-3}o] user_01 2 user_ 02 2}:= A}--#17} helpdesk & &oj)

g9 FES s P AP

A 27 A

[
IdM #He) 2} 5 & o &k

Ansible A o] == 9] ansible-freeipa =l 7] x| & 4 X 3} & o).

:r“‘é% —’F o}i'jl = IdM A 8] 9] F43th = Q] ©]F(FQDN)S A1-8-sto] Ansible ¢1ul &= 2]

~l<MyPlaybooks>/ T) & €] 2] & o] &gt}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] & € 2] o] $)+= role-member-user-
absent.yml 3} o] B2 S vl d).

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-absent.yml role-
member-user-absent-copy.yml

H 3] & role-member-user-absent-copy.yml Ansible Zd o] & 3123 JUt}.
iparole 2] A A X 5 HFE AR5t FYS AP

ipaadmin_password {42 IdM &2 22] ¢ 2 Ao

-
Q
3
D
E
&
i
]
oft
i
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]
lo
o
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lo
fu
il
oX,
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i
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114 ANSIBLE Z 2] o] - A1-8-5to] IDMol| 4] o} 3 7] 4k o) 2= 2] o] 2

[}

AR} B2 S ALg A} o207 AT}
[}

action 142 member = 434 3}
[}

state H14~-E absent = A& 3] }.

o]= &AA| o Ao g A= Ansible =g o] & T¢I,

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:
- iparole:
ipaadmin_password: Secret123
name: helpdesk
user
- user_01
- user_02
action: member
state: absent

5.
el A3
6.
Edo 4 A R AWz AL A Q= Ansible Sd o] %2 23 gk,

$ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-user-absent-
copy.yml

[ ]
Ansible Vaults 21§ ste] Wxo] selo] 458 AAstAL Felol% HAoA W5 45
shah Wyl @ A4 @ ) 8- Ansible Vault2 A1 8 ste] Zel= ¢+5312 44 Q.
[ ]
IdM<] o 3 g ol o g LAl & Ul §-2 1dMe] o 32 kAl 2
[ ]
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iparole . 52 A& 3l= A1 = Ansible =g o] &9 o3l A = /usr/share/doc/ansible -
freeipa/ o] @ ] o] 1= README- role Markdown 3} ¥ & %314 A] 9. 31 o = iparole ¥
T Aolx x3H o] dFY

iparole = 52 A}1-835l+= A= Ansible =g o] 52 /usr/share/doc/ansible-
freeipa/playbooks/iparole T] & g 2] & Fx 3141 Al L.

11.10. A8 27} IDM RBAC & 9] sl 1] 21 %] 3+¢135}2]'d ANSIBLES A& ).

|

IdM(Identity Management)ol| 4] &1 & 7]ut ol 4| 2 A o] (RBAC)E &5l A|2d #AE A= IdMo)| 5
S8 54 An2st 54 e THUAA FA® 5 AFUh o Aol A= AL A AR
web_administrator ¢ & o] client01.idm.example.com A v]oj|A] A3 2l HTTP Mu]|2E AT
NEF st Y-S A9dy

A 27 A

[ ]
IdM #21 2 438 <43 sU

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

Ansible 214l & 2] 512 ~/<MyPlaybooks>/ t] &g g9 Ut}
web_administrator & &2 IdMo]| 154 o).

HTTP/client01.idm.example.com@IDM.EXAMPLE.COM A v] 2=+ IdMe<] 1&4Yt}.

~l<MyPlaybooks>/ T) & E] 8] & o] &gt}

I $ cd ~/<MyPlaybooks>/
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174 ANSIBLE Z#| o] % A}-8-5ko] DM 4] ] & 7] 9k o) 4] 2= A o] 23]

/usr/share/doc/ansible -freeipa/playbooks/role/ t] &l g 2] o] 3+ role-member-service-
present.yml 5}2l o] ¥ Ap2S vkt

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-service-present-
absent.yml role-member-service-present-copy.yml

role-member-service-present-copy.yml Ansible =3 o] & 2122 HAF 3l AY ).

iparole 2t¢] A0 the WS WA she] e =4 Pt

[ ]
ipaadmin_password H5-= IdM #2]#1 2] g3 =2 AA .
[ ]
name W5 33T A9 o]go = AP
[ ]
AH| & BS3 AH| X olgo % At
[ ]

action H14== member & A A3},

o]= &AA| o Ao 3 A= Ansible Z o] & T¢I},

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: web_administrator
service:
- HTTP/client01.idm.example.com
action: member

stele A g gk
Edlo]% 54 o AW %A Y3t Ansible Fdlo] %2 AP Frich.
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I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-service-present-
copy.yml

Ansible Vaults AH-8-5to] M9 shdloll ¢te & AFstA Y Salol 5 oA M= ¢ge

stst= W ol g A4 @ W82 Ansible VaultE A}-8-sto] Zdl= 43 sts Fxs4A L.

IdMe] &3 7 d o] di gt A g U] 82 IdMe] & &S F =340 A] 2
[ ]
iparole = 52 A8 3l= A1 = Ansible =g o] &9 o3l A = /usr/share/doc/ansible -

freeipa/ ¢ E"Ei 2] 0]] 2+ README- role Markdown 319 & FZ3514 A] 9. 91 o = iparole ¥

ol ol E3Heo] Y&tk

iparole = 5& A}1-83}+= A= Ansible =g o] 52 /usr/share/doc/ansible-
freeipa/playbooks/iparole T] 2 g 2] & 314 Al L.

11.11. 257} IDM RBAC & & 9] wln Q1 #] 32l35}lzH ANSIBLES A& t.

IdM(ldentity Management)ol| 4] & & 710k A A X A o] & A& 5l= A28 AEA=EH S 2E T
S 2E 5ol 54 9383 A4 Ho J=A AT 5 AdFUT g3 d A oA = AHEAF A A
web_administrator & gto] HTTP A u] 27} A3 39l client01.idm.example.com IdM &~ = #A&] g
T IES st PHS AE U

A 27 A

[
IdM 227 52 27 A&

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

e

et

1—“51% _/',: 0}3-4‘— IdM A ] ¢] B39 ©H ¢l o] &(FQDN)L A}1-&31o] Ansible <14l & 2]

Ansible <19l E 8] 5122 ~/<MyPlaybooks>/ t] & € ] o] U&Yt}.
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174 ANSIBLE Z#| o] % A}-8-5ko] DM 4] ] & 7] 9k o) 4] 2= A o] 23]

web_administrator & &2 IdMo]| 154 o).

client01.idm.example.com &2 E &= IdMo)| &Yt}

~l<MyPlaybooks>/ T) & €] 8] & o] &gt}
I $ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] & € 2] o] $)+= role-member-host-
presentyml s} o] HALR S wEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-host-present.yml role-
member-host-present-copy.yml

role-member-host-present-copy.yml Ansible & o] 3% v 2 & A sto] AF AU
iparole z¢} A A A b3 A4S AR sto] HLS =AY

ipaadmin_password H5-= IdM #2]#12] g3 =2 AA 3.

o] &AA| oA 3 +4 A Ansible =g o] & 7 ¢Jt}.

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:
- iparole:
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ipaadmin_password: Secret123
name: web_administrator

host:

- client01.idm.example.com
action: member

5.
sdS A4gU
6.
Zg ol v 2wl kg WAL A3 Ansible Z@ o] 22 A3}

I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-host-present-
copy.yml

Ansible Vaultg A}-8-o] Wz e] 5olo] t5 S ABAY Zalo| % HAH W52 ¢35
shhi W ol U@ A4l 3 ) 8- Ansible Vaults Al sle] #6l= t5ale F2ailAl L.

IdM2] o & 7 ol th e A4S g2 IdMe] o &

o

CEC RS

iparole . 52 A& 3l= A= Ansible =g o] &9 O3l A = /usr/share/doc/ansible -
freeipa/ o] @ ] o] A= README- role Markdown 3} ¥ & J %314 A] 9. 31 o] = iparole ¥
T Aox x3H o] AFY

iparole = 5& A}1-835l+= A= Ansible =g o] 52 /usr/share/doc/ansible-
freelpa/playbooks/IparoIe gdage & FxsA L.

11.12. ANSIBLE & A}8-3l 32 E 15| IDM RBAC & &9 wlnQlA] &

-

A% .

IdM(Identity Management)o] 4] & & 7]ul A A A A o] & A&t A" #AZA=EA S2E T =
F2E agol 54 o dst Aol glimA e & Slgrch i A AN E AL A
web_administrator & &o] HTTP Au] 27} A3 52l IdM &2~ E 2] web_servers 252 &2 & 5+ A
T2 5= e dushlt).

A 27 A

[
IdM 2] 7} 5.2 %3 AU,
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117, ANSIBLE Z g o] 22 A}-2-5}9] IDMol|A] & & 7] ul A A 2 A o] T

Ansible A o] =T 9] ansible-freeipa =l 7] x| & 4 X 3 & o).

T3S st = IdM A vl 2] A 53td = ¢] o] 5(FQDN)S A}-8-5t] Ansible <14l &2

stele g4 A&

Ansible <19l E 8] 5122 ~/<MyPlaybooks>/ t] & € ] o] U&Yt}.

web_administrator & &2 IdMo]| 154 o).

web_servers S 2E 182 IdMe) &1t}

~l<MyPlaybooks>/ T) & €] 8] & o] &g}

$ cd ~/<MyPlaybooks>/

/usr/share/doc/ansible -freeipa/playbooks/role/ t] & g 2] o] 3J+= role-member-

hostgroup- present.yml 3} o] B Al S vt}

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-hostgroup-
present.yml role-member-hostgroup-present-copy.yml

H 3] & role-member-hostgroup-present-copy.yml Ansible Zd o] & 51d-& g}

iparole 2t¢] A A0 the WS WA she] shl e =4 G

ipaadmin_password {52 IdM &2 2H2] ¢ 2 Ao

name HE 3 g9 o]go 2 A
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o]= @A o Ao s =4 A Ansible Z g o] & st ¢t}

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: yes
gather_facts: no

tasks:

- iparole:
ipaadmin_password: Secret123
name: web_administrator
hostgroup:
- web_servers
action: member

5.
sl g A g
6.
Zao)% vl @ AWM ET $A S A4 3k Ansible Zao] e A Pk,

I $ ansible-playbook -v -i ~/<MyPlaybooks>/inventory role-member-hostgroup-present-
copy.yml

Ansible Vaults Al-g-3to] M 9] o] 45 & AFsAY S ol5 HddA HF=2 45
33t Wy o g3 A 3 U 22 Ansible VaultE A1&3lo] Zel= ¢332 Fx34A Q.

ldMe] o & 7)ol o) 3 2pAl 3 ul-8-2 1dMe] <)

et
o

CES BRES

iparole . 52 A}£3l= A= Ansible Z g o] &9 o3l A = /usr/share/doc/ansible -
freeipa/ o] @ € ] o] 1= README- role Markdown 3} ¥ & J %314 A] 9. 31 o] = iparole ¥
T Aolx x3H o] AFY

iparole = 52 A}1-835}+= A= Ansible =g o] 52 /usr/share/doc/ansible-
freeipa/playbooks/iparole t] & g 2] & 3141 Al L.
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U
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= Zgol s A9

Ansible2 A} 83519 2122} XA RBAC d3to] QJ=X] dolsh).

Ansibleg A} &3}o] wln] @3to] A2} XA IdM RBAC @St ) =% <l

Ansible2 A}-&3}o] IdM RBAC @ 3lo] A 3to] ¥R == g},
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A dAE JP s of o

Aol 94 HA &3 AFS A4 I
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Red Hat Enterprise Linux 8 Ansible2- A]-8-3} 4] Identity Management A4 3] 4 2]

L At A= VFo 43S 3713 = Y == Ansible S o] 22 ALg35to] ¥l AL A=
NS AP o] AN = T2E A9 AHH 2 IAM AFS AFs17] A&
full_host_administration ¢]2}l= A 33 AA = MH S A9 d.

A 27 A

[ ]
IdM #2123 432 <43 sU o

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

[}
T4 st = IdM A 8] o] Z4tstE =<l o] 5(FQDN)S AH&-3t] Ansible ¢11 &2
sle A AF I
[}
Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & € & o] U&4Yt}.
=
1.
~/MyPlaybooks/ T] @€ 2] 2 o] 53]t}
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible -freeipa/playbooks/privilege/ t] 2l € g o] 1+ privilege-
presentyml s} ¢] HALR S wEU T},
$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml privilege-
present-copy.yml
3.
HAF L 93] privilege-present-copy.yml Ansible Zd o] & 3} d-S Fu}.
4,

ipaprivilege 2 A A oA b AFE A5t A4AS = ¢Y

ipaadmin_password H5-= IdM #2]#12] g5 =2 AA .

name HE A A2 full_host_administration 9] o]0 = A3},
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127. ANSIBLE Z#) o] 22 A} 5}o] RBAC @3 #3

(o
tilo
i
ol
o
L
v}

X8 & o 2 description H4E A&-31o] A

R

o]= A A o Ao 3 A= Ansible Z g o] & T}l

- name: Privilege present example
hosts: ipaserver
become: true

tasks:
- name: Ensure privilege full_host_administration is present
ipaprivilege:

ipaadmin_password: Secret123
name: full_host_administration
description: This privilege combines all IdM permissions related to host

administration

5.
sl e A g
6.
Zao)% vl @ AWM ET $A S A4 3k Ansible Zao] e A Pk,

I $ ansible-playbook -v -i inventory privilege-present-copy.ymi
12.2. ANSIBLE S A}-£3}o] Wln] d3lo] ALz} x4 IDM RBAC A3td] =4 &2l

IdM(Identity Management) &} & 7] 4t A A = A o] (RBAC)oll 4] A}-8-2F A4 A ¢4 3] 2531
W GA S AP oF Pt

H3o] A2 HA 3 AFS AU

2
)
]
)
oL
filo
)
o
-3
w
N
)
o
L
i

& Az}l A = Ansible 8] o] 5-& AF8-351] o] A QA A THE A RS Frlet= HHS A
H3h ) o] dAA = S2E A9 AHA 2 E IdM A 3L full_host_administration o]&}+= A3k
o F715t= S Ayl 71234 o 2 43S Host Enroliment(&22E 52 ),

HostAdministrators(2 2 E 32 z}) 2 Host Group Administrator (&€ Z1§F 32| A}) A3k Aol 9
u) G o

13
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A 27 A

[}
IdM #2]2 s & 43 dFHH
[}
Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X5t}
[}
TS T35t = IdM A 8 2] F5t3td =v 2l o] 5(FQDN)S- 2183t Ansible 211l & 2]
shle A AF
[}
Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & €] & o] U&1t}.
[}
full_host_administration @A3to] &1t} Ansibled A}23le] AL WA= vbi ) o
gk ZHA) g W] 82 Ansible S AH-8-3to] AH8-AF A1 A IdM RBAC Ao J=A1& FxsH] A L.
Azt
1.
~/MyPlaybooks/ t] | ] 2] £ o] o}
I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible -freeipa/playbooks/privilege/ t] 2 € 2] o] 1+ privilege-member-
presentyml s} ¢] HALR-S wEU T},
$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-present.yml
privilege-member-present-copy.yml
3.
HAF L 93] privilege-member-present-copy.yml Ansible =g o] & 3128 Ut}
4,

ipaprivilege 2} 44014 the WM5E A sl st =4 Pk

Abg Aol oS ES A o Be =P Fnh

ipaadmin_password H5-= IdM #2]#12] g3 =2 AA .

14
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127. ANSIBLE Z#) o] 22 A} 5}o] RBAC @3 #3

action H 47} member & A A 5 o] =X eI},

o]= @A o Ao s =4 A Ansible Z o] & 5 ¢t}

- hame: Privilege member present example
hosts: ipaserver
become: true

tasks:

- name: Ensure that permissions are present for the "full_host_administration"

privilege

ipaprivilege:
ipaadmin_password: Secret123
name: full_host_administration
permission:

- "System
- "System
- "System
- "System
- "System
- "System

: Add krbPrincipalName to a Host"

: Enroll a Host"

: Manage Host Certificates"

: Manage Host Enroliment Password"
: Manage Host Keytab"

: Manage Host Principals”

- "Retrieve Certificates from the CA"

- "Revoke

- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:
- "System:

Certificate"

Add Hosts"

Add krbPrincipalName to a Host"
Enroll a Host"

Manage Host Certificates"

Manage Host Enroliment Password"
Manage Host Keytab"

Manage Host Keytab Permissions”
Manage Host Principals”

Manage Host SSH Public Keys™
Manage Service Keytab"

Manage Service Keytab Permissions"
Modify Hosts"

Remove Hosts"

Add Hostgroups"

Modify Hostgroup Membership"
Modify Hostgroups"

Remove Hostgroups"
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5.
sl e A g
6.
Zao)% vl @ AWM EF $A L A4 3k Ansible Zao] e APk,

I $ ansible-playbook -v -i inventory privilege-member-present-copy.yml
12.3. ANSIBLE S A}-8-31] IDM RBAC A gtoll Asto] X35 X G5 ).

IdM(Identity Management)2] A 28] A2 = IdM 9 & 7]k A A2 Ho] S AL A (A S F+ AF
o}

O3 Ao A = Ansible Z 8| o] 5-& AL§-5t] A g A AFS A ASH= Y-S AEFUT o] A
A A= A A7 Bt Yol ar 7HF3817] w#9 7] 2 Certificate Administrators o) x] CA ACL
ATE FAse 83 AFAE A A= $HS A8dh

A 27 A

[
IdM 2] 7} 952 %3 AU,

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5Yt}.

~/MyPlaybooks/ T ¥ €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/privilege/ t] & € 2] o] 1+ privilege-member-
presentyml s} o] HALR S TR T},

16
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127. ANSIBLE Z#) o] 22 A} 5}o] RBAC @3 #3

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-absent.yml
privilege-member-absent-copy.yml

HAF L 93] privilege-member-absent-copy.yml Ansible = &) o] & 322 gt}.

ipaprivilege zt] A A ollA b3 HFE A4 st dLS =AY

[}

AHS A O A S8t &Y ol 52 =F Y
[}

ipaadmin_password H5-= IdM &2z 2] g3 =2 AA 3.
[}

name W& A o] 505 AAPUtH
[}

A 555 AgA AAT A9 o502 AF P
[}

action =7} member 2 A A 5o JJ=X] A},
[}

state M 5=7} absent 2 A& 5 o] A=A F2A g}

o]= A A o Ao g A= Ansible =g o] & T¢I},

- name: Privilege absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "Request Certificate ignoring CA ACLs" permission is absent
from the "Certificate Administrators™ privilege
ipaprivilege:
ipaadmin_password: Secret123
name: Certificate Administrators
permission:
- "Request Certificate ignoring CA ACLs"
action: member
state: absent

17
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)

0] o
==

2

g

il

dol & ¥ 8 W Ee] 3dS A5t Ansible 80| 52 239

%)

I $ ansible-playbook -v -i inventory privilege-member-absent-copy.yml
12.4. ANSIBLE& A}-£-3}o] A1-&%} 2|4 IDM RBAC A3l o] 5 W7
IdM(Identity Management)2] A28 A2 = IdM 9 & 7]k A A2 Ho] S AL A (AT F+ AF

=8

Utk 25402 Ag oo 1 o4 4 ShalA] geith of dlRlelA el

oh Aol & AT ol Fe WA B e AIFU S Sof R A Agg AR w24l
[e]
full_host_administration i?sb] o] -2 limited_ host_administration 22 ¥ 73},

A 27 A

[
IdM 227 52 23 A&

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5Yt}.

TS T35t = 1dM A1 2] A 735tE v ¢l ©] 5(FQDN)S AH8-sto] Ansible 214l =2

Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] & €] & o] U&1Yt}.

full_host_administration & 3to] Q5Uth. A3HS F718t= o] g A3 &2
Ansibleg A} 23}l AF22F XA IdM RBAC @3lo] Q=X 2 X344 L.

|

o

~/MyPlaybooks/ t] & €] 2] 2 o] 53},

I $ cd ~/MyPlaybooks/

18
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127. ANSIBLE Z#) o] 22 A} 5}o] RBAC @3 #3

/usr/share/doc/ansible -freeipa/playbooks/privilege/ t] 2l € €] o] 1+ privilege-
presentyml s} ¢] HALR S wEU T},

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml rename-
privilege.yml

g g rename-privilege.yml Ansible Zd| o] & A4S ).

ipaprivilege zt A A ollA b3 HFE A4 st 3LS =AY

[}
ipaadmin_password HS-= IdM #2241 2] g3 =2 AA .
[}
name W5 @3] AA olgo w2 AFFUT
[}
rename W+ F71315L Ag] A o] o5 AA Pt
[}

- name: Rename a privilege
hosts: ipaserver
become: true

et

ol %o A9l o] B2 WAFYT o F W g% 2HUh

[...]
tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:

[.-]

o]= &AA| o Ao g A= Ansible =g o] & T¢I,

19
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- name: Rename a privilege
hosts: ipaserver
become: true

tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:
ipaadmin_password: Secret123
name: full_host_administration
rename: limited_host_administration
state: renamed

7.
sl g A g
8.
Zao)% vl @ AWM ET $A L A4 sk Ansible Zao] e A Pk,

I $ ansible-playbook -v -i inventory rename-privilege.yml
12.5. ANSIBLES A}-£8-3}<] IDM RBAC dgte] gl=A] 21yt

IdM(Identity Management)2] A] =&l 2] 2}= IdM 9 & 718k A A 2 A o] 2 AF2-2} XA S 4= YFY
th. o Aol A = Ansible Z ] o] 55 AH-&-3to] RBAC d3ho] fl=A] &= WS "“‘“‘“413}
ol d A= CA &z Ago] fleA Adste WS A9dUY. o]l 232 A3 = A A& =
IdMo A Q15 718S AT + A= FL I A A7 HU o

A 27 A

[

IdM #2|# ¢S & &3 dHFY T
[

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}
[

F4& saatel e IdM A 9] 57shE =9 <) o] 2(FADN)E A18-3fo] Ansible 214l &)
sl e A4 ALY

Ansible <19l E 8] 5122 ~/MyPlaybooks/ t] &€ & o] U&1Yt}.
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127¢. ANSIBLE =9 o] 5-& A}-8-3}o RBAC a3t 37
~/MyPlaybooks/ t] | ] 2] £ o] & .
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/privilege/ ©] 2l € €] o] 1+ privilege-
absent.yml 3} o] B3RS vt}

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-absent.yml privilege-
absent-copy.yml

HAF L 93] privilege-absent-copy.yml Ansible =g o] & 32 gy}

ipaprivilege zt A A olA b3 M-S A4 st 3LS =AY

[ ]

ipaadmin_password ¥4 IdM #e] z-9] 9t 2 A4 Fot,
[ ]

name H4E A AT A3ste] o]0 7 AA I},
[ ]

state W=7} absent 2 A& Ho] A=A A5}

i

ol %o A9l o] 5L WAFYT o E W g% 2HU

[...]

tasks:
- name: Ensure privilege "CA administrator” is absent
ipaprivilege:

[.-]

o] &A| oAl Ul =4 = Ansible =g o] & 5t ).

- name: Privilege absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure privilege "CA administrator” is absent

121
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ipaprivilege:
ipaadmin_password: Secret123
name: CA administrator
state: absent

s} ol
=

)

o
=

2

g

il

glol &

%)

A 9 ol &2 31A S =35l Ansible S o] 8BS AP},

I $ ansible-playbook -v -i inventory privilege-absent-copy.ymi

IdM RBAC<] Agt 713 ol di gk zpA| g i &2 IdM2] AgS F=x34 A L.
IdM RBAC<2] a3t 73 o] o g Z}A] 3 Y 8- Permissions in IdME Z=x314 A 2.

ipaprivilege 2 52 A}8-3l+= 41 & Ansible &3] o] 52 /usr/share/doc/ansible -freeipa/ T]

g g g9 9= README- privilege 7192 %314 A] 2. 31 o = ipaprivilege W B o) & ¥
e o] JdHFUth

ipaprivilege = 52 Al-83l+= A= Ansible =4 o] &2 /usr/share/doc/ansible-
freeipa/playbooks/ipaprivilege T @ € 2] & Z X314 A Q.
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137. ANSIBLE =3 o] %2 A}-§-3}o] IDM9| 4] RBAC A3 &2
137. ANSIBLE &9 °]5-& A-8-3t] IDM] 4] RBAC d 3 &g

o]

3 AA 2 Ao] WAUZY

=
A=}
A AFH ALY BE F ¢

RBAC(9 & 7|9t M A= Alo])= AT, A 2 Aol tﬂaﬂ EER]
Ut} £3 q]7]<§olw% RBACS A1-&-314 71 # 9 s
4y

RN

mlo
cSL
9&,
rr
¥ g
RS

o] A4 x] = Ansible =] o] 22 A}-823}] IdM(Identity Management)o] ] RBAC A &2 #&] & o)
TFdEH=E g3 39S A9

Ansibleg A}23lo] RBAC d3to] Y &=X] 313},

Ansible< A}-8-519] £430] Q= RBAC 7 gto] QA el gt

Ansibleg A}23}o] RBAC d3to] glE=X] 313,

AnsibleS A}-831a] 44 o] IdM RBAC 7 §o] wlujel=] el g .

Ansible2 A} £3}4] 4:4 0] IdM RBAC A 3He] wWn) 7} o} dx] 321§},

Ansible2 A1-&-3t<] IdM RBAC ¥ & o] & w7

A 27 A

RBAC?| 713 3 93 & o3l F 4.

13.1. ANSIBLE & A}-8-3lf RBAC d3gto] Q=4 Sl

IdM(Identity Management)2] A 2= A& 2= IdM 9 & 7]k A A = A o] (RBAC)E AH8-A | A &
F dFU

& AR M = Ansible Felo] %2 AHg-ste] AFt] RS 742 F AEF IdMo) AFL A T3
e A gt A AE T 4 A E Selahs e AR
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MyPermission d 3lo] )&yt

AU th
[o]

M7]
[o]

871
[o]

A
[o]

=] I
[o]

add
[o]

delete

A 27 A

124

IdM 221 15 & & gtk

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

o] o Aol 5] &= ~/MyPlaybooks/ T] & €] 2] &
=3 74 A9 7 @y

~/MyPlaybooks/ t] & €] 2] 2 o] 53 t}.

AR

 Sd ol BARE

]
4
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137. ANSIBLE &8 o] 5-& A}-8-3l] IDMol| 4] RBAC @3 g

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & € €] o] ] = permission-
present.yml 5}21 o] 2 AL2-S vkt

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-copy.yml

g g permission-present-copy.yml Ansible = @ o] & 322 gt}

ipapermission 24} A oA o3 WEyE A st YL =T

[}
AHS A O A S8t =S &Y ol 52 =F Y
[}
ipaadmin_password H5-= IdM &2z 9] g3 =2 AA .
[}
name W5 A3 o] oz AU
[}
object_type W= host 2 23t}
[}

SutE WSE all 2 A3 .

o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢jt}.

- hame: Permission present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "MyPermission” permission is present
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
object_type: host
right: all
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5.
sl e A
6.
Edlo]% 5 B AW e XYk Ansible Fdlo] 32 A vk

I $ ansible-playbook -v -i inventory permission-present-copy.yml
13.2. ANSIBLES A}-g-3o] 4 0] 9= RBAC d 3ol YA gt

IdM(Identity Management)9] A] 28] &2 z}+= IdM o & 7] 6k o 4] 2 ] o] (RBAC)S A8 2 X A
T AFyH

- A0 Ansible 20144 A1&-5jo) Aekol kg T/ 5 SLES 1AMl Wb Aot
g e AR dAlo A E the g B S Selsts e Y du

MyPermission { 3lo] )&t
MyPermission @32 S AEE F713t= g9t AH2- 8 4 A&t

dgto] ¥
A=y

e Ago] RolH ALEAE SAE FRo|A] T3} 2L BE 2

filo

T3

)
A

add
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delete

[}
MyPermission A3o] £3HH Aslo] Hod AL A7 AT T2E JE .S description 3t
£ 7H2 % Ay
3
AAES NEAY B O ARZ L F d= 54 FF2 IdM LDAP 7] vt o3| A3

H =] ¢yt 121 object_typeo] E*E 2 7 ¢ attrs:car_licence & XA 31 Y43

o] ipazl E1tl. ERROR: 44 "car-license” not allowed error message when you try
to a specificcar licence value to a host.

A 27 A

IdM #2z ¢ & &3 dFYTh
Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A X A5t}

o] o Al o] X = ~/MyPlaybooks/ O] A €| 2] & W& Zd ol 5 JAES AA
=3 74 dga 7y o

~/MyPlaybooks/ T ¥ €] 2] £ o] & o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & € €] o] ]+ permission-
present.yml 5}ol o] HAp2-S vkt

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-with-attribute.yml

HF S 93l permission-present-with-attribute.yml Ansible Zd o] & 3128 g4t}
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4,
ipapermission 2y A A o3 HFE A5t Y-S =Fd

b Aol o g E S 2 o]

Tt

= 23¥Ud.

ipaadmin_password H 4= IdM &2z 2] g3 2 AA 3.

name W5 Ao o]Fo g2 A

)
k3
T

object_type W= host 2 23t}

2ul2 WSS all 2 A4

r

attrs Y14~ Z description o= AR g},

o]= @A o Ao s =4 A Ansible Z o] & 5 ¢t}

- nhame: Permission present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "MyPermission™ permission is present with an attribute
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
object_type: host
right: all
attrs: description

)

Jlol o
==

2

g

il

dol & 3 8 W Ee] U5 A sh= Ansible 80| 52 439U

%)

I $ ansible-playbook -v -i inventory permission-present-with-attribute.yml
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137 ANSIBLE =] o] -2 A}-8-3}o] IDMe]| 4] RBAC A3+ &2

IdM 7] u}o]] of & #}A) g ] 8- RHEL 79] Linux Domain Identity, Authentication and
Policy Guide 2] A}-§8-=] & 27 27]o] 5 ZFZ S A Q.

13.3. ANSIBLE & A}-8-3ld RBAC d3to] gl=A] gl

IdM(Identity Management)2] A] 2= A& 2= IdM 9 & 7]k A A = A o] (RBAC)E AL8-A x| A &
F dFUh

2 AR M= Aol 2718 + 9% Ansible Za o] =2 AL§ 5ol IdMo] A gro] Q1A 3ol 5

=}

e A9

A 27 A

Ansible A] o] == 9] ansible-freeipa =l 7] x| & 4 X 3 & o).

o] ol Al ) X ~IMyPlaybooks/ 1€l 2] & AF Fello| % BARS 43T FF QX 0
3 74 Ackx /g I

~/MyPlaybooks/ t] & €] 2] 2 o] 53},
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & € 2] o] ] = permission-
absent.yml 3} o] B3RS vt}

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-absent.ymi
permission-absent-copy.yml

HF L 93l permission-absent-copy.yml Ansible =g o] & 32 gy}
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4,
ipapermission 4] A A0l A & WS 2Q st AL 2P T
[ ]
AHg AbEl ol B S E S A ol B AT
[ ]
ipaadmin_password H5-= IdM #2]#1 2] g3 =2 AA .
[ ]
name W5 A3 o]z AU
ol @Al Ao t& 54 9 Ansible =] o] stel I},
- nhame: Permission absent example
hosts: ipaserver
become: true
tasks:
- name: Ensure that the "MyPermission™ permission is absent
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
state: absent
5.
e A
6.
Zdol % 7 P AMED AL A4 5 Ansible o] 2L AP,

I $ ansible-playbook -v -i inventory permission-absent-copy.yml
13.4. ANSIBLES A}83}o] 4:4 o] IDM RBAC d3te] wlu] 2] el

IdM(Identity Management)2] A28 A2+ IdM 9 & 7]k A A = A o] (RBAC)E AH8-A | A &
F dFUh

& Aatol Al = Ansible Ed o] % A18-5te] %4 ] IdMo] 4] RBAC 71 gke] w1 x] Shel sk
WMe AUk 24802 Aol Y= AHSAE 4] Ut FHS AT 5 A5
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137. ANSIBLE &8 o] 5-& A}-8-3l] IDMol| 4] RBAC @3 g

o] o) Aol A = MyPermission @32 £3tal= Ado] Y& AHeA7 AT T2E FE gecos 2
description & 712 4 94X = 3= Wy L A9y

Fx

ﬂﬁ“ UEAY B o AR F d= £ {32 IdM LDAP 7] vt o3| A 3
A ¢y 28 object_typeo] 2 E A 73$- attrs:car_licence & A A 31A Y5
9 ipa7} Hu . ERROR: 44 "car-license" not allowed error message when you try
to a specificcar licence value to a host.

A 27 A

[
IdM 2] 7} 952 %3 AU

Ansible A o] =< 9] ansible-freeipa =l 7] x| & A4 X & o).

o] oj| A o A] = ~/MyPlaybooks/ t] A E] 2] & M Z Z o] & BALE S AF
E3 74 A 7P g

1
of
o2
)
f
l-'ﬂ

MyPermission d 3lo] )&yt

~/MyPlaybooks/ t] 8 ] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & €] 2] o] ] = permission-
member- present.yml 3} o] BALE S gh5U T,

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-
present.yml permission-member-present-copy.yml

HAF S 93] permission-member-present-copy.yml Ansible =g o] & 32 gy}

ipapermission 2] A Aol A the W5 A stel AL =Y Pk

131


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

Red Hat Enterprise Linux 8 Ansible2- A}-8-3} & Identity Management 4 X] 9 #3]

[
AL Aol A3t E S &Y ol 58 A PG
[
ipaadmin_password H5-= IdM #2]#12] g3 =2 AA 3.
[
name W& A% o] o2 AR YUY
[
attrs == 2 description 2 gecos 4= AR}
[

Z¢] W=7} member 2 A 5 o] A el

o]= @A o Ao g =4 A Ansible Z g o] & 5t ¢t}

- hame: Permission member present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "gecos" and "description" attributes are present in
"MyPermission™”
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
attrs:
- description
- gecos
action: member

5.
sl e A g
6.
Zao)% vl @ AWM e HA S A4 sk Ansible Zao] & AT,

I $ ansible-playbook -v -i inventory permission-member-present-copy.ymi
13.5. ANSIBLE S A}-8-3}<] 4:4] o] IDM RBAC d3t2] wln] 7} opdA] 32l g,

IdM(Identity Management)2] A 2~®] A& 2= IdM 9 & 7]k A A 2 A o] (RBAC)E AL&-A | A &
F dFUh
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137. ANSIBLE &8 o] 5-& A}-8-3l] IDMol| 4] RBAC @3 g

S Ao A& Ansible 8] 0] 82 AH8-5ta] £4d o] IdMol| 4] RBAC A &He] ®u| 7} opd=] 32l
e AYgUT. 234 o2 Ado] Y& AL A7} IdM LDAPS) 322 A shd al'd F5o 54
7 A4 gol AL 5 AFUh

AA NN E Thg 4 el g gelshe e Ao
MyPermission d3to] 9l&1 ).

MyPermission Agto] £3E A3o] Y= AHEAE A F S AE FE-L description &4

2 71 4 Axu .

A 27 A

[
Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5Yt}.

1
of
o2
)
f
rﬂ

o] d| A ol A& ~/MyPlaybooks/ 1 &€l 2] & A = Z g o] & BALRS A%

=374 A 7Py

MyPermission d 3lo] )&t

~/MyPlaybooks/ t] | €] 2] £ o] o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & € 2] o] ]+ permission-
member- absent.yml 3} o] EALE-S gk o)

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-
absent.yml permission-member-absent-copy.yml
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3.
HF S 93] permission-member-absent-copy.yml Ansible Zd] o] & 51d-& g},
4.
ipapermission 4] A A0lA o WS 2Qst] AL 2P P
[}
AHg ALl ol B S E S A ol B AT
[}
ipaadmin_password Y145 IdM #2] #}9] ¢+s =2 A
[}
name W5 @3 o]z AU
[}
attrs ¥ 4== description 22 A3 gt}
[}
action 145 member = AA 3}
[}
state W 3=7} absentz2 2 A 5 o] A=A el g}
o] = AA] <A g 4 A Ansible Zd o] 5 L Pt
- name: Permission absent example
hosts: ipaserver
become: true
tasks:
- name: Ensure that an attribute is not a member of "MyPermission”
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
attrs: description
action: member
state: absent
5.
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yilidia:)

137¢. ANSIBLE =8 o] 5-& AH8-3}¢] IDMo]| 4] RBAC

7] 39S XA s Ansible S o] B2 A3 ght).

[}
=

Nk
o
g

%)

glol &

il

I $ ansible-playbook -v -i inventory permission-member-absent-copy.ymi

13.6. ANSIBLES- A}-2-5}<] IDM RBAC d3t o]& M7

o3 7luk A 2 A o) & A AR F A%

o}.
Gt o clol

& Aol A = Ansible Z#] o] 52 AHg-3to] A7 o] &
4] MyPermission?] o] &4 MyNewPermission © 2 W75} W

A 27 A

[
IdM 227 455 43 AHY T
[
Ansible A o] = 9] ansible-freeipa =l 7] x| & A X 3} & o).
[
o] dl Al A= ~/MyPlaybooks/ tl 8Bl 2] & W& a0l HAHE S AR S T AA=

=3 A4 a7 Yok
[ ]
MyPermission 2 IdM9]] 2141 th.

[ ]
MyNewPermission 2 IdMol| &4 314 <1t}

A7)

~/MyPlaybooks/ t] & €] 2] 2 o] 53},

I $ cd ~/MyPlaybooks/

2.
/usr/share/doc/ansible -freeipa/playbooks/permission/ t] & €] 2] o] ]+ permission-

renamed.yml 3¢ o] BA}R-S vlzt).
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$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-renamed.ymi
permission-renamed-copy.yml

]
=)
e
tilo
g
L
fiu)

AR S 93l permission-renamed-copy.yml Ansible =g o]

ipapermission 24} A oA o3 WEyE A st LS =T

g Aol Ul g hES 2] o e 2R AT

i

ipaadmin_password H5-= IdM #2]#12] g3 =2 AA 3.

zd
kJ
T

nhame S5 Ao olFo 7 AH

o= &AA| oA 3 +4 A Ansible =g o] & 7 ¢jt}.

- hame: Permission present example
hosts: ipaserver
become: true

tasks:
- name: Rename the "MyPermission"” permission
ipapermission:
ipaadmin_password: Secret123
name: MyPermission
rename: MyNewPermission
state: renamed

g

H

jlol o
==

2

9 9 QW =) 512l g )4 3l Ansible S0 %< AT,

%

il

glol &
I $ ansible-playbook -v -i inventory permission-renamed-copy.ymi

13.7. F71 &2
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137. ANSIBLE = 3] o] 58 A}-8-3}o] IDMoj| 4] RBAC A & 2]

IdM RBAC2] d3t 71d ol gl gt &A g U] -&-2 Permissions in [dMS Fx314 A Q.

IdM RBAC<] A3 7 g ol th @ AAIZ &2 IdMe] Ad-S FxsH Al L.

ipapermission 252 Al-8-35}:= A Z Ansible =g o] 59 g3l A= /ust/share/doc/ansible
-freeipa/ o] & g 2] o)l 4] A1 4= 21= README- permission 312 S F %314 A 2. 9=
ipapermission 4 A o] = ¥ 35 o] gy &)

ipapermission 2 52 Al-83}+= A= Ansible =34 o] 22 /usr/share/doc/ansible-
freeipa/playbooks/ipapermission o] 2 g 2] & ZZ 3514 A L.
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147¢. ANSIBLES: A1-8-5to] IDM9] E2] EZ =24 &g

o 2] IdM(Identity Management) A ¥ & f-A] &2l 3laL T E-S 8] A2 BEAlst] 4w &4 2435}
A BAT F dFUT d & Eof, T AB7ZE A sHE & Al AE 2l A¥AE ATy
oy A] AH st E 71t 2 A BAlES o] E4E MY E S8 = sy

IdM Aol 273 Hl o8 = 5A| Al toll e} BA Yok F Au o] SA4] Aol +49 3¢ 383 H
o8& TR AU EAE HolH e EEEA HulAL ol AU th F EAlel HuAL 2k EA] A ool
JE A Avlrte EZZA A2WE & AU

o] A4 x4 = Red Hat Ansible Engine 2 A}23}o] IdM 2-A) A%, EZ 22 Al2HE W EZ 24 J
uALE ] sl H S AYshlg. Folle o3 A Aol xgHo] 5y

[}

Ansible g AH-g-3to] IdMo] 24 A o] =] gel
[}

Ansible S A}8-3ko] o1 2] IdM B4 2 7bo] Bz A ofo] 1EA] Bl
[}

Ansibleg AHg3le] F B2 7bol] BA| A oo QA el
[}

Ansible A} 235} EZ 2 X HulA7F IdMol] J=4] 3ol ).
[}

Ansible & A3} IdM H-A] 2 o} A] %713}
[}

AnsibleS A}-8-3lo] IdMel| 5-A] A ko] gl

14.1. ANSIBLES A}231o] IDMo]] 2] Al 2ko] Q1= 3ol

IdM(Identity Management) 4|1 o %48 ®]o] el 24| Alo}o] et B AFUTh F Aol 24 A
ofo] 7AHA A% tlolE & THAUTH BAl Aok G4 FFFYUTH tlelHE 3 viA BA) B4 o}
EEARoTE BE OE BAEo R AP

o] Al Ao A= Ansible Z g o] B-& A}8-3}<] server.idm.example.com3} replica.idm.example.com
ol =9l f3 o] BA) Aloko] YA Adshe WP AP
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147 ANSIBLES A}-8-5}o] IDM9] BA] EZ 24| %]

A 27 A

[ ]
EZZA A BEAE AZd YEE IdM EZ =X A7 A% AHE-S ol &l oF o

o 27 AHdS S5k Ansible Alo] ==2 A s
Ansible ¥ & 2.8 o] & A}8-31aL U
ansible-freeipa = 7] A & A X HFU o}

~/MyPlaybooks/ t] & €] 2] o]| o] &3 34 & FA 3= IdM A v 2] A 7318 =gl o] &
(FQDN)2- A}-8-314] Ansible 21wl E2] 51U S A5

~/MyPlaybooks/ t] & €] 2] 2 o] 53},

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/topology/ t] 2 H 2] o] 21+ add-topology
segment.yml Ansible =3 o] 5 59 -& B A o

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/add-topologysegment.yml
add-topologysegment-copy.yml

add-topologysegment-copy.yml 3122 do] AZ ]}
ipatopologysegment ¢} A A A o3 M5 AP35t FA S =F A

ipaadmin_password ¥ 5-& IdM #2]#}2] 452 AAH 3.
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F7tste = AW E 3 w2}t H oAl M4E domain = ca = 43344
BA Aleke] 9% 7 37 3= IdM A H] 2] o] 207 AZ HE2 AT

2HhE WS Bl Aoke] St =2 HSuA sHe IdM A H o] o] Foz A
ok

ool

state =7} presentZ A A H o] JJ=X] &elg.

o]= @A o Ao s =4 A Ansible Z o] & 5 ¢t}

- nhame: Playbook to handle topologysegment
hosts: ipaserver
become: true

tasks:
- nhame: Add topology segment
ipatopologysegment:

ipaadmin_password: Secret123
suffix: domain

left: server.idm.example.com
right: replica.idm.example.com
state: present

5.
stel e A g gk
6.
Edo]% 59 o AW %A Y3t Ansible Edlo] %2 AP Frich.

I $ ansible-playbook -v -i inventory add-topologysegment-copy.yml

EZ=2A A HUAL R Al ZAE 7ol A3 AAd W& 2 A4 Aok EE=A A
UA 2 EZ 2] Al IHE 2 FZF4]A L.

ipatopologysegment = &2 X}-8-3l= 41 = Ansible Playbook 2 o122 %314 A <.
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147 ANSIBLES A}-8-5}o] IDM9] BA] EZ 24| %]

/usr/share/doc/ansible -freeipa/ t] @ € 2] ¢] README- topology.md 3} <!. o] 5}2l 9]
£ ipatopologysegment 4= A ol = ¥ 3t o] 5.

/usr/share/doc/ansible-freeipa/playbooks/topology t] & & &].

14.2. ANSIBLES A}-8-31o] o] 2] IDM 54 2 7bo] BA] A oFo] YA &l

IdM(Identity Management) 4|1 o %48 ®]o] el 54| Alo}o] et B AHUTh F Aol 24 A
ofo] A E ¢ dolEE FHAUTH B4l Ak 4 FFFYUTh dolE = 3 viA HA| 2ol A T
EEARoRE BE ge BARo R BAH Y.

=

o] MM A = IdMS] o] 2 HA] 2 4 zho] HA| Aloke] QA Slak ol visl A gk,

A 27 A

[}
EZeAN BAE Ade] ydd IdM EZ 22 A7) A AL ol A=A ety Al
2. https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-

single/planning_identity_management/index#connecting-the-replicas-in-a-
topology_planning-the-replica-topology

o 27 AHdS S5k Ansible Alo] ==2 A s
Ansible 14 2.8 o] 4-& Ag-3t3 &L Tt
ansible-freeipa | 7] x| & 2 X I F U o}.

~/MyPlaybooks/ t] A €] 2] o] o] &g FH & FA3H= IdM A o] A t3std =w 2 o] &
(FQDN)2 A1-8-314] Ansible ¢l £2] 512 & A AFU G

~/MyPlaybooks/ t] & €] 2] 2 o] 53 t}.
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I $ cd ~/MyPlaybooks/

2.
/usr/share/doc/ansible -freeipa/playbooks/topology/ t] & €] 2] o] 21+ add-
topologysegments.yml Ansible =] o] 3 519 & E A} ).
$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/add-topologysegments.yml
add-topologysegments-copy.yml
3.
add-topologysegments-copy.yml 3198 o] HAF ).
4,
vars #H oA thg W5 4R 3e] A e =T
[}
ipaadmin_password H+= IdM #2] # o] g3 =2 AATU).
[}
RE EZZX AW E 3] ipatopology segments A Ao 3 S F7}3}3 oS ¥
2493
o
F7tatEl e Al U E 3o et Hul AL W4 domain = ca = Ao
o
BA Akl A% =71 H314) 5= IdM A 2] o] Fo = A% M5 ATy
t}.
o
2ulE W4E B Aoke] L2 w2 A s o IdM A9 o] 2o
R an ke
5.

add-topologysegments-copy.yml 3} 9] tasks 4] A o] 4| state =7} present= 424 5
o] A=A FAF .

ol AA dAld] g 549 Ansible =g o] & HA Yt}

- name: Add topology segments
hosts: ipaserver
become: true
gather_facts: false

vars:
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ipaadmin_password: Secret123

ipatopology segments:

- {suffix: domain, left: replical.idm.example.com , right: replica2.idm.example.com }

- {suffix: domain, left: replica2.idm.example.com , right: replica3.idm.example.com }

- {suffix: domain, left: replica3.idm.example.com , right: replicad4.idm.example.com }

- {suffix: domain+ca, left: replicad.idm.example.com , right:
replical.idm.example.com }

tasks:
- name: Add topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}
suffix: "{{ item.suffix }}"
name: "{{ item.name | default(omit) }}"
left: "{{ item.left }}"
right: "{{ item.right }}"
state: present
#state: absent
#state: checked
#state: reinitialized
loop: "{{ ipatopology segments | default([]) }}"

6.
s A
7.
Edlol ¥ 2 L AWME A2 A9 3= Ansible S o] 32 A k.

I $ ansible-playbook -v -i inventory add-topologysegments-copy.yml

EZ2A A AvAL R AaAE Al o d A W §-LS A BA Aok EE2A] A
AL EZ 2] A OHE S F254A L.

ipatopologysegment 2. 52 A}8-3l+= A Z Ansible Playbook2 0} 3-8 I X344 Q.

/usr/share/doc/ansible -freeipa/ t] @ € 2] ¢] README- topology.md 3}<!. o] 5}2l 9]
£ ipatopologysegment 4= A ol = ¥ 3t o] 5.

/usr/share/doc/ansible-freeipa/playbooks/topology t] & & &].

14.3. ANSIBLE S A}-8-3t0] 5 242 7bo] 2] Al e}o] Q1A el
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IdM(Identity Management) A1 o %49 d]o] el B4] Alo}o] et B AHU T F Aol 24 A
ofo] A E ¢ dolEE FHAUTH B4 Ak 4 FFFYUTh dolE = A viA HA| 2ol A th
EEAARORE BE OE BARoZ AP

o] A Mol A [dMe] of 2] HA] 2 4 7ho] BA) Aoke] 1A st WS AW F T

A 27 A

EZ 2R oA EAE AZd 1}dd IdM(Identity Management) EZ 2] A7 A% X342
o] 3j 3 oF ¥ r}.

fu)
oo
ko
-
S~
=
tijo
ofy
.
FiF
>
2
=2
©
R
2
8
[
i
-
o,
3
oy
W
v

Ansible B4 2.8 o] & AH&-stL U
ansible-freeipa | 7] x| & A2 X I F U }.

~/MyPlaybooks/ t] @€l €] o] o] &l & &4 & FA 3= IdM AW o] Htste =vQl o] &
(FQDN)& A}-&-31o] Ansible S1¥l £2] 9192 A AF o

~/MyPlaybooks/ t] & €] 2] 2 o] 53},

I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/topology/ t] 2 €] 2] o] 21+ check-
topologysegments.yml Ansible =] o] 3 519 & B x}gH ).

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/check-topologysegments.yml
check-topologysegments-copy.yml
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check-topologysegments-copy.yml 3-8 do] A g}

vars A1 o)A the W4 S At e 24P,

ipaadmin_password 5= IdM #2|#1 2] 452 AA 3.

W

o

RE EZ 22X A2 EJ dis ipatopology _segments A Ao P& F7}sla ot

o
F7tste € AW E §3 9 w2t F oA M4E domain = ca & 43 ¢4 4.
o
BA) Ak 9% =71 H317) 5k IdM A H 2] o] S o2 A% HFS AP
.
o

S¥lE WS BA) Aote] S¥lE =2 AR ohe IdM A M o] o Foz

il
o
d
L
kv

check-topologysegments-copy.yml 32 9] tasks A A o] 4| state ¥ 5=7| present= 23
Hol A=A gyt

o]= @A o Ao s =4 A Ansible Z g o] & 5t ¢t}

- name: Add topology segments
hosts: ipaserver
become: true
gather_facts: false

vars:
ipaadmin_password: Secret123
ipatopology_segments:
- {suffix: domain, left: replical.idm.example.com, right: replica2.idm.example.com }
- {suffix: domain, left: replica2.idm.example.com , right: replica3.idm.example.com }
- {suffix: domain, left: replica3.idm.example.com , right: replica4.idm.example.com }
- {suffix: domain+ca, left: replica4.idm.example.com , right:
replical.idm.example.com }

tasks:

- name: Check topology segment
ipatopologysegment:
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ipaadmin_password: "{{ ipaadmin_password }}"
suffix: "{{ item.suffix }}"
name: "{{ item.name | default(omit) }}"
left: "{{ item.left }}"
right: "{{ item.right }}"
state: checked
loop: "{{ ipatopology segments | default([]) }}"

6.
sl e A g
7.
Zao]% vhal @ AWM e HA S A4 5k Ansible Zao] & AT,

I $ ansible-playbook -v -i inventory check-topologysegments-copy.yml

EZ2A A AvAL R AZAE Al o d AA W8-S A BA Aok EE2A] F
AL EZ 2] A OHE S Fxs4A L.

ipatopologysegment 2. 52 A}8-3}l+= A Z Ansible Playbook2 o} 3-8 I Zs14A1 Q.

/usr/share/doc/ansible -freeipa/ t] @ € 2] ¢] README- topology.md 3}<!. o] 5}2l 9]
£ ipatopologysegment H4= A ol = ¥ 3t o] 5.

/usr/share/doc/ansible-freeipa/playbooks/topology t] & & &].
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~/MyPlaybooks/ T ¥ €] 2] £ o] o}
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2.
/usr/share/doc/ansible -freeipa/playbooks/topology/ t] 2l € g o] 1+ verify-topology
suffix.yml Ansible Z 8| o] & 99 & EA}3 .
$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/ verify-topologysuffix.yml
verify-topologysuffix-copy.yml
3.
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state W47} verify = 44 H o] 1A FAFUT. o

o]= &AA| o Ao g A= Ansible Z g o] & T¢I},

- name: Playbook to handle topologysuffix
hosts: ipaserver
become: true

tasks:
- name: Verify topology suffix
ipatopologysuffix:
ipaadmin_password: Secret123
suffix: domain
state: verified

5.
sl g A AU
6.
Zao)% vhal @ AWM e HA S A4 sk Ansible Zao] & AT,

I $ ansible-playbook -v -i inventory verify-topologysuffix-copy.yml
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ipatopologysegment & &2 A}-8-3}+= A= Ansible Playbook-& t}3& =314 A L.
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A 27 A
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/usr/share/doc/ansible -freeipa/playbooks/topology/ t] 2 €] 2] o] 2+ reinitialize-
topology segment.yml Ansible =g o] & 3} J S H A} o).

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/reinitialize-
topologysegment.yml reinitialize-topologysegment-copy.yml

3.
HAF L 93] reinitialize-topologysegment-copy.yml 3 & Gt}
4.
ipatopologysegment A A o] A t}-& W4E A A st AL AT
[ ]
ipaadmin_password H= IdM #2] # o] g3 =2 AATU.
[ ]
AU A} M52 domain = A AUt} ca Hlo|HE A 2788t A4S W4 S ca =
A4
[ ]
AZ WS BA A 9% =8 AP
[ ]
SuLE HFE BA) Ao Sut 2 A3dUg
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B Mg O 2718k dlole ez AT ARl A 2 EX WFOZ Ho]
HE 9% L Eod Q2% wE2 o] 53T,
[ ]

state W37 O A] 2713} =5 A Ho] d=4 gt

oli= @A oAl s A Ansible Z# o] & 3¢t}

- name: Playbook to handle topologysegment
hosts: ipaserver
become: true

tasks:
- name: Reinitialize topology segment
ipatopologysegment:
ipaadmin_password: Secret123
suffix: domain
left: server.idm.example.com
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right: replica.idm.example.com
direction: left-to-right
state: reinitialized

5.

sl e A
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I $ cd ~/MyPlaybooks/
2.
/usr/share/doc/ansible -freeipa/playbooks/topology/ t] 2l € €] o] 1= delete-topology
segment.yml Ansible &3 0] 5 39S B A o
$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/delete-topologysegment.yml
delete-topologysegment-copy.yml
3.
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- name: Playbook to handle topologysegment
hosts: ipaserver
become: true

tasks:
- name: Delete topology segment
ipatopologysegment:
ipaadmin_password: Secret123
suffix: domain
left: replica01.idm.example.com
right: replica02.idm.example.com:
state: absent
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I $ ansible-playbook -v -i inventory delete-topologysegment-copy.yml
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<l £2] 1} (o) : inventory.file )& A A3}l 3L of 7] o] ipaserver = A o] g }.

[ipaserver]
server.idm.example.com

3ol IdMel 9= & 2~E 2] FQDN © 2 Ansible Zd| o] & 1S A A} o] A= 7+
43}3517] 9134) /usr/share/doc/ansible-freeipa/playbooks/host/add-host.yml 31 o] A o] A &
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- name: Host present
hosts: ipaserver
become: true

tasks:
- name: Host host01.idm.example.com present

ipahost:
ipaadmin_password: MySecret123
name: host01.idm.example.com
state: present
force: yes

Aol %2 Aa gk

il

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-is-present.yml

3

o] Axz}o A= IdM LDAP A B|d] &2 E 3 Ho] AA X 5 2~EZ |dM Kerberos
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IdM A v] o] admine. 2 = 2213H ).

$ ssh admin@server.idm.example.com
Password:

it

ipa host-show 93 & ¢ H s T2E o] 22 A AT}

161


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index#installing-an-Identity-Management-client-using-an-ansible-playbook_installing-identity-management

Red Hat Enterprise Linux 8 Ansible2- A}-8-3} & Identity Management 4 X] 9 #3]

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
Password: False
Keytab: False
Managed by: host01.idm.example.com

=22 host01.idm.example.com o] IdMol] 91=4] &<l

15.4. ANSIBLE PLAYBOOK £ A}-8-3l] DNS J 17} 239 IDM £ 2 E g Eo] Q=X 82l

o] A A A& Ansible =3 o] 33 A}-&3}o] IdM(Identity Management)o] 32 E 32 o] 9lE=X]
&) A¥dUth S2E 352 FQDN(R 3 @ =W 0|5 ) L Sl F IP F42 o
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Ansibleo] 312“4 ipa host-add 4 & & Al8-35lo] 32 E g5 o] IdM AU}
IdMel] s 2E & F71ek A3 IdM)] Q1= S 2E 9 e YU . Ansible2 259 o] &

3l = Ansibleg A1£3lo] IdMo)] S2EE F718leld S 2E A E £ present: state:
present 2 A o] sl= E# o] 5-S A3l o .
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[
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ansible-freeipa = 7] ] &= Ansible A E 2 ] A xgt}.
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<l £2] 1} (o) : inventory.file )& A A3}l 31 of 7] 9] ipaserver = A 2] g ).
[ipaserver]
server.idm.example.com
2.

218tz sh= IdMo)| = S 2E 9] A 4tstd =<l o] 5 (FQDN)S AH-8-3to Ansible =
go % st & YA E IdM A 1] 7} DNSE #elats 52E9] IP 548 97 9= 4
ip_address w7/ W4=2] 7+& XA FUth. T2E 7} DNS 2|22 glIZ = ,Jkgat] W P F47}
= 9 3. o] @A E 7H4A3}35)7] 9]3) /ust/share/doc/ansible-freeipa/playbooks/host/host-
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- name: Host present
hosts: ipaserver
become: true

tasks:
- name: Ensure host01.idm.example.com is present
ipahost:

ipaadmin_password: MySecret123
name: host01.idm.example.com
description: Example host
ip_address: 192.168.0.123
locality: Lab
ns_host_location: Lab
ns_os_version: CentOS 7
ns_hardware_platform: Lenovo T61
mac_address:
-"08:00:27:E3:B1:2D"
- "52:54:00:BD:97:1E"
state: present

il

dolde Aa gy

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-is-present.yml
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o] Axz}o A= IdM LDAP A B|d] &2 E 3Eo] A 5 2~EZ |dM Kerberos
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$ ssh admin@server.idm.example.com
Password:

it

17 32 o) E2 AT

ol

ipa host-show H &2 92
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$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Description: Example host
Locality: Lab
Location: Lab
Platform: Lenovo T61
Operating system: CentOS 7
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
MAC address: 08:00:27:E3:B1:2D, 52:54:00:BD:97:1E
Password: False
Keytab: False
Managed by: host01.idm.example.com

=22 |dMel] host01.idm.example.com o] J=4] &<13 ]}
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ansible-freeipa = 7] x| &= Ansible A E 2 o] A xgt}.

elwl Eg] 512 (4: inventory.file )& A A 3131 o] 7] 9| ipaserver & & o] 3]},

[ipaserver]
server.idm.example.com
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s & ldMel Qe T2E9 A73tE =2 o] (FQDN)S A1-8-3lo] Ansible =3 o]
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8 vd e AT T2 E 7] o]u] IdMe]] 9132 update_password”} on_ create 2 A 3t¥ 7
9o = Ansible Z#| o] HoA z+ T2E 9] 9o 945 E AASEE 52 H random: yes 2
force: yes 4% F713U . o] QA E 714 3}3517] 93] /usr/share/doc/ansible-
freeipa/README-host.md Markdown 3} o] 4] o A & BEAx}st 3 S 4= A5

- name: Ensure hosts with random password
hosts: ipaserver
become: true

tasks:
- name: Hosts host01.idm.example.com and host02.idm.example.com present with
random passwords
ipahost:
ipaadmin_password: MySecret123
hosts:
- name: host01.idm.example.com
random: yes
force: yes
- name: host02.idm.example.com
random: yes
force: yes
register: ipahost

il

Aol %2 A gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-are-present.yml

[...]

TASK [Hosts host01.idm.example.com and host02.idm.example.com present with
random passwords]

changed: [r8server.idm.example.com] => {"changed": true, "host":
{"host01.idm.example.com": {"randompassword": "OHolRvjUdHOYcbf6uYdWTxH"},
"host02.idm.example.com": {"randompassword™: "5VdLgrf3wvojmACdHC3uA3s"}}}
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$ ssh admin@server.idm.example.com
Password:

ipa host-show ¥ 3 & 9 st S 2E F shite] o523 AQ U

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Password: True
Keytab: False
Managed by: host01.idm.example.com

2.2 9l 2] 9] ¢+F 7} 2+ IdM9)] host01.idm.example.com o] 1E=%] el gy},
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[ipaserver]
server.idm.example.com
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- name: Host member IP addresses present
hosts: ipaserver
become: true

tasks:
- name: Ensure host101.example.com IP addresses present
ipahost:

ipaadmin_password: MySecret123
name: host01.idm.example.com
ip_address:
-192.168.0.123
- fe80::20c:29ff:fe02:a1b3
-192.168.0.124
- fe80::20c:29ff:fe02:a1b4
force: yes

Aol %2 Aa gk

il

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-with-multiple-IP-addreses-is-present.yml
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$ ssh admin@server.idm.example.com
Password:

y—t

17 32 o) E2 AT

ol

ipa host-show H &2 9=

$ ipa host-show host01.idm.example.com
Principal name: host/host01.idm.example.com@IDM.EXAMPLE.COM
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Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
Password: False

Keytab: False
Managed by: host01.idm.example.com

=22 host01.idm.example.com o] IdMol] 91=4] &1}

o] of 2] IP 347} IdM DNS @ =9 21=X] 3213t 4 ipa dnsrecord-show ™
ez g ARE AP

IdM =] Q1 9] o] &

$ ipa dnsrecord-show idm.example.com host01
[...]

Record name: host01

A record: 192.168.0.123, 192.168.0.124

AAAA record: fe80::20c:29ff:fe02:a1b3, fe80::20c:29ff:fe02:a1b4

82 Zgol&d XAHE 2 E IPv4 2 IPv6 47} host 01.idm.example.com & E 3=
7 EulE2A dAHo A=A AP Y.
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IdM #2] =} Q15 AW

Hl & 2] 512 (o : inventory.file )& A A 3131 of 7] 9] ipaserver = A 2| g o}

I [ipaserver]

server.idm.example.com
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o] TAZ 7+43}517] 913l /usr/share/doc/ansible-freeipa/playbooks/host/delete-
hostyml skl el A] oAl & 2 Alets 4 & 4 YUt

- nhame: Host absent
hosts: ipaserver
become: true

tasks:
- name: Host host01.idm.example.com absent
ipahost:
ipaadmin_password: MySecret123
name: host01.idm.example.com
updatedns: yes
state: absent

Aol %e AT,

il

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-host-absent.yml|
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admino = ipaserver o] 21213},
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$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

host01.idm.example.com ol )3+ A 1.

i
ka

Al e

$ ipa host-show host01.idm.example.com
ipa: ERROR: host01.idm.example.com: host not found

zeo s2E7} ldMY] glEA el

ipahost W 4=2] A 2] ¢} M Z Ansible = d] o] &2 53| /usr/share/doc/ansible-
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F7} =9 o] &2 /usr/share/doc/ansible-freeipa/playbooks/host t] @ €] 2] o] &1t}
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[ipaserver]
server.idm.example.com

Q3 SAE IF AR E AHE5lo] Ansible S o] & 91U S AAF UL = &
databasez}= 32 E 15| J=A <1324 -ipahostgroup Z¢ ol name: database& #]
AUt} o] @A = 743131 7] 93] /usr/share/doc/ansible-freeipa/playbooks/user/ensure-
hostgroup-is-present.yml 3} o] A oA & B-A}sla =4S 4= dHFU

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
state: present

Z g o] 2ol A state: present = o]u] £A 3% &+ S IdMo)| S2E 2F L FUH6EE &

S ey

il

ol %2 Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file

)
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path_to_playbooks_directory/ensure-hostgroup-is-present.yml

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

#3224 Kerberos E]|AS 8 A3t}

$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:
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el st IdMol Q= S 2E 2o g ARE ZTAF

$ ipa hostgroup-show databases
Host-group: databases

dolElo] 2 E2E 2§2 IdMol YU th.
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- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
host:
- db.idm.example.com
action: member

167¢. ANSIBLE Zd 0] 55 A}8-5l S 2E 7 3e

o] =g o]& 2 db.idm.example.com & *E £ databases 32 E 1§ 71t}

action: member 32 Zg o] o] 42 w dlo|Hul ol X IF AAE F7HsH7] A A =7
P52 2YS2 epH U g4l db.idm.example.com & ©] o] g H] o] 20 F7}3 e = A =4
TPy

il

dolae gy

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-present-in-

hostgroup.yml

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

# ) AL Kerberos | AL & A3},

$ Kinit admin

Password for admin@IDM.EXAMPLE.COM:

Z2E JFd @ HAHRE BA St oH I 2ETE IEA

$ ipa hostgroup-show databases
Host-group: databases
Member hosts: db.idm.example.com

-I {
l-‘O
)
L
k)
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db.idm.example.com $ 2~ E = Hlo|HH|o] A T2 E 2§ WuZ Y&t}

16.4. ANSIBLE =3 o] 52 AHg-3lo] IDM S 2E 1§ 53

o] A A 4= Ansible =) o] 22 A& 5lo] IdM(Identity Management) S ~E 159 FHH 32
E aFol A=A g 2o

A 27 A

[ ]
IdM #2312 432 <43 sU

Ansible 7 E £ 2] 9] ansible-freeipa 3 7] 2] & A X &1}

Ansible Zd o] & g U FX3= T2E 2FL IdM 954t} A 3 U &2 Ansible
EY o] 8 AHg3te] IdM E2E 2Fo] A FAF Y

inventory filez} 722 Wl &2 1A S WA S 7 IdM A 8] 5= 90 2 jpaserver S A 9]
o _ -
H L I EI

[ipaserver]
server.idm.example.com

Q3 T2E IF AW E A1L351o] Ansible Zg o] & U S AAFULL FHH ITX2E 1
§ A7l Ansible 230l 52 $2E 1F Bl J=A #<l3le4 - ipahostgroup ¥ <= 5 name
152 ALgSte] $2E I8 B9 o] 24 N AUt host group W5 414510 FH S2E
IE9] o] AAFUT o] GAE 744 313817] 913l /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-are-present-in-hostgroup.ymi
A A A& BAS T £ F dHUTh

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure hosts and hostgroups are present in existing databases hostgroup
- ipahostgroup:

ipaadmin_password: MySecret123

name: databases
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hostgroup:

- mysql-server
- oracle-server
action: member

o] Ansible = #) o] &2 databases &~ E 157 myqsl-server ¥ oracle-server 3 E 1
Fol A=A &P} . action: member 32 Z# o] Fo] AP 2 o do|guo] X 2F AA
E IdM9)] F71317] 98 A =7 T H A XgSS e U

Aol e A,

il

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-present-in-
hostgroup.yml

o
ol\
L
)

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

#2214 Kerberos E]71S @ F o).
$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:

HIS2E OF Y= S2E aFd Ud ARE TAFY

$ ipa hostgroup-show databases
Host-group: databases
Member hosts: db.idm.example.com
Member host-groups: mysql-server, oracle-server

mysql-server 2 oracle-server 3~ E 152 databases 3 2E 259 A5t
16.5. ANSIBLE 8] o] 22 ALg-3te] IDM S 2E 5o ®n] 227t YA el
U A Aol A= Ansible Z2 0] 55 AHS-5H] 1AM 3 2E 51 3 2E T Fo 749 A2 A7 A=A
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A

e

213}

i

filo
3

Ut

d

A 27 A

[}
IdM el 4t s %3 gy
[}
Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}
[}
Wy B AR FristEE SAE B $2E a5 o]E3 #a ¥ $2E 59 o] 5o
lo] o g,
=
1.
olvl & 2] 9} (o : inventory.file )2 A A 3132 o] 7] 9] ipaserver = A o] g}
[ipaserver]
server.idm.example.com
2.
Pe P S2E P SAE 7F Wl #e] YUE AL83e] Ansible F# o] 912 A4 T
t}.
- name: Playbook to handle host group membership management
hosts: ipaserver
become: true
tasks:
- name: Ensure member manager user example_member is present for group_name
ipahostgroup:
ipaadmin_password: MySecret123
name: group_name
membermanager_user: example_member
- name: Ensure member manager group project_admins is present for group_name
ipahostgroup:
ipaadmin_password: MySecret123
name: group_nhame
membermanager_group: project_admins
3.
Zo| %< AP,
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$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks._directory/add-member-managers-host-groups.yml

ol}l

A

ipa group-show ™ & & A}-8&-3} group_name —25 9] example_member 2 project_admins 7} &

W A ToE0] QA AN 5 Y&

A2 A= ipaserver o] Z 121},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

testhostgroup °l tj g+ F 1 X A] :

ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name
Member hosts: server.idm.example.com
Member host-groups: testhostgroup2
Membership managed by groups: project_admins
Membership managed by users: example_member

ipa hostgroup-add-member-manager --helpE Zx 34 A 2.

ipa =52 #o]A & Fxst Al L.

16.6. ANSIBLE Z 3 o] &2 A3l IDM 2 E 284 S2E7 gleA 13

o] A A A= Ansible =) o] 22 A}-&5lo] IdM(Identity Management)o] 32 E aFdA S2E7}
=X golst= W o) gia A9

A 27 A

[ ]
IdM 227 52 23 A&
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180

Ansible 7 E £ 2] 9] ansible-freeipa 3 7]1x] & A X &1}

Ansible =g o] B oA A% 3

S2E = |dMo &Yt A 3 U 88 Ansible =d|o] &2
AHg-3le] IdM 2 E g2 o] J=X] 89l

a1 2.

Ansible Z# o] & HAoX Fxa= T2 aFe|

dMell 25U A4 Hl-8-2 Ansible
ZY ol 8-S AHE3] IdM 3 2E Z1F 0] I= ] shol o).

inventory .filez} 742 QAW Ez] A& AA AL g7 IdM A8 5.5 0 2 ipaserver & 73 9]
3o}
H

[ipaserver]
server.idm.example.com

HQId SAE Y SAE IF @EE 21431 Ansible =g o] & -4 1S AAdd
ipahostgroup W 4=2] name |7/ W55 AFE-5le] $2E a5 9 o] AAFY.
ipahostgroup H 5=2] host vl 7} lﬁ—?% AHg 3] Eed T AE :L—-—OI] Re=ST2E O|FL A
A3t} o] FA S 7+4313817] 93] /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-are-absent-in-hostgroup.ymi
oA AAE HAlstaL A4S & dFU

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
# Ensure host-group databases is absent
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
host:
- db.idm.example.com
action: member
state: absent

o] =g o]& 2 databases S XE 1§94 db.idm.example.com S X~E 7} Q1% 8213
t}. action: member -2 Zg o] Eo] A3 d o dojgu|o] = 1F AAE A A} 9 A=
7t FAEA F%5S e Y
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167%. ANSIBLE 3| o] 52 A1&35lo] $2E I1F

Edol e Ay

s

Ut

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file

path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-absent-in-
hostgroup.yml

)
ol\
L
=

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:

[admin@server /]$

#3224 Kerberos E]|AS 8 A3}

$ Kinit admin
Password for admin@IDM.EXAMPLE.COM:

»ﬂ

¥dd 32U FRE EAFYT

$ ipa hostgroup-show databases
Host-group: databases

Member host-groups: mysql-server, oracle-server

db.idm.example.com &= E 7} databases 3 2 E 15 435X &HFUr}.

16.7. ANSIBLE Z 80|22 2} &5}o] IDM 32 E I280A 2HE $AE 80| Q1A el

o] Al A& Ansible =3 o] 52 A1-4-3}o] IdM(Identity Management)9] £} S 2E T FoA 5
Y 32E a%0] gEA sk Wi tisl ¥y

A 27 A

IdM #2123 43 2 <43 sU o

Ansible 7 E £ 2] 9 ansible-freeipa 7] %] & A X &1}
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Ansible Zd o] &5 g doA Fx3= T2E o] A& A e &2 Ansible

S o5& AHESHY] IdM 3 2E 7o) &R

.l&,%u
E?‘J
L -
£ s

23
1.
inventory .filez} 722 AWl Ex] 312 WA 315 g7 IdM A 8] B2 © 2 jpaserver = A 9]
.
[ipaserver]
server.idm.example.com
2.
P23} S2E IF HHE AHE-351] Ansible Zd) 0] 5 5122 A4 o). ipahostgroup
4 %ol name W52 ALgsle] 97 SAE 159 o2 AP AU B2E IF WSS ALS
sl 38 52E 259 o] 5L AR FUL. o] BAIE 24887 9
/usr/share/doc/ansible-freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-are-
absent-in-hostgroup.yml 1A ol A A A S B-A}et 3 A S 5 dF5U T
- name: Playbook to handle hostgroups
hosts: ipaserver
become: true
tasks:
# Ensure hosts and hostgroups are absent in existing databases hostgroup
- ipahostgroup:
ipaadmin_password: MySecret123
name: databases
hostgroup:
- mysql-server
- oracle-server
action: member
state: absent
o] Zg oL dolEHo]A TAE 189 mysql-server @ oracle-server 3 2~ E 1§ 0]
NEA 2 ‘ﬂ%‘qﬁ} action: member 3 2 Z#lo]H-o] A3 uf tlo]gu|o] = 2F AA 7} IdM
AA AAHA A=A Q57 AT A =7t FAHA G2 vHeEbdY o
3.
SHol 5S AP
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hosts-or-hostgroups-are-absent-in-
hostgroup.yml
As A
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admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2.

#3224 Kerberos E]|AS 8 A3t}

$ Kinit admin

Password for admin@IDM.EXAMPLE.COM:
3.

F3H 32E aFol Qojol st S 2E a7 dId ARE TAFUG.

$ ipa hostgroup-show databases
Host-group: databases

2 2 mysql-server 2 oracle- server =3 $2E 1Fo°] 9B dio]gHo]A T2E a7 L&A
o

o
2

16.8. ANSIBLE Zdjjo] B2 A} 2 3}o] IDM 32 E 180] ¢4 39l

o] A A4 = Ansible =) o] 22 A}-&3lo] IdM(Identity Management)o] 32 E 150] Ql=X] &
st WS A8dUG

Ansible°] g1 © 9 ipa hostgroup-del HH S AL 5] I2E OF FEo] IdMoll A A
AU MO A] 2 S5 & A7 @ A ahs M) 1= S22 i) gl .
Ansible & 9 5o o]&3l2 g AnS|bIe£ AR5 IdMAlA] S 2E 282 AASEEA &
2 E 189] AH E absent: state: absent = A 9] 5l= ZFo|RS A ”“ﬂ°lﬁ iani=

A 27 A

[ ]
IdM 727 952 o Rl o

Ansible 71 E £ 2] 9] ansible-freeipa 7] %] & A X &1}
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A%

inventory .filez} 72 vl 2] 922 WA A 1AM A 8] 2= 0 2 jpaserver = A 9]
Figah=

[ipaserver]
server.idm.example.com

Q9 S 2E OF AR E AL-514] Ansible Z# o] 5 39S AT o] @A & 7HAS)
sl7] 93l /usr/share/doc/ansible-freeipa/playbooks/user/ensure-hostgroup-is-absent.ymil
sHalo) A ol A g BAST $4E 5 AU

- name: Playbook to handle hostgroups
hosts: ipaserver
become: true

tasks:
- Ensure host-group databases is absent
ipahostgroup:
ipaadmin_password: MySecret123
name: databases
state: absent

o] Z g olBo IdMI A dolgHjo] A T AE 180] Q=X 3olgh ). state: absent = o]
] A H 2] &= 3 IdMoA] S 2E 7S AHAEEE 2 F

il

Aol %2 Aa gk

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-hostgroup-is-absent.yml

oY
ol\
L
=

—_

admino = ipaserver o] 21213},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

# ) AL Kerberos | A S & H 3},
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E 1§ 39
$ kinit admin
Password for admin@IDM.EXAMPLE.COM:
3.
RISHA] B2 S 2E aFd g AR E AAI Y
$ ipa hostgroup-show databases
ipa: ERROR: databases: host group not found
dolguol= $AE 72 IdMo] EA5HA] G54
16.9. ANSIBLE =g o] 22 A}£23514] IDM 3 2E 1894 W] A A7 =R 3.
ohg Aol A Ansible Za 0] 22 AHg-ate] IdM 52E 9 S2E 254 749 #A7 QeA
g},
AR 2. AL
[}
IdM 322 5 & 43 JdEH T
[}
Ansible 7 E £ 2] 9] ansible-freeipa 3| 7]1 %] & A X &1}
[}
o] Bl AR A A s E AR B AR 159 ol §3 #E] $9 SAE 59 o] F
o] Qlojok gt
A3
1.
Adwl &g 3<AU(o: inventory.file )2 WA 5132 o 7] 9] ipaserver E A 2] g ).
[ipaserver]
server.idm.example.com
2.
Ped S2E Y SAE 1F Wl #e] UE AL83e] Ansible Z# o] & 912 A4 T
t}.

- name: Playbook to handle host group membership management
hosts: ipaserver
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become: true

tasks:
- name: Ensure member manager host and host group members are absent for
group_name
ipahostgroup:
ipaadmin_password: MySecret123
hame: group_nhame
membermanager_user: example_member
membermanager_group: project_admins
action: member
state: absent

il

ERERER

o

Ut

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-member-managers-host-groups-are-absent.yml

ge

ol\

A

ipa group-show ™ ¥ & Al-8-3}o] group_name —15 9] example_member == project_admins 7}
W) AeA2 @] AA A AN 5 AxUnh

A2 A= ipaserver o] Z 121},

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

testhostgroup °l tj gk F W X A] :

ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name
Member hosts: server.idm.example.com
Member host-groups: testhostgroup2

ipa =52 #o]A & F=xst Al L.
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lo o

17.2. IDM<] ¢t5 A =)

IdM(Identity Management) A}-8 =} 7} IdM(ldentity Management) = wj| 2l o] Q153 = 714 A utkA 2l
AU 45 AL ol IdM AHE AL 43 & Sl o) = 87 AHES F oo

IdM ¢35 A Ao 712 LDAP o @ g ) o] 44 5 x| 9t Kerberos KDC(7] vl £ Mg )=
R

e
B
oX
filo
£
1
g
L
£
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ol A
Ao 5 FE7t AT AN AZAEAT ALY H 1 =90
sl oF &).
RS SEE 00 YT R EFUTH 2
o IdME ARS8 ARl Al 1 7 8
AAE EAR YT
Ha 5 F7 TN e A A el Asfor s Ha E 5] =1
Ha AT P o
AR B E U F AR o] 7
d oAl A s oF g T

187



Red Hat Enterprise Linux 8 Ansible2- A}-8-3} & Identity Management 4 X] 9 #3]

4 A

715 271 AZE ol dz o] FPY T AR A= o
S 715NM d2 S A AT A
FEA B ol G e AANET T UF
Yt

A & AFEAR7E F B ol A ARE-sf oF Bh= HHE
A Sz FAUG 24 S e v
*ZEFUS
* Ak
* AE A}
* =2t
FHEQ) REE ) EE MR 55
A
* 71€F UTF-8 &}
oA Al W o] FAE A A F
W=7 Zol U & =9 =3
ZEUth
*Secret! ol & &2, 284, 4 5 3
N 2R Fel =7 As ek
*Secret111 o = F 7l <] E—X]—EEH/\7}
ALYtk ol &4}, A2, L1 S
HHORAE T - H%%‘Q\%E}.

F & Aol dsol Ha A FAYT
F7EHE AR FAC 8RBy A A
ol fA ol A H gk AAIflol HAAS
Aoz 6dutt

o Al IdMo] AF&-2} Al A S 7227) Aol A o) g
Aol 2290 SlF Ay ek

A A4 A ldMe] dajj gt =2 o] AA| =2 A

188

A

B4 29 2=0

_,JB_TSLAEELEH/\ 0011/]1:]- =
T2 3t# = ipa pwpolicy-mod = & S -
-minclasses &4 3 37 23 g o).

o E obeel 9t F 8 BT ALY 2l

AL

4 7o) =8

AR 8RR AL G EE AT
Rsut
A 4 =6

0

dM& AHgA7E 4R E G5 E 7Y 9 5
W AR A A S

23 A4 744 = 60

AHEA7E Max A3 o] g o) g Avf ek =
9l A% 515 MR o) 7 Tl F ARg A
= Abg A AR Ee) AF gl Tl 2o

-
A2 ANEF F AFHTh



177. IDM &5 A 3 A 9]
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ZHA) & )82 Red Hat Knowledgebase®] ¢tso] a3 #A42 Fxa4A Q.
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l

17.3. ANSIBLE =] o] 32 A}-2-3}o] IDMo)] ¢35 A A o] YE=X] el

o] Ao A& Ansible =) o] 22 A}-83}o] IdM(Identity Management)d]] ¢ts A A o] =] &<l
st S A9y

IdMe] 7] 2 global_policy ¢35 AR oA g5 o tgst Ex FH 2 71002 AAFPUY. 715 2
712002 A5 JdFUT

Ansible Z# o] 53 AH8-5to] 1AM 250 disl B 283 ¢4s AF S A &5ted o] AAE S45dY
t}.

3

IdM 5o T e 95 F AT P2l @ 5 A& th A AL Al tE 4B Z AL
9%+ YU

A 27 A

[ ]

Ansible 7 E £ 2] 9] ansible-freeipa 7] x] & A X &1}
[ ]

IdM &2 =} £ 43 dF5Ug
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ets A Aol IdMd YA Qs 25 YUY
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Adwl &g 3<AU(o: inventory.file )2 A A 5132 [ipaserver] A A o] IdM A v 2] FQDN & A 9]
I

[ipaserver]
server.idm.example.com

g1 s A A S Aol st= Ansible S8 ol 5 31U & wrFU T o] GAIE 7HA3) st
A /usr/share/doc/ansible-freeipa/playbooks/pwpolicy/pwpolicy_present.yml 3} o] 4 of #]|
2 ¥Abstz PP

- hame: Tests
hosts: ipaserver
become: true

tasks:
- name: Ensure presence of pwpolicy for group ops
ipapwpolicy:
ipaadmin_password: MySecret123
name: ops
minlife: 7
maxlife: 49
history: 5
priority: 1
lockouttime: 300
minlength: 8
minclasses: 4
maxfail: 3
failinterval: 5

N

B o] omo] B3 A E HE2 s A S4S FxstyA L.

e
e}

ol%g day Pt

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory /new_pwpolicy_present.yml

Ansible Z#) o] 22 x}1831o IdM9)] ops ZE°] ¢+s A A o] =R A ).
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ops ¢+s AA 24 &9 12 AR o] YA 9 global_policy ¢+s A= A
=97t A = o] YA AFUth o]# 3 o] F= ops A2 ops LF el tidl
global_policy & A5 2 2 tjA 3t FA] 48§ th.

global_policy = A8 2o] th & 25§ A F o] AFHA 2 A oA A4 o= 4535
W 2% AAug 48 5 glayn.

IdM 2 Z2 o] & W ol i ks B & 4 o] 5h= d] Ansibles AH8-5h= 4ol dj & 1A
g U] &2 /usr/share/doc/ansible-freeipa/ t] 2 €] 2] ol 9J+= README- pwpolicy.md
Markdown 59 & =314 A Q.

95 A 94 917} Mol A 25 51 ol & Axl e 82 RHEL 7 4 A 9] 915

2
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£
S
i
2
fol
o
-
>
o_?{_,
.,\L
o
et
4y r
2
oy
L
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S
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fol
E
é
}0
2
2
e
o
L
'l
o

maxrepeat 34

Al gEol A FAF A% A Hul 318 H5 2 A

oX,
o
L
v

--maxsequence 34

A GEo) Al B F2 AA2 A0S AP Ik o @ A A2 o= 12345 E= fedeb ¢
Uth o] e @ g5t d ¥R Bey FAE B SEUT A At AALT 50 AR
w g o

--dictcheck &4

00] obd A% 7153 +4 7He @ ¢ E AHE 3o AR 9] dofef A X sh=A] &Rl .
libpwquality &= the cracklib 2}o] B 2] ] & A}-8-51o] ALA AALS 34}

A

r [

usercheck &4

00] ohU W 452 FAT 5 YA RS HASL AR FH O 2 AR o] 5 EFFLIH 3

2wl gk A8} o ol tlalA = A HA W
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F7H S AR FHAL
Z} 4221 --minlength -4

M{d

U
I

RHEL 7 2 RHEL 8 A1) 9} £3¥ $173 014 = RHEL 8.4 o] ol A 218} =] 1= A u] of g
71 9ts A AL AT 5 A

IdM 5 571 ¢4 B3 A&
pwquality(3) =22 o] A]
17.5.IDM 259 71 45 34 54 8 &
o] A1 A o A = IdM(ldentity Management)ol] 371 45 F 3 348 & &3+ 9y

53 °l
A AN = A ol AHS-ARE] ZF ARE-A} o] Fo]l ERE A 5L ghuoll A& F N o] ] T &
A7t ZEH o] A=A F13te] managers 150l Ui ¢ e B S AFsteh= S A

A 27 A

[ ]
IdM #2132 2 22035

managers &2 IdMol| 2154t}

managers 43 Z 42 IdMo)] 54

managers 15 o] A& A7} A QFe HE A 5 o) A8 A o] & AALE A& T

I $ ipa pwpolicy-mod --usercheck=True managers
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o

ol

(5]

177%.IDM ¢+ Z 2 A 9]

A5 AA o] o] 2L A AR Lo 7] global_policy 7 =& gt}

managers 43 F oA TS A FA9 U 5 22 A}
I $ ipa pwpolicy-mod --maxrepeat=2 managers

2l ol o] BAG A% FAI) ¥ ?I;% 9 olA 57k HEHA FaHUT oS
eR873mU|111YJQZ:;}% A Z—:]| H-’] 1S7]‘ E?E}E]CH 9,17] “1]'.5‘)]] O']—Q-Q;(] OLAq]:]_

|

test _userzl= HZE AL A E F713H o).

$ ipa user-add test_user
First name: test
Last name: user

Added user "test_user"

test A}-8-212 managers &9 F7134 ).

IdM 1 Ul 4] Identity —~ Groups(ID 2 &) User Groups (A1} 18) & 293

b.
managers £ Z2 g}
c.
F7tg 2934
d.
Add users into user group 'managers' 3] o] x| o] 4] test_user £ &<l ).
e.

> 34 2 2 35e] AL AS Prospective € 2 o] 53t}
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7}

i

2.

4

3.
HAE AREAL9] ¢35 & A AR o
a.
Identity(ID) Users(Al-&#}) 2 o] 53},
b.
test_user = 3§}
C.
Actions(#¢]) vl 79l 4] Reset Password(¢ts A4 A )= ZE 3}
d.
AH8AEe] A P E PE AU
4,

& Z o) A test_user | o] 3t Kerberos E]A Yo E]A(TGT)S 714 31}

I $ Kkinit test_user

a.

NEgolA 55 WA §e FAF U A8 A o] Eo| test_user ) 5 E

o

Password expired. You must change it now.
Enter new password:
Enter it again:

Kerberosoll = Al B A< 97 ¢35 A Ryl glon EX A= ¢
37t ARHE H 83 o] F- & AlFSHA LU

NEge g s ALAY LS FAF UG A&aA 3 ol o] 5AF BAS
¥ ok e A
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177.1DM g5 A 2 A <]

Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.

Enter new password:
Enter it again:

oo 1M

»do 9

57t ARH YL L LelF Ut managers ¢ts A A 0] 71EL ==
=N

ol

KX
— ©H
ol g
H

L

Al
¢

o
rr

Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.

Enter new password:
Enter it again:

7FAL& TGT »v.7):

$ klist
Ticket cache: KCM:0:33945
Default principal: test_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
07/07/2021 12:44:44 07/08/2021 12:44:44
krbtgt@IDM.EXAMPLE.COM@IDM.EXAMPLE.COM

managers < 4 3 o] managers 15 9] AH8-AHol| & Zul=A A-F I
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187 IDM Z2}o] A E o] IDM A}-& =}l Al SUDO A & A3 o

18.1. IDM Z &} o] A Edj| 4] SUDO 4 4] =

N2 e A FEZL obd AHg A7 AUHA © 2 root AL Aol Al ol obel ¥l BH e AT 5 9
% sudo 942 AL Pl @ 5 dFUTh thekA AHER7E ANA O 2 root ALE A o ke e
YL Sk sH= 29 sudo & AHgstel AlY W ool FrHUTh HEE YA Folk TE A
A4 A Y W ol A dlolHulo] 2 Au =AY 2E thE AR B 1F O 2 sudo I

< 21335121 sudo +3 o] Ul g RunAs ¥ 3L 7T 4 dHFUth

ol oo

RHEL(Red Hat Enterprise Linux) 8 &2 E 7} IdM(Identity Management) Z}o|HEo] 529 A ¢
> HMHOE S2EA FIT F A= IdM AHEAE 3 9 8l= sudo 3 S AT F dFH -

2242 /etc/sudoers 3} o] A

[dMol A SF RS54 o=

o] AMANE CLI(YHZ A o] =) & IdM §) UIE ALE-3o] IdM Zetol Aol o g 5% sudo 7+

[e] LE]
A2 gyste PN AP

RHEL 8.4 o] /o] 4] = UNIX 718t 29 A Al 7} Kerberos 4] 8] 20]] A A A3} ¢Q1ZE 5= 7] 2 vyl
GSSAPI(Generic Security Service Application Programming Interface)E A}-&-3}¢] sudo o 3] ¢
S YEAFL AT % AFY T pam_sss_gss.so PAM(Pluggable Authentication Module)& A}
&3t SSSD A H| A5 F3ll GSSAPIQIS S 353 5 Jou g ALgA+= # &3 Kerberos E] 7S A}

g3te] sudo §= 2 A 5 AgUth

RHEL 8 S 2 E A =& sudo 773 A U g AA s U &2 sudo A~ A S F=x3

AAL.

18.2. CLIE A}-§-31o] IDM E2to] A E 2] IDM AH-§-#ell Al SUDO oA 2 A7 Hof

IdM(Identity Management)oll 4l = 5A IdM 5 2 E 9] |dM A&7} Al A o] 0] & sudo AA| 2 AFS &
A HRo 9T F dFUY. WA sudo FH S F71g v st 0] 4d2] ol Al gk sudo &S T
T4
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8% IDM Zg}o]| 2 E 2] IDM AF&-A}oll Al SUDO ) Al 2
2 {352 idm_user

29T 5 9

o] idm_user A A o] idm_ sbin/reboot
& 4.

dg =
reboot sudo 13 & &3 H 02 &
AHA 8 AHSE

=
o
S HPEES

[ ]
IdM #H2] A= 2784t

IdMel A] idm_user o ol g AH8-2} Al S & B/ koL AR ALe] e w0 7-1]239] FEE
F7bate ol dg A W&

[ ]
SR A5 T} CLIZ AH8-3ka] A IdM AF8-2}=

ALg-3te] ALg2E F7HE FRFHAI A L.

idm client S 2E 9] 22 idm_user AlA o] gl&5Uh. idm_user A1 8-A+= =2 /etc/passwd

sholo] =4 ek ok

AM .

Az

IdM 2] x} 2 Kerberos €] A &

I [root@idmclient ~]# kinit admin
9] IdM ©] o] & | o] 20l F7Fg )

2.
/usr/sbin/reboot = & 2 su

[root@idmclient ~]# ipa sudocmd-add /usr/sbin/reboot

Added Sudo Command "/usr/sbin/reboot

Sudo Command: /usr/sbin/reboot
THEU

R

idm_user_reboot 2}+= sudo 1737 &

[root@idmclient ~]# ipa sudorule-add idm_user_reboot

Added Sudo Rule "idm_user_reboot"

Rule name: idm_user_reboot

Enabled: TRUE
% & idm_user_reboot 7+ 3F o] F71g Y}t

4,
/usr/sbin/reboot ™
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[root@idmclient ~]# ipa sudorule-add-allow-command idm_user_reboot --sudocmds
'/usr/sbin/reboot’

Rule name: idm_user_reboot

Enabled: TRUE

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

IdM idm client €2 E 9] idm_user_reboot i3 2 & &3},

[root@idmclient ~]# ipa sudorule-add-host idm_user_reboot --hosts
idmclient.idm.example.com

Rule name: idm_user_reboot

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

idm_user A 34 < idm_user_reboot 13 o] 715t}

[root@idmclient ~]# ipa sudorule-add-user idm_user_reboot --users idm_user
Rule name: idm_user_reboot

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

3

AquolA ol WA AHFe Avale i 2 Bol A€ 4 AFU .

o
ol
i)
X

—_

idmclient &2~ E 9] idm _user Al o =2 271213}

idm_user Al F o] =3 3 4= = sudo 132 EA T
I [idm_user@idmclient ~]$ sudo -I
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Matching Defaults entries for idm_user on idmclient:

lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot

sudo £ A}g-3le] A|2"S ARGl v A %] 7} A HE idm_user 2] 43

=8

il
o
JH
o
L

[idm_user@idmclient ~]$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

18.3. IDM § UIE A}-8-31o] IDM Z o] A E ol 4] IDM AL-8-Aol Al SUDO A Al 2 A g Hof

IdM(Identity Management)ol A = 53 IdM &2 E 9] IdM A}-&-2} Al o] t) 3 sudo YA~ A} L &
A B $dd 5 AFU WA sudo HH S F7He thS sk} o] o] W o o g sudo 3 & v
w4k

idm_user_reboot sudo 2 & AW A 5t idm _user Al A o] idm client A] ==l o]] 4] /usr/sbin/reboot
HE S AYPT F J= dS FAstEd o] AAE d=sF .

A 27 A

[ ]
IdM #2132 2220305

IdMoll ] idm_user o o AL < A8 A4S ALE RS F5E WSl AR FFL
AR5 B2 E AE o] 22 Abgate] Al 1AM AL A4S F7haHs ol Tl g ApA @ ol

2 FYE 2 g AR F/1E FEAUA L.

idm client 2E 9] 22 idm_user A& o] gl&5U ). idm_user A18-2+= =2 /etc/passwd
o] I A FHFu.
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A=t
1.
/usr/sbin/reboot g & 2 sudo & 9] IdM d] o] € vl o] 2~ 0f] F=7}3 o}
a.
A4 - Sudo -~ Sudo ¥ H o 2 o] E3 ]}
b.
QEF A BA A Add (F7HE £ 31<] Add sudo ¥ di s} FAE Gt
C.
sudo:/ust/sbin/reboot & A}-8-3to] AL8A7E AT = J=HE S 4G
29 18.1. IdM sudo ®H & 7}
Add sudo command x
Sudo Command * fusrishin/reboot
Description
é
* Required field
Add || Add and Add Another | | Add and Edit || Cancel
d.
F7te 2agung
2.

Al sudo ¥ % FE-2 A1-2-3to] idm_user} idm client A] 2 €]
748 AT,

il
2
iz
ol
1
+
¥
fr
Ju
»
c
o
o

A4 - Sudo - Sudo FF o 2 o] FFr}.

Q2% 4 mAE oA Add(F71)E 225t Add sudo rule( sudo 7+ 571) o 3}
A5 4y
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187%. IDM Z-glo| 2 E 2] IDM A&}l Al SUDO B A 2 A3 o

sudo 77 & ¢] o] &2 idm_user_reboot = ¢ &3},

Add and Edit(37} 2 913)2 223

RS AR F .

s

=2

[]
~

(A1-&2) A Ao A Specified Users and Groups(X @€ A+ 2 2§ ) 2

User 7}EI5LE] ol 4] 713 o] 31¢] A Ao & &5 = 725 Add(F71)E S sle] Add
users into sudo rule "idm_user_reboot" tj 3} AAE g t}.

iii.
Add users into sudo rule "idm_user_reboot" tl 3} 4=} 2] Available & ol A
idm_user &2l &S A& 35]3 Prospective € 2 o] 53 o).

A
N
il
iy
)
d
L
v

Access this host (°] 2 E o] 9 A 2) A A o) 4] Specified Hosts and
Groups(AAd s 2E 9 17 ) gddQ G55 A9

SAE WA o] FF o] 519 Ao 8= A5 Add(F71H)E 83519
Add hosts into sudo rule "idm_user_reboot" tl 3} A A& gUt}.

iii.
Add hosts to sudo rule "idm_user_reboot" o] 3} A}=} 2] Available & ol A
idmclient.idm.example.com &<l &8 X &5} 37 Prospective & 2 o] 53},

A
N
il
iy
)
zd
L
v

ol
ot
o
X
o
s
L
fiu)
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Command 718 228] 9| A +3 o] Run Commands(® & 23)) A A 2] 519 A A
25+ 719 Specified Commands and Groups(X A & W ®) 2 Groups (&) &Hd
HES Ad 3.

fo

Sudo Allow Commands (Sudo Allow Commands) 3}-$] A A o]l 4] Add allow
sudo 3 ¥ & sudo rule "idm_user_reboot" o] 3} A=}l G t}.

iil.
Add allow sudo % &2 sudo 1+3 "idm_user_reboot" o] 3} A=} 2] Available
Aol A /usr/sbin/reboot 32l &2 A€ 3131 Prospective & £ o] 53t}

Add(57} )= 293l idm_sudo_reboot # o] x| & Eo}7}t}.

IdM sudo +3& 7}

+ image::ldM-sudo-rule-WebUl.png[57} ¥ sudo 13 7] 8 o] 23 AUt} 773 o]
$5E A4 Hlolo] 9 "Who" A Ao] dxUth 0] EHE SAE Holio] A&
"o] TAE AA A" Aol AFUT FH ] FEHE ¥ HolE o] = "Run Commands™ 4]
Mo] lgutt]

X

Az Aok 1A oA Save(A R )E I}

A AL AR oz B5E ] A&

M
R

Aol A 2ol Az W AL

o
)
=)
PJL
rr
__r,(_“
Yg
i
o
b
e
=
¥
o)y
W
fiu)

A5 A
1.
idmclientol] idm _user 2 212135}
2.
sudo & AHE-3t] Al 2=/l 2 AR FFY ok WA X 7t A 5 idm_user 9] 455 4
t}.

$ sudo /usr/sbin/reboot
[sudo] password for idm_user:
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187 IDM Z&}o] A E 9] IDM A}-& A}o)| Al SUDO 9 Al 2 A 3 Ko
sudo 7 & o] Zul=A P A A 2ol ARF P,

18.4. IDM S g}o| A Eox] HH LS Au| A AR o2 A3)st= CLIOA SUDO 3 A

IdM9ll A] RunAs ¥ 3 ¢ Z sudo 732 74 6}01 TEALA EE 1802 sudo HE L A3
AdFUth dl & So] do]g o] X o ZE]|A o] A iéE‘”}“ IdM Z2lo] A EV} Al% FJon 3
ZgA ol slFst= 22 MUl AR oz PdH S Ao & 4 AdFUT

et
of 4y

A

e

o] o A = A3} run_third-party-app_report 2= 4 =9l sudo 13 2 A A 3] idm_user 7
A o] idm client 2 E o] A third partyapp A 4] 2 A 2 = /opt/third-party-app /bin/report 37 2 4
A3+ AFY T

A 27 A

[ ]
IdM #2132 2 22035

IdMeol| A idm_user ol o] g A8-2 Al G S A S AHEAL] hS & whEo] AR o =S
A A FU Tt CLIE AHS-3t] A 1AM AH8-AHE F-718h= ol digt AA S 82 HE =2
ARg-ste] ARE A F7HE FESH A L.

idm client 2 E 9] 22 idm_user Al A o] gl&Uh. idm_user A8 A+= =2 /etc/passwd
st =7 ek,

idmclient 2~ E o third-party-app ©] 2= A8 2 XA ol Z | Alo] A o] A X = o] 9lojof &
Yrth.

ElAl-app ol =] Al o] A 2] report H = 2 /opt/third-party-app/bin/report o 2 g ] o] A x| 5
Y,

EFAL -app ol =] Al o] Aol Ul et HH L A3a)3l7] 93] thirdpartyapp ]2t 22 A u| 2 A
AS AR AEFUL

IdM 2] 2 2 Kerberos E] A2 7 A g o}
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I [root@idmclient ~J# kinit admin
/opt/third-party-app/bin/report 3 3 2 sudo = & 9] IdM d] o] €] l] o] 20 7} o}

[root@idmclient ~]# ipa sudocmd-add /opt/third-party-app/bin/report

Added Sudo Command "/opt/third-party-app/bin/report™

Sudo Command: /opt/third-party-app/bin/report

run_third-party-app_report 2= sudo 32 Ut}

[root@idmclient ~]# ipa sudorule-add run_third-party-app_report

Added Sudo Rule "run_third-party-app_report"

Rule name: run_third-party-app_report
Enabled: TRUE

users =<user> 32 A}-83} sudorule-add-runasuser = = o] RunAs A} 2= XA S

U,

[root@idmclient ~]# ipa sudorule-add-runasuser run_third-party-app_report --
users=thirdpartyapp

Rule name: run_third-party-app_report

Enabled: TRUE

RunAs External User: thirdpartyapp

Number of members added 1

27 Au| 2 AA == Active Directory A} 8219} 7+& A& AH(EE --groups=* §4 2 2 %
A9 aF)e l[dM R & 5 AFUT 2F o5 % HFAHE F718HA v Al 2.

/opt/third-party-app/bin/report ¥ 2 idm_user_reboot 32 o] 7134t}

[root@idmclient ~]# ipa sudorule-add-allow-command run_third-party-app_report --
sudocmds '/opt/third-party-app/bin/report’

Rule name: run_third-party-app_report

Enabled: TRUE

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp
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ol

L
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187 IDM Z2}0] &1 & 9] IDM A} 7}l 7l SUDO o4 A = 3 ol

Number of members added 1

run_third-party-app_report 1+ 22 IdM idmclient & 2~ E o] & &3},

[root@idmclient ~]# ipa sudorule-add-host run_third-party-app_report --hosts
idmclient.idm.example.com

Rule name: run_third-party-app_report

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

idm_user A& & run_third-party-app_report 773 o] 3713t}

[root@idmclient ~]# ipa sudorule-add-user run_third-party-app_report --users
idm_user

Rule name: run_third-party-app_report

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

Fx

Aol A 2ol A WA AFe Astat b 2

i
o
ih)
e
=
30,
o)y
L
i)

idmclient &2~ E ] idm _user Al o2 27213}

Al sudo 3 & HAE3 .

idm_user Al Z o] =3 3 4= = sudo 132 EA T .
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[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user@idm.example.com on idmclient:

lvisiblepw, always_set_home, match_group_by_gid,
always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS
LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _ XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user@idm.example.com may run the following commands on idmclient:
(thirdpartyapp) /opt/third-party-app/bin/report

report ™ ¥ & thirdpartyapp A v 2= Al o =2 A3},

[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report
[sudo] password for idm_user@idm.example.com:

Executing report...

Report successful.

18.5. IDM ZZ}o| A E oA Au| 2 Al o = S H3)st+= IDM WEBUIo| x4 SUDO 3 A4

|dM°ﬂ}\1 RunAs g%’_o.f sudo '—H-Z] S -'-[_Lk] o]-('r] E]-E' )\]-—9-1]- 807 sudod _‘%_ A3
AU d & So] tolgulo]X o Eg Aol AS T 21 st= IdM —"—E}-o]chy]. )J\_g_ 2 9lomn 3
ZgAlo| Aol AP 22 MU Aoz WAL AP of 3 F YL

e
oF 4y

o

[ef

o] oA = AL-&-3le] IdM WebUl<l 4] run_third-party-app_report @++= sudo 32 A A 51
idm_user A3 0] idmclient &2 E 9] A third partyapp A ¥] 2 AlA © 2 /opt/third-party-app
/binreport 3@ & AW = Y= Fh

A 27 A

[ ]
IdM B2l 2 2L oh

IdMol| A idm_user of] o] g A&-2F Al G S A S AHEALY] S & whEo] AR =S
A A FU ) CLIE AHS-3t] A 1AM AF8-AHE F-718h= Wl oll di g AA S 82 HE =2
ARg-ste] AR A F7HE FESH A L.
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187%. IDM Z-glo| 2 E 2] IDM A&}l Al SUDO B A 2 A3 o

idm client S 2E 9] 22 idm_user AlA o] gl&U ). idm_user A8 2+= =2 /etc/passwd
o] YA gHF .

idmclient 2~ E o third-party-app ©]l 2= A8 2 XA ol Zg| Alo] A o] AX] = o] 9lojof &
Yrth.

E}X}-app ol =] A o] A 9] report 4 FH 2 /opt/third-party-app/bin/report T @ E] 2] o] A x|
R

A} -app ol Z2 7 o] Aol tl e W@ & A 5}7] 93] thirdpartyapp ol2hs 22 Au] 2 7
Ae ARAFI

/opt/third-party-app/bin/report 8 & & sudo % & 2] IdM d] o] €] o] o] 2~ 0]] 715t}

A4 - Sudo -~ Sudo HH o = o] EFr}.

LEZE ZE A A Add (5-71)E &2l 5te] Add sudo ¥ i3}t ZAE Ay

/opt/third-party-app/bin/report 8 & 2 ¢} &3},

Add sudo command b 4

Sudo Command * foptithird-party-app/binire pu}r‘tl

Description

* Required field

Add | | Add and Add Another || Add and Edit | | Cancel
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Al sudo % F5-& AHg-3te] Al sudo 73 & A AU

A A - Sudo -~ Sudo FF o = o] F3 ).

b.
=2z A v A g A Add(571 )= =¥ 5] Add sudo rule( sudo F3 F7}) di 3}
s 9yt
C.
sudo +3 9] o] &< run_third-party-app_report = ¢ 2 g}
Add sudo rule b 4
Rule name * run_thiru:l-partj,f-app_repm‘tl
* Required field
Add | | Add and Add Another | | Add and Edit | | Cancel
d.
Add and Edit(5-7} 2 93)E 233
e.

who(AH-&%} ) A A o 4] Specified Users and Groups(XA 3 € A4 2 25 )

AHgA BTl A 2 0] 89l Mol 48 A g Add(F7HE 22 se] Add

users into sudo rule "run_ third-party-app_report" i 3} 42= gt}

iii.
Add users into sudo rule "run_ third-party-app_report" o3} J=}2] Available
Ao A idm_user &<l &2 A= 51 51 Prospective € 2 o] 53}
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187%. IDM Z-glo| 2 E 2] IDM A&}l Al SUDO B A 2 A3 o

Add users into sudo rule 'run_third-party-app_report’ b 4
Filter
Available Prospective
0 Users > (] Users
| admin & | idmuser
<
External
Add || Cancel
F7tg 2484y
sxe2 AU
Access this host (0] 2= E o] o A 2) A A o] 1] Specified Hosts and
Groups(AA € S2E 9 1§ ) g @55 A9 .
o] 2 o] a9l MM ALH = 52E sHe el oA Add(F:7H)E 22 te] Add

hosts into sudo rule "run_ third-party-app_report" i3} 422 gt}

Add hosts into sudo rule "run_ third-party-app_report" o3} 3=} 2] Available
4 9] A idmclient.idm.example.com &<l &+-2 A €] 5} 37 Prospective € 2 o] 53 t}.
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Add hosts into sudo rule 'run_third-party-app_report

Add || Cancel

x
Filter
Available Prospective
0  Hosts > (]  Hosts
[ | client2.idm.example.com [+  idmclientidm.example.com
£
External

Command FHel 28] ol A 7+3 o] Run Commands(3 @ 4 3)) A A 2] 31¢] A A
&%= 79 Specified Commands and Groups(A A @ W) 2 Groups (&) &t
2 g g o

Sudo Allow Commands (Sudo Allow Commands) 3}-$] A A <]l 4] Add allow
sudo ¥ # 2 sudo 73 "run_ third-party-app_report" o 3} A=}ol] Gt

Add allow sudo command to sudo rule "run_ third-party-app_report" tj 3} 4
ZL2] Available € ol 4] /opt/third-party-app/bin/report 2212 A€
A= o) F Pt

s} 32 Prospective



184 IDM Z2}o] A E o] IDM A} 2ol 7] SUDO 4] & A3 B o

Add allow sudo commands into sudo rule 'run_third-party-app_report’ X
Filter
Avallable Prospective
[J  Sudo Commands > [ Sudo Commands
[ help &  Joptithird-party-app/bin
< freport
Add | | Cancel

Add(37} )E 29319 run_third-party-app_report 3 o] X & o}z ).
RunAs 21825 A4 ot

As whom(AF&-2 9 1/ X A) A A oA Specified Users and Groups(X] A &
A 2 2§ ) B e Ui g A

RunAs Users (A}-8-2} 213)) 31-9] A Aol A Add(3F=71 )E &3 31o] Add RunAs
AF2-ZE sudo 13 "run_ third-party-app_report” o3} A#}ol] G}

Add RunAs users into sudo rule "run_ third-party-app_report"” tj 3} 2=} ol A
5 ALl thirdpartyapp 4B 2 714 & ¢} & 31 3L Prospective € = o] &3t}
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Add RunAs users into sudo rule 'run_third-party-app_report' b 4

Filter available Users Filter

Available Prospective

(J) | Users > (J  Users

admin
employee

helpdesk

0000

manager

External

thirdpartyapp

Add | Cancel

Add(F71 )Z £33} run_third-party-app_report 3] o] ] 2 Zo} 7).

A% 4 B Ao A Save(A R )E FY P

A FHe lngo = Bysso] duuth
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184 IDM Z&}o] 9l E o] IDM A& Aol Al SUDO N A = A3 Ha

19 18.2. sudo & 2] Al A

Who

User category the rule applies to: O Anyone @ Specified Users and Groups

[J  Users External i Delete +Add
O | idm_user
[J  User Groups W Delete <+ Add

Access this host

Host category the rule applies to: O AnyHost @ Specified Hosts and Groups

(J  Hosts External i Delete = Add

O | idmclientidm.example.com

[J  Host Groups [ Delete < Add

Run Commands

Command category the rule applies to: O Any Command @ Specified Commands and Groups

Allow
[J = Sudo Allow Commands W Delete 4 Add
O | /optithird-party-app/bin/report
[J = Sudo Allow Command Groups W Delete < Add
Deny
[J  Sudo Deny Commands W Delete <+ Add
[]  Sudo Deny Command Groups i Delete <+ Add

As Whom

RunAs User category the rule applies to: O Anyone (@ Specified Users and Groups

[J  RunAs Users External [ Delete < Add
O | thirdpartyapp True
[(J  Groups of RunAs Users i Delete <4+ Add

RunAs Group category the rule applies to: O Any Group (® Specified Groups

(0 RunAs Groups External f Delete = Add

51

Auol A ZeolAE R WA AHFL Avales o B 2ol A9 F A&k

o
ol
i)
)

—_

idmclient &2~ E 9] idm _user Al o =2 21213}
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Al sudo & & H| ZER o

idm_user Al g o] =3 & 4= = sudo 7S ITA T

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user@idm.example.com on idmclient:

lvisiblepw, always_set_home, match_group_by_gid,
always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS
LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _ XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user@idm.example.com may run the following commands on idmclient:
(thirdpartyapp) /opt/third-party-app/bin/report

report = & 2 thirdpartyapp AH] = AR o= A3t}

[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report
[sudo] password for idm_user@idm.example.com:

Executing report...

Report successful.

18.6. IDM Z2}o] 2 E oA SUDO¢<] i3l GSSAPI Q15 &4 s}

5 Azl A = pam_sss_gss.so PAM 255 53l sudo 2 sudo -i ¥ ol didl] IdM Z2}o] A E 9
4] GSSAPI Q15 &35 A gt o] +43 AHE-31A IdM AL =171 Kerberos E] 71 & A}-8-51o
sudo B39 A5 = JFHTH

A 27 A

[}
IdM &2~ E o] &&= &= IdM AFE-#}oll ] g sudo 3 S A A EFU . o] dlA| A=
idm_user A A ol idm_ sbin/reboot W H & A3 st 4= J = A3IS 1 o]st= idm _user_reboot
sudo 3 & A AFU

idmclient 32~ E%= RHEL 8.4 o] A< 23353 951t
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187 IDM S 2}o] A E 9] IDM A}-g-Zol| 7] SUDO o Al 2~ A3 Lo

/letc/ pam.d / O] & E 2] 9| A] /etc/sssd/sssd.conf 3} 7} PAM 3 & 4~4 312 A root A gH
ol gt}

/etc/sssd/sssd.conf A 3L S G}

3 JE-2 [domain/<domain_name>] A Ao 3715 t}.

pam_gssapi_services = sudo, sudo-i

I [domain/<domain_names]

/etc/sssd/sssd.conf 3121 & x| &3} 24t

SSSD MM =% ThA] Algtste] 74 WA Algre 2=gTh.

I [root@idmclient ~]# systemctl restart sssd

/etc/pam.d/sudo PAM 4] 32 A}

o2 FE2 /etc/pam.d/sudo L9 A+= auth A A 2] A A PJo 7 7.

#%PAM-1.0

auth sufficient pam_sss_gss.so
auth include system-auth
account include system-auth
password include system-auth
session include system-auth

letc/pam.d/sudo 3+ -S A Fstar DU

/etc/pam.d/sudo-i PAM 4 314 -& g4t}

3 352 /etc/pam.d/sudo-i #t A o] 9l = auth o] A Po = 7).
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#%PAM-1.0

auth sufficient pam_sss_gss.so

auth include sudo

account include sudo

password include sudo

session optional pam_keyinit.so force revoke
session include sudo

/etc/pam.d/sudo-i 3+ S 2] Fsla B4t

o
ol\
L
)

—_

idm_user A|Z 0.2 §2E9] 23203},

[root@idm-client ~]# ssh -l idm_user@idm.example.com localhost
idm_user@idm.example.com's password:

E]Zlo] idm_user A1 2 2 7L Lo =A] S}

[idmuser@idmclient ~]$ klist

Ticket cache: KCM:1366201107

Default principal: idm_user@IDM.EXAMPLE.COM
Valid starting Expires Service principal
01/08/2021 09:11:48 01/08/2021 19:11:48

krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 01/15/2021 09:11:44

(%1€l A13})idm_user A A o ] 3 Kerberos A1 2 Zw o] gl 7% A Kerberos A2 =
HE AHAI8kaL 2ukE A A S-S 2 F A L.

[idm_user@idmclient ~]$ kdestroy -A

[idm_user@idmclient ~]$ kinit idm_user@IDM.EXAMPLE.COM
Password for idm_user@idm.example.com:

F5E AR 5A 3 sudo & ALgato] A=W S AR

I [idm_user@idmclient ~]$ sudo /usr/sbin/reboot
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18%. IDM Z g} o] 2l E 2] IDM AL-&A}ol| Al SUDO 2B A 2 A3 B

IdM 1 UIE A1-8-519] IdM Z2}e] A E o] IdM AF8-A}ol Al sudo Al 2 A3 Hof

CLIZ 218314 IdM Z2lo] 2 E 2] IdM A1-&-2}ol| Al sudo A A 2 A3 Hof,

pam_sss_gss (8) £2 % o] X

sssd.conf (5) =22 7 o] %]

18.7. GSSAPI Q135 &3} 2 IDM & gto]| A E A4 SUDOe] dl gt KERBEROS 213 3%A]7] & &

2 AA}o| A= pam_sss_gss.so PAM 252 53] sudo ¥ sudo -i =& o] g3 IdM Z}lo]d E 9
#| GSSAPI 15 24 35tg A A th =g 2ntE Jl== 233 AR Kerberos Bl 71-& AH-g-3}
of dlg WH o] AZFHU .

Fx

o] AaE AEA O 2 ALE-31o] T E PAM 212 A u] 2of ]3] SSSDE A}-8-3}¢]
GSSAPI 212 1A 3131, Kerberos E]A o] 54 ¢Q1Z XA 7171 AR AL A ol Al gk A
A5 A 5 dHFU.

A 27 A

[ ]
ldM 5 2~ E0] 2§53 1M A1-8- o Th & sudo 752 A A3 ek o] oAl A=
idm_user Al A ol idm_ sbin/reboot W H & A3 st 4= J+= A3IS o] 3+= idm _user_reboot
sudo 722 A AHTh

idmclient 32 E ] O3] AulE Jl= 91=S AL

idmclient 25+ RHEL 8.4 o] 42 A3 3}l3 A5t

/etc/ pam.d / ©] g &= 2] o]l A /etc/sssd/sssd.conf 3} 3} PAM 1S 4=4 5} root 4 g
o] & e 3]},
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/etc/sssd/sssd.conf A LS Gt}

2.
3 &E-2 [domain/<domain_name>] A Aol 3715t}
[domain/<domain_names]
pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:pkinit
3.
letc/sssd/sssd.conf 2} & 2] &3} 24U ).
4,

SSSD M H| 22 thA] Algtste] 74 WA Algre 2=g T,

I [root@idmclient ~]# systemctl restart sssd

5.
/etc/pam.d/sudo PAM 4] 32 ).
6.
oo I5S /etc/pam.d/sudo #}Q o] = auth A A2 A HA PJo = 7o
#%PAM-1.0
auth sufficient pam_sss_gss.so
auth include system-auth
account include system-auth
password include system-auth
session include system-auth
7.
letc/pam.d/sudo 3+ -S A Fstar DU
8.
/etc/pam.d/sudo-i PAM 4 314 -& 44t}
o.

3 352 /etc/pam.d/sudo-i #t A o] 9l = auth o] A Po =z 713}

#%PAM-1.0

auth sufficient pam_sss_gss.so
auth include sudo
account include sudo
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184 IDM Z2}o] A E o] IDM A} 2ol 7] SUDO 4] & A3 B o

password include sudo
session optional pam_keyinit.so force revoke
session include sudo

/etc/pam.d/sudo-i 322 2] A3} B4}

idm_user Al o2 S AEJ 212133 AnlE =2 AdZ3 ).

[root@idmclient ~]# ssh -| idm_user@idm.example.com localhost
PIN for smart_card

2vtE 7hE ALS AR E2lo] AlFhA Sl g

[idm_user@idmclient ~]$ klist
Ticket cache: KEYRING:persistent:1358900015:krb_cache_TObtNMd
Default principal: idm_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
02/15/2021 16:29:48 02/16/2021 02:29:48
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 02/22/2021 16:29:44

idm_user Al Z o] =3 3 4= 2= sudo 132 EA T .

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idmuser on idmclient:

lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,

env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot

F5E AR oA %3l sudo & ALgao] A 2T L ARY

o

U,
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I [idm_user@idmclient ~]$ sudo /usr/sbin/reboot

[ ]

2ulE 71E Q1FS 91 ID &2 +4
[ ]

Kerberos 215 X A] 7]
[ ]

IdM 8 UIZ AL IdM S0l A E 9] IdM AF&-AHoll Al sudo A Al 2~ A3 Fof
[ ]

CLIZ A}2-31 IdM Z&to] A E 9] IdM AL-&Aol Al sudo A = A3 o,
[ ]

pam_sss_gss (8) £2 % o] X
[ ]

sssd.conf (5) =22 7 o] %]

18.8. PAM ] u] 20| o] &+ GSSAPI 1% 2 A o] 5l= SSSD &4

/etc/sssd/sssd.conf A 3} o) t}-& &AL X123} SSSD A 8] A Y] oj 4] GSSAPI A & AT
T dFY.

pam_gssapi_services
SSSDE AHg-3 GSSAPI Q152 7| 2A 0 2 n| &4 stso] Y&t o] 4L ALg 3ol
pam_ss_gss.so PAM 2 58 Al-&35}a] GSSAPI Q15 & A= 4= A= PAM M| 2] =2 78
222 AQE 5 AFUTH GSSAPI 152 FA o2 nFgstataE o] 4L - 2 AP
pam_gssapi_indicators_map
o] 41 IdM(Identity Management) v Q1o 7 2 &g Ut} o] §-4 - AHg-3Ho] AH] 20 o

3t PAM 94| 2 A ¢S Hofsh= ] 23 Kerberos 135 A1 71 & YE€FU Y. B
<PAM_services> ;_<required_authentication_indicator>_ & 2] o] o] of g t}.

FES AF TA/NE ot 2k
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187%. IDM & -glo] A E 2] IDM A}-§-Z}of| 7] SUDO A A 2 A3

r’u
e
e
£

PKINIT, 2wl E 7= E= 154] A5 9% Pkinit

pam_gssapi_check_upn

o] FHL &3l o] Qlom 7|2 O F true = AZ P o] 34 S &3}t SSSD A4
A=} o]%o] Kerberos #}7 5 3} A x| 5] o} g ). falseQl 73-$- pam_sss_gss.so PAM =
FAE2 AL AL F JE RE ALEAS AZ T

flo =

[y
(1<)

ol

O 348 AH8-5HH sudo ¥ sudo -i 48] 2o]] Kerberos Q135S A1-8-312]H sudo A-8-2171 Y 3|4
H2 2 AT oF st AHE-AF o] 52 Kerberos 4] ¢ A 2] oF it} o] 213 A4 2 [pam] A A 3
opg wE =vdd H&gyth

[pam]

pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:oitp
pam_gssapi_check_upn = true

tilo
o)
2
(i)
+
H
%o
|y
L
fin)
fu)
o

ol2] & FA2 7N [domain] A A o] A7 sto] [pam] A9 A 3k
& 7} = Qo & GSSAPI 442 A8t

idm.example.com =1 Q12| 739

[ ]
sudo ¥ sudo -i A ¥] 29 djsl] GSSAPI 2152 34313 ).

sudo BH = AFA e 2vtE 71E A5 AS717F 22 d o

sudo -i Yo dial 438 ¢35 A5 =2l Bt
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AU ] 5= A8 A} o] 53 Kerberos =A] & &

ad.example.com =uj| ¢12] 73

[ ]
sudo AJH] o) t)5]| 4] ¥k GSSAPI ¢15-& S sHgh o,

AR AR o 3 FAE AE5HA vhA A 2.

[domain/idm.example.com]

pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:otp
pam_gssapi_check_upn = true

[domain/ad.example.com]
pam_gssapi_services = sudo
pam_gssapi_check_upn = false

Kerberos 21 X A 7]

18.9. SUDO¢] dj gt GSSAPI Q15 +A| &l 2

IdMol| A Kerberos E]ZL& AHE-3o] sudo M ¥ =& A5 & fle 4F Ui AlUEl 28 AHS-sto] +
A FAE A gy

A 27 A

.
sudo A H] 2o sl GSSAPI A15-S s sU . IdM S 2ol A El A sudoel o) &
GSSAPI <15 &d3t= FxstA L.

letc/ pam.d / O] & E 2] 9| A] /etc/sssd/sssd.conf 31 7} PAM 3 & 4=+ 312 A root A gH
ol et}
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187%. IDM Z2lo] A E 9] IDM AL-g-A ol Al SUDO o Al 2 A g Ko

2 2771 TA H W Kerberos A H] 20 A S 2E o] 58 7|uko 2 A u| 2 g A9 U3 &
HE 992 #A g F jlsyh

I Server not found in Kerberos database

o] 71 /etc/krb5.conf Kerberos -4 72 ¢] [domain_realm] A Ao A3 T 2E o]&&
7o

[idm-user@idm-client ~]$ cat /etc/krb5.conf

[domain_realm]

.example.com = EXAMPLE.COM
example.com = EXAMPLE.COM
server.example.com = EXAMPLE.COM

L ¢ 71 TA A Kerberos 21Z AR 7 95U
I No Kerberos credentials available
o] 7% Kinit §22 €] & AHg-3te] Kerberos 213 A 1.2 78371} SSSD= A% gt

[idm-user@idm-client ~]$ kinit idm-user@IDM.EXAMPLE.COM
Password for idm-user@idm.example.com:

/var/log/sssd/sssd_pam.log =1 3}l T 3 shv}7 ZA =W Kerberos 27 57 ©]
A 218 ALg R ALG R ol B3 AXFHA LHU T

User with UPN [<UPN>] was not found.

UPN [<UPN>] does not match target user [<usernames].

o] 7% SSSD= Q15§ =4 =+ /etc/sssd/sssd.conf 32 o] A} pam_gssapi_check_upn
A& v g s st= Aol EFUT

[idm-user@idm-client ~]$ cat /etc/sssd/sssd.conf

pam_gssapi_check_upn = false

F7} #4142 9151 pam_sss_gss.so PAM =50 tl@ Hu 3 222 #4318 4 3
U,

o)y
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PAM 5121 o]

£ pam_sss_(gss.so &=(9: /etc/pam.d/ sudo 2 /etc/pam.d/sudo -i)
o

=]
9] £l debug ¥4 & F71g4

[root@idm-client ~]# cat /etc/pam.d/sudo

#%PAM-1.0

auth sufficient pam_sss_gss.so debug
auth include system-auth

account include system-auth
password include system-auth

session include system-auth

[root@idm-client ~]# cat /etc/pam.d/sudo-i

#%PAM-1.0

auth sufficient pam_sss_gss.so debug
auth include sudo

account include sudo

password include sudo

session optional pam_keyinit.so force revoke
session include sudo

pam_sss_gss.s0 R EE S5 S A L5l 2& 28-S A EJUT o] Ao A ALE
2ol A Kerberos 247 = o] l&Yth.

[idm-user@idm-client ~]$ sudo Is -l /etc/sssd/sssd.conf

pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:

Initializing GSSAPI authentication with SSSD
Switching euid from 0 to 1366201107

Trying to establish security context

SSSD User nhame: idm-user@idm.example.com

User domain: idm.example.com

User principal:

Target name: host@idm.example.com

Using ccache: KCM:

Acquiring credentials, principal name will be derived
Unable to read credentials from [KCM:] [maj:0xd0000,

min:0x96c¢73ac3]

pam_sss_gss:

information

GSSAPI: Unspecified GSS failure. Minor code may provide more

pam_sss_gss: GSSAPI: No credentials cache found
pam_sss_gss: Switching euid from 1366200907 to 0
pam_sss_gss: System error [5]: Input/output error

18.10. ANSIBLE Zd] o] 52 A}-8-3l IDM Z&}o] 1 EolA] IDM A1-&-=}o] o gk SUDO A Al 2~ A g 821

IdM(Identity Management)oll 4] = 53 & o] d] g sudo AA| 2 A gto] 54 IdM S 2= E 9] IdM A&
A AR FAHES & F JdFUT

224



187%%. IDM & glo] A E 2] IDM A}-§-Z}ol| 7] SUDO A A 2 A gt Hof

idm_user_reboot 2}:= sudo +3 o] J=A] g2l A g5 A& S5} 322 idm_user 9
idmclient ] 2=l o] ] /usr/sbin/reboot ¥ 32 A3 st 5= J& IS o).

A 27 A

[}

Ansible 7 E £ 2] 9] ansible-freeipa 7] %] & A X &1}
[}

IdM #2123 ¢ & ¢ Y
[}

IdMell idm_user o] AF-&-2} Al o] A=A FR13taL AR S & e AR F=aS
A A EFHT FE = AE o] 25 AHE-ste] Al IdM AH8-AHE F715t= g ol o @ LA g
{2 GEHE S A& AHEAL FUHE FEREHIA L.

[}

idm client o] 22 idm_user Al A o] §1&Uth. idm_user AF8-2}+= idmclient 2]

letc/passwd 2} o] UE = A] eiF ).
A=}t
1.

Q1w 2] 5}l (o] : inventory.file )& A A 3131 o 7] 9] ipaservers = & o] ]t}

[ipaservers]

server.idm.example.com

2.

3t} o] 4] sudo B H & F7H .

sudo 3 & o] IdM d] o] €] ¥l o] 20| /usr/sbin/ reboot & o] A+=4] 32l sl= ensure-
reboot -sudocmd-is-present.yml Ansible =] o] 22 A A}, o] GA S 7H43}617]
93l /usr/share/doc/ansible-freeipa/playbooks/sudocmd/ensure-sudocmd-is-
present.yml 2o X oA & EAlstAL 3T + AFH T

- name: Playbook to manage sudo command
hosts: ipaserver
become: true

tasks:

# Ensure sudo command is present
- ipasudocmd:
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ipaadmin_password: MySecret123
name: /usr/sbin/reboot
state: present

Ed o152 AFd

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-reboot-sudocmd-is-present.yml

ol

42 @x5hs sudo #2244 U

sudo W 53 A3t sudo 3 o] =X &<l3}= ensure-sudorule-for-
idmuser-on-idmclient-is-present.yml Ansible = d] o] &2 vt t}. sudo 13 & A18-3}
A idm_user 7} idmclient A| 2”1 & A 1L W gt 4= JH5Uth o] GA S 7H431517] 9
3l /usr/share/doc/ansibIe-freeipa/playbooks/sudoruIe/ensure sudorule-is-present.ymi
st ol A oA S B FA T 5 YU

- hame: Tests
hosts: ipaserver
become: true

tasks:
# Ensure a sudorule is present granting idm_user the permission to run
/usr/sbin/reboot on idmclient

- ipasudorule:
ipaadmin_password: MySecret123
name: idm_user_reboot
description: A test sudo rule.
allow_sudocmd: /usr/sbin/reboot
host: idmclient.idm.example.com
user: idm_user
state: present

A3

o

Ut

Zdol &

o

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-sudorule-for-idmuser-on-idmclient-is-
present.yml

ol}l

A

Ql3te] IdM A W o] 4] IdM A ¥ 7}
Yt} A oA WA ALglo] =

idm _user 7} sudo £ A& 3l idmclient S A 1L LD = A &=X 3
A= 3l=%] &<l3sl= sudo +3 o] idmclient oA ZAE35=4] H| ZE S}
ZoldE AL H=d R o] 428  dFUT
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18%. IDM Z&}o] ¢ E o] IDM A}-&-A}9) 7l SUDO A A 2 A3 Hof
1.
idmclientol] idm _user 2 212135}
2.
sudo £ Al8-3t] A|A2H S AR YU v A X 71 EA H A idm_user ©] ¢35 E 4=EHHY
t}.
$ sudo /usr/sbin/reboot
[sudo] password for idm_user:
sudo 7} & 8= A A HH Al 2" o] A HY ).
F7t A=
[ ]
Ed ol o g A S ste= AnSIbIe o] 52 AH8-sto] sudo WP, BW &
2 338 3 }h v o] o g Z}A] 3 U] 8- README-sudocmd.md, README-

sudocmdgroup md 2 /usr/s hare/doc/an5|ble-freeipa/ o d gzl 9= README-
sudorule.md Markdown 3} ¥ & %34 Al 2.
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19%. ANSIBLE Z &) o] 22 A}-£35lo] IDMo)] &2 E 7]uk A A 2 A o] 73 o] YEA] el

o] &l 4= IdM(Identity Management) S 2 E 7]ul A A= A A 3} Ansible & A&l A o] 5=
Hol disl A

Ansiblee A28l T8, X EY S ¥, Y JuoEES FAsE 6l ALHE A5
=YYt IdM(ldentity Management) x| o] ¥3t5 o] 9l&U .

19.1. IDM2] 2 E 7]ut A 2 A o] 3]

JF2E 7]4 A A 2 A o] (HBAC) 32 AMu| X 259 AH| A EE AH A AR 8le] o] $2EL}
F2E g0 AN 2T Ut A4 T AR 2F L S FTh A1 29 #el A HBAC #5 £
Agstel g 2R S 2T+ YFUh

E=vQe] A A2 g3 AA = 54 AHEA 272 AW E A FF UL

7124 o 2 |[dM2 allow_all o]2}+= 7] HBAC & o2 AW, o= A IdM =v|Ql 9] =& &
A MU 25 F3 RE AMEA) U@ R E S2E ggt ¥4 AN 2E 9w

713 allow_all 772 A3 HBAC 73 Al E=Z wA| 5t ThE T2E] )3 QA 22 vl4] 24 5
AFUS T J 520l d<std AA X Alo] A E A8l ME AHEA, S2E = AH|E A4 AL
474 2%, $2E OF EE A6~ 259 HBAC 742 443 5 dHuh

19.2. ANSIBLE =3 o] 5-& A8-3}<o IDMeol]l HBAC 3 o] =X 821

o] A H A= Ansible =3 o] &2 18514 IdM(Identity Management)sl] HBAC(S 2 E 7] gl ol )
2 Alo]) & o] J=A FRAst= el dsl AE .

A 27 A

[ ]
ansible-freeipa = 7] ] &= Ansible A E 2 ] A xgt}.

228


https://docs.ansible.com
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

olX

197¢. ANSIBLE Z# o] 5-& AF-8-5l] IDMo]] S 2E 7|49l QA 2 A o] 7 F o] A=A &<

IdM #2) 4 95 S o A&y

HBAC 2ol A}8-3 L83} @ A}87F 5ol IdMol 211 th. 24l 3 vl-§-& Ansible %2
ol %8 Alg-ale] AL8A A4 Pel B Ansible 30| 58 AL&5to] IdM 25 @ 1§ 74 ol
PESENEREES

HBAC #3 & A g3lels $2E % 3 2E I F2 ldM9) 5y th 24 & Ul 82 Ansible
S0l 2 AL sto] B2 7] 2@ Ansible Hdo] %2 ALg sho] BAE welE FEaHIAl L.

olvl & 2] 9} (o : inventory.file )2 A A 3131 o] 7] 9] ipaserver = A o] g}

[ipaserver]
server.idm.example.com

3lo1g HBAC A A2 A o] 3= Ansible Zd o] & S wt5 Ut} o] A E 7HA3}H517] 9
3 /usr/share/doc/ansible-freeipa/playbooks/hbacrule/ensure-hbacrule-allhosts-
present.yml 5} o A oA & BAlsla AT 5 JHULh

- name: Playbook to handle hbacrules
hosts: ipaserver
become: true

tasks:
# Ensure idm_user can access client.idm.example.com via the sshd service
- ipahbacrule:

ipaadmin_password: MySecret123

name: login

user: idm_user

host: client.idm.example.com

hbacsvc:

- sshd

state: present

il

Aol %e AT,

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-new-hbacrule-present.yml

A
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IdM §] Ulel] #+a) a2 = 223

2.

QF - T2E 719 9 2 A o] ~ HBAC H|ZEZ o] 5 th.
3.

who( A}2#} ) €10 A idm_usersS A& ).
4.

Accessing( 4| 2~ ) g o] A client.idm.example.com & A 3t}
5.

Via service =94 sshd = A &1},
6.

Rules(7#3 ) follq 22912 Ao
7.

Run test(d] =& 23} ) Y94 Runtest( H|2=E 43 ) d+5 Z8 3] }. ACCESS
GRANTED7} £ A5 HBAC #& o] AAFZ A o= L& ).

Ansible g A}-835te HBAC AH]| X, MH| 2 25 D 43S FA = Wy disk &AW
€2 README-hbacsvc.md, README-hbacsvcgroup.md, README-hbacrule.md
Markdown 32 & %34 Al 2. o] ] g 91 & /usr/share/doc/ansible-freeipa T] 2@ & 2] o] 4]
A& 4= U . /usr/share/doc/ansible-freeipa/playbooks ] @ & 2] o] & 314 t]& g2
A ALS T F Yt Fdlo|HE FEFAA L.

230



207%.IDM2] 34
207. IDMe] 23

o] o A= IdM(Identity Management)¢] =}
=N

)

°
A4 57 2o A
°
A7 FY B AAE GIF 4G
°
B oA 2 Ao] £l whet IdMAI A AHE S Y ThEE K AF F7 ey
c}.
°
24 1ROz MM LS 5 At BE 439 A4 39 =2yt
°
A4 F7 =g Adelv el A,
°
Mol 4] 212 59 2.g2 @ st 718 g YUt
°
IdMoll X 214 578 253 AHS-3H7] 913k A 272120 KRA(Z] &5+ 713) A A
20.1. x+ 2

A7 W Ree F23 RE UolES 3 FolA A3 AatA T AelshAl A5t
IdM(Identity Management) A}-8 zHoll Al -8 FUITh o] MM A & Thet Ga o) A4 59
=9} @ 7 Ababol wet Aok she A2 ZW ool sl AW @

L=
—
Zo 3y Q
——‘—1:!"’]' o

AzY e A, 44, 34 L BTE 98 FAF AN A ZRL A FE A S
A AEE 2EW AM AT 5 Qe ute] ¥Ugd Holg(YwRoz A% A4 W)U oS
o] Bkl theo] EFPUT

[ ]

2
fol
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PIN

°
7N 21 SSH 7]

¢ AL FARM G &5 A A9} vpRTHA 2 A4
25l AgE Zoig 22 d A st AA 2317] S50 O}L},]
T2 BAoes A3 7 AF

23t7] 98 45 E ¢

xF 1}74 =7
ol AgE Azl A

A7 59 mee ol
AR A A 57
719lslof guith. el AHg A=
9 mgol At AHE AT A 37 &

sy
&
IdMoll A 24 513 R0 5242 2] 5-9] IdMo] ofd Au|=o) A58 5= A= A5 &
A S8E A A9Yh
IdM 214 573 259 718t 383 542 a3 25Ut
o
AR W BE ARAE AA T8 B 2/AG AE T8 B 2RATEAA 59 e
TRYOR NG S IdM AFE A RE Al 28 5= Gyt B3 IdM A2 2= A 58 Ba
of A= 5 AFUH.
o
AR A A AHA S8 52 A s Ul SE @ A3l gl A% ldM A2 A= A4 S
EEe AL AEAE £RAZ AR 5 AU
o
AR A B A2 IdM v Q1) 558 Al =RlolA 24 S ol AgE Al A AA
2% 5 dEyTh
o
shtel A7 S 2o shte] vl (d: 9t @) 23 = AUtk 2y 9l &
Aol 42, 719 B ASA % 22 o A A8l xdd 5 AFYTh
&
3E)ANA T AL S 5 U

Vault= IdM ¢§ Ul7} o}d IdM CLI(H =

20.2. VAULT 2 &%}, ®u] 2 2a)
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207%.IDM9| 244 T8 =

IdM(ldentity Management)2 o3 34 57 23 AHEA {3 S 73U

H

Vault &~¢#}

A7 F9 B 2RAE AA F9 R0l e 718 el Ado] Y A E Aul 2y
ol g Sol, 44 37 BE AFAE A 8 mee] £4e FANAL A A4 F9 =g Wl
g 3718 & 9&vt

filo
+
H
A
o)y
L
i)

i)

3 e AR Ee A 20N BE A 57 wg
g7} = A

MA 28 5= = AL
Vault &2 =+
Vault 28 A= 2 E

tRE AR 59 2ol i 7

92 59 + ey

=
2
X
>
i
o
filo
N
X
)
-}
T
It
)

A 9ugd g =y e
< A g3} Vault 43 Fx). &

=25 oA 2 Alo] T3
3 e =l of gk

A7 57 28 B AE Vault 22l 3 Aol 2t LE A AT IdMe] o g 7] vk ol 4] =
A(RBAC)S] Al ~Eo A A3t Qo] A§8 F Y& A 1Y

Vault AF-&=}

A4 %7 me AgAE A

2e Ae ol 3= AHEAE Yehd U o Vault A
|74 A ¥ = ipa vault-show ¢} 7+ 54 W& o] &3] ZAHU

I $ ipa vault-show my_vault
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Vault name: my_vault
Type: standard
Owner users: user
Vault user: user

)
ol
ol
o
o

vault g o] & A&7} = o oj g zpA g Y] 82 Vault Z1H| o] & F=3sH4 A 2.

54 244 2 A AR AA 29 22 430l w2 GEUT. A4 & N §-2 Standard,

Vault 2674 2 A4 39 2 Wult G5 718 AH8ehA @aE AaE e nas 49
F gt

A7 % 2o e dA 1= B3Pyt Vault 2fAe #uj= A 28E Basia A4
g = JA % vault ¢S E Al g8l oF o

A4 %7 mge] v e vy 72 BEgth AL A B 715 AHE sl MW e Bkl
7

121 718 A8 stol AT T Vault Wl B BAE A, 4 S BE A A2
Qe BE 5T 5 o, Aasle wasty A4 F dFUh

20.4. AL}, A2 D FH AH FH 2L

IdM-& G- ujel A4 YL o8 FIJo= B of ol 2o & 24 73, 83 274
2 Aol dg BRI 3o dFU T

kel

20.1. 253 719t dM A4 29 2.&
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20%.IDMe] R4 29 =&

3 A 252 23
ASAA SR AN AA FE T AFEA BE AL AE 1AM el 47 5 8 3 7
Az9E  wg 9 shpol el AHgR AA Y RES
e A58 5 leyn
AU 2=z AE] 2] Al A T g A u] 2 RE AB A= dM A A7) 3 &5 A
Az9w  wg $ St ol el AHgR AA Y RES
2 R85 A5UT
THAD A SRR ANz A EWRSSVER 1AM B A 8 Sk A ALEA 9}
FHEe ATRAeAdIIE AFYRe B Al st ol el ALg A A 5
o R T
8 WE BelA ol 9ol AA 5w
FollA = 24 S B5of digh

20.5. VAULT ZHl o]

Adolv &= A4 59 22Uyt o %o & IdM(Identity Management)ol 4] A &
B 23 Aoyt ddHo] dFUH

£20.2.1dM9] 712 37 59 22 A o]y

e A =3

AR 2 olU AR QL Al B ALER AER A B AR

A H] 2= A E] o] U MU zg A Areld B Mul o] ek Mu 2 A4 Y 2e 4G

4 Ao ool AL A R AR 20 ole] ALER B Al 2ol BHE S e A 5T
Awo]y] 22 A

M2 A1g 7 = Al 0] 2 A A9l Ad 59 mgol A W 2 ALg A Ei A o] Tl 3
AFgAL B A E 2 Aol & A5 02 AU TH AHSAL B A 22 AR F dME Aol
sl 2a=2 A A

20.6. 712 IDM A4 29 78 3

o] Al A o A = IdM(ldentity Management) 214 5 28-S #e]sts ol AL S 5 = 718 HH
sl A8 Ut ote] Eoll & 52 A3t § ipa vault-* 3% E50] 3= o] 9l
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a1

ipa vault-* ¥ 3-8 23 3}7] Aol IdM = 01,] 3} o] ko] A9 KRA(Key
Recovery Authority) ?JZH A 2" 1A 9 AE AXF ) AA S L2 IdMe)] 7] &
7 A AR FEIHYA L.

¥ 203. 497 3 2 1dM AE 58 =g EE
k! 237
IPA =22 24 59 M 214 5% 23 D AE 24 S 23 B30 /g g IAFYG
2
ipa vault-add --help, =74 ipa vault-* = = o --help &4 < #7151 ) W& o] A& 3 5= 9l A
ipa vault-find --help 3 e wyl SMo) AP U
ipa vault-show A7 5 B R A 5 Bgol M mshs A9 A4A T B R4S
user_vault --user Aok FUTH A 59 g 2FAS A A Fow ldMIA 247 59 mg
idm_user & 2A 2YL FHFUTL

[admin@server ~]$ ipa vault-show user_vault
ipa: ERROR: user_vault: vault not found

ipa vault-show oA = Roo] A AT w AN AGEE 2pH 2 R0 24 A4 =1
shared_vault -- 2898 Ao Frh 28X o [dMA A E 27 2SS 3hx] 2SS
shared dHFy T

[admin@server ~]$ ipa vault-show shared_vault
ipa: ERROR: shared_vault: vault not found

20.7. IDMoj] 7] 253 A3+ A X

o] Al A= KRA(F] &+ 71#) Q154 A1 Z=R(CS) +4 L4 & A A sto] IdM(Identity
Management)ol| A 24 5 = ur e Awdh.

)
o
o
ttlo
m (
ot
L)
QL

A 8T AL

[ ]
IdM #2232 2 2203 H5U.
[ ]
IdM Z2lo] A1 E o A] root= 212135}
Azt
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KRAZ A X g},
I # ipa-kra-install
#AR BA 2o 1dM 22 =E ) A WA KRAS A& 4= Aot 22 37t

KRAZ A X33 W 7|4 &2 Ea)| o] KRA BA| 22 Ax)5l7] Ao YA Z £AA B
AES s oF guth 231 g5 98 A 5AES vA 52 F sy

=31
A7 59 2g Au2g 27Hgd 02 AR T A1) IdM A vlo] KRAS 413 ¢
Yt

M 221 2.2 24581 1 2 %715 el S AT gL FAQ BAE 0w
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217. ANSIBLES A-8-51o] IDM A4 A4 57 =g #el: N33 A3 2 74

o] oA = Ansible vault 258 A1-8-31o] ID #2] oA ALg-AL AH4 59 258 A= gHS A
Byttt 53] AH& 27T Ansible Z#| 0] 52 AH8-5te] 5 Al 7HA] 95 Ad S st UHS A
she s

[ ]

IdMoll A A&7} 244 59 25& A dUT
[ ]

AA S ZEovES AFEUG
[ ]

]
=
2
oy
L
v}

AHgAE T A9 A2 OhE IdM Zekol A e A W FAL 53

A 27 A

[}
IdM =u| 2l 9] A+= 3 o] 2] A ujo] KRA(Key Recovery Authority) 215 A] 28" 24 Q
27V AU ZAA T UL IdMo)] 7] B A3 AXE FZF4A L.

o

R

21.1. ANSIBLES- 283l IDMo]l & AH&-2 A4 58 2ol A=A

d

o] A A o 4] = IdM(Identity Management) A}-£ 2} 71 Ansible =#) o] 8-& A}-8-35}o] s} o] 4F<] 721
A 5H 502 AA T S AHoYE w50 T8 ARE MHSHA AFste HH S HoF
Urtt. oz Axzjoll A AHE-A oA Al A idm_user AL-8-A= my_vault 2= EF 39 A4 598 23S
ARG AE A 98 B T3S AHEStE g A 23 v idm_user 7} 15T a7t gl
Yt} idm_user = AHEA7F 22203 2 E IdM S0 A E A AL AT = AHUH.

A 27 A

[ ]
Z2A 20 A S AYPstE $2E9 Ansible AEE 2 o) ansible-freeipa |71 A S A3
FUth
[ ]
idm_user 9] ¢35 = &3 J5Yh
Azt
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21%. ANSIBLES A}8-3to] IDM ALE A} A7 7 2o A2t A2 A3 9 A
/usr/share/doc/ansible-freeipa/playbooks/vault o] & g 2] 2 o] 53 ).
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
wl 2] 512 AT o(dl: inventory.file:

I $ touch inventory.file

i

inventory.file & &€ ¥ [ipaserver] A A oA AT IdM A8 E Z Ut o & 59
o

server.idm.example.comg 74 5l = £ Ansibleo] A Al3ted &< Ao

[ipaserver]
server.idm.example.com

i

ensure-standard-vault-is-present.yml Ansible Z#) o] & 22 o] A}22 w5t} o &
filR= S e AR h= o

I $ cp ensure-standard-vault-is-present.yml ensure-standard-vault-is-present-copy.yml

HZF L 93l ensure-standard-vault-is-present-copy.yml 3} & g1},

ipavault 5] A Aol A the W5 Y stel AL =4 Tk

[ ]
ipaadmin_principal H& idm_user 2 A4 ).
[ ]
ipaadmin_password 4= idm_user 9] ¢35 2 A4 ).
[ ]
AHe A Wi E idm_user £ A3 gt}
[ ]
name = my vault 2 A o).
[ ]

vault_type ¥l 4% standard 2 A4 3.
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o] Bl AA) dlAlo] DA 54 F Ansible S0l % s},

- nhame: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:

- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
vault_type: standard

7.
$9¢ AgEch
8.
Eeol%g APk,

I $ ansible-playbook -v -i inventory.file ensure-standard-vault-is-present-copy.yml
21.2. ANSIBLES A1-8-31o] IDM9] X5+ AHEAF A4 578 250 v2 B3

o] A M)A IdM(Identity Management) A}-&2}7} Ansible Zd) o] &2 A}-&-3lo] 712 x4 94 =
2 T FRE AFst= WS RAAFUT AHEE oAl A idm_user AH-&-AH= my_ vault 2H=
A7 9w 2 & password.ixt 2t= 2 AR E YL BAFH )

A 27 A

[ ]
Z2A 20 GAE AYPstE $2E9 Ansible AEE 2|9 ansible-freeipa |71 A S A3
4t
[ ]
idm_user 9] ¢35 = &3 54U}
[ ]
idm_user = A §-#to] At A4 my_vault 9w A}£2k¢] U o)
[ ]

my_vault o] B #3}e = A| =281 <1 password.txt o A 23 5= 5t}
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21%. ANSIBLE S A1-8-51o] IDM AHg 4 42 37 =g whel: A5 A4 2 74

/usr/share/doc/ansible-freeipa/playbooks/vault o] 2 g 2] 2 o] 53U ).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

QW ED #AdS 3 74T IdM A9 7t [ipaserver] 2] A o] 1L = o] A=A <19
o] £ Eo] server.idm.example.com< 74 3= = Ansibled] A A| stz t}&2 ¢ &3

2} o
= 989

[ipaserver]
server.idm.example.com

data-archive-in-symmetric-vault.yml Ansible =3 o] & 519l o] B A2 S wt=x] gl "o
A" "AFE"e® vyt dE &9 bS53 25U

I $ cp data-archive-in-symmetric-vault.yml data-archive-in-standard-vault-copy.yml

H 3 & 93] data-archive-in-standard-vault-copy.yml 3} ¥ & 1},

ipavault 24¢] A8 0] A the W52 AQste] A2 =4 Fuch

[}

ipaadmin_principal ¥ idm_user 2 A3 g},
[}

ipaadmin_password 4= idm_user 9] ¢35 2 A4 ).
[}

A+ A W2 idm_user 2 A4 gt}
[}

name W4 S my_vault = A3}
[}

TOIARE ALE St W o & U HA A== AFA
[}

action W= member & A A ).
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o] s}l e A A oA A 54 = Ansible = o] w2 Q).

- hame: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
in: /usr/share/doc/ansible-freeipa/playbooks/vault/password.txt
action: member

o
ds AR

9

U,

%)

21.3. ANSIBLES A}-&3}o] IDM9] E 3= AHEA AE 9 2L oA] A8l AM

o] Al o A & IdM(Identity Management) A}-8-2}7} Ansible =) o] 22 A}-8-3}o] A&} 712 &4
T8 E3olA AR S A et S BolsUth ofdl A& oA AHE-E oA o A idm_user A}-8-2

o A= =

<= Ansibleo] A X ¥ IdM Z 20| A Eo] my_vault 2= & 39 A4 58 B394 59 dog7}

-

RE LS AAFYL . idm_user = ol AA 2w A5 o vt gyt idm_user =

=2 a1

Ansible& A}£-3}o Ansibleo] A X H IdM Z&lo|A EdA] 7Ad S AAME = JH5U

o

A 27 A

[ ]
Ansible 71 E £ 2] 9] ansible-freeipa 371X & A XA HFUt}. o] = Ax}2] QA E A3 sl+=
S2EYYr
[ ]
idm_user 9] ¢35 = &3 A5y
[ ]

idm_user = my_vault 9] &2FAY Y.
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217 ANSIBLES AH8-5to] IDM ALG-AF A4 78 & d2: A2 A3 2 44

idm_user 7} A1 =22 my_vaultol] 33 &t}

Ansible< H]= & A2 1M 52E9] e o] & 4 A5

/usr/share/doc/ansible-freeipa/playbooks/vault ] & g 2] 2 o] 53 ).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

Qe 9AS A3 PJ5HA FoldE AAA A ZRE AN = IdM Se|dEE A
Ut} o] 2 Eo] host01.idm.example.comol] A v]2-& 7 A5l == Ansibleo] ] A] slz3A
< g9y

ol
do =2t

[ipahost]
host01.idm.example.com

retrive-data-symmetric-vault.yml Ansible =@ o] & ¥ o] BAl RS vtz " "L
"EE"CE vyt o & 54 b5 2EU

I $ cp retrive-data-symmetric-vault.yml retrieve-data-standard-vault.yml-copy.yml

HA S 93] retrieve-data-standard-vault.yml-copy.yml 39S g1 t}.

hosts ¥14-= ipahost & 2 A 3l A& A g}

ipavault ¢} A oA o5 HF-E APt LS =HFJUG.
ipaadmin_principal 142 idm_user = A A 3}

ipaadmin_password 4= idm_user 9] ¢35 A4 ).
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[ ]
A+ A Y2 idm_user = A4 gt}
[ ]
name W52 my vault = A4 3.
[ ]
HebS YR v AA A2 out HFES AT UG
[ ]

o] 2l o AA oA 2A A=A Ansible Zd o] & ]}

¢

- nhame: Tests
hosts: ipahost
become: true
gather_facts: false

tasks:

- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
out: /tmp/password_exported.txt
state: retrieved

7.
TS Ao
8.
SdolHS Ay
I $ ansible-playbook -v -i inventory.file retrieve-data-standard-vault.yml-copy.ymi
A 9A
1.
user01= host01 o]l SSH = :
I $ ssh user01@host01.idm.example.com
2.

Ansible Zg o] 5 U A out HEZ X Q3 91U S A .
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I $ vim /tmp/password_exported.txt

o)A 1 1 Qo] EAIH T

Ansible & A}-8-3to] IdM A4 5% 25 D AFSA A A8 D S o] 5 WS o g &A| g
] &2 /usr/share/doc/ansible-freeipa/ t] @ € 2] o] A& 7}'5-3F README-vault.md
Markdown 3} < 3} /usr/ share/doc/ansible-freeipa/playbooks/vault/ t]jgl g gl = A= =
ol 5 FxsHA L.
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227. ANSIBLES A}g-3te] IDM A8l 2 42 5 =g #el: N8 A% 2 34

i

o] A Ao A & & A7} ansible-freeipa vault 2 52 A1-83te] U2 A|3RA LS FH JAF52 ¢

A Ag e W welFUh

AANA AHEHE A T 2S5 S A AU F, B AV U5 GAE TR ES 2y
o}.
1.
q= openssl f2 €& A&t 7% 718 A FU
2.
el 71E ZIvte g I 712 AAYUT
Au) & B[P A7 A S8 B3l Bad v Ul 712 3 st U Y o] & =uele] 54 Al
oA 29 H = AUl A JAE2H A= 1 715 AHEshe] v12 S AAF Yt A H| =9 ] Aet v o

oA 28 5 glguth

noto] £4HW Ael A AH A AA 59 v aoA ¢5E wAD IS
QxEl 2o A E e 5 A5 T

b

A 27 A

IdM =] Q19 1 s} o] 43e] 41 o] KRA(Key Recovery Authority) 215 A] ¢
27 AAAAFUS AA ST L2 [dMe] 7] B A3 AR S FxA L.

ol Ao b A7 g

[ ]

Ansible2 A8 3} IdMo)] vt An] 2 x4 9 7 8o] =X 3l
[ ]

Ansible2 A}-g-5to] ut) g 244 59 = ool IdM A u| 2 A 23 A%
[ ]

Ansible & A3} IdM A v] 2=2] Au] A A] 328

A X
U—l
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227%. ANSIBLES AH8-5to] IDM Mu| 2 A v 5 d2: A28 A3 2 44

Ansible AHg-3to] <48 7% 1AM A u] 2= 47 39 2.8 A=8 W7

AAANA e SR

[}
admin 2 A H| = 3 & A= AP U
[}
private-key-to-an-externally-signed-certificate.pem & xu] = v] 2 S ¥ 33l= 1A Yy
tHel 7% A A ASA gl 71). A 578 ZoolA v2 S A= b A H =
7021 714} o] 7HQ1 715 E&5HA v A Q.
[}
secret_vault = A 8|2 A1 =23S A A3s17] Y8l AAE A4 59 =&Yyt
[}
HTTP/webserveri.idm.example.com & 7 &4 2&9] A-FA12l Au] 2t}
[}
HTTP/webserver2.idm.example.com 2 HTTP/webserver3.idm.example.com & z4 %
¥ 2S5 1wy Au =y
[}
service-public.pem & password _vault o] A 38 ¢35 = ¢35 3} stE o AHEHE AH X
370 7194t
[}

service-private.pem 2 secret_vault o] A1 Z 8 43 = sl 55t o AL HE Av 2 72 7]

Ay

22.1. ANSIBLES AH-g-3to] IDMo| Bt A 8] A7A S 230 A=A &<l

o] A A o] 4] = IdM(Identity Management) 2] 2} 71 Ansible =d) o] 2-& A}-8-35}o] s} o] 4F<] 721
AR F9 2S5 A olHYE ALl 23 ARE QA AAF st HH S RAFUY. ol A}
A AHg-E ol A o A #E] A}= secret_vault 2= ¥dl A A A T 252 AATYL o] 24 sHA A4
8 ZoA vd S A 98] A S8 2S5 9wzt Al 715 AHE-EH Sl of iy A4
% 25 A= IdM SR EoA S AT = AdFU.

A 27 A

[ ]
Ansible A E 2 & o)) ansible-freeipa 3| 7] X & A x5} o= At GHA S AP sl=
S2EYYr
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A3
/usr/share/doc/ansible-freeipa/playbooks/vault o] 2 g 2] 2 o] 53 ).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

A 2= Q12" 29 F7) 715 7HAJ YUt ol & 0] openss| {22 €& A&

service-private.pem 7} 21 7] = A A gt}

$ openssl genrsa -out service-private.pem 2048
Generating RSA private key, 2048 bit long modulus
A+t

e is 65537 (0x10001)
M2l 71E 7]k o = service-public.pem 27 712 WA ).

$ openssl rsa -in service-private.pem -out service-public.pem -pubout
writing RSA key

A A3} el E 7] Y o] Q1= 7A-$-(o: inventory.file)S A A o}
I $ touch inventory.file

AW ED] wdS A3 [ipaserver] A 7S IdM A B & Zodug. A& S
server.idm.example.comg 14 3l = £ Ansibleo] A A sl2]¥A 122 =)

[ipaserver]
server.idm.example.com

ensure-asymmetric-vault-is-present.yml Ansible Z#) o] & 9% o] A}2& w5t} o &

v g3 2aUh
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227 ANSIBLES A1-2-519] IDM A H| = 2 29 =& #e]: A| 23 A%

IS

g

r‘J

$ cp ensure-asymmetric-vault-is-present.yml ensure-asymmetric-service-vault-is-
present-copy.yml

H A S 93] ensure-asymmetric-vault-is-present-copy.yml 3+ -8 g1 t}.

service-public.pem F-7ll 71 & Ansible 71 E & 2] 9| ] server. idm.example.com A ¥ =2 &
AbelE &S Sy ok

ipavault 24 A AN g5 WS 23 st YA 9L S 43

[ ]
ipaadmin_password ¥ 5-& IdM 2]z} 45 =2 AA 3.
[ ]
name W& AHg-3te] 214 5 259 o] 52 A 9| F (<l : secret_vault ).
[ ]
vault_type W5 v o2 AQ 4.
[ ]
Ml W5E A2 FY BeS 283 Al FA (o
HTTP/webserveri.idm.example.com )2 A2 3]t}
[ ]

public_key_file 2 27 7]19] 91X 2 A3}

ol= &AA o Aol U3t =A== Ansible Zd o] s} g},

- nhame: Tests
hosts: ipaserver
become: true
gather_facts: false
tasks:
- name: Copy public key to ipaserver.
copy:
src: /path/to/service-public.pem
dest: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem
mode: 0600
- name: Add data to vault, from a LOCAL file.
ipavault:
ipaadmin_password: Secret123
name: secret_vault

249



Red Hat Enterprise Linux 8 Ansible2- A}-8-3} & Identity Management 4 X] 9 #3]

vault_type: asymmetric
service: HTTP/webserveri.idm.example.com
public_key file: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem

0.

2 A gF
10.

Edo %2 A gk,

I $ ansible-playbook -v -i inventory.file ensure-asymmetric-service-vault-is-present-
copy.yml

22.2. ANSIBLE S A}-8-3}o] iy A u] 2 37}

o] A A o] A= IdM(Identity Management) 2] 3} 71 Ansible =#) o] 8-S A}-8-5lo] A H| X 24 £
B30 Wu Mu|AE FU18le] 5 A4 S 230 AFA v|2 S AN 9= HHS RAgF UL
ol#] A=z}l A ALL 5= o Ao A IdM & 2= HTTP/webserver2.idm.example.com 2
HTTP/webserver3. idm.example.com A H] 2= =] & HTTP/webserveri.idm.example.com o] A A
gk secret_vault A+ 54 23 714t

A 27 A

[ ]
Ansible Z1 E £ 2] 9] ansible-freeipa 371X & A XA HFUt}. o] = A X2 GAE A3 sl+=
S2EQUr}
[ ]
IdM #8173 455 <2 dHUY
[ ]
A2 AR & AZS Mo A4 T8 2 S APAxUn
A3
1.
/usr/share/doc/ansible-freeipa/playbooks/vault o] & g 2] 2 o] 53U ).
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
2.

A9 AL} Al B8] 5t o] glE 7 -9(o: inventory.file)S WA o).

I $ touch inventory.file
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227 ANSIBLES 21831 IDM A H| = A7 59 28 #el: A2 A%

)
oY
{2

oWl &g A S A [ipaserver] A Ao A4S IdM A8 = Aot o= &
server.idm.example.comg 14 3l = £ Ansibleo] A A s8] ¥ 122 =)

[ipaserver]
server.idm.example.com

data-archive-in-asymmetric-vault.yml Ansible Z @ o] & 512 o] BAlE S w5t} o &
59 933 25U

$ cp data-archive-in-asymmetric-vault.yml add-services-to-an-asymmetric-vault.yml

H R & 93] data-archive-in-asymmetric-vault-copy.yml 3¢ & v}

ipavault 5] A Aol A the W5 Y stel AL 54T

[}

ipaadmin_password H= IdM #2]# 432 AA .
[}

name W45 A4 59 259 o]Fo = A t(: secret_vault).
[}

Ao 2 WS A7 9 Bge] Al 2l
HTTP/webserveri.idm. example com)=z A& 3.

services = A3l 24

ol}l

Y 25 A= AT M AE A g

action & member = A3 ).

o] B2 HAA| oA @A =3 A Ansible =g o] & 3 Y}

- nhame: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:

- ipavault:
ipaadmin_password: Secret123
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name: secret_vault

service: HTTP/webserveri.idm.example.com
services:

- HTTP/webserver2.idm.example.com

- HTTP/webserver3.idm.example.com
action: member

7.
2 A F
8.
Sdo %2 Ay gk,

I $ ansible-playbook -v -i inventory.file add-services-to-an-asymmetric-vault.ymi
22.3. ANSIBLES AH8-3ld T 24 518 25l IDM A u] X x| A8l A 7

o] Ao A = IdM(Identity Management) 2] 217} 5ol AJu] 2o A AT 5= I =% Ansible &
o] 52 AL8-5t] Au| 2 2 T BHo AZRS AZE F A= WS RoF U ofel Aol A
AH8-A d Aol A #e A= Al AR 2§ PEM 51 2 secret_vault 2t v 214 58 230 AF
U o] ZA 3t A4 T Bl A HE S A A3E7] 8] A 27t Al 715 AHE-Eke] Q1SEloF §
Ut A4 59 23 de = IdM S2o|dEdA fAdS A = AdH5 U

A 27 A

[ ]
Ansible 71 E £ 2] 9] ansible-freeipa #7112 & AX I FU} o] = A2e] dA & Ay 3=
S2EQUr}.
[ ]
IdM #2)2 9352 <3 I
[ ]
Au| 2 A8 S AZT A A4 T8 23S AAAEFUY
[ ]

AlZ8& Ansible AEEZ 89 22 2 A FH Y }(o: /usr/share/doc/ansible-
freeipa/playbooks/vault/private-key-to-an-externally-signed-certificate.pem ).

/usr/share/doc/ansible-freeipa/playbooks/vault ] 2 g 2] 2 o] 53 ).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
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227, ANSIBLES A}-8-5lo] IDM A H| 2 A4 59 2.2

)
>
Iy
)
2
oN
NE,
k)
{2

Ae) ALg: A E 2] o] gl 73-¢-(ol: inventory.file)E A4 g4t
I $ touch inventory.file

Adu e 9AUS A [ipaserver] A Ao AT IAM A E Hod . o & &
server.idm.example.com-& 743} =5 Ansibled] X A3l H 32 4= .

[ipaserver]
server.idm.example.com

data-archive-in-asymmetric-vault.yml Ansible =3 o] & 5}¢l o] BA}2.S w5t} o &
59 933 25U

I $ cp data-archive-in-asymmetric-vault.yml data-archive-in-asymmetric-vault-copy.yml

H 3 & 93l data-archive-in-asymmetric-vault-copy.yml 3¢ & v}

ipavault 2] A A A g5 M-S A5t LS FH 3

[}

ipaadmin_password W52 IdM &)z ¢ 2 A3 o
[}

name W42 74 59 289 o]0 7 A3 th(: secret_vault ).
[}

Az WEE A2 57 2] Al 2F A
HTTP/webserveri.idm.example.com )2 A2 3] t}.

I o] = "{{ lookup('file', 'private-key-to-an-externally-signed-certificate.pem’) |
b64encode }}" = A A3t} o]2 A 31 Ansibleo] IdM 4] ¥ 7} o}d Ansible 7 E £ 2] 9]
2 O e A9 715 ALt AL AT 5 dHh

action 45 member = A4 gt}

o] 3L AR oA o] 2A +H = Ansible Zg o] & A Y}
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- name: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:
- ipavault:
ipaadmin_password: Secret123
name: secret_vault
service: HTTP/webserveri.idm.example.com
in: "{{ lookup('file', 'private-key-to-an-externally-signed-certificate.pem’) |
b64encode }}"
action: member

7.
s A4FuU
8.
Zgo] e AT,

I $ ansible-playbook -v -i inventory.file data-archive-in-asymmetric-vault-copy.yml
22.4. ANSIBLE S A}1-&3}] IDM A u]2=2] A u]2 A|=8] 7328

o] Al o A = IdM(Identity Management) A}-8- 2} 7} Ansible Z g o] 52 A}-8&3}o] A u] 2 gj4l AH]|
2 A7 58 E5olA A S A st H S BolFUt ofdl Aatol A AFEE oAl A Edl ol &
< 23354 secret _vaultzlh= vt 24 58 239 A2 o] = PEM 79 -& 74319 Ansible
Wl Ex] Ao Jdd R E T2E XAH 99 ipaservers = A ZF o}

Au 2 710 S AHg-8ke] 1dMo] QAZ-315 791 718 AHE-Ste] A4 9 ®gol 2153t ansible-
freeipa 7} A X8 IdM Z 2ol A E oA Mu| 22 dAste] FA S ANT F AFUT

A 27 A

[ ]
Ansible 71 E £ 9] ansible-freeipa #|7]1A] & AX I FUh o] = A2e] dA & Ay 3=
S2EQUt}
[ ]
IdM &2z 455 4 JdFYTH
[ ]
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227%. ANSIBLES A}-8-3}o] IDM A 1]

[>

42 573

)
>
Iy
)
2
oN
NE,
k)

{2

_ﬁ,
i)
ol\
ol
o
o
=2
R
e
o
tz
rd
%
L
uf

Ansible A E Z 2] 9] private_key_file H ol A XA gt S| XA AMu| 2= (F T B8 A=A
S AAS = o AHEEH = 1 71E AR EFU

/usr/share/doc/ansible-freeipa/playbooks/vault ] 2 g 2] 2 o] 53 ).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

A€ xHg}: Wl 2] 9l o] gl 7 9-(4l: inventory.file)=S A A g o).

lipaserver] 21 Aol IdM A 4] & 4 o] gt}

[webservers] Ao A28 & AT Z2ES Ho . dE &
webserveri.idm.example.com, webserver2.idm.example.com 2
webserver3.idm.example.com ol o3t A]| =231-& A A3} == Ansibled] X A5l H O} 22
oly 5‘]—14 ];],

Had .

[ipaserver]
server.idm.example.com

[webservers]

webserveri.idm.example.com
webserver2.idm.example.com
webserver3.idm.example.com

retrieve-data-asymmetric-vault.yml Ansible = o] & 5} o] AL2S w5} o =
a3 Z2Eyo

et

kil

I $ cp retrieve-data-asymmetric-vault.yml retrieve-data-asymmetric-vault-copy.yml
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HF L 93] retrieve-data-asymmetric-vault-copy.yml 3 & JUt}.

ipavault 5] A Aol A the W5 Y stel AL 54T

[}

ipaadmin_password H 4= IdM #2124 432 A 3.
[}

name W& 27 T4 259 o] o2 AA g (o secret_vault ).
[}

Al = Mg A2 58 2o Al kel
HTTP/webserveri.idm.example.com )2 A4 3] t}.

private_key_file 55 Au| 2= A4 F9 23 A|ZRL AN 5= ° AHEHE A9 T

o 1= A4

out ¥ 4~E private-key-to-an-externally-signed-certificate.pem A] =23l (al: A &Y
te ) AAstel s IdM A o) 91X 2 24 o

action ¥ 4= member = A3 1},

o] Bl AA) dlAlo] DA 54 F Ansible S 0|5 s},

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: Secret123
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}"
out: private-key-to-an-externally-signed-certificate.pem
state: retrieved
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i)
o
rr
1
r
tllo
fje
)
-
Az
2
i
_\'l_‘
d
v
i)

IdM A 1] o] ] Ansible ZIEE 2] 9] dlog #US 7

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false
tasks:
[...]
- name: Retrieve data file
fetch:
src: private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: yes
mode: 0600

¢] Ansible A E Z | oA <l E2] 112 o] webservers A Ao 1} A webservers= 74
¥ private-key-to-an-externally-signed-certificate.pem 34 & A43= Zgo]jHd AL 5

7y o

- name: Send data file to webservers
become: no
gather_facts: no
hosts: webservers
tasks:
- name: Send data to webservers
copy:
src: private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tls/private/httpd.key

mode: 0444
9.
sHal & A4
10.
Zd o) Be APt

I $ ansible-playbook -v -i inventory.file retrieve-data-asymmetric-vault-copy.yml
22.5. ANSIBLES AHg-3to] &34 739 IDM MH| 2 247 v 25 A 33 A

o] A1 A o 4 = IdM(ldentity Management) 2] 27} A 8] 2 Q1 21 271 49 79 Ansible =g o]
58 OA] AHE-5te] Au| A A S B0 AZA AZARS HAT F A= EHES RoFYY O
o A 2] A }E] @ o A= webserver3.idm.example.com ol 4] A A E x| AR o] A YR T A AL
AZst= vl A A4 F9 259 717 S4EH AT 7 FU o) o] oAl A B Ak= v A AHE S
W ESo vES ARFSta IdM S 2 E 0 H|O| A A7 T B0 AR S A o ALS-5t=
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Ansible 0] %2 AAHE T T A3 A2 Al 1AM B2l s vl 242 27 2.2o) A A= L A}
|35} Al PEM 39 & #3513, oA <449 9 A 8] webserver3.idm.example.com o] A A|=Z81& 7
oA FES ANED HAL 2H D TS F AZE oA AP T

A 27 A

[ ]
Ansible 71 E £ 2] 9] ansible-freeipa #7121 & AX A FU} o] = Aae] dA & Ay 3=
S2EQUr}

MUl 2 A 2P S AZS R A T8 B

filo

AAAIAFU

349 old 715 A7) 98l 1dM S 2E ol 4 A3 F21 ] A H] X0 tj 3t A hitpd 7] &
AR AFU

Al httpd 7] = Ansible AE E ]9 24 =2 A 7Zg Y }(el: /usr/share/doc/ansible-

freeipa/playbooks/vault/private-key-to-an-externally-signed-certificate.pem ).

/usr/share/doc/ansible-freeipa/playbooks/vault o] 2 g 2] 2 o] 53 o).
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

[e]
Rl

=
i
)

tlo

Z YL A3 g TAEV} euEA JolHAERA FAg

[ipaserver] A A o] IdM A 1.

[webservers] A Ao A A2 S AT S2EQULL & &
webserveri.idm.example.com 2 webserver2.idm.example.com ¢ tjgt A]| 22 & A A
st== Ansibled] A A5 b3S dH AU

[ipaserver]
server.idm.example.com
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227%. ANSIBLES AH8-5to] IDM MU 2 A S 5 A2 A3 AF 2 4

[webservers]
webserveri.idm.example.com
webserver2.idm.example.com

A o A] webserver3.idm.example.com o] =49 ¢ A7} £35 o] I
A &2A AU

H 3 & 93] data-archive-in-asymmetric-vault-copy.yml 3¢ & g},

ipavault 5] A Aol A the W5 Y stel AL 54T

[}

ipaadmin_password H4-= IdM &2 # 432 A 3.
[}

name W& 27 54 259 o] o2 HA g h(: secret_vault ).
[}

M)z Mg A7 58 2o Al kel
HTTP/webserver.idm.example.com )2 4 A g},

W o] = "{{ lookup('file'), 'new-private-key-to-an-externally-signed-
certificate.pem’) | b64encode }}" = A3 ). o] 2 A 31H Ansibleo] IdM 4 ¥ 7} o} d
Ansible ZAE E2] 9] 24 tAE A /1< 71 & AHE5te] LS AAS 5 JFU

action 4= member & A A3},

o] Bl AA) dlAlo] DA 54 F Ansible S 013 s},

- hame: Tests
hosts: ipaserver
become: true
gather_facts: false

tasks:

- ipavault:
ipaadmin_password: Secret123
name: secret_vault
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service: HTTP/webserver.idm.example.com

in: "{{ lookup('file', 'new-private-key-to-an-externally-signed-certificate.pem’) |
b64encode }}"

action: member

5.
s A g
6.
Zao]%e Ay
I $ ansible-playbook -v -i inventory.file data-archive-in-asymmetric-vault-copy.yml
7.
AR S 93] retrieve-data-asymmetric-vault-copy.yml 319 & gt}
8.

ipavault 2] A Aol A the W5 kel AL 54Tk

[}
ipaadmin_password H4-= IdM &2 # 432 A 3.
[}
name W42 74 9 289 o]0 7 A3 th(: secret_vault ).
[}
Az WEE A2 57 2] Al 2F A
HTTP/webserveri.idm.example.com )2 A4 3]t}
[}
private_key_file 55 Au| 2= A4 F9 2& A1ZAL AN 5= d AHEHE A9 T
9 91X = AR P
[}
out ¥l 4=E new-private-key-to-an-externally-signed-certificate.pem A] =31 (o] : & A
o] YA ) A s & IdM A e o] 91X = Aok
[}

action 142 member & A A3},

o] Bl AA) dlAlo] DA 54 F Ansible S o] % s},

- name: Retrieve data from vault
hosts: ipaserver

260



1.

il
o
=

1 ¥
)
ih)
o\
ol
td
tlo
(i
o
2
Iy
piu)
2
o
NE,
oY,

227¢. ANSIBLES A}&-51<] IDM A]H]

become: no
gather_facts: false

tasks:
- name: Retrieve data from the service vault
ipavault:

ipaadmin_password: Secret123
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}
out: new-private-key-to-an-externally-signed-certificate.pem
state: retrieved

A

ftlo
fje
e}
L
e
2
W
)
L
L
fiu)

e

IdM X ¥ o] 5] Ansible ZAE E2]<] Hlo]H =Y S A A3}

- name: Retrieve data from vault
hosts: ipaserver

become: yes

gather_facts: false

tasks

- name Retrieve data file
fetch:
src: new-private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: yes
mode: 0600

9] Ansible AE Z & oA ul E2] 32 9] webservers A A 1} 5 webservers= 7 A

new-private-key-to-an-externally-signed-certificate.pem 3 & A43= Z g o] Ho] M A
F7Hd ok

- name: Send data file to webservers

become: yes

gather_facts: no

hosts: webservers

tasks:

- name: Send data to webservers

copy:

src: new-private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tis/private/httpd.key
mode: 0444
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12.

e

dlol 8¢ Ao,
I $ ansible-playbook -v -i inventory.file retrieve-data-asymmetric-vault-copy.yml

Ansible & 2185t IdM A4 S8 25 2 A8 A2 2 S o] & Wl o g ZHAl %
U] &2 /usr/share/doc/ansible-freeipa/ t] & g ] o] A& 7}°5 3+ README-vault.md

Markdown 3} < 3} /usr/ share/doc/ansible-freeipa/playbooks/vault/ t]g@l g gl = A= =
ERERE =L RS
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237%. ANSIBLE S A}-8-3}¢] IDMol] A H] 27} Q=A] o 5

23%. ANSIBLES A}-83}o] IDMol] AJH] 27} 9Ji=4] of 3 31l

R

AnS|bIe service 252 Al-&3514] IdM(Identity Management) &2 A1+= IdMol] 32-5-511] &7 IdMoa|
£ 54 Au27 QA A = dFUH. d S S0 service R ES AHE-5lo] 22 F
FUdh

=2 5P 4

2 428 A8 2] 1M efol A= i

Al A skar slF =7t e A5 AHE
l%qt} A8 & F=xshaA L.

[}

IdM Z 2} o] A E o] HTTP A 1] 27} IdMel] 9134 &<l gt}

- H

IdMo] opd Zato] 2 E o] IdMel] HTTP A H] 27} 914 3hel gt

DNS gl o] IdM Z&}lo]d Eo HTTP A H] 271 A =A] 32l g .

- H

IdMof 55381 4] 2o Q1547 A5 Sl A% AFA7 R S AEow 499
A AP A NG the S FEFAA Q.

IdM ] 2= = o] 913 A E AFA7F A=A el o

1AM 218 29} 2B A2 79 e s AT 5 QS 5 &3 A B Ul&
oo FrAUA Q.

o

o

= S2E 80| U2 7]19LS AASIEE 3] L.

o] Au]j29 7| L A =P =

1=

i\t’

&.

IdM A}Jlx}g} S 2~ E 4] Kerberos #
ue o Bz .

292 Mu| 2o 274 - UES 5§

Fch A @

1] 2] Kerberos 7] % ¥ o] 9l
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A 27 IdM Z & o] A Ed] QLER] st sl F Aul 27t A= A A5 o2 AAFU.

ARG G- e A 2.

IdM Za}o] 1 = o] IdMol] HTTP A u] 27} 914 Sl g o

23.1. ANSIBLE Z & o] &2 x}-835}o] IDMo] HTTP AJH] 27} 9l=x2] 8l

o] A Ao = Ansible =& o] 55 A5t IdM] HTTP X ¥ 71 1=A] sRlst= Wi S A
o}

A 27 A

[ ]
HTTP A 8] 22 32835 A 282 |dM Z o] A EQ}.

1AM #2) 4 95 7 Aok

2
1.
olwl & 2] 3-8 AA g oh(e: inventory.file:
I $ touch inventory.file
2.
inventory.file & & 1 [ipaserver] A A oA AT IdM A8 &S AUt o &5 &
server.idm.example.com2 -4 3l = £ Ansibleo] A A s8] ¥ 122 =)
[ipaserver]
server.idm.example.com
3.
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present.yml Ansible =
ol stole] BAR S whEUh o] & 51 o 2&Uh
$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present.yml
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-copy.yml
4.

AR S 93l /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-

copy.yml Ansible Z g o] & 34 -& g4y}
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237 ANSIBLES A}-8-8}¢] IDMo]| 48] 27} Q=] o3 3el

- name: Playbook to manage IPA service.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure service is present

- ipaservice:
ipaadmin_password: Secret123
name: HTTP/client.idm.example.com

5.
stol & 24 Foh
[ ]
ipaadmin_password ¥ <=0 g o] € IdM #2] 2 ¢+ 5 HAF .
[ ]
ipaservice 24 2] name W50l F ol @ dj & HTTP Au] 27} A3 <l IdM Z&}o]
E9] o] 2& WA
6.
stel e AAsta ER P
7.
Zd ol v 2 ANED 52 & A4 5= Ansible T o] 8-S APt
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-copy.yml
A 9A
1.
IdM #2] 2= IdM ) Ul 22213 o)
2.

ID -~ Mu|2=2 ol &gt}

HTTP/client.idm.example.com@IDM.EXAMPLE.COM ©] A 1] 2 E o] 1} <& 5™ Ansible =3 o] &
ol IdMol] A F & o % F7HHAFU -
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S R3T F JdFUT

IdM Q15 7] ol A HTTP A u] 2=9] QIFA & 83T + dFU T AT &S
certmongerE AH-8-3to] AH] 29 IdM 154 714 @719 A a AAE F=x34 A L.

23.2. ANSIBLE Z g 0] 22 A}-8-3}o] u]IDM Z2}o] A E o] ] IDMoll HTTP AJu] 27} 91i=4] 3ol

o] 2 M o] & Ansible Z#] 0] 32 A5t IdM Zeto] A E 7} obd T 2E oA IdMo] HTTP A1) 7}
Q=R stelsh wlol sl A3 ch IdMol] HTTP A8l 3715ke] IdMol] 52 E & b5 o,

A 27 A

[}
F2E0] HTTP Mu| 22 A A&t
[}
HTTP= 2A 3 3 2= |dM Zg}o] A E 7} ob Ut} =& Ansible Zd o] 22 A2 35}
IdMeoll HTTP A u] 27} Ql=A] &Rlste A& =4 A 2.
[}
IdM 322 ¢35 71 YT
[}
S 2E Y3l IPv6E A1L35l= 749 DNS A dlZ= == AAAA | Z=7F AU
A=}
1.
olwl & 2] 3-8 AA g oh(a: inventory.file:
I $ touch inventory.file
2.
inventory.file 2 € 7 [ipaserver] A A oA A& IdM A8 = Ao} o & Sof
server.idm.example.com2 A 3= 2 Ansibled] A a8 ¥ &< YH3F ).
[ipaserver]
server.idm.example.com
3.

/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-without-host-
check.yml Ansible Z#| o] 5 s} o] EAHE S whEUh o & 5W &3 25Ut

266


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index?lb_target=production#obtain-service-cert-with-certmonger_certmonger-for-issuing-renewing-service-certs
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index?lb_target=production#setting-up-a-single-instance-apache-http-server_restricting-an-application-to-trust-a-subset-of-certs
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index#ensuring-the-presence-of-an-http-service-in-idm-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible

)
ol\
L
=

2374 ANSIBLES AHg-to] IDMol| 4] 27} 917 o] 3 3]

check.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-
without-host-check-copy.yml

B AlH 7Y /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-without-host-

without-host-check-copy.yml & & o] H33}. ipa service 24 ol 4] ipaadmin_password

ool WHE BHUTh

—_

- name: Playbook to manage IPA service.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure service is present

- ipaservice:
ipaadmin_password: MyPassword123
name: HTTP/www2.example.com
skip_host_check: yes

HdS =3 dU

ipaadmin_password H+E IdM #2] A} a2 A 3o

name Y5 HTTP Ay 271 H3) FQ S2EQ] o] o= AR
A S AAGsta FE I
Sdlol & 9 2 M E ] 31U S A Y 5= Ansible ¥ o] 53 23 g

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-without-host-

check-copy.ymi

IdM #2] 22 IdM ) Ul 222013 o)
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ID -~ Mu|2=2 ol &gt}

o] A A ¥] 2 &= HTTP/client.idm.example.com@IDM.EXAMPLE.COM o] X A]gt}.

>
-

23.3. ANSIBLE PLAYBOOK-<- A}-&3t] DNS glo] IDM Z2o] A E o] HTTP AJu] 27} Qli=x] del

o] A4 = Ansible =) o] 52 A1-8-3t>] DNS f?}i"l = 1dM Zefo] A E oA HTTP A w7} 4
F5 7 QEA Folsts 9o g APt A e 2= IdM E 2 E 6] A 7153 DNS A &2 o]
$1.0.0] IPva t) Al IPVEE A8 3H 739 DNS AAAA 3 o] gtk 29Utk

A 27 A

[ ]
HTTP Au] 28 S 2Este Al 2"e [dMe] $25 0] 5t
[ ]
S 2E9° DNS A == DNS AAAA 9 Z=71 Q1S 5 AF5UT 28X god 5 2E 9] DNS
Al Z=71 Q= 7-¢ Ansible Z# 0] 55 A8t IdMol] HTTP A u] 271 Ql=A] <2l sl= A3}
Z g=4A 9.
[ ]
IdM #3212 &5 71 syt
Az
1.
olwl & 2] 518 AA g oh(a: inventory.file:
I $ touch inventory.file
2.

inventory.file & & 31 [ipaserver] A Ao X 42 IdM AW & F gt d &
server.idm.example.comS 43 == Ansibleo] XAl 3# A t}2S 438 gyc.

[ipaserver]
server.idm.example.com
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o
ol\
i)
=

2374 ANSIBLES AHg-to] IDMol| 4] 27} 917 o] 3 3]

/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-host-
force.yml Ansible Z#| o] & m}d o] BALE S vt o & 594 033 25Uk

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-host-
force.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-

host-force-copy.ymi

B Al 7Y /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-
host-force-copy.yml & o] A3 ). ipa service #<] o 4] ipaadmin_password 2 o] &

HeE FFyth

- name: Playbook to manage IPA service.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure service is present

- ipaservice:
ipaadmin_password: MyPassword123
name: HTTP/ihavenodns.info

force: yes
e Qg

ipaadmin_password ¥ 5-& IdM #2]#} 45 =2 AA 3.

o

name U5 HTTP Ay 27} 23] T2 s 2EQ o]lFo 7 AF

)
1
filo
)
oX
o
K
o
f
=
L
k)

DR

=

%)

il

glol &

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file

/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-host-force-

copy.yml

Ut.

Wl E2] eS8 XA 3= Ansible S @ o] 22 A3 3]},
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IdM 2] 22 IdM g Uldl] 22213t
ID > AU 22 o] .
ol A AH] £ E-=9] HTTP/client.idm.example.com@IDM.EXAMPLE.COM o] ZA] g4},
Apache HTTP A u]o]] TLS ¢} 53} = 5=7}35lo] Apache HTTP A u] ¢} B 2}-9-% Zao|dE
2ol AL nEd 5 AU

23.4. ANSIBLE PLAYBOOKS A}-831o] IDM A 1] 2 3o 9|5 A @ Q=] 7} Ql=A] gl

o] A 4] 4= ansible-freeipa A ] = 252 ALgato] 93 CA(Q1S 7)ol LF & AS5A 7}
HTTP Aju] o] IdM 5o ¢l o] QA SHelais W2 A9t IdM CAZL 244 A28 A%
A2 A3 7% 1dM CA7} obd 9] CAdA A & HTTP AjH] 29] Q154 & B§ahe R o] 53]
@Y

A 27 A

[}
S2E HTTP Au] 22 A X34

HTTP A u] =2 IdMel S 2351t
IdM #2) 4 95 7 Yo

ZA 7 HTTP Au) 229] FAlof sl gahs 915 A9 Q1547 941t

olul & 2] 518 AA g oh(a: inventory.file:

I $ touch inventory.file
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237. ANSIBLES A}-8-3}o] IDMo]| A1) 27} Q=] of 2 3ol

inventory.file 2 € 7 [ipaserver] A A oA A4 g IdM A8 = Ao g} o & Sof
server.idm.example.com2 -4 3l = £ Ansibleo] XA slg] ¥ 22 =)

[ipaserver]
server.idm.example.com

/usr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-
present.yml 5191 o] B AL S vhEUtt o & SW 03 2

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-
present.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
certificate-present-copy.yml

4,
A Abg: Q1Z A 7F PEMRQ A0 85 43t W 2) §49 4% CL(F A Z AR slo]2)2
8 0 47 Al @+ Y= AZAS DER(ZF A9 75) 3402 A

I $ openssl x509 -outform der -in cert1.pem -out certi.der

base6d §H < AHg-ste] DER Q¢ X& F8 o2 Uxgduch w0 §4L AHgatel 7

B2 v s g.

$ base64 cert1.der -w0
MIIC/zCCAeegAwlBAgIUV740+4kXeg2104vxfRRtydm...

AFHE

kel

oM 2gnc 2 BAh

/usr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-present-
copy.yml 3t & do] Y8 A3t wU T

- name: Service certificate present.
hosts: ipaserver
become: true
gather_facts: false

tasks:
# Ensure service certificate is present
- ipaservice:
ipaadmin_password: MyPassword123
name: HTTP/www.example.com
certificate: |
- MIICBjCCAW8CFHNnm32VcXaUDGfEGADL,/...
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[...]
action: member
state: present

8.
¢ QP
[}
AZA WG5S AHEsho] o3 AZFA S CLIo|A BAM AF M 2 upFUh AR o]
2 "|" sto] = F27} QA& certificate: MGE AHE sk ¢ 3 S0 4 FH5HA &3 AFA
THIS WAYS g2 e 5 gsuth o 37 aha 154 S o 44 92 & A&yt
[}
ipaadmin_password ¥ <o g o€ IdM #2] 2 ¢+5 5 WA F .
[}
name ¥ 5=0| A] 7 o] @ HTTP AJu] 27} 218 Z<1 IdM Z o] A E 9] o] &2 W7 T
c}.
[}
718 #d WEs MR PG
o.
stel e AAsta E P
10.
Zdol % 7 P AMED 3L A4 5H Ansible o] 2L APt
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-present-
copy.yml
s 2
1.
IdM #2] 2= IdM §) Ul 22213 .
2.
ID - AH| A2 o] F3 .
3.
M =2 F714 Q15 A (o : HTTP/client.idm.example.com )& A}-&3}o] Au| X o] 5 & S9YH
Yt

272



237 ANSIBLES A}-8-8}¢] IDMo]| 48] 27} Q=] o3 3el

QL 2% 9= Service Certificate(AH] 2 JAFA] ) A A A A =2 F714E JAFJAE & F AH5UH.

23.5. ANSIBLE Z g o] 322 A} 835l IDM A& A}, 18, S 2E &

719S A8 E + A5 d-

fr
fot
[>
m
N
ol
tilo
>
oo
o
£
X
=z
[>
{o

=

keytab Kerberos 3|9 ¢t 5.5H9l 719] 42 E@sH: HAYUth 79 st Aux oz Avr o
2E sl A48 G5 AR 435 48 glolw Kerbeross AHg-sto] 229
FYES e o ASHUT 28 e 2APES AL A4 FHL Agate] 94 Al 2] 439
el oAl 28 5 Q&

IdM(ldentity Management) &2 2= o2 AFEA71 IdMo| A A 3 =] = A v] 2o |3t 7] 58-S A A5}
A s F AFUT 54 AHEAS AFEA 250l 719 S B A= 5851 IdM A2 A 45 5
oA B AU A E AL T F AFUS o] AY S B A RAQ A 2" A& ATy

o] AMAAE EA IdM AL &R}, AL A 18, S2E U SAE I82 3] IdM S o] A EA] A3
5= HTTP A u| 20 i3 719 & A st WS A gy o 53] user01 IdM AH-&-217} client.
idm.example.com o] 2}:= IdM ZE}o| A E oA A == HTTP A v] 29 dgt 7| S B s= WS
Ao

A 27 A

[}
IdM 322 5 5 43 JdEH T
[}
Ansible 71 E £ 2] 9 ansible-freeipa 371X & A x| & }.
[}
HTTP 4] 22 IdMd] 5= 54t
[}
HTTP Au] 28 5293 Al 282 [dM 2ol A=Yt
[}
W AT 5 AES 5852 IdM AL A D AFEA 252 IdMo] 51t
[}
AW AL 5 =S S8 ldM 528 2 526 252 [dMI Y5
=B
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olwl & 2] 3-8 AA g oh(a: inventory.file:

I $ touch inventory.file

i

o]

inventory.file & & ¥ [ipaserver] A A oA A IdM A v = AU o =
server.idm.example.comg 14 3l = £ Ansibleo] A A slg]¥A 122 =)

[ipaserver]
server.idm.example.com

/usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_create_keytab-present.yml Ansible Z 3| o] & 5} o] BALR S vty oS 4 ¢
=34 ZsUd

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_create_keytab-present.yml /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-allow_create_keytab-present-copy.yml

H RS 93] /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_create_keytab-present-copy.yml Ansible =g o] & 5128 JUt}.

o
oo
tilo
‘E
o
9
&
%
e
tilo
N
o2
b
L
v

ipaadmin_password H ol 8 € IdM 2] 2 ¢ o

HTTP x| u] 271 A8 521 IdM S| A E Q] o] 3t @A oA A=
HTTP/client.idm.example.com¢] 4 t}.

allow_create_keytab_user: 2] A o] U< A IdM A}&-#}2] o] 54Ut AA oA A=
user01 Yyo.

allow_create_keytab_group: A A o] YE & IdM A8# 259 o] 54U

allow_create_keytab_host: A /H o) Y& € IdM S~ E 9] o] 59 Yt}.
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i)
=

—_

23%. ANSIBLE-2 A}-8-514] IDMo]| A 8] 27} Q=] o 1 3}el

i

allow_create_keytab_hostgroup: Ao g€ & IdM &2 E 1579 o] 59Ut

tasks 4] 1 2] name ol A A G g A 2 o] FdU T

QA AA ] A TR F HAME AL L2 g5 AE5Ug.

flo

- name: Service member allow_create_keytab present
hosts: ipaserver
become: true

tasks:
- name: Service HTTP/client.idm.example.com members allow_create_keytab present
for user01
ipaservice:
ipaadmin_password: Secret123
name: HTTP/client.idm.example.com
allow_create_keytab_user:
- user01
action: member

)

slol o
==

2

g

il

glol &

%)

9 @ AW ez % e A4 sl Ansible Zao]% & A

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_create_keytab-present-copy.yml

EA HTTP A v] 29 O g keytabS A J & Agto] = 1AM AHg-2= |dM A #] o]l SSH A2
2 a9t

$ ssh user01@server.idm.example.com
Password:

ipa-getkeytab ™ 2 2 A}-8-3}o] HTTP 4] v] 2] )& A keytab3 A4 3t}

$ ipa-getkeytab -s server.idm.example.com -p HTTP/client.idm.example.com -k
/etc/httpd/conf/krb5.keytab
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s FA2 7] 95 A4 E KDC(7] vl £ A E) A& A3 Foh.

pede A4sEE FAE AR,

g o] O {F7F AR ko™ user01 = HTTP/client.idm.example.com 2] 7|9} & A F & o 2 A A

23.6. ANSIBLE Z o] 822 A} 23] IDM A} & A}, 18, $2AE B S 2AE 152 53 Au|29] 7|9

AM 7bs

keytab2 Kerberos 54| ¢} ¢t23td 719 & st FLAUT 719 9L 2 At o= =

2E o] 38 43 Al 43 A glols *EL%‘EE Kerberos= A5 0 2 A3 &+ AL=F

e d Al g YUY 28 g8 2P EV} AL AF 2L A1L5e 97 A 2" AZE 5ol A
A= 5 dFU

IdM #2] A= T& AHSA7E IdMl A A3 == Au] 2o i 7192 A sk7A Y s 5 syt

ol AANME 54 IdM AHEAL, ALE A 15, E2E B S2E I§S 53 IdM 2o A e A A3
= HTTP A 29] 7|08 A A 8= WS A8t 53] user01 IdM A1-8-#17}
client.idm.example.com o] 4] 23] 5= HTTP A 4] 22] keytab2 A3 = A== 3= i S AHg
Yt

A 27 A

[ ]
IdM #H2) 2} 5 & 2 Sl th

Ansible 71 E £ 2] 9] ansible-freeipa 3| 71X & A x| 3 &},

HTTP A1) 2 IdMoll 52 3¢ ot

79e A E 1AM AL A 2 ALEAE 152 IdMel 9141 o
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237%. ANSIBLEZ A}-£-3}9] IDMo]]| A H] A7} Q=X o1

RS AN 5 AES 585 M S2E 9 52E 252 IdMel] AU th

Adu e IS AA () : inventory.file:

I $ touch inventory.file

et

inventory.file & & ¥ [ipaserver] A A oA AT IdM A 8] ZE AUt o & 59
o

server.idm.example.comg 74 5l = £ Ansibleo] A Al3ta ¥ &< 4A .

[ipaserver]
server.idm.example.com

/usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retmasterve_keytab-present.yml Ansible = #|o] & 52 o] HALE S ultf U o2 &
| the 2y

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retrieve_keytab-present.yml /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-allow_retrieve_keytab-present-copy.yml

AFE 93] EA1¥ 32 /usr/share/doc/ansible-freeipa/playbooks/service/service-
member-allow_retmasterve_keytab-present-copy.yml & g1 t}.

)
e
tlo
B
o
&
L
v

ipaadmin_password H= IdM #2] # 432 AA .

ipaservice 2%} ©] name W5 HTTP A 29 FA 2 A o) @A dA| oA =
HTTP/client.idm.example.com¢] 4 t}.

allow_retmasterve_keytab_group: A A o A IdM A}-&-2}-9] o] & A ATl A
o)) A o] 4] = user01 Y Y t}.

5
o

[}

i
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[}
allow_retmasterve_keytab_group: 2 Ao A IdM A}&2} 1259 o] & A AT .
[}
allow_retmasterve_keytab_group: A A oA IdM 2~ E 9] o] 58 XA ).
[}
allow_retmasterve_keytab_group: A Ao A IdM &2~ E 1/ 9] o] 2 A AT .
[}
tasks A /3 o X name W5 AHg-3t] Z¢] o5& A F
AA A 2A FFF F BAR AL g e
- nhame: Service member allow_retrieve_keytab present
hosts: ipaserver
become: true
tasks:
- name: Service HTTP/client.idm.example.com members allow_retrieve_keytab
present for user01
ipaservice:
ipaadmin_password: Secret123
name: HTTP/client.idm.example.com
allow_retrieve_keytab_user:
- user01
action: member
6.
st g Ao
7.
Sdlol & 9 2 M E 31U S A Y 5= Ansible ¥ o] 55 3P g
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retrieve_keytab-present-copy.ymi
AS5 @A

—_

HTTP A 8] 2 9] keytab3 A& Agto] A= IdM ALE-A= IdM A v o] SSHZ 2 ).

$ ssh user01@server.idm.example.com
Password:
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2.
ipa-getkeytab 3% S -r -4 3 37 AL&-sle] keytabS A o).

$ ipa-getkeytab -r -s server.idm.example.com -p HTTP/client.idm.example.com -k
/etc/httpd/conf/krb5.keytab

92 A3 KDC(7] vl E A E) A2 24 o).

5

%o

flo

s ZAL 7]

gL AMT A FAE AQ I

=4

k342 A48 718 3712 keytab 34 S AF gyt o] Q= B+ AU

o] @ F7I A 3}A] ko user01 = HTTP/client.idm.example.com €] 7|9 & A F & o= B

3o
Ty of

23.7. ANSIBLE PLAYBOOK=2- A}-8-5}9o] A u]22] KERBEROS 7] @ o] 9l =X] 321

AR A} 2 oA & IdM &2 A7} Kerberos FA 842 A1-g-8to] IdM AHg-7}, &2
FUoh o8 & Alve] @ =t 3 2EU T

= Kerberos s =@ FA| o] H o) Q123 5 QL= 3= Ao] =

AHE A ol g0l MAHUA T AL A o A B A ALE R} o] 5 I AFgato] A 2dlo] =

2% % glojol g

A% T2 Aol E ALERHE ol

IdM Kerberos § & o] o]uj| & w2l
s oF gy

o] Al {4 & client.idm.example .comol| 4] A3 =] = HTTP ] u] 2] o3
HTTP/mycompany.idm.example.com ¢] 3¢ W3S A A s= PSS APyt

A 27 A

IdM 2] 7} 5.2 23 AU,

Ansible 71 E £ 2] 9] ansible-freeipa 371X & A x| &5 }.
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[ ]

S2Eo HTTP Aul 22 43 A5t
[ ]

HTTP A1) 2 IdMol 5= 3¢ ot
[ ]

HTTPS 44§ 3 2EE IdM Zalo] A E Yt}

43
1.
olvl ] ud -2 At : inventory.file:
I $ touch inventory.file
2.
inventory.file & <1 [ipaserver] A Ao FAE IdM A H = Z o F ). o & Eof
server.idm.example.comg 74 5l = £ Ansibleo] ZAl5ta ¥ &< 4HA o).
[ipaserver]
server.idm.example.com
3.
/usr/share/doc/ansible-freeipa/playbooks/service/service-member-principal-
present.yml Ansible Z#o] & s9lo] BA RS BE UG o & 59 B2 2.
$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-principal-
present.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
principal-present-copy.yml
4,
HA S 93] /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
principal-present-copy.yml Ansible Z 3 o] 2 5122 ¢t}
5.
&g WAse e 23U
[}
ipaadmin_password ¥ o] X A IdM &2 2} s 4.
[}

name W50 4| 4178 & Al 9] o] FYUITh o] = Al 0] F 4 T4 ol B YUTh A

A ol A o] 4] = HTTP/client.idm.example.com ¢ t}.
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23%. ANSIBLES AL-8-51o] IDMo]] A 8] 27} QL =A] of K 2l

principal ¥ =0 A XA 3t Kerberos A ¥ 3 4t} name U2 A 9] 3 A u] 20
F7tatE = ¥ A YUt} AR o Ao 4] = host/mycompany.idm.example.com ¢ 1 t}.

tasks A 4 o] name W $=o| A A3 Z¢ 2] o] =AU},

QA AA ] A FAR F HAME AL L2 g5 AE5Ug.

flo

- hame: Service member principal present
hosts: ipaserver
become: true

tasks:
- name: Service HTTP/client.idm.example.com member principals
host/mycompany.idm.exmaple.com present
ipaservice:

ipaadmin_password: Secret123

name: HTTP/client.idm.example.com

principal:

- host/mycompany.idm.example.com
action: member

)

jlol o
==

2

2o

il

glol &

%)

d 9wz 1Y-g XA 5= Ansible T8 o] 52 A3y 3.

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-member-principal-present-

copy.yml

SHlol RS 23Pstd 0] @2 5 AL 07 9] Ao g &}fo] A =H HTTP
/client.idm.example.com A 8] 2] T} ¢} host/mycompany.idm.example.com Kerberos A}-8-2}7} A
FH o= AAHAF U

Kerberos 54| "33 o] i & A& &2 AHEAH, &2 E gl A ] 29 o gk Kerberos 4|
B A E A L.

23.8. ANSIBLE Z & o] &2 x}835}o] IDMol] HTTP Al 8] 27} Q1] 8l
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o]

A Mo A= MO A A ] 2= 552 254 3ol osl A3tk nrp 74402 = Ansible

Z g o] 52 A1-&-31o] IdMe]l HTTP /client.idm.example.como] 2= HTTP A1 7} Q1 E=4] 82l st= iy
S A9

A

282

27 A}
[}
IdM 2] 2} 9t 7} Qo
1.
olwl & 2] 512 AA ol inventory.file:
I $ touch inventory.file
2.
inventory.file & &€ ¥ [ipaserver] A A oA AT IdM A 8] E AU o & 59
server.idm.example.com2 14 3l = £ Ansibleo] A A s8] 122 =)
[ipaserver]
server.idm.example.com
3.
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent.yml Ansible = d] o]
3 sjelo] BALR S wiEUh o2 59 o33 2& U
$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent.yml
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent-copy.yml
4,
HA S 93] /usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent-
copy.yml Ansible Z#l o] 5 34 -& Y}
5.
&g WA e 29
[}
ipaadmin_password Y42 o] H IdM &2 2} 54Ut
[}

ipaservice 9] ©] name 1W4=0] 7 2] & HTTP A1) 29| Kerberos 5 911t

o2 24U

flo

@A) Aol 2 FA S F A



237. ANSIBLES A}-8-3}o] IDMo]| A1) 27} Q=] of 2 3ol

- name: Playbook to manage IPA service.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure service is absent

- ipaservice:
ipaadmin_password: Secret123
name: HTTP/client.idm.example.com
state: absent

6.
Hd e Agan FEFUD
7.
Z@ol % 9l @ AW ED AL XY 5 Ansible T3 o) 5 2P
$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent-copy.yml
A 9A
1.
IdM #2] 2= IdM 1 Ulell 22213 o).
2.

ID -~ Mu]2=2 ol &gt}

A 8] 2 H-= o HTTP/client.idm.example.com@IDM.EXAMPLE.COM A ¥] 27} 3L A & %] ¢t o & |dM

— 1

o LA Shelalof gtk

/usr/share/doc/ansible-freeipa/ t] 2 g 2] o] 21+= README-service.md Markdown 3} < oj]
A 7hs gt g 552 235 IdMol| A B] 271 9 =A] A E Ansible o] 5 & = JdHFU

=8

/usr/share/doc/ansible-freeipa/playbooks/config t] @ € ] o] A IdMel] A 8] =7} =X &
Q3= A& Ansible Z# 0] 58 213 + AFY
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247F. ANSIBLE = o] 5 2 A}-2 3}o] IDMol| A] == DNS 74 2z

Red Hat Ansible Engine dnsconfig = 5% A}-&3}A IdM(ldentity Management) DNSeoll i 3 22
H e AT = AdFUY. F 2 DNS Ao Hojd A48 2 IdM DNS A vjo] Fg&dUg. 1
E—]L]—-j-im 742 573 IdMDNS 999 +4xro ¢4 &=9471 Y5y

229 A2 A only, first = none. o] 213 3 2] DNS A2 A F o] )3 A4 3 g
IdM<e] DNS A2 4 3 S F=x34 A L.

A 27 AR

[ ]
DNS A 8] 2= IdM Aujo) x5 o] YdHFUth 53 DNSE IdM A= A x| sl= vhy o of
g AA G Y &S O3 B2 F s FxsA L.

IdM A v] 2 X]: 53 DNS, FE CA=Z

oft

3 CA =3

IdM A 5] 4 %]: 53 DNS, ¢]% CA7} 2E CAZ ¥ 3

IdM A 5] 2 =]: CA glo] &3 DNS A8

o] ol The A4 o] TgH o] A5 T

IdM< 53 NetworkManagerol 4] /etc/resolv.confe] 22 A A= A AR L= iy
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247, ANSIBLE =g o] 52 A18-3}¢9] IDMI|A] S =2 DNS 4 #=

Ansible& A}8-3}4 IdMel] DNS 2 =% A g7} 9l =] 321

AnsibleS A}£ 3} IdMo]] DNS 2 2% Agx}7} 94| 8ol

IdMe] DNS A2 7 = 47}

Ansible Zd o] 22 A1 83}o] IIMDNS 224 Ao AG A HA A o] AAHJ =X &
AT,

Ansible Zd o] 5-& AHg-3te] 229 A D7t IdAM DNSol A v &4 st A=A 13

Ansible & 0] -2 AHg-3to] IdM DNSoI A 38 2 93a 23] 9o o] F715p7k vy
st 9 S gyh

24.1. IDM-S- 53l NETWORKMANAGERU©I 4] /ETC/RESOLV.CONF<2] 221 HAGA& A| AR &=
i

53 DNS= IdM(ldentity Management)2 4 %] 511 127.0.0.1 localhost 4 & 7127 =5
/etc/resolv.conf 3} & A 3.

# Generated by NetworkManager
search idm.example.com
nameserver 127.0.0.1

DHCP( Dynamic Host Configuration Protocol) & A}-8-3l= U E9 A9} 4 54 37 oA
NetworkManager 48] 2= /etc/resolv.conf 3} o] M7 A1 S H = 5 ,51’*141:}. DNS 7+ & 9+
Aoz wr57] 918 IdM DNS A %] =2 A A= o33 242 2] © 2 NetworkManager A v =& A%
Yrh.

DNS 4% 239 EE 74 <A % DNS AH] 522 zlojate
/etc/NetworkManager/conf.d/zzz-ipa.conf NetworkManager -4 39S A A o).

# auto-generated by IPA installer
[main]
dns=default

[global-dns]
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searches=$DOMAIN

[global-dns-domain-*]
servers=127.0.0.1

NetworkManager A u] 27} ThA] 2 =g U}, o] Au| 2 4 fetc/
NetworkManager/conf.d/ ol &l €] 2] o]] Q= vhx] ot 5} o] A %2 L83k} fetciresolv.conf
el g w5t} o] A ¢ zzz-ipa.conf 5+ ¢ t}.

/etc/resolv.conf A L FE 0 7 A 3R] uliA Q.

24.2. ANSIBLES A}&3to] IDMo] DNS 223 Agz}7} Q=4 3el

o] A A o] A] = IdM(Identity Management) 2] 3} 71 Ansible = o] 22 A}-8-3}¢] IdMo] DNS 2=

H A7 A=A G5k B dis] A8 ot A A oA IdM Fe] A= IP(IEU =5
EZ)VAFA7F7.7°] 3 IP v6 34 2001:db8::1:0 ol DNS =% A 2217} DNS A v]d] Q=X <213}
U X E 53 9.

A 87 A

[ ]
Ansible A EZ 2 9] ansible-freeipa #| 7] x| & A X FUt}. ol AR} DA S AJPF
SI2EQUt

e

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 t}.

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

HEE] 3dS I3 AT IdM A 8] 71 [ipaserver] A Ao vd s o] A=A g1 .
01]% %01 server.idm.example.comS 43 == Ansibleo] XAl 3#] A o122 438 Fyc}.

oo ot

[ipaserver]
server.idm.example.com
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247¢. ANSIBLE Zd o] 5-& A1-8-51¢] IDMo|A] 22 DNS +4 #=&

e

forwarders-absent.yml Ansible Z o] & 3w o] AR S vtEUt) o =

t}.

W ohe 3 2o

I $ cp forwarders-absent.yml ensure-presence-of-a-global-forwarder.ymi

HF & 93l ensure-presence-of-a-global-forwarder.yml ¥ & ).

Z g ol 5 2 name HSE ZY ol H o2 W75te IdM DNSol 2249 A2A7F A=A
3 gy .

ipadnsconfig <] forwarders A /Ao A 32 3 F o).
A WA ip_address tS 2= A2 A9 IPv4 4= W7o 7.7.9.9.

T WA ip_address 32 29 A2zt IPv6 F42 AT Y.
2001:db8::1:0.

port gto] 53 .= A o] YUE=A FAF T

A £ present = WA

o] Bl AA) dlAlo] DAl 54 F Ansible S0l % w1},

- name: Playbook to ensure the presence of a global forwarder in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0

287



Red Hat Enterprise Linux 8 Ansible2- A}-8-3} & Identity Management 4 X] 9 #3]

on port 53
ipadnsconfig:
forwarders:
- ip_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53
state: present

)

o]
ds A%

9

U,

/usr/share/doc/ansible -freeipa/ t] @ g] 2] o]l ] A}-&-3 5= Al% README -dnsconfig.md
Markdown 3} o] 4] ansible -freeipa ipadnsconfig & &9l Z Ansible Z o] &5-& 39l
g g dFUY. Y= ipadnsconfig W+ Aol = £ 3]

: ;
39 o
1:])'
L
o

24.3. ANSIBLES A}£3to] IDMol] DNS 223 Agzt7}t Q1= 3hel

o] Al A A= IdM(Identity Management) ##2] Z} 7} Ansible =) o] 22 A}1-8-3lo] IdMe]] DNS 2=
A AgA7 QLEA elste WS Agg ofd oA Al A IdM A2 A= IPQIEY T2 EX)
v4 34 8.8.6.6 2 IP v6 34 2001:4860:4860::8800 2] DNS = =9 A z}7} §E=X] 23 r}.

A 27 A

Ansible Z1 E £ 2] 9] ansible-freeipa 371X & A XA HFU ). o] = AXx}2] THA

£ Aagste
I2EQQUY.

IdM #2) 2} 5 & 2 Sl th

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
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247, ANSIBLE =g o] 52 A18-3}¢9] IDMI|A] S =2 DNS 4 #=

e sdS I3 742 IdM A 7} [ipaserver] Ao Y H o] =4 FAgY .
01]% %01 server.idm.example.comS A3 == Ansibleo] XAl 3# A o122 48 gy}

[ipaserver]
server.idm.example.com

forwarders-absent.yml Ansible Z o] 5 5} o] AR S wtEUL ol &

o}

il

W ohe s 2o

I $ cp forwarders-absent.yml ensure-absence-of-a-global-forwarder.yml

HF S 93l ensure-absence-of-a-global-forwarder.yml 3} & g}

Eo] 59| name WE Fd o] %02 WA ste] IdMDNSoIA 228 ADA7} gl
o

tasks A A o)A DNS 229 A2x71 QlEA 2lsta LE 539
2001:4860:4860::8800 © = =}¢] o] &< WAL}

ipadnsconfig <] forwarders A /Ao A 32 F3J F o).
A HA ip_address 3tS Z2 A2z 9] IPv4 F42 W73} 8.8.6.6.
T+ WA ip_address 7S 29 A4z IPv6 422 WA T
2001:4860:4860::8800.
iii.

port zko] 53 0 = A o] A AT

Ae] 7} absent 2 A A H o] Y=X] 3olg}.

o] a1 @A clAo] WAl 547 Ansible Za o] 3 5 Lo},
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- name: Playbook to ensure the absence of a global forwarder in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
state: absent

)

A A%

9

U,

/usr/share/doc/ansible -freeipa/ ] & € 2] o] 4] A}-& f?e 4 9= README-dnsconfig.md
Markdown 3} 2! o] ] ansible -freeipa ipadnsconfig ¥ 59l o] g 4= Ansible =) o] &2 3¢l
3 5 d&Uth 3o = ipadnsconfig Bl Aol x £ 3HE o] Al%b]l:}

24.4. IDMe] DNS A& 3 =)

I[dM2 3 A 9 35 BIND d2 4 A3} none IdME2 A2 F3-& A Ayt

g A (7]E5)

IdM BIND A1) == DNS A2l £ 748 A9a= Aggh A o5 Bt A7 242 29
727t 254 BIND= ?151‘1"“"1 AW & ALE-ste] A AR &4 o= giA g o). forward first 3
32 712 g Aoln DNS =aj= & H 2 shali= o] 2 gHarch.

ro =2 qk

He

IdM BIND A]v] 2= DNS H 3 & 7AHE AG Z]-
#2171 A5l 51w BINDo| A Zafo]AEd] ©
o] AFRU.

e (de 5 &y39))
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247¢. ANSIBLE Zd o] 5-& A1-8-51¢] IDMo|A] 22 DNS +4 #=&

DNS 2] = none A& g3 0. Ad s 4uch Ad v @A A9 2
A SN H T §-§FLTh o] #4S BIND AN A vlo] Y= AgA Z22 <4
IdM] Y of.

Fx

Ae ALg-3to] IdMe] Hlo] el thE DNS Al el dlolel st Age & fleUich IdM
DNSeIA 712 9] 57 59 Fojol e A= @t A2 + YFUrh

7124 0% 7129 DNS o] 5o IdM A m o] Ago] = Folo] Sat= 45 BIND A
2t the AUl A2 S AgeA @Uth ol # § Aol A A2l H DNS o] 52 IdM
dlo]Ejul o] 20 4] 2L 5 Q1 A5 NXDOMAIN $-go] wratguch dge A8 H A &
Ut

o 24.1. A L o

IdM A] v} o] = test.exampleoi] 3t A3to] A< th. DNS <. BIND:= 192.0.2.254 IP =42 A}
g3lo] DNS A= A2l & Aal s FAEUT.

ZolAEV EA51A] gk+=.test.exampledl] dl3t F2]E ¥ w. DNS o] 5 BIND= IdM A v 7}
test.example. G o] tjal Agto] AL A3 192.0.2.254. Hu] = A2 S ALeA a5y
A& o 2 DNS S0l E= NXDomain Q7 WA X & F4131e] F2ld =uQlo] g2 ALgAF
A &P}

24.5. ANSIBLE o] -2 A}8-5to] IDMDNS 229 740] A2 3 Wi A o] 4= A=A Salg
Ut

o] A M)A IdM(Identity Management) ##2] 27} Ansible =3 o] &2 A}-8-3lo] IdM DNS2] 2=
HAG AF o] AR AEH =S A st= el dis) Ayt

Ag 3 vA DNS 42 B34S ALg-ahe 29 DNS Aelrl 748 AgA= dggych A 95 &
A7 232 A8 A2z A5 5hA BINDE Qe dlol A Al S Abg-ste] AA sl 4o = oA g ch
forward first 332 713 gAY Utk =ei9 A= shol] 2 gguch

A 27 A

[ ]
A2 A st 2 EQ Ansible 71 EE 29 ansible-freeipa | 7] A & A X A&} &
F U] &2 ansible-freeipa 3 7] X A X & F=314A 9.

ol

Al

¢
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IdM 370l = 532 DNS A u 7} £33 5o JFYt.

A3
/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] &l g 2] 2 o] 53 o).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

X

Wl Eg] 9AdS 9w AT IdM A B 7} [ipaserver] A A4 1} =] o] 2l 3ol
il

M"E —
d] £ o] server.idm.example.com2 743 == Ansibleo] R A58 32 4=

.
U,

=g

[ipaserver]
server.idm.example.com

set-configuration.yml Ansible Z | ¢] 5 3} o] ALES vtz o &
o}

i

W ohe s 2o

I $ cp set-configuration.yml set-forward-policy-to-first.ymi
AL 93] set-forward-policy-to-first.yml 512 & gt}
ipadnsconfig 2y A Ao A b3 HFE AP st A S =4 F U
ipaadmin_password {2 IdM #2# 432 AA .

forward_policy -2 WA 2 A3

AE ZFolHo & RE J S AAA o] gl BE AL AT o]= @A <A
s A 9 Ansible =3 o] & 2} ¢t}

I - name: Playbook to set global forwarding policy to first
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hosts: ipaserver
become: true

tasks:
- hame: Set global forwarding policy to first.
ipadnsconfig:
ipaadmin_password: Secret123
forward_policy: first

6.
sl g A g
7.
o) ne AR,

I $ ansible-playbook -v -i inventory.file set-forward-policy-to-first.yml

IdM DNSI A AH8- 7153 Ag A2 f3 ol th e 4413 g2 IdMe] DNS A2 4 22 3

ZsH A L.

ansible-freeipa ipadnsconfig 2 2 Al-83}:= A1 Z Ansible Z g o] 5-&
/usr/share/doc/ansible -freeipa/ t] @ €] 2] o] 3= README- dnsconfig.md Markdown 3} &
Fz34 A 2. v o= ipadnsconfig W= A o] = ¥3HE o] JdFUT

ipadnsconfig 2 £ A}8-3+= 41 = Ansible =3 o] &2 /usr/share/doc/ansible-
freeipa/playbooks/dnsconfig t] 2l €l 2] & =354 Al 2.

24.6. ANSIBLE &3 o] 5-& Al8-3te] 2= A 27} IDM DNSol| 4] v &4 st A=A & gy o

o] A A d 4] = IdM(ldentity Management) 2] 2} 7} Ansible =) o] 22 A}-£-3}o] IdM DNSol| A &
29 AgAst v 845 = WS A9 3o 8|84 5= forward_policy ¥4 none .2 A4 3}
o FP g}

Ao ALAZ v B4 shatw DNS A2 7t A2 s F5uh Ag v BYsts A9 22 749 99
8 A4 oo A 7§ FUth o] FA2 BIND 2N o] Y= ALA B52 AFste A3} 59T

IdMi Y t}.

A 27 A

Az} 3 2 E<9l Ansible A E =2 o] ansible-freeipa | 7] A& A XA HFU . &

]_

ol
fr

23

i
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Al g U 82 ansible-freeipa 3] 7] X] A X & x4 L.

[}
IdM #He) 4 s 2 g3 YU
[}
IdM 7 ol = 5 3H€ DNS A 71 23 o] U
4
1.
/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
2.
WEe] sdS 3 7442 IdM A8 7t [ipaserver] A A of v 5 o] 9l=4] 1@
01]% %01 server.idm.example.com2 74 3 == Ansibleo] A A 38 o3-S ¢4 .
[ipaserver]
server.idm.example.com
3.
disable-global-forwarders.yml Ansible = @) o] & 352 o] Al 2. S vty th o2 59 &
3} 24U
I $ cp disable-global-forwarders.yml disable-global-forwarders-copy.ymi
4,
H 7 & disable-global-forwarders-copy.yml 39 -2 gut}.
5.

ipadnsconfig 29 A1 o)A th& WS At HA S ZF i
ipaadmin_password H= IdM #2] # 432 AU

forward_policy 15-E none 2.2 A A3},
policy

ol= & A oAl tl g 54 = Ansible Zg o] & AP}

I - name: Playbook to disable global DNS forwarders
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247}, ANSIBLE 9| o] 5-& A}-8-3}¢] IDMd| 4] 2= DNS 4 &=

hosts: ipaserver
become: true

tasks:
- name: Disable global forwarders.
ipadnsconfig:
ipaadmin_password: Secret123
forward_policy: none

6.
e A4Fh
7.
Edo] %2 A gk,

I $ ansible-playbook -v -i inventory.file disable-global-forwarders-copy.yml

IdM DNSol A AL§- 7Hs @ A2 B2 {3 ol 3 AAI S 82 IdM2] DNS A2 Z 25 3

=414 2.

ansible-freeipa ipadnsconfig 2 2 Al-83}:= A1 Z Ansible Z g o] 5-&
/usr/share/doc/ansible -freeipa/ t] @ €] 2] o] 91 = README- dnsconfig.md Markdown 3} &
x84 Al 2. 9t o= ipadnsconfig W= F ol = ¥ 35 o] JHFUh

ipadnsconfig 2 £ A}8-3+= 41 = Ansible =3 o] &2 /usr/share/doc/ansible-
freeipa/playbooks/dnsconfig t] 2l €l 2] & =354 Al 2.

24.7. ANSIBLE % o] 32 AHg-5to] IDM DNSol 4l 3% 2 o g =3 99| 57157} w24 sts]

=4 FAF .

o] A A o] 4] = IdM(Identity Management) 2] 2} 71 Ansible Z | o] B2 A}-8-3}o] A usF @ oI upak
%3] 99 o] IdM DNS9A 5785 A] &= WHS AE P

A 27 A

[}
AAS APst= T 2EQ Ansible A E 22 9] ansible-freeipa 3| 71 X 2 A X A5t} &
F U] 82 ansible-freeipa 3] 712 A X2 Fx314]A L.

ol

Al

‘
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/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] & € 2] & o]

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

LA %‘ T4 1dM A B 7} [ipaserver]gﬂﬁon UdEo] g

l% %01 server.idm.example.com2 74 3l == Ansibleol] #] A] 3}

[ipaserver]
server.idm.example.com

disallow -reverse-sync.yml Ansible = o] & 32 o] A} S wbEU ) o S

2

I $ cp disallow-reverse-sync.yml disallow-reverse-sync-copy.ymi

AR S 935l disallow-reverse-sync-copy.yml 3-8 ¢1t}.

FHUS

%] kel

Al—“:—_‘_ 1
tee 9

U,
U,

oo ot

e

Lillsn s

ipadnsconfig 219 A Aol A] the W4 M ste] w2 =gk

ipaadmin_password W52 IdM &)z ¢ 2 A3 o

allow_sync_ptr #5455 no & A4 .

oli= @A oAl s A Ansible Z# o] & 3¢t}

- name: Playbook to disallow reverse record synchronization
hosts: ipaserver
become: true
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tasks:
- name: Disallow reverse record synchronization.
ipadnsconfig:

ipaadmin_password: Secret123
allow_sync_ptr: no

)

37 o]
ds AR

=

U,

il

ERERRL

o

Ut

I $ ansible-playbook -v -i inventory.file disallow-reverse-sync-copy.yml

ansible-freeipa ipadnsconfig = 52 A}83l+= A= Ansible Z g o] &&

LI = gL =1

/usr/share/doc/ansible -freeipa/ t] @ €] 2] o] 3= README- dnsconfig.md Markdown 3} g &
x4 Al 2. 9 ol = ipadnsconfig W+ F ol = £3HE o] JFU T

ipadnsconfig 2 £ A}83+= 41 = Ansible =3 o] &2 /usr/share/doc/ansible-

freeipa/playbooks/dnsconfig t] 2l €l 2] & F=3sH4] Al 2.
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257 ANSIBLE = o] 52 A}1-2 3}o] IDM DNS & & 23]

IdM(Identity Management) 2] z}+= ansible-freeipa 3] 7] ] o] 5] A}-&& 4= = dnszone 2 2 A}
€3] IdM DNS g 9 o] 25 st= 4 S A2 5 AFUH o] BollA = v 4 € AAE A8

o}

[}
IdMell 4] X ¢=]= DNS 99 32 £ YU7?
[}
IdMol A A& 4= 9= DNS A48 F3AdY71?
[}
Ansible = o] 2 A}1-83}o] IdM DNSo| 4] 7] & 992 AA 3= Y
[}
Ansible =3 0] 52 A3l o2 W71 = 7148 IdM DNS 4 9 o] J=A F2lsh= Uy
[}

IP 327} 43 ) Ansible 0|32 Abg-3ke] 933 DNS 23] 9ol A Felshe

e

A 27 A

[ ]
DNS 1] 2= IdM Al #] o] 4 215 o] 9141 th. Red Hat Ansible Engine2 A1-&-3te] 34
DNS= IdM A1 & A X s g ol ol & A4 & ] &2 Ansible 2] 0] %2 218 5lo] ID 2]

v AAE FZSHHA L.

25.1. 2915 = DNS 99 &3

IdM(Identity Management)2 ¥ 712 43 DNS 99, = 722 2494 S AL} o] A A
A& olEd F 7HA fr@ 9 G uls] 44355 DNS A2 A Ay g 23

a1

o] 7}o] =4 A &= Microsoft Windows DNS¢ll A}-& 5= &0 ¢} o2 99 53 ol BIND
{0l 2 A&t BIND9] 712 < o] 2 Microsoft Windows DNSol| A g5t 235] g
9 g 29 ¥ F FA¥ HA S AT BINDe] A G2 Microsoft
Windows DNS9| =7/ d2x 9t §43 EA 5 ATt

712 DNS 99
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25%. ANSIBLE Z 3] 52 A}-£-35}<] IDM DNS 99 #

713 DNS 4 ol= A3 2= DNS Hlo|E| 71 o] glon] 52 DNS fHo|EE 58T &
A&Uth o] 522 ¥ BIND 749 43 vl2g A4 3 5A ). ipa dnszone-* 33 & AL&
o 712 998 #4 F dFU-

EZDNS 73X F5alad RE 712 oo A3 A= (SOA) D NS(o] 2 A ) | Z=7} =
Stx]ojof . DNS g9 & AT o IdML o]8 st dZ =2 5o =2 AASA T A AS QU &
A E NS G Z=2 A9 g4 50 F BAls o} g}

g
=

FF BIND FZell w2} X u]7F @A gho] gl= ol 5ol dig A7t vh& DNS A u = ddgyrt.
forwarderse} 212 o] 213k DNS A u]= F 2o tid A 3ol & = 32 224 2 F dFHH

o) 25.1. DNS A G A }2] 2. 9] 4

IdM A 8] o] = test.example. 712 g o} o] E 35 o] 91t} o] o= sub.test.example.
o] £l th3 NS 9 ¢ A= =7} TP} =3 test.example. G 92 sub.text .example 3191 4
o] o3l 192.0.2. 254 A=A} IP F42 AP

v =7) .test.example. o] &< 7] sl= Feo] A E= NXDomain 382 41313 IdM A B
7t o] o] &9l ti g Agto] A7) W&o Ado] HABEA FHh.

Wk, [dM A 1 7} o] o] Foll di gk A gho] §17] wl <l hostl.sub.test.example . o] &2 7 2]

ity

sl A& 749 forwarder 192.0.2.254 = A},

DNS 99 A&

IdMe] - oA, A2 DNS d o= A3 Y= dolg 71 £33 o] YA L5yt A=
forward "zone"d| = AulA o 2 F 71X AR gk 3P}

ki
=
o
L
all

vz AZ " DNS A v 9] IP F4

Aold xuRlel &3t= olFol HEd R E A= AL A IPF422 dggUrh o] 42
T4 9] type forward 23 7} 52 gt} ipa dnsforwardzone-* 8 & & Al&3lo] A2 9
AU

% D
o 2=
= T

o=

B
2]

i AN
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A3k DNS 9 o -2 IdM-AD(Active Directory) 41 2] 18] 2~ E oA 53] #8331t} IdM DNS A 1] 9]
idm.example.com & 9 ol ] 3 A 3lo] ¢J 32 AD DNS A 1] 7} ad.example.com g & o] &l @3] A=
73-¢ ad.example.com 2 idm.example.com 7] & g2 2] DNS A2 49 Jdct. =, A&7}
somehost.ad.example.com?] IP F4-0] o g IdM Zg}o] A Eo A A=A 77} ad.example.com
IdM DNS A g o] 1A A AD =v|Ql AEEZZ AGg .

25.2. 7] 2 IDMDNS < o] 74 54

IdM(Identity Management)-2> A2 313 7|7 AF A == 1A 433 22 54 7|2 A2 =2 A
YIS AAFUG IAMDNS 49 A4 M= b F4 T shUE AHS 8t 38 F A= 712 99
TR 54& Z2E F IdFUT

CLI(E &= 2 ¥ d o] 2)9 dnszone-mod & & . A g U] &2 IdM CLIo| 4] 7] DNS 4 <
T AP S FxIAAL.

IdM < UL A1 g -8 IdM €] Ulel 4] 7] DNS 99 4 AP S Fx4 A L.

ipadnszone = &3 A}-8-3}+= Ansible 3 o] 5. Z-A ¢ U] -82 IdMo| 4] DNS 4 & &z &
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e=TRUE|FALSE
o] ZF< false& 4

q
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mo{, O_|.4

A% 88 allow_transfer=s AnZ2()oz FEHAAHH JI S AET F Y= IPFLEE
tring HIES S ol F 55& AT
Fd AFe N2 o Y AFUTh 78
allow_transfer 7 none ¢ 4t}
A2l 58 allow_query AU ZEGCT TEEDNS 22 Aale 5 gl P4 Ex
HEA]Z o5 555 ATT
PTRE7131 514  allow_sync_ptr= 9o tist A i AAAA 8| = (A S 8 2) 7} PTR( W)
1o e Ao B8k HEA o gAY U
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ansible-freeipa ¥
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Ag A= forward_policy= 2 48L& ATk A== A2 df g 24 & W &2 1dM
none|only|first ©] DNS d g 4 2 & 34 Al L.

+= README-dnszone.md
Aoty Be AL A >

R

/usr/share/doc/ansible -freeipa/ t] & £ 2] o] ] A& 4=
Markdown 3} € 9] 4] ansible -freeipa ipadnszone = & 2] £4]
AFU T

25.3. ANSIBLES- A}-8-3}o] IDM DNSol| 4| 712 o] A4

°] A 4 o)l A = IdM(ldentity Management) #2] 2} 7} Ansible = 3] o] 58 A}8-3}o] 7] DNS < < o]
EA elstE WS wolFUth ofe] Apol A ALE-H o)Al A] IdM el zH=
zone.ldm.example.com DNS g9 o] 9=x o3t}

A 27 A

[ ]
Ansible A EZ 2] 9] ansible-freeipa #| 7] X & A X FUt}. ol = A A9 A = AP st
S 2EQr}.

IdM 727 52 o AgriTh

Az
1.
/usr/share/doc/ansible-freeipa/playbooks/dnszone ] @ g ] 2 o] 53 t}.
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone
2.
B2 5dS A5 A S IdM A ¥ 7} [ipaserver] A A o U =o] Q1] Sl
Oﬂl% %01 server.idm xample com< 7435 = Ansibled] A A5t d &< JE ).
[ipaserver]
server.idm.example.com
3.

dnszone-present.yml Ansible Z &) o] & 5} o] AL S wHFU T o &

o}

i

W ohe s 2o
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I $ cp dnszone-present.yml dnszone-present-copy.yml

4,
A A & dnszone-present-copy.yml 312 -S g1}
5.
ipadnszone &9 A Ao 5 WS AR s ddS =AIUS-
[}
ipaadmin_password H 5= IdM #2124 432 A 3.
[}
zonhe_nhame ¥ ~E zone.idm.example.com 2 2 A A g},
ol= @A oAl s 4 Ansible Z# o] & 3¢t}
- name: Ensure dnszone present
hosts: ipaserver
become: true
tasks:
- name: Ensure zone is present.
ipadnszone:
ipaadmin_password: Secret123
zone_name: zone.idm.example.com
state: present
6.
stal e Aot
7.
SHol5S A3F o

I $ ansible-playbook -v -i inventory.file dnszone-present-copy.yml

DNS g ol th3t A W82 A== DNS 49 F22 FxsHA L.

/usr/share/doc/ansible-freeipa -freeipa/ t] 2 €] 2] o /| A}-&-& 4= 2= README-
dnszone.md Markdown 3} < o] ] ansible -freeipa ipadnszone 2 &9l tj s ¢ 22 A=
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Ansible Z g o] 22 & 4= Q14 Ur} 9 d &= ipadnszone W59 Ao x ¥35 o] &Yt

/usr/share/doc/ansible-freeipa/playbooks/dns zone ] & ¥ 2] 9] 4] ipadns zone 2 & ]| tj
3 A= Ansible Z g o] 22 2 5 95Ut

25.4. ANSIBLE & o] %2 Abg-5te] o]2] W5t §7 IDMo] 7] 2 DNS o o] gl sl ghch.

o] A M o] A = IdM(Identity Management) #2] #} 7} Ansible Z 3] o] 52 A}-8-35l¢] 7] ¥ DNS g & o]
JEA st UL BoF Ut ol Aol A AHEH oA oA IdM FE] ==
zone.idm.example.com DNS 9Jjo] §1=x] SHe13Hitt. Ansible Ed ol 32 99| ol2] v/ W55
7AYo

A 27 A

[ ]
Ansible 7 E £ 2] 9] ansible-freeipa 3| 7] X & A X P&t} o= Azl dA S AP 3=
FT2EQYUG.

23
1.
/usr/share/doc/ansible-freeipa/playbooks/dnszone ] @ g ] 2 o] 531 t}.
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone
2.
ﬂ#“E% ?—QMMkWVHm%awﬂﬂﬁﬂqﬁﬂﬂ%%ﬂﬁﬂ%qq.
]% %01 server.idm.example.com-& 743} =5 Ansibled] X A3l H 32 4= .
[ipaserver]
server.idm.example.com
3.
dnszone-all-params.yml Ansible Z & o] & 3} o] AHE S WtFUT o & 54 tda3 25
Yt
I $ cp dnszone-all-params.yml dnszone-all-params-copy.yml
4,

H 3 & dnszone-all-params-copy.yml 212 g1t}
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ipadnszone &4l A oA T8 W5 S A st HA e 2H P

ipaadmin_password H= IdM #2]# 432 AA .

zohe_nhame ¥ ~E zone.idm.example.com 2 2 A A g},

PTRaElZ=9 A2 AAAA Bl =9] F718kQ) A 2 9L gs=9] §718E 3
43514 allow_sync_ptr =2 true= 23 g}

IdM S0l AE A 2" oA IP F4E 7184 QU ES = IS
dynamic_update H5 & true= A3 gt

Fgo A& A2 =] A=}l DNSSEC A 32 35183121 H dnssec M4-E true= A3
.

allow_transfer H5+2 949 2] B X o]Z A1 9] IP F42 2 AA ).

allow_query 2 A E 2PF FAEIPF2 EEVEYIZE AT

forwarders = 2 AGx o] IP F42 AA .

serial H4+-5 SOA g Z= dd s = AA ).

% 9 2] DNS d|Z =9 o3t refresh,retry,expire , minimum, ttl 2@ default_ttl 72 A
o g .

nsec3param_rec £ Al-8-3la] 4 9o U3 NSEC3 PARAM glZ =5 A 9

ool

aElcH

71& 94937 AR = 290 = DNS A2 714 szl skip_overlap_check 4=
true= A4 .
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ol AHE AT F Y= AT =DNS ¥4
skip_nameserver_check = true= A A g t}.

o

A= st a

ol= &AA o Aol U3t =A== Ansible Zd o] s} gt}

- name: Ensure dnszone present
hosts: ipaserver
become: true

tasks:
- name: Ensure zone is present.
ipadnszone:

ipaadmin_password: Secret123
zone_name: zone.idm.example.com
allow_sync_ptr: true
dynamic_update: true
dnssec: true
allow_transfer:

-1.1.11

-22.22
allow_query:

-1.1.11

-22.22
forwarders:

- ip_address: 8.8.8.8

- ip_address: 8.8.4.4

port: 52

serial: 1234
refresh: 3600
retry: 900
expire: 1209600
minimum: 3600
ttl: 60
default_ttl: 90
name_server: server.idm.example.com.
admin_email: admin.admin@idm.example.com
nsec3param_rec: "1 7 100 0123456789abcdef"
skip_overlap_check: true
skip_nameserver_check: true
state: present

6.
s A g
7.
Edo] %2 A gk,

I $ ansible-playbook -v -i inventory.file dnszone-all-params-copy.ymi
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dnszone.md Markdown 3} < o] ] ansible -freeipa ipadnszone 2 E9] O] g ¢ 22 A=
Ansible =g o] 22 & 4= Q14 Ut} 9 d &= ipadnszone W59 Ao x ¥35 o] &Yt

/usr/share/doc/ansible-freeipa/playbooks/dns zone t] = €] 2] 9] 4] ipadns zone & &9l tj
¢t A Z Ansible S0 58 & F JFUoh

25.5. IP 527} A1 22 w) =wsF DNS Z 3]0 Jjo] =A SHelahi o] ANSIBLE Sz o] 3-8 A8-3
Ut

o] A A d| 4 = IdM(ldentity Management) 2] 2} 7} Ansible =) o] 22 A}-8-3}o] <-3F DNS 4 9
o] A=A FRIst= WH S BHoF U ofd] Aol A AFE-E oAl A IdM &2 A= IdM £ 2~ E 9] |P
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name_from_ip 45 AL-8-31o] DNS A1 9] IP =4 HFAL Aol & Al FsH 4G o] 52 Ao +
AFUTH FFAF 4ol & AR o Al 28-S DNS A H o] g9 g3 2] 3}s name_from_ip
% 192.168.1.2 & 7|+ 2 = F g oA th DNS o4& vratd 5 JFuyh

1.168.192.in-addr.arpa.

168.192.in-addr.arpa.

192.in-addr.arpa.

A oNA wrg g Fqo] A3} s 5 Q2B = name_from_ip & AFE G0l AAHA] =H
state 343 AT AL 5 AFH T
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[}
Ansible 71 E £ 2] 9] ansible-freeipa #|7]1A] & AX I FU} o] = Aze] dA & A 3=
F2EQQJQUt.
[}
IdM 2] 2k 52 %3 YEU
Azt
1.
/usr/share/doc/ansible-freeipa/playbooks/dnszone t] @ g ] 2 o] 53 t}.
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone
2.
AW ED] wdS A3 74 F IdM A 1 7} [ipaserver] A o) Ao =4 Ao
o] £ o] server.idm.example.com2 743 == Ansibleo] A A 3}8d o3& 4= .
[ipaserver]
server.idm.example.com
3.
dnszone-reverse-from-ip.yml Ansible Zd o] & 3} o] AL S wiG UL o & 59 023
2%
I $ cp dnszone-reverse-from-ip.yml dnszone-reverse-from-ip-copy.yml
4.
HF S 93l dnszone-reverse-from-ip-copy.yml 3} & g1},
5.

ipadnszone &9} A Ao 5 WS AR s HdS =4I

ipaadmin_password ¥ 5-& IdM 2]z} 45 =2 AA 3.

name_from_ip HZ IdM o] 5 A v 9] IP= A A 313 3G HFA 2ol & Algdydh.

oli= @A oAl s 4 Ansible Z# o] & 3¢t}

- name: Ensure dnszone present
hosts: ipaserver
become: true

308


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible

257%. ANSIBLE =3 o] -2 A}-&3}<] IDMDNS &< 34

tasks:
- name: Ensure zone for reverse DNS lookup is present.
ipadnszone:
ipaadmin_password: Secret123
name_from_ip: 192.168.1.2/24
state: present
register: result
- name: Display inferred zone name.
debug:
msg: "Zone name: {{ result.dnszone.name }}"

Z@o] %2 192.168.1.2 1P 54 2 A A} o] 240] 4] 1wk DNS 23 o< A
28 g8 Edol %ol A% 49 ool EAFUT.

6.
2 A4
7.
Edo %2 A gk,

I $ ansible-playbook -v -i inventory.file dnszone-reverse-from-ip-copy.yml

DNS g ol th3t A W82 A== DNS 49 F22 FxsA L.

/usr/share/doc/ansible-freeipa -freeipa/ t] 2 €] 2] o] 4 A}-&-& 4= 2l= README-
dnszone.md Markdown 3} < o] ] ansible -freeipa ipadnszone 2 59l 0] g ¢ & A=
Ansible Z g o] 22 & 4 Q14 Ur} 9 d &= ipadnszone W59 Ao x ¥35 o] &Yt

/usr/share/doc/ansible-freeipa/playbooks/dns zone t] = €] 2] 9] 4] ipadns zone & &9l tj
¢t A Z Ansible S0l 58 & F JdFUT
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[ ]
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[ ]
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DNS ¥ B3 9] 5% TFUAZ AHSHUTh 593 DNS AH & A8t ZefoldE
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IdM(Identity Management) =u 21 o] 4| = LDAP,Kerberos 2 7]€} 4] 1] 2] o] 3t SRV & 3 =(DNS
Au| 2 A ZE)7F FU T Al E S0 & P32 IdM DNS 1| 219 A] TCP 7]t Kerberos A v~ &
A 33t T2EE DNS Ao AFFY.
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o] 26.1. DNS 9| x| 53 A5

$ dig -t SRV +short _kerberos._tcp.idm.example.com
0 100 88 idmserver-01.idm.example.com.
0 100 88 idmserver-02.idm.example.com.

Zed= e ust EgEUT

100 (7h1 %), $4%917F 5@ G2 o) 4R S A4 FUth A4 Ul RFC
2782, A A 32 A2 34 Q.

88 (ZE W3): Mu| =9 XEW

foi
1]
L
i)

Mu| 28 Agshe S22 A ol FYUh

o oo A MFHE F FX2E o] FL M =99 /HE A FLFULL o] A5 SEolAEE A B
o] 49 FES ASFU

04l Zetol I E 7 DNS 91 )0] 74 ¥ DNS A vl 2 Al st A" 2 242 g 9
e IdM A M o] 79 W& R ko] WY ofg) ol Alo] 4 2ol A= 3] germany o] 4] DNS
A e Aees AR

_kerberos._tcp.germany._locations.idm.example.com.
0 100 88 idmserver-01.idm.example.com.

o)) 26.2. DNS 91 %] 7]vt 4 =}
$ dig -t SRV +short _kerberos._tcp.idm.example.com
50 100 88 idmserver-02.idm.example.com.

IdM DNS A v]= 22 A 18] & A 535+= DNS 9 X8 SRV g|Z =% 7}2]7] = DNS ¥ 3 (CNAME)2- #}
o2 g3}, o] CNAME 2=+ &89 A WA Zd ZAIF Y] o] dAoA S2E
idmserver-01.idm.example.com & -4 &9 gro| 7174 Fo vz A5 Ut} idmserver-
02.idm.example.com & 9 9|7l xov = J|E SAEEALT F YUE A9 daAgt Moz
AHS-FHY
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26.3. DNS TIME TO LIVE (TTL)
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Zotol ol E AHE 7} ALl E 7holl 2 HE= 79 IdMDNS 2 o] TTL -2 sl ok gtk 2ol
AE7} Abo| £ zho] 2l of sHi= AlZhr T Be gho 2 ke AT o2l s Zeho] Axa] A
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267. ANSIBLES A}-8-3}¢o] IDM9j|A] DNS 9] X] &2
IdM Ze}ol AL} o] & Abgstel AMl S/ A 2D F AES 54 [dM AW S o] 90 FFE 5
Ut

A 27 A

Ansible A o] == 9] ansible-freeipa =l 7] x| & 4 X 3} & o).

o] o A ol| A = ~/MyPlaybooks/ t] A E] 2] & A Z Zd o] & BAIES ARZT TF AA=Z 0t
=3 74 g 7HE Y.

DNS 93] ol o g vl 3 2] AFRES- ol 3 o}

~/MyPlaybooks/ t] 8 ] 2] £ o] &3 o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/location/ t] 2l § & o] 21+ location-
present.yml 5} o] B AR S vlst}.

$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-present.yml location-
present-copy.yml

H 3] & location-present-copy.yml Ansible Z o] & 3d 2 g}
ipalocation 24} A Ao A b5 M-S A sto] LS =FF T
AHg Aol O$SHE S 2] ol 52 2 T

ipaadmin_password H= IdM #2] # o] g5 =2 A .
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name M5 914 ol o2 AP

o]l 3 A oA )3 54 A Ansible Zd o] & At}

- name: location present example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "germany" location is present
ipalocation:
ipaadmin_password: Secret123
hame: germany

5.
sl e A g
6.
Zao)% vl @ AWM EF $A S A4 sk Ansible Zao] e APk,

I $ ansible-playbook -v -i inventory location-present-copy.yml

IdMoll @A =45t IdM 1A & 54 A8 & sk IdM <] UIS AHS-ste] 1dM A
H &3 == IdM CLIE AH-8-31a] DNS 9] X9 IdM A ¥ 3 F=x314 Al 2.

26.5. ANSIBLE S A}-2-3}o] IDM $] %] 7} =% sHel

IdM(ldentity ManagementH A 2" FAE A= SEtolAETL 7P 7H7b U E A Q1 Z 2 Yol A Q)
FAHE 2SS F JES IAMDNS 91 & +48 + dFUTh

t}2 A z}oll A = Ansible Zd| o] 82 A1-8-3}o] IdMol DNS €] 3] 7} 1l=A] 82lsl= i S A3y
t}. o] of| z o] A = IdMel] germany DNS $] x| 7} 1 =4 315t w2 Ao waba 4 IdM A
HZ o] 9o @G = Qlon =22 IdM So|AEE AL T 5 glsUth

A 27 A

[ ]
IdM #He) 2} 5 & 2 Sl th
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267%. ANSIBLE S A}-8-31o] IDMel| A DNS $] x| 3=

IdM X ] 7} germany DNS 9] X] o] &3 = ] ¥5H .

Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5t}.

o] A A A= ~/MyPlaybooks/ Ol 8Bl 2] & A & Ed| ol HAMES AT T4 AA= 1

3 4 Avkn 7Pg R

~/MyPlaybooks/ T €] 2] £ o] &3 o}
I $ cd ~/MyPlaybooks/

/usr/share/doc/ansible -freeipa/playbooks/location/ t] 2l g g o] 21+ location-
absent.yml 3} o] B 1295 wigt},

$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-absent.yml location-
absent-copy.yml

Az
=)
e
tlo
hines
L
fiu)

¥ 3 & location-absent-copy.yml Ansible =] o]

ipalocation 2] A o)A th& W5 4 stel A =4 Pk

AHg Aol o g E S 2 o]

i
tilo
BN
o
g
L
v}

ipaadmin_password H+= IdM #2] # o] ¢35 =2 AU

name S DNS 93] 9] o]5 02 44t

state W=7} absent 2 A& Ho] A=A A5}

o) @A) o) Alo] tha+ 54 9 Ansible Zg o] s},
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- name: location absent example
hosts: ipaserver
become: true

tasks:
- name: Ensure that the "germany" location is absent
ipalocation:
ipaadmin_password: Secret123
hame: germany
state: absent

5.
sl A4
6.
Edol 4 A 0 AWM A A Q5 Ansible Sd o] %2 23 gk,

I $ ansible-playbook -v -i inventory location-absent-copy.yml

26.6. 71 &2

/usr/share/doc/ansible -freeipa/ t] 2 E] 2] o] 9J+= README-location.md 3¢ o] 4] ansible
-freeipa ipalocation 2 £ ]| d] g M1 = Ansible Zg|o]5& &2 & 4 AdFUt. Ao &=
ipalocation ¥+=9] Aol %= ¥3t=]o] AHFU T

/usr/share/doc/ansible-freeipa/playbooks/ location t] & ¥ 2] ]| 4] ipa location 2. &< oj
¢t A Z Ansible S0 58 & F JFYoh
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27%.IDMol| 4] DNS A& 37

277. IDMo] 4] DNS d & %2

S Az} A= IdM(Identity Management) <) Ul, IdM CLI 2 Ansibleg A}1-83lo] DNS 229 A2
Z 94 DNS A2 49 S st S A9y

27.14. “IdM DNS A1 o] = 7}A] 9 &”

27.274. “IdM<] DNS A2 A 7)”

27.34. “IdM g Ulo|A] 2298 AgR} F71”

27.44. “CLIs| A 229 A9 271"

27.54. “IdM ¢ Ul 4] DNS 42 949 F7}1”

27.64. “CLIoIA] DNS A& o 7}

27.74. “Ansible& A}£ 3} IdM<l] DNS Global Forwarder 23 ”

27.84. “AnsibleS A}-8-3}<] IdMel] DNS 22 A2 A7 A=A 891~

27.94. “Ansible& A}-8-3}] IdMel] DNS 22 A2 A7F gl=A 891”7

27.104. “Ansible< A}-£35}o] DNS Global Forwarders7} IdMoj| 4] 8] 84 3} 5 =] 391~

27.114. “Ansible2 A}-23}<] IdM¢]] DNS A& & o] 9=x] dol”

o

27.124. “Ansible 2 x}£35}<] DNS Forward Zone<l IdMol] & & 7] 2] A G A7} =X &

?_1”
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27.134. “Ansible 2 A}-8-3}] IdMol| 4] DNS A& @< o] v]&Asl5 o] A=A <91~

?—1”

X
_l {

[ ]
27.144. “Ansible2 A}-8-3}o] I[dMol] DNS A2 o ol o] gl

27.1. IDM DNS A v] 9] 5 7}#] &9
rAoz ldM E9

DNS AJu] 27} DNS 712l o] &¢ati= wo] 92 vl gUnh. 71240

DNS A&
Berkeley Internet Name Domain(BIND) A H] 2~ #3F 9/+=DNS Av] 2 x/7 2 DNS Au] 432 g

Ut

217}9 DNS A ]
DNS Zeteo]JA E 7} IdM A W o] A gto] L= DNS 4 ol &3H= ol 55 72 3Hd BINDO A 74
" gl xdd HolHE IFFUT. AT F A= ol e 3 g HelHRg g

A 7] DNS A H|
DNS Ecto] A EZHIdM A B o] d3ko] gl= o5+ 2l sk BINDO|A t}& DNS A v & A}-&-5}
&2 7% BIND= IE U o] £ E A 8333 AAF

o A2l s FAFU T A2A7} G| A
stol 3@ %2 ALgsho] DNS 72 o) S gah .

ol ute} BIND7} th DNS Aulol &7 A2tsta AE o)A AHg 753 dole & 7lwo 2 A7)
= R0l g atA & A2 S sty 98] b DNS A ul 2l forwarder & AHg-3h

Sate 3
INDE 743 % J&Yh

A zvel 79 2 $He @

AGAE AHS-SH= S BINDES 7454 IdM A9} A
AMu = Ago] gl dlolE 9] DNS 7 A] o &2 ).

E:)

27.2. IDM<¢] DNS A&

tijo
)
Mo,
o
L
k)

IdMS 3 S5 2 BIND A2 A 23} none IdM2 A2 A 3

ke
AN

A AA (7]EF)
A2 AGFUG AH 7 T A7 2= A3

IdM BIND A¥]2~= DNS & & 74" A2
77} A 519 BINDE IE Qo] A A S AL8-ste] A7 sl 2.2 o4 g o forward first 4

e 7112 J 3 o|v] DNS E2) =< HFshahis o] A @eh

Yo zuk

He
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27%.IDMol 4] DNS A& &g

IdM BIND A1) == DNS 7212 748 Agxs 293k Aul 95 Ei A7 232 A
A2 7t As)5e BINDoI A Zetol A Eo] @78 whagch DNS 74 o] 2 3d $70) vt A2 4
o] A4F

SCNEERES )

DNS 7|2]= none Ag F 30 = Ads 5k dg v gyshe A9 Ag 749 9

AR oM 7 F-8 U th o] 42 BIND 2NN o] Yt ALA 552 ARt A3 FAS

IdMi Y tf.

Fx

Ae ALg-3to] IdMe] Hlo] el thE DNS Ajule] dlolel st Aqe & fleuich IdM
DNSel 4] 713 ol o] 57 39 Gelol tid AW A2 = A&k

7122 0 2 A28 DNS o] §o] IdM A vl o] Agko] U= Fojo] £3H= 7 BIND A
M2t e AW A2l S AGshA 25U o2 e Jel A 7128 DNS o] 52 IdM
dolEuo] 2ol A 32 % 9l 2% NXDOMAIN $-go] wrggch A9 Ag 5] &
£yt

d 27.1. AU 2 o

IdM A] v} o] = test.exampleoi] )3t A3to] A<l DNS <. BIND:= 192.0.2.254 IP =4 £ A}
g5t DNS M2 A2 & Agstes 74 E U

ZolAEV EA51A] gk=.test.exampleel] 3t F2]E ¥ w. DNS o] 5 BIND= IdM A v 7}
test.example. G o] tjal A3to] A< A3 192.0.2.254. Hu] = A2 S ALeA a5
A& o 2 DNS Z2o] 2 E= NXDomain Q7 WA X & F4151e] Feld =Qlo] g2 ALgAF
A &P

27.3.1DM §] Ulol 4] 2= Az 37}

o] A Ao A = IdM(Identity Management) ¢ Uloll 4] 22 DNS A2 A= F713t= 9o dial A

e

A 27 A

°
IdM #2212 IdM WebUlo] 2 220354t
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FAg = A2 DNS A 1] 9] IP(Internet Protocol) F4 5 ¢ d54t

IdM <3 Ulo] ] Y E$] = a2 — DNS 22% 74 - DNS & Ad gy,

RED HAT IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DMS

DMS Zones
AUtomou N DMS Forward Zones
DS Servers < Refresh || @ Delete | | 4 Add
— DNS Global Configuration i
[0 | Location

O | default

Showing 1to 1 of 1 entries,

DNS Global Configuration(DNS 224 #4J) Al oA Add(F71)S S8 FUd.

RED HAT IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DNS ~

DNS Global Configuration

 Refresh || D Revert || X Save | Actions ~

Options

Allow PTR sync O

Global forwarders Add

Forward policy (@ Forward first O Forward only O Forwarding disabled

IPA DNSSec key master

IPA DMS servers server.example.com

AorE DNS 72 = 5213 DNS A H 9] IP 542 A4}
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o

ol

L

27%.IDMoA] DNS A G

22

RED HAT" IDENTITY MANAGEMENT & Admiinistrator «

dentity Policy Authentication Network Services

Automount DMS «

DNS Global Configuration

< Refresh | | "D Revert || X Save | | Actions ~

Options
Allow PTR sync O
Global forwarders | ‘ID.1D.‘ID.‘I| Undo
Add || Undo All
Forward policy @ Forward first O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

Forward policy(d g 3 3& A9 .

RED HAT' IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DMS «

DNS Global Configuration

< Refresh | | ‘D Revert || X Save || Actions ~

Options
Allow PTR sync O
Global forwarders 10.10.10.1 Undo
Add || Undo All
Forward policy @ Forward first O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

W 9lo] 9 Save(4 %)= LI
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Y E$ 3 M|~ - DNS 2243 74 - DNS & A9 3.

RED HAT IDENTITY MANAGEMENT

& Administrator ~

dentity Authenti on Network Services
Automount DMNS

DMS Zones
AUtomou N DMS Forward Zones

DMS Servers

< Refresh || @ Delete | | 4 Add
— DNS Global Configuration i
[0 | Location
O | default

Showing 1to 1 of 1 entries,

AR A G A o] J= 22 AGA7HIAM 9] Ulel] 9152 & stE o] =4 A .

RED HAT" IDENTITY MANAGEMENT & Administrator v

dentity icy Authentication MNetwork Services

Automount DMNS ~

DNS Global Configuration

< Refresh | | "D Revert || X Save | | Actions ~

Options
Allow PTR sync O
Global forwarders 10.10.10.1 Undo
Add || Undo All
Forward policy (@ Forward first (O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DNS servers server.example.com

27.4.CLIs|l N 229 Agx 37}

4

o] MM A= CLIEHE AE|slo] =)ol 4] 2= DNS DA F7hahis wylol vlsl A gich

A 27 A

IdM #2312 2 2935}
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27%.IDMol 4] DNS A& &g

2] 2 A 23 DNS A1 9] IP(Internet Protocol) =45 23 &t

H

oo
9'1
£
=
i
i3
>
g
X
i
o

ipa dnsconfig-mod 3 3 <& A} 7FH o}, --forwarder 342 A}

4-3to] DNS Agx9] IP 48 AU

[user@server ~]$ ipa dnsconfig-mod --forwarder=70.70.0.1
Server will check DNS forwarder(s).
This may take some time, please wait ...

Global forwarders: 10.10.0.1

IPA DNS servers: server.example.com

)
ol\
L
)

dnsconfig-show J 3 S A&l Z 20 AGAS TAF Y.

[user@server ~]$ ipa dnsconfig-show
Global forwarders: 10.10.0.1
IPA DNS servers: server.example.com

27.5.IDM <] Ulojl ] DNS A2 4o F7}

o] A Ao A4 = IdM(Identity Management) ] Uloll DNS A2 99 & F71sl= Wi S A9yt

Al DNS 99 & A4 3l+= 749 Red Hat2 NS(o] & A1) gl ==&
AdS FAHE st g 495 WA sk= Aol FEFUT. R B¢ ==
£ A Aol T E6tH A2 492 2 esA sy

A 27 A

(]
IdM 2] 2t 2 IdM WebUlol 222135t}
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FAg = A2 DNS A 1] 9] IP(Internet Protocol) F4 5 ¢ d54t.

RED HAT' IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DMS «

DMS Zones
Automoun

DMS Forward Zones i

DS Servers Z Refresh || @Delete | +Add
— DNS Global Configuration

[J  Location

O | default

Showing 1 to 1 of 1 entries.

DNS Forward Zones (DNS A& 4 9) Al A dlA Add(F71)E Z8 Y.

RED HAT IDENTITY MANAGEMENT O AT

dentity Policy Authentication MNetwork Services

Automount DNS «

DNS Forward Zones

Q & Refresh || W Deletel | +Add | | J=Disable | + Enable

[0 Zone name Status Zone forwarders Forward policy

Mo entries.

Add DNS forward zone (DNS A2 |4 < F71) FollA A2 99 o] &S AR FY -
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il

Add DNS forward zone

() Zone name * forward.example.com.

() Reverse zone
IP network

Zone forwarders * Add

Forward policy (@ Forward first O Forward only O Forwarding disabled

skip overlap (]
check &

* Required field

Add | | Add and Add Another | | Add and Edit | | Cancel

Add(F7}) MES 22515 DNS A1 e] IP 328 A4t A2 232 WUk A8 o
g ol o] ALAE AT & d&ULh

Add DNS forward zone x

(® Zone name * forward.example.com.

) Reverse zone

IP network
Zone forwarders * 10.10.0.14 Undo
Add
Forward policy ® Forward first O Forward only (O Forwarding disabled
skip overlap O
check &

* Required field

Add | | Add and Add Another | | Add and Edit || Cancel

Forward policy(d & A& A9 g},
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il

(® Zone name * forward.example.com

() Reverse zone
IP network

Zone forwarders * 10.10.0.14

Add

Forward policy @z Forward first ) Forward only O Forwarding disabled

Skip overlap O
check @

* Required field

Add | | Add and Add Another | | Add and Edit | | Cancel

3 serol A Add(F71)E 2 ste] Al A9 G2 F7HTh

o
ol
L
X

—_

IdM <1 Ulo] 4] Y E$] = Aju] 2~ — DNS A2 o — DNS = A= g}

RED HAT IDENTITY MANAGEMENT & Administrator

dentity ) Authent on Metwork Services

Automount DMS «

DMS Zones
AUtomoun DNS Forward Zones
Search DS Servers 2 Refresh || i Delete | | 4 Add
- DNS Glebal Configuration
0  Location
O | default

Showing 1 to 1 of 1 entries.

AT ASA 2 AD A S AHgste] AT DD G0l IdM <4 Ulell A=A sy
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RED HAT IDENTITY MANAGEMENT & Administrator ~

Identity Policy Authentication Network Services IPA Server

Automount DMNS

DNS Forward Zones

Q ' Refresh | | wDelete || +Add || = Disable || + Enable
[J  Zonename Status Zone forwarders Forward policy
O | forward.example.com. « Enabled 10.10.0.14 first

Showing 1to 1 of 1 entries.

27.6. CLI9A] DNS A& g9 F7}

o] M Ao CLI(EHZ A slo] =)o) 4 DNS A2 9o & F7bshe WS 4w g,

A DNS 992 A 3t= 29 Red Hat2 NS(o] & A H]) g 2= X
Y-S PG A AG G S WA= Aol EFULL U] [ 2=
S AHE 5= Aol TEEH g d9L e sk gy

A 27 A

[ ]
IdM #2 A2 2 1A H5Y .
[ ]
FA 2l & 123 DNS A 4] 9] IP(Internet Protocol) 45 ¢ &Y.
2t
[ ]

dnsforwardzone-add 8 & 2 A}-&-3lo] Al A2 992 F713 ). forward G H o] Q13 <1
3¢ --forwarder 34 AL-&31o] s} o] o] AZAE x| A5 --forward-policy 342 A}
g3to] Ag F AL QA

[user@server ~]$ ipa dnsforwardzone-add forward.example.com. --
forwarder=10.70.0.14 --forwarder=10.70.1.15 --forward-policy=first
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Zone name: forward.example.com.
Zone forwarders: 10.10.0.14, 10.10.1.15
Forward policy: first

)
ol
L
=

dnsforwardzone-show 3 & 2 A} 83} vl A A

)
@]
P4
wn
)
g
o2
s
il
kd
>
o
L
i)

[user@server ~]$ ipa dnsforwardzone-show forward.example.com.

Zone name: forward.example.com.
Zone forwarders: 10.10.0.14, 10.10.1.15
Forward policy: first

27.7. ANSIBLEZ A}-8-3l< IDM<] DNS GLOBAL FORWARDER 24

o] A Ao A4 = IdM(Identity Management) 2] 2} 7} Ansible =3 o] 22 A}-£-3}] IdMo]] DNS 2=
H AGAE AR sk= Wyl dis]) AE 3y

otz A Az}l A IdM #2] &= IP(JIEUl Z2 & &) v4 54 8.8.6.6 2 IPv6 4=
2001:4860:4860:4860::8800 <] DNS == A2 2E DNS A v = A3} .

A 27 A

[}
Ansible Z1 E £ 2] 9] ansible-freeipa 371X & A XA HFUt}. o] = A X2 QA E A3 sl+=
I2EQQUYth
[}
IdM #2123 ¢ & ¢ 55U
A3
1.
/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
2.
e HdS A3 7+4F IdM A 1 7} [ipaserver] A o) A = o] =4 Ao
d] 2 Eo] server.idm.example.com$ 14 3l = = Ansibleo] X A5l o132 YA}

[ipaserver]
server.idm.example.com
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27%.IDMol 4] DNS A& &g

set-configuration.yml Ansible Z o] & 3} o] AHES vt o &
o}

i

W et 24y

I $ cp set-configuration.yml establish-global-forwarder.yml

H A& 93] establish-global-forwarder.yml 312 & g4t}

Z o) 5 o) name W52 T o] H o2 Wrsko] IdMDNSOI A Z =9 AgA
o

i
il
o

tasks A A o] ] 29} o] & Create a DNS global forwarder(DNS 2 2% A&
8.8.6.6 ! 2001:4860:4860::8800 )= 7 g},

_>|4_,
i

ipadnsconfig 9] forwarders A /Ao A 32 S F o).

A WA ip_address 73 =29 A2 A9 IPv4 F4= WA ). 8.8.6.6.

l

T WA ip_address 32 229 AG 2] IPv6 F4 = ¥
2001:4860:4860::8800.

oY
o

Ut

port gko] 53 © 2 A Ho] YA Aok

forward_policy & WA = A7)

o] 5}l e A A oA A 54 = Ansible = o] 22 Q).

- name: Playbook to establish a global forwarder in IdM DNS
hosts: ipaserver
become: true

tasks:
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- name: Create a DNS global forwarder to 8.8.6.6 and 2001:4860:4860::8800
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
forward_policy: first
allow_sync_ptr: yes

6.
stal e A4,
7.
ZyolBe AT

I $ ansible-playbook -v -i inventory.file establish-global-forwarder.yml

/usr/share/doc/ansible -freeipa/ t] 2 €] 2] o] 4] A}Rﬂ < 22+ README-dnsconfig.md
Markdown 3} <! o] ] ansible -freeipa ipadnsconfig = &9l o) 3+ 41 = Ansible =) o] 22 3¢l
g & JdHUth #Y = ipadnsconfig W4 F ol ;gr;s;;]q ,,y*q]:}

27.8. ANSIBLES 2}-8-5}<] IDMoj] DNS 229 Ag2}7} 9=4] 3ol

o] A Ao A = IdM(Identity Management) 2] z} 7} Ansible =3 o] 22 A}-£3}] IdMo]] DNS 2=

H A7 A=A A5k Bl dis] A ot A A oA IdM #e] A= IP(IEU =5
EZ)v4 F4717.7°] 3L IP v6 34 2001:db8::1:0 ol]l DNS S22 A 2x}7} DNS A v J=X] &2l
U X E 53 9.

A 27 A

[ ]
Ansible 71 E £ 9] ansible-freeipa #| 71X & AX I FU} o] = Aze] dA & A 3=
S2EQUt}.
[ ]
IdM &)z ¢ &5 4 JdFYTH
Azt

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
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27%.IDMol 4] DNS A& &g

sto]

)]

1 =
© oly
= |

X

AW e 9L A3 AT IdM A ¥ 7} [ipaserver] A Ao 1}d = o] o
o & S0 server.idm.example.comg 14 3} == Ansibleo] x| A 5&@A o} Yt}

=g

L
L
KX
=] H

[ipaserver]
server.idm.example.com

W ohe s 2o

il

forwarders-absent.yml Ansible = o] & 3} o] A2 S w5 Ut o =

o}

I $ cp forwarders-absent.yml ensure-presence-of-a-global-forwarder.ymi

HF & 93l ensure-presence-of-a-global-forwarder.yml 1< & ).

a.
w73 ste] IdM DNSol| 2293 Ag 271 A=A

3le] DNS 229 A9z 7} XE 539 7.7. 9

tasks A A A Z¢ o] WA
k.

2001:db8::1:02. = J =] I

ipadnsconfig <] forwarders A /Ao A 32 3 F o).

i
A HA ip_address 3tS Z28 A2 9] IPv4 F42 WA} 7.7.9.9.

oY
o

i,
i = F2W AGA9] IPv6 42 W3

5 WA ip_address 72
2001:db8::1:0.

l

port gko] 53 © 2 A Ho] YA Aok

e £ present = WA

o] s}l e A A oA A 54 = Ansible = o] & w2 Q).
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- name: Playbook to ensure the presence of a global forwarder in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0
on port 53
ipadnsconfig:
forwarders:
- ip_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53
state: present

6.
stal e A AT
7.
ZyolBe AT

I $ ansible-playbook -v -i inventory.file ensure-presence-of-a-global-forwarder.yml

/usr/share/doc/ansible -freeipa/ o] & ¥ 2] o)l A] A}-8-3 4= 9l = README-dnsconfig.md
Markdown 3} 2! o] ] ansible -freeipa ipadnsconfig ¥ 59l o] g 4= Ansible =) o] &2 3¢l
3 5 d&Uth Ao = ipadnsconfig Wl B ol w £33 o] Y&

27.9. ANSIBLE S A}-8-3l] IDMel] DNS 22 Agx17F gl=A &<

o] A A d| 4] = IdM(ldentity Management) 2] 2} 7} Ansible =) o] 22 A}-£3}o] IdMol] DNS 2=
H AGA7 fl=A st S APy ofd dlA] Al A IdM #E] A= IP(RIEY =2 & F)
v4 32 8.8.6.6 2 IP v6 =4 2001:4860:4860::8800 2] DNS == A gz} 7} §E=X] 2l13r}.

A 27 A

[ ]
Ansible 71 E £ 2] 9] ansible-freeipa 3} 712 & A X FU} o] = Axe] @A & Ay 3t=
S2EYUt}.
[ ]
IdM 22 3 9352 &3 JHsUT
Azt
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27%.IDMol 4] DNS A& &g

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] & € 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2.
WED 3de A3 74T IdM A ¥ 7} [ipaserver] A Ao 1d = o] =X 213}
01]% %01 server.idm.example.comg 74 5l = £ Ansibleo] A Al3te ¥ 2L 4A¢ .

[ipaserver]
server.idm.example.com

forwarders-absent.yml Ansible Z o] 5 5} o] AR S wtEUL o &

o}

e

W ohe s 2o

I $ cp forwarders-absent.yml ensure-absence-of-a-global-forwarder.yml

HF S 93] ensure-absence-of-a-global-forwarder.yml 3} & g},

59l name M5 E Ed°0l5 22 WA st M DNSo A 228 Adga7t gl=

tasks A X o] x] DNS 224 ﬁ%x}ﬂ A=A F2135laL X E 539
2001:4860:4860::8800 ©. = z¢] o] 52 WHAF YUY

ipadnsconfig 15 o] forwarders A A o A] T}S-2 43 g}
A WA ip_address 32 229 A2 IPv4 F42 W7t} 8.8.6.6.
T WA ip_address gt& F 2% A2 9| IPv6 F4=2 WA .

2001:4860:4860::8800.

port zko] 53 0 = AF o] A AT
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AHe] 71 absent 2 A A 5 o] A=A g}

o] 5t A oA o 2A 42 Ansible =g o] 5 U P}

- name: Playbook to ensure the absence of a global forwarder in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
state: absent

6.
$9e AgEh
7.
Zeol%e APk,

I $ ansible-playbook -v -i inventory.file ensure-absence-of-a-global-forwarder.ymi

/usr/share/doc/ansible -freeipa/ t] & € 2] o] 4] A-&-& 4= 91 := README-dnsconfig.md
Markdown <] o)) 4| ansible -freeipa ipadnsconfig ¥ 5ol tj 3 M= Ansible =¥ o] &g <]
& 4 JHUth 7o & ipadnsconfig W4 Aol ¥ o] ))\}*],]];]-

27.10. ANSIBLES- A}-8-3}<] DNS GLOBAL FORWARDERS~} IDMol| 4] v] &3} =4 <1

o] A Ao A4 = IdM(Identity Management) 2] 2} 7} Ansible =3 o] 22 A}-&-3} IdM°1])~1 DNS =
29 AGAE v st Wi e dis] A4 3o ofd oAl AL A IdM #Ej Rt 228 dE A9
g Aol none 0.2 AAHo] F2H AIAE g7 0= A3

A 27 A

[ ]
Ansible 71 E £ 2] 9] ansible-freeipa #|7]1A] & AX I FUh o] = A2e] dA & Ay 3=
32EQUt}.
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27%.IDMol 4] DNS A& &g

A}
1.
/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
2.
HEe 9dS 93 AT IdM A1 71 [ipaserver] A Ao Y s o] A=A 1.
01]—‘% %01 server.idm.example.com2 74 3 == Ansibleo] A A 3}8 W o3-S ¢4
[ipaserver]
server.idm.example.com
3.
7= DNS 224 AGAE |34 3151 = o|n] -4 H disable-global-forwarders.yml
Ansible Z#o] & s}l o] 42 At o 2 5 &3} 2HU T
$ cat disable-global-forwarders.yml
- name: Playbook to disable global DNS forwarders
hosts: ipaserver
become: true
tasks:
- nhame: Disable global forwarders.
ipadnsconfig:
forward_policy: none
4,

il

ol 5S Ah .
I $ ansible-playbook -v -i inventory.file disable-global-forwarders.ymi
/usr/share/doc/ansible -freeipa/ t] 2 €] 2] o] 4] A}Jlff‘* F A= README-dnsconfig.md

Markdown 3}¢! 9]l 4] ansible -freeipa ipadnsconfig = &9l ] ¢ A= Ansible =g o] 5-& <l
& 4 QH5 YUY BUd = ipadnsconfig M F o= ;gg};]q /J\G],]T;]—

o

ol

RS

27.11. ANSIBLES- A}-8-3}<] IDMol] DNS A& o] Q=4 2
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o] A Ao A4 = IdM(Identity Management) 2] 17} Ansible =) o] 22 A}-8-3}o] IdMo]] DNS A2
Fo] A=A st S AUt ofe <A ALl A IdM A2 A= IPRIEY 2= EF) T4
71 8.8.8.8 21 DNS A v 9] example.com 2] DNS A& g o] Q=X &g

A 27 A

Ansible 71 E £ 2] 9 ansible-freeipa 371X & A XA HFUt}. o] = Ax}2] QA E A3 sl+=
S2EQr}

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] & € 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2.
HEE 9dS g3 744 IdM A1 71 [ipaserver] Al Ao Y s o] A=A g1
Oﬂl% %01 server.idm.example.com2 74 3 == Ansibleo] x| A 38 t}3-& ¢4 .

[ipaserver]
server.idm.example.com

forwarders-absent.yml Ansible = o] & 5} o] AR S vt Ut). o S
t}.

e

W the s 2o

I $ cp forwarders-absent.yml ensure-presence-forwardzone.yml

HF S 93l ensure-presence-forwardzone.yml 39 & gt}

tasks 2] 4 o] A] example.como] ] & dnsforwardzoneo] Q=4 RIS EE 29 o
£288.88=2 WAL
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27%.IDMol 4] DNS A& &g

tasks A A o A] ipadnsconfig Al =2 ipadns forwardzone © = W7 3}

ipadnsforwardzone A /Ao A 32 3 F ).

ipaadmin_password 152 F7}513 IdM #2812 ¢35 2 A A ).

name W4 £ 371313 example.com © 2 A A3},

it
forwarders A H oA oS PP

A.
ip_address @ ¥ E 32 A A}
B.
YA TS0l XA ste] Agd 232 ur] 93] DNS A w9 IP F45 F7}
3.
I -8.8.8.8

forwardpolicy 145 F7}38} 2 first = AR 3}

skip_overlap_check 142 F 713} 31 true 2 A& 3t}

Vi.
state ¥15=E present = ¥ 7 3}

o] Bl AA) dlAlo] DA 54 F Ansible S0l % s},

- name: Playbook to ensure the presence of a dnsforwardzone in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the presence of a dnsforwardzone for example.com to 8.8.8.8
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ipadnsforwardzone:
ipaadmin_password: password01
name: example.com
forwarders:

- 8.8.8.8

forwardpolicy: first
skip_overlap_check: true
state: present

6.
sl g A g
7.
o) ne AR,

I $ ansible-playbook -v -i inventory.file ensure-presence-forwardzone.ymil

/usr/share/doc/ansible -freeipa/ t] 2 g 2] dl| | A} 4= 9l = README-
dnsforwardzone.md Markdown =} < o] ] ansible -freeipa ipadnsforwardzone = &9j oj gt
O 22 A= Ansible Z o] 22 2 4 A5t 94 = ipadnsforwardzone ¥ 4=2] Aol
EgEo] AFUT

27.12. ANSIBLES- A}-8-3}<] DNS FORWARD ZONE?©°] IDMeol] o & 7l 2] A2z}71 A=A 82l

o] A1 A 9] A = IdM(ldentity Management) 2] 27} Ansible =3 o] 53 A}-8-3l<] IdM2] DNS
Forward Zoneol| oj2] A2 7} A=A 2lsh= WS A¥ Ut ofd oA Aatol A IdM B2 2=
example.com] DNS A& 9% 0] 8.8.8.8 ¥ 4.4.4.4 & AGH 3 A=A sy}

A 27 A

[
Ansible 71 E £ 9] ansible-freeipa #| 71X & AX I FU} o] = Aze] dA & A 3=
S2EQUt}.
[
IdM 22 3 9352 <3 JsUT
Azt

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ € 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
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27%.IDMol 4] DNS A& &g

2.
el & o 73 IdM A1u) 7 [ipaserver] A o) el of Sl el g
Oﬂ% :‘%01 server.idm xample com< A== Ansibled] XAl s8] H 2L &3}

[ipaserver]
server.idm.example.com

forwarders-absent.yml Ansible = o] & 3} o] A2 S w5 Ut o =
o,

il

W ohe s 2o

I $ cp forwarders-absent.yml ensure-presence-multiple-forwarders.ymil

HF S 93l ensure-presence-multiple-forwarders.yml 3128 g1 t}.

fiu)
o
E
S
i
i
o
o
£
i)
e
tlo
BN
o
d
W
v

Z o] E 2] name HFE Z g o|E o= ¥735lo] IdM DNS<2] dnsforwardzoneol < 2
A7 J=A A3

tasks A A o] /] example.com2] dnsforwardzoneoi] 4] 8.8.8.8 ¥ 4.4.4.4 A ZA}7} 9l
A BAEE 2 o8 WAR

tasks ) A o] A] ipadnsconfig A =< ipadns forwardzone © & W7 g},

ipadnsforwardzone A /Ao A 32 S F ).

ipaadmin_password W52 F7}513 IdM #2812 ¢35 2 A A g

name W4 £ 371313 example.com © 2 A A3},

forwarders A Ao A &L F3 3}

ip_address ¥ X E 33 A At}

339



Red Hat Enterprise Linux 8 Ansible2- A}-8-3} & Identity Management 4 X] 9 #3]

3ol 3l = DNS Aul 9] IP 28 F7kgth. ol tiAl 7 915Uk,

- 8.8.8.8
-4.4.44

state Y1-E present= ¥ 7 3}

o] Bl AA) dlAlo] WA 54 F Ansible S 0|5 w1},

- nhame: name: Playbook to ensure the presence of multiple forwarders in a
dnsforwardzone in IdM DNS

hosts: ipaserver

become: true

tasks:
- name: Ensure presence of 8.8.8.8 and 4.4.4.4 forwarders in dnsforwardzone for
example.com
ipadnsforwardzone:
ipaadmin_password: password01
nhame: example.com
forwarders:
- 8.8.8.8
-44.4.4
state: present

6.
e AgFh
7.
Edo %2 A gk,

I $ ansible-playbook -v -i inventory.file ensure-presence-multiple-forwarders.ymi

/usr/share/doc/ansible -freeipa/ t] & g 2] o)l | A} 4= 9J:= README-
dnsforwardzone.md Markdown =} < o] ] ansible -freeipa ipadnsforwardzone = &9j tj gt
O 22 A= Ansible Zg|o] 22 2 4 Ad5Yt) 94 = ipadnsforwardzone ¥ 4=2] Aol

23] AFU

27.13. ANSIBLES A}-&5to] IDMoj] 4] DNS A g

8
2
=z
e
oX
1)
i
2
s
e
N
1o
r (<]
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o] A Ao 4 = IdM(Identity Management) 342 2} 7} Ansible =) o] 22 A}-£3}] IdMol| x| DNS
Forward Zone & 8] &4 3}sl= WHH S A3 . ol oA 2 X}oll A IdM #2] A= example.com 9]
DNS A2 ¥ o] H| @ H A=A AP Y.

A 27 A

[
Ansible 71 E £ 2] 9] ansible-freeipa #7121 & AX A FU} o] = Aae] dA & Ay 3=
S2EQUr}

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] & € 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

ez 9dS I3 4 IdM A Bl 7} [ipaserver] A Ao Ud = o] =4 sly .
Oﬂl% %01 server.idm.example.com2 74 3 == Ansibleo] x| A 38 t}3-& ¢4 .

o oo

[ipaserver]
server.idm.example.com

forwarders-absent.yml Ansible Z & o] & 3 o] AR S vtEUt). o &

o}

e

W the s 2o

I $ cp forwarders-absent.yml ensure-disabled-forwardzone.yml

HF S 93] ensure-disabled-forwardzone.yml 3 & U t}.

fiu)
oo
=2
B
i
i
o
o
2
i)
1
il
BN
o
d
L
v

Z g ol el name WG E S o] o = ¥ A3le] IdM DNS9 4] dnsforwardzoneo] 1]
SAsH A=A FAY

tasks 4 A o] /] example.com2] dnsforwardzoneo] 8] &4 3l 5 o] =X Q==
Zq oS WA
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tasks ) A o] A] ipadnsconfig A =< ipadns forwardzone © & ¥ 7 g},

d.
ipadnsforwardzone A /Ao A 32 3 F ).
.
ipaadmin_password W52 F7}512 IdM #2]2 ¢35 2 A A .
i.
name W4 £ 371313 example.com © 2 A A3},
iii.
A A forwarders 442 A A g}
iv.
state ¥15== disabled & W7 g}
o] s}l e A A oA A 54 = Ansible = o] & w2 Q).
- name: Playbook to ensure a dnsforwardzone is disabled in IdM DNS
hosts: ipaserver
become: true
tasks:
- name: Ensure a dnsforwardzone for example.com is disabled
ipadnsforwardzone:
ipaadmin_password: password01
name: example.com
state: disabled
6.
st g Ao
7.
Zdolug AP},

I $ ansible-playbook -v -i inventory.file ensure-disabled-forwardzone.ymi

/usr/share/doc/ansible -freeipa/ t] 2 €] 2] oll /| A}-8- 3 4= 9J+= README-
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dnsforwardzone.md Markdown =} < o] ] ansible -freeipa ipadnsforwardzone = & 9j oj gt
o Z& A= Ansible Zg o] 52 2 4 A5 9= ipadnsforwardzone ¥ 4=9] A o] =

23] AFU

27.14. ANSIBLES- A}-8-31<] IDMol] DNS A2 g9 o] gl=A] 21

o

o] Al A o] A = IdM(Identity Management) 2]z} 71 Ansible =3 o] 3-8 A}l-8-35}<] IdM<]] DNS A&
@Yol A=A FRlst= S AW ofdl oA A R}ol A IdM 2] A= example.com o] o &
DNS A2 g 9] gl=A g

A 27 A

[
Ansible 71 E £ 2] 9] ansible-freeipa #|7]1A] & AX A FU} o] = d2e] dA & A 3=
S2EQUr}.

IdM #2123 43 2 <43 sU

/usr/share/doc/ansible-freeipa/playbooks/dnsconfig t] @ g 2] & o] 53 .

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

QM ED AL A5 AT IdM A 7} [ipaserver] A Ao J A s o] YA
o] £ £ o] server.idm.example.com$ 74 3= = Ansibled] A A] stz t}&

shel gt
= 4 g

[ipaserver]
server.idm.example.com

forwarders-absent.yml Ansible Z o] 3 o] AR S vkEUt) o =

o}

et

W ohe s 2o

I $ cp forwarders-absent.yml ensure-absence-forwardzone.yml

H A S 93l ensure-absence-forwardzone.yml 3 & ).

v
o
‘E
n
u
X
oX
o
£
g
e
tilo
X
oX
=
L
£
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Z g o] E 2] name H4E Zdo|E o 7 ¥ 7 3lo] IdM DNS9l dnsforwardzoneo] §i =
o

=] gl
b.
tasks 4 A o] 4] example.comei] t] 3 dnsforwardzoneo] g1o @ ¢} o] 22 WAF
)=
c.
tasks A A o A] ipadnsconfig A =2 ipadns forwardzone © = W7 3}
d.

ipadnsforwardzone A /Ao A 32 3 @}

ipaadmin_password 52 F7}513 IdM #2]2 ¢35 2 A AU

name W4 & 3713132 example.com © = A A3},

iii.
A A forwarders 4] A2 A A g}

state HH4Z absent 2 54t}

o] Bl AA) dlAlo] DA 548 Ansible S o] % F},

- name: Playbook to ensure the absence of a dnsforwardzone in IdM DNS
hosts: ipaserver
become: true

tasks:
- name: Ensure the absence of a dnsforwardzone for example.com
ipadnsforwardzone:
ipaadmin_password: password01
name: example.com
state: absent
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il

ERERER

s

Ut

I $ ansible-playbook -v -i inventory.file ensure-absence-forwardzone.yml

/usr/share/doc/ansible -freeipa/ t] & g 2] dl| | A} 4= 9l = README-
dnsforwardzone.md Markdown 3} < o] ] ansible -freeipa ipadnsforwardzone = & 9j oj gt
O 22 A= Ansible Zg|o] 22 2 4 Ad5Yt) 94 = ipadnsforwardzone ¥ 4=2] A o]

23] AFU
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287. ANSIBLES A}-8-3}« IDMel| 4] DNS # == 3]

o] &A= Ansible =] o] 22 A}-& 3o IdM(Identity Management)oil 5] DNS #Z =2 #a]3t&
e Ay IdM #2] 2= IdMel 4] DNS 3l =& F71 4, 2418 5 dF5U o Zode o
Aol £ o] dFHT

Ansible& A3} IdMe]] A 21 AAAA DNS #3Z=71 gJ=A 89l

Ansible& A}&-3} IdMe]] A 22 PTRDNS gl Z=7}1 gJ=A 89l

Ansible & A}-8-3}o] IdMel] oJ 2 DNS | 2=7} U+=A] <21

AnsibleS A}-8-35to] IdMol] of 2] CNAME # 2 =7} A=A 22l

Ansible2 A}-&3}o] IdMol] SRV gl Z =7} J+=4] &<l

28.1.IDM<] DNS g3 =

IdM(Identity Management)2 t} 3 DNS g 2= /33 XL o2 471A 71 713 A5 AHS-4
Yt
A
S2E o]g# IPv4 F4o g 7| 2 WY T A A= HAE o] www 9 e S 2E
SlEYUUT. AYZ=2IP F4 32 192.0.2.1 7 22 IPv4 F42 ¢ Y.

A g 2= )3 24 g U] &2 RFC 1035 & Fx314] A1 2.

AAAA

S2E o] &3} IPV6 20 tha 712 WL th AAAA Bl Z =] BT E o] B www 9 e &

2E o] 24Ut IP 54 3t 2001:DB8::1111 2} 22 IPv6 2 Y t}.

AAAA | 2 =0 T @ A4 g ]-4-& RFC 3506 & 231414 2.

SRV
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287%. ANSIBLE S A}-8-3}o] IDM9| 4] DNS dlZ= #3&

B2 o] 5 54 AUl 28 A F5a g Aule] DNS ol o
L

B A E So o] A= §3L LDAP T e 2o} e Au 25 Bl st Aue] i3 5

A&

SRV #Z=9] Y= o] 52 _service F 22 zZ+5Utl._ Idap._tcp e} 72 _ protocol. SRV d
Ao 74 FAd e dd Aul29 94 £9, 715X, FE WS 9 S2E o|Fo] ¥3H U

SRV gl Z =) dl g #LAl g U] 8-S RFC 2782 & X314 A1 L.

PTR

=71

IPv4 329 Oj3 2 % 413k DNS %3] &= in-addr.arpa. =] 210 3 o] 9 oIuk3}k
zg-_lil_o /\]._9.61—1,]1;], o= %) FArE }\].E]—o] ol o 2= IJ\‘— ‘&]/\] OE olu]- IP = /\_/] ygzz].
3t A 4=o] 1 in-addr. arpa _‘.:_ﬂl]°1°l —r7}%]141:} JdE Eo] Y EYA F4 192.0.2.0/24

o] A% Uk -2 2.0.192.in-addr.arpa ¢ 1t}

A o]ojo} 3% RFC 2317 2 RFC 3596 oA &

==
%-!J—'J_‘Kéﬁ
nE T

Eo] 4 F2E o] go]ojo} gt

3T

PTR9] 3l 2= o] &2 RFC 10359 A&
A= olof P} T2E ol% #2 YIS FE 3

o & ALgato] IPv6 o] tjal o e 9oL 74

=3 ip6.arpa. =Hlgle] IS
Qoo U] 3+ 244l & 8- RFC 3596 & #za}41 A Q.

& 2= 9121t} IPv6 & W3k

DNS 8] A2 g Z =8 F718 v 22 I o2 do]g7F R a3} o E So] CNAME d|Z=
= S2E ool HR AT AHI==IPFA7FZ oYt IdM ) Uldl A A A9 3 g3=
FFol R tolHS NYAES A AZES F/57] AT FA9 sk AFo 2 delol =R

28.2. 4 utA 2l IPA DNSRECORD-* &4

i)

2= 592 F7h 54

o

o] A M oj A = IdM(Identity Management)dl 7} & uk& 21 DNS 2] &2 &)
AA S o AHgE = = A ds A du.
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[
A (IPv4)
[
AAAA (IPv6)
[
SRV
[
PTR

Bash dlX = 235 e X2
option={vali,val2,val3} ).

TR 250 kS dste] of e F2e Aol 5 AgTHel: -

--ttl=number g R A A S Ao
--structured AAIDNS g ZEE i w4 8tal Fxstd P2 o=
Rkt o
3} 28.2."a"dIZ= A
il g o

--a- U AgIE e Ag s 558 A9y ipa dnsrecord-add
rec=ARECOR = idm.example.com host1 --a-
D rec=192.168.122.123
AZAIPFo7t e dd=stE A aEE vE ipa dnsrecord-add
UFUTH idm.example.com "*" --a-
rec=192.168.122.123 [2]
--a-ip- A=Y IPFAEATTUL HZEE e o A E) ipa dnsrecord-mod
address=strin I = S A A= AL --arec YUt 22 }A @  idm.example.com --a-rec
g FE 2 A4 E ) ——a-rec AL A Y I=2 A FHe 192.168.122.123 --a-ip-
A7 3= d A& g YTk A 3ke --a-ip-address -4 address 192.168.122.124
o2 AAE YT
[a]°] AN & IP 5471192021239 s =st= Al m=g A4 gt

3 28.3. "AAAA" HlZ= A
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el =5 o 7|
--aaaa- @A AAAA(IPVE) 9 2= == AAAA B ZE 228 3 ipa dnsrecord-add
rec=AAAAREC <3y} idm.example.com www --
ORD aaaa-rec
2001:db8::1231:5675
--aaaa-ip- 2= IPv6 FAEAFTTYULL A Z=E HE g A IPA dnsrecord-mod
address=strin ¥ IZ= S AP sE 48 --aaa-rec YUtk 22} idm.example.com --aaaa-rec
g A Z=2 433 o --aaaa-rec 52 A HA =29 2001:db8::1231:5675 --aaa-
A 3k XA sk W AFEE YT Al 32 --a-ip- ip-address
address &4 o7 A g U 2001:db8::1231:5676

3} 28.4."PTR" glZ= )4

54 49 i

--ptr- oo PTRY ZE £E=PTRE IZE 228 ﬁ%%‘% o ipadnsrecord-add

rec=PTRREC AYFDNS HF=E F71d o 2 DNSEZ=E5 F  122.168.192.in-addr.arpa 4 --

ORD 7betE AMg-3} W) W ske] ipa dnsrecord-add %3} ptr-rec
S AFR E = o] o] 2o] HEYU T A Ao 2 5 server4.idm.example.com.
2EIPFAEANAGA YEYFN JE P F4e] vpx]
ot St @ 220 A WA o o] M= $ ipa dnsrecord-add
serverd.idm.example.come] IPv4 5=22192168.122.4 0 .0.0.0.0.0.0.0.8.5.d.0.1.0.0.2.i
A PTRAZE=E F7HHU T F HA oA = p6.arpa.
0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.ip6.arpa°l &3k 1.1.1.0.0.0.0.0.0.0.0.0.0.0.0 --
DNS % %7kt IP 74:7}2001DB8:M &) & by /e
2~ E server2.example.com ©] [Pv6 & %3 o & U] server2.idm.example.com.
=8

--ptr- Y=o T2E o] 52 ATl

hostname-=st
ring

3 28.5."SRV" ¥ 2=

5

--Srv-
rec=SRVRECORD

gA

Y
of,

«

yill

off o 2 o ki rr

O_L;H_t

=

Q)
d

SRV
=

N

’

o A

SRV# 3= E=SRVHIZE 5528 #ipadnsrecord-add
AUt Q2% o Ao A _dap._tcp idm.example.com _ldap._tcp --srv-
g MU= FE L a4 =22 rec="051389

57
Ex
hal
o
=

ﬁ ““"

= o
|
72

7
it

g o] gt} srv -rec

e ¢4 serverl.idm.example.com.”

| =E, o e gel g o
49¢] 7tg A gk 1007H4 71 4 |PA dnsrecord-add

R

EIRECH

p A=}
‘—-E‘H'{f

%278 gerver.idm.example.com _ldap._tcp
--srv-rec 49 389

server2.idm.example.com".
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Yo
.
M
oF

-=Srv- I ¢4 =92 AT YTh A& # IPA dnsrecord-mod
priority=number o) 3SRV B Z =7} o2 A 9} S 4 server.idm.example.com _ldap._tcp
QU ¢4 91 (0-65535)= @l s1=  --srv-rec 49 389

o] =92 ATt A7 2HS —'F% % server2.idm.example.com." --srv-
A =97 mHUTh Anl2E ¢4 =97t priority=0
7HE ES IR EE WA AREE oF Gyt
--Srv- R0l 712 E QAT ol g A 5} # IPA dnsrecord-mod
weight=number W E5d3 ¢4 = SRV HEZ= =42 server.idm.example.com _ldap._tcp
AR E d =go] §Uth AF 715X --srv-rec 49 389
ERYIRENAREHE FSAAMES)S server2.idm.example.com.” --srv-
UERH & # ) 1007)7k4] 271l oF §H weight=60
o},
--Srv- g S 2EA] A H| 20 i gt ZEE A # IPA dnsrecord-mod
port=number e i= server.idm.example.com _ldap._tcp
--srv-rec 60 389
server2.idm.example.com." --srv-
port=636
--Srv- o E2Ee] 2Hl o] F& AT T
target=string CuoloA] A AE AT 5 Qe A
@G mRE0O)Y F AFH

ipa dnsrecord-add 2 IdMoj| 4] ] 3= DNS Eﬂ FE FHES AHE-st= i ol g AHA 9
&2 ¥ H ipa dnsrecord-add --help 33 & .

28.3. ANSIBLE S A}-8-3l] IDMe] A 22 AAAADNS g 2Z=7} =4 &2l

o] A Ao A= IdM(Identity Management) 2] 17} Ansible =) o] &2 Al-&35lo] 54 IdM S 2 E o
digt A AAAA H 2 =71 A=A SRIstE S B FU ofel] A Lol A AHE-H o Ao 4] IdM &
#] A= idm.example.com DNS < & o] host1 <] tj g A 2 AAAA FZ =71 A=A A3y

A 27 A

o
e

Ansible 7 E £ 2] 9] ansible-freeipa 3| 7] X & A XA HFUT o] = A X} GAE 43
S2EQYr)

IdM #2123 432 <43 sU o
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287%. ANSIBLES A}-8-5}¢] IDMol|X] DNS d|Z= 3

idm.example.com % o] £] 5w IdM DNSe] ]3] #2) g1t} IdM DNSel A 7] & DNS
Q9 F7tol g A Ul-§-2 Ansible =] o] 5-& A1-8-3to] IdM DNS 9 o} 2]l & Ul &

2 AxFA L.

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] & g 2] 2 o] 53 t}.

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

HED 3AdS A3 74 IdM A1 7t [ipaserver] A A o] v o] A=A g1 o
04]—3— %cﬂ server.idm.example.comg 74 3l == Ansibleo] A A5tz t+3-2 YA}

[ipaserver]
server.idm.example.com

ensure-A-and-AAAA-records-are-present.yml Ansible Z @) o] & 512 o] BALE S w51
.o & 54 g3 2FUd

$ cp ensure-A-and-AAAA-records-are-present.yml ensure-A-and-AAAA-records-are-
present-copy.yml

HAA L 913l ensure-A-and-AAAA-records-are-present-copy.yml 3} & Gt}
ipadnsrecord zt¢] A Ao A th5 M-S A sto] 9LS =FF
ipaadmin_password H+= IdM #2 # 452 AU,
zone_name M4 idm.example.com .2 A4 3},

records oA name W3 hostl = A A 313 a_ip_address =
192.168.122.123 o = A A ]},

records o] A name ¥~ hostl = A A3} 3 aaaa_ip_address -5 12 A
A
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ol= @A oAl s 4 = Ansible Z# o] & 3¢t}

- name: Ensure A and AAAA records are present
hosts: ipaserver
become: true
gather_facts: false

tasks:
# Ensure A and AAAA records are present
- name: Ensure that 'host1' has A and AAAA records.
ipadnsrecord:
ipaadmin_password: Secret123
zone_name: idm.example.com
records:
- nhame: host1
a_ip_address: 192.168.122.123
- nhame: host1
aaaa_ip_address: ::1

6.
$9e AgEch
7.
Zeol%g APk,

$ ansible-playbook -v -i inventory.file ensure-A-and-AAAA-records-are-present-
copy.yml

A2 AAAA P = =0 T3 AA F &2 IdM2] DNS g 2 =2 244 2.

/usr/share/doc/ansible -freeipa/ t] @ €] 2] o] 9= README-dnsrecord.md Markdown 3}
2 o) A ansible -freeipa ipadnsrecord = &9l o] 3 41 = Ansible Zg o] 52 321 a 5= Ky
t}. 5} o = ipadnsrecord W 2] Aol = ¥ 3o L

/usr/share/doc/ansible-freeipa/playbooks/dns record t] & ¥] 2] 9| 4] ipadns record =&
o] g A= Ansible Z# 0] 58 & & AFU

28.4. ANSIBLES- A}-8-3}<] IDM9]] A 2 PTR DNS g3 =7} =] 821

o] A Ao 4 = IdM(Identity Management) 2] 2} 7} Ansible =& o] 22 A} &3l E4 IdM & 2 E 9]
Adg==71319 PTR Al Z2=7F A=A 32135 HH S BoFUh ot Axjo A AHE-R oA ol 4] IdM
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287%. ANSIBLE S A}-8-3}o] IDM9| 4] DNS dlZ= #3&

FA2 A= IP F4271 192.168.122.45 21 host1 o] g3 idm.example.com g o] A L PTR I Z=7} 9
=A APy

A 27 A

[ J
Ansible 71 E £ 9] ansible-freeipa #|7]1A] & AX I FU} o] = Aae] dA & Ay 3=
SZ2EQYrh

idm.example.com DNS < & o] =] 5} IdM DNSol| A 2] gt} IdM DNSol| A 7] &
DNS o< F7}9l t g #HA| g ] &2 Ansible =3 o] 52 A}1-8-351<] IdM DNS o <] ]9 dj gk

W8-S FzHA 2.
A
/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] &l g 2] 2 o] 53 ).

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

AW ER A I 44T IdM A ¥ 7t [ipaserver] A A o] YA = o] A=A &<l
o & o] server.idm.example.com 745t < = Ansibled] A A a8 H &L 949

)

U,
U,

o o

5]
H
server.idm.example.com

I [ipaserver]

ensure-dnsrecord-with-reverse-is-present.yml Ansible =@ o] & 3}¢] o] A} S whE1]

.o 59 ge3 U

$ cp ensure-dnsrecord-with-reverse-is-present.yml ensure-dnsrecord-with-reverse-is-
present-copy.yml

H RS 93] ensure-dnsrecord-with-reverse-is-present-copy.yml 3428 g1 t}.
ipadnsrecord ¢ A A A T3 M-S A5t FAd S 2 F A4

ipaadmin_password ¥ 5-E IdM #2]#} 5= AA 3.
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[ J
name M2 host 1 & A& g}
[ J
zone_name H 4= idm.example.com 2. 2 A A3},
[ J
ip_address M 4-5 192.168.122.45 = A4 3 t}.
[ J

create_reverse W45 yes 2 AA 3.

ol @A oAl s 4 = Ansible Z# o] & 3¢t}

- name: Ensure DNS Record is present.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure that dns record is present

- ipadnsrecord:
ipaadmin_password: Secret123
name: host1
zone_name: idm.example.com
ip_address: 192.168.122.45
create_reverse: yes
state: present

(<

A2 AFUh

$ ansible-playbook -v -i inventory.file ensure-dnsrecord-with-reverse-is-present-
copy.yml

A 2 PTR DNS @ Z =0 t] 3 24| 3 U] &2 IdMe] DNS @ =2 223144 2.
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287%. ANSIBLE S A}-8-3}o] IDM9| 4] DNS dlZ= #3&

/usr/share/doc/ansible -freeipa/ t] @ €] 2] o] 9= README-dnsrecord.md Markdown 3}
2 J] A ansible -freeipa ipadnsrecord 2 5ol ] g 1 = Ansible =g o] &2 #2135 JHFY
t}. 7 o) = ipadnsrecord WG 2] Aol & ¥ HE o] AFU T

/usr/share/doc/ansible-freeipa/playbooks/dns record t] 2 €] 2] o] 4] ipadns record =&
o thg = Ansible T o] &g 2 & AFUh,

28.5. ANSIBLES- A}-&-3lo] IDMe]] of 2] DNS #lZ =7} QA=A 2l

o] A A o) A = IdM(Identity Management) 2] 7} Ansible =) o] &2 A}-835}¢o] of 2] gto] 5A
IdM DNS 2 =9} A4 = o] A=A SRt WY S HoFH . ofel] Al A AHE-H o Ao 4] IdM
##) A= idm.example.com DNS % <} o] host1 o] i3] o2 A IZ =71 A=A Sl gy

A 27 A

[
Ansible 71 E £ 2] 9] ansible-freeipa #|7]1A] & AX I FU} o] = A2e] dA & A 3=
S2EQUt}

IdM #2123 43 8 <43 sU

idm.example.com g & o] =3} IdM DNS< <] &2 gy} IdM DNS9 A 7] DNS
7ol e A4 @ 1 §-2 Ansible 5] 3 AHg-sto] IdM DNS ] el ot 1§
=

123141 A 2.

e
o =
=%

A3
1.
/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] @ € 2] £ o] 53 t}.
I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord
2.
AHED] HdS A3 74 F IdM A 1 7} [ipaserver] A o) A= o] A=A Ao
d] 2 Sof server.idm.example.comS 432 Ansibleo] X A]38d oS 48 gy
[ipaserver]
server.idm.example.com
3.

ensure-presence-multiple-records.yml Ansible =@ o] & 5 o] A} S w5 UL o S &

W thet 2
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$ cp ensure-presence-multiple-records.yml ensure-presence-multiple-records-
copy.yml

HF S 93l ensure-presence-multiple-records-copy.yml 319 -2 gt}

ipadnsrecord z¢] A oA o5 HFE APt S =HFUG.

[ J
ipaadmin_password H5-= IdM &2 # 432 A 3.
[ J
records A Ao A] name W4Z host1 2 A3},
[ J
records A A o] 4] zone_name H 4= idm.example.com & 2 A4 3},
[ J
records A A oA a rec 4= 192.168.122.112% A A 3}57 192.168.122. 122 = A A
Ay
[ J

records A Hdo] = WA YPI= E o P

o

name ¥4-Z host 1 & AA 3},
o

zohe_nhame ¥ 4~% idm.example.com .2 A4 gt}
o

aaaa_rec = 1 2 AR

o]= & A o Aol ) 5= = Ansible =g o] & T¢I},

- name: Test multiple DNS Records are present.
hosts: ipaserver
become: true
gather_facts: false
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tasks:
# Ensure that multiple dns records are present
- ipadnsrecord:
ipaadmin_password: Secret123
records:
- name: host1
zone_name: idm.example.com
a_rec: 192.168.122.112
a_rec: 192.168.122.122
- name: host1
zone_name: idm.example.com
aaaa_rec: ::1

%)

o]
dSs A%

9

U,

DNS2] A g2 =] o g Al gk 82 IdM2] DNS |32 =& =23 A L.

/ust/share/doc/ansible -freeipa/ t] 2 €] 2] 9] 1= README-dnsrecord.md Markdown s
2] o ] ansible -freeipa ipadnsrecord 2 & ]| tj 3 41 = Ansible S o] 22 g2 d = IHFY
t}. 7t o] = ipadnsrecord W 50] Aol w ¥ 3HE o] Q&)

/lusr/share/doc/ansible-freeipa/playbooks/dns record t] & E] 2] 9| 4] ipadns record =&
o] g M= Ansible Z# 0] 58 & & AFU

28.6. ANSIBLES A1-8&-3lo] IDM9]] of 2] CNAME # 2 =71 =4 &2

R

CNAME ) . =(CNAME #| =)= shite] =9l o) &, W32 the o] 89 A4 o] gol vl 3he
DNS(Domain Name System)<9] @42 g 7= §3 Y

CNAME @ 2= wal IP 24014 o] A28 e o §-8 3 vhel: FTP Aux 2 g u =

=7tz e T e A 49 9).

o] Al A o) A = IdM(Identity Management) #2] 27} Ansible =) o] 52 A}-8-3}<] o2 CNAME # =

=7 IdM DNSel| JJ=A] g1Ql8t= WY S BoFUt. o) AX}o A ALE-H <A ol 4 host03 > HTTP

357


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index#dns-records-in-idm_managing-dns-records-in-idm

Red Hat Enterprise Linux 8 Ansible2- A}-8-3} & Identity Management 4 X] 9 #3]

A w9} FTP A & g9yl IdM #2] A= idm.example.com g & 9]l host03 A 8] I = o] o] 3+ www
4 ftp CNAME # Z=71 1 =4 1@

A 27 A

[ ]
Ansible 7 E £ 9] ansible-freeipa 3| 7] A & A X P&t o= Azl dA S AP 3=
S 2EQt].
[ ]
IdM # A ¢35 E G2 gHUo
[ ]
idm.example.com g < o] =45} IdM DNS<|| 23] &2 gd ). IdM DNS9| 4] 7] DNS
Qo F7tol hg A F Ul &2 Ansible Z o] 52 A}-8-5to] IdM DNS 9 <] 2]l tl g Ul &
S FxsAA L.

host03 A & & =+ idm.example.com &g ¢ o] &1t}

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] @ € 2] £ o] 53 t}.

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2.
AW EE A I3 744 IdM A ¥ 7} [ipaserver] A A o] Ud o] =4 &1t
o & o] server.idm.example.com 7 A st< = Ansibled] XA at8 ¥ &2 JH I ).

server.idm.example.com

I [ipaserver]

ensure-CNAME-record-is-present.yml Ansible = o] & 5 o] AR S wtFUth oS &
o33 Z2Eyo

I $ cp ensure-CNAME-record-is-present.yml ensure-CNAME-record-is-present-copy.yml

HA S 93] ensure-CNAME-record-is-present-copy.yml < & 1},

ipadnsrecord 2} Aol A] the WS AR sl st e =Pk
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287%. ANSIBLE S A}-8-3}o] IDM9j|A] DNS gl 3=

o

U,

BERIESRER B ES R ERE:

ipaadmin_password H 4= IdM #2|# 432 A 3.

zone_name ¥ -% idm.example.com & 2 A4 3},

records W4 A Aol A Thg Mok @2 AA T

name WS www 2 A A3t}

chame_hostname ¥4 host03 ¢ = A A3},

name WS ftp = A .

cname_hostname == host03 2 2 A A 3},

oli= @A oAl dls 4 = Ansible Z# o] & 3¢t}

- name: Ensure that 'www.idm.example.com’ and 'ftp.idm.example.com' CNAME
records point to 'host03.idm.example.com'.

hosts: ipaserver

become: true

gather_facts: false

tasks:

- ipadnsrecord:
ipaadmin_password: Secret123
zone_name: idm.example.com
records:

hame: www
cname_hostname: host03
name: ftp

cname_hostname: host03

Eias
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ol E5S 23t

I $ ansible-playbook -v -i inventory.file ensure-CNAME-record-is-present.yml

/usr/share/doc/ansible -freeipa/ t] & g 2] o] 2J+= README-dnsrecord.md Markdown 3}
2 o] 4] ansible -freeipa ipadnsrecord 2 59| ] g M1 = Ansible =3 o] &< 328 5 AFY
th. % o = ipadnsrecord ¥ 9] Aol %= ¥3tx o] AHFH T

/usr/share/doc/ansible-freeipa/playbooks/dns record t] 2 & 2] o] A] ipadns record = &
ol Ul 41 Ansible Sao] 2 2 5 A&t

28.7. ANSIBLES A}-£-3}<] IDM9o]] SRV g Z=71 =4 &<l

SRV(DNS Au]x) fS== =ulQlol A A8 5 gli= Au| 20 $2E 0§, FE WS, A T2k
2,94 +£9 2 715A 2 A 2yt IdM(Identity Management)oll A = SRV I 2 =&
A g BAES F2E T sy

o] Al oA & IdM(Identity Management) &)z} 7} Ansible =3 o] 22 A}-£-3}o] SRV g2 =7}
IdM DNSoj| 141 8ol 3t W42 melFuch, ozl A xpoll A AR ol Ao A] IdM 2] 2= Fkol 10
50 88 idm. example.com<l _kerberos._udp.idm.example.com SRV #dZ =7} A=A &3t} o]
27 sha o= wel 239t

Au| 29 £ £=9E 1022 AFF¢g.
Au) 2= 9] weightS 5020 2 A3 3.

AH) 20X AHR-E X EE 880 2 AAF ).

A 27 A

[ ]
Ansible 71 E £ 2] 9] ansible-freeipa 371X & A XA HFUt}. o] = A X2 GA S A3 sl+=
S2EQYrt)
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287%. ANSIBLE S A}-8-35}<] IDMol| 4] DNS & 3

m
e
&

idm.example.com % &} o] =31 IdM DNS9)| ]3] #+2 g1t} IdM DNSe| 4] 7] 2 DNS
d e F71o g AP W&-2 Ansible =g o] 22 A}-g-3o] I[dM DNS ¢ #2]o g3 &

REL RS

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord t] @ € 2] 2 o] 53 o}

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2.
LA %‘ 7€ IdM A B 7} [ipaserver] A Ao Ydso] YA Felghc).
l% %01 server.idm.example.comg 74 5l = £ Ansibleo] A5tz ¥ &< 4A .
[ipaserver]
server.idm.example.com
3.
ensure-SRV-record-is-present.yml Ansible =#) o] & 5} o] A}2 2 vt} oS 59
(=R g =

I $ cp ensure-SRV-record-is-present.yml ensure-SRV-record-is-present-copy.yml

HA S 93l ensure-SRV-record-is-present-copy.yml < -2 ).

ipadnsrecord ¢ A A A T3 HTE AP st A} S 2 F AU
ipaadmin_password H+Z IdM #2]#} e =2 A o).
name W45 _kerberos._udp.idm.example.com &2 A% 3},

srv_rec ¥5== '10 50 88 idm.example.com' & = XA g}
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zone_name W+ E idm.example.com . & A A3t}

o] ¥d2 AR oAl A 4 A Ansible Z# o] 5 Fd Yot

- name: Test multiple DNS Records are present.
hosts: ipaserver
become: true
gather_facts: false

tasks:

# Ensure a SRV record is present

- ipadnsrecord:
ipaadmin_password: Secret123
name: _kerberos._udp.idm.example.com
srv_rec: 10 50 88 idm.example.com’
zone_name: idm.example.com
state: present

o]
ds A%

=

U,

)

il

gol S A3 g

I $ ansible-playbook -v -i inventory.file ensure-SRV-record-is-present.yml

SRV @ 2= o] t] 3 A & &2 IdMe] DNS # 2 =2 32844 2.

/usrishare/doc/ansible -freeipa/ t] €] 2 o] 3= README-dnsrecord.md Markdown st
2 o ] ansible -freeipa ipadnsrecord 2 & ]| o] 3 41 = Ansible Zd o] 22 e d 4 JHY
t}. 5} o) = ipadnsrecord ¥ 4=2] A 9w ¥ 35 o] &t}

/usr/share/doc/ansibIe-freeipa/pIaybooks/dns record t] & € ] o] 4] ipadns record = &
o] g M= Ansible Z# 0] 58 & & AFU
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