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+ +
Installed Product Status
+ +
Product Name: Red Hat Enterprise Linux Server
Product ID: 69

Version: 7.9
Arch: x86_64
Status: Subscribed
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and Recover (ReaR) and how can | use it for disaster recovery?OI]/ﬂ XN L. ==
LVM 29 2%, ®4= RAID ¥ 3.2 A48 5 J5Uth 7H4 vlAle ool =8t A $ A4 VM

o 2 5k2 AT+ ATk

3.2. dagol=5 ¢ SATELLITE A] 24 FH]

0} Az} oA = RHEL 82 .2 9] ¢J 18 o] =& 93] Satelliteo] =

GAE Ayt

12

SE 2P Fulssd e

A= AH

AUl EF A&l 5+
4%»]1:} 01] £ o] Relax-and-


https://access.redhat.com/articles/6313281
https://access.redhat.com/solutions/4067471
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/system_administrators_guide/ch-relax-and-recover_rear
https://access.redhat.com/solutions/2115051
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/logical_volume_manager_administration/lv#snapshot_command
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/logical_volume_manager_administration/index#raid-splitmerge

3% g el= &1

Satellite A] 2=€19] A} &x}+= o] A9} Pagol=E 938 RHEL 7 A] =€l Z=n]o] A Y
H FH] 9A & gs53§oF gy

A 27 A

[
Satellite Serverol] tjj 3t A& A3to] Y5}

Satellite7} &4 A9 v A == FA F2] A vjA AR 1. zHA) g U &2 Red
Hat Satellite A = @} o] 3 Alo] =L A X3FAA L.

RHEL 8 gl =X &7} =dH A B 239 A v AEE Satellite Server= 71434t} #
AlsE g &2 Zel= #3] 7to]l =9 Red Hat Satellite 4 v Ao gjgt A8 23 A A] ZA(d:
A 6.10 )2 FxsH A L.

293 v = RHEL 7 2 RHEL 8 @ 4 £ = RHEL 7.99] HAl 9Jdo]E 2 tj4 OS ] A
(el : RHEL 8.6)3} 7] 33 o).

RHEL 8 2] £ 52]9] A5 7 el £ 52 9] th4 0S w2 24 3hallof 3
Uth(el: 8.6). RHEL 8 vl 9] 2] £A 2] vt A8 a 45 AFd o] 2 ¢ o]
=7} A8

o] £ Eo] EUS (Extended Update Support) ] B 23 M o] gl= Intel o}l 7] €l X 2] -9 o
T XA ELE H4Fo R S5 L.

Red Hat Enterprise Linux 7 Server(RPM)

rhel-7-server-rpms

x86_64 7Server -:= x86_647.9

13


https://access.redhat.com/support/policy/updates/satellite
https://access.redhat.com/documentation/en-us/red_hat_satellite/
https://access.redhat.com/documentation/en-us/red_hat_satellite/6.10/html/content_management_guide/managing_subscriptions

Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =

Red Hat Enterprise Linux 7 Server - Extras(RPM)

rhel-7-server-extras-rpms

x86_64

Red Hat Enterprise Linux 8 for x86_64 - AppStream(RPM)

rhel-8-for-x86_64-appstream-rpms

x86_64 <target_os_version>

Red Hat Enterprise Linux 8 for x86_64 - BaseOS(RPM)

rhel-8-for-x86_64-baseos-rpms

x86_64 <target_os_version>

target_os_version< t)’F OS v Z(: 8.6) .= WA ).

o o718 A 9] -4 RHEL 7 2] ¥4 =2 2 RHEL 8 2| A 2] = = 2.

AT W& ZH= #z] 7Fo] =0 4] Red Hat Satellite ©] % uv] & 3t Zgl=
ZFA 2 7] Z(ell: 1 6.10 )2 FxsA A L.

I4 RHEL 7 9 RHEL 8 2]l XA &7 x3d Zdl

[
I
2
rH
)
[
[q-
(>
I
i
2
ih)
o3
i
o

Z}A 8F U] 82 Red Hat Satellite ] 53 v Ao gt Za/l= F ] 7}lo]= o] Zul = H 73
el ¥4 6.10 )2 Fx3A 2.

o
ol\
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https://access.redhat.com/documentation/en-us/red_hat_satellite/
https://access.redhat.com/documentation/en-us/red_hat_satellite/6.10/html/content_management_guide/importing_content
https://access.redhat.com/documentation/en-us/red_hat_satellite/
https://access.redhat.com/documentation/en-us/red_hat_satellite/6.10/html/content_management_guide/managing_content_views

3%. dadol= F

A Al RHEL 8 ] £ X E &) 7} Satellite Servero] 4] &A 35 A=A B2} o 2 S0
Library gto] ZAlo] Z A oA XX E & S5 E O3S 3.

hammer repository list --search 'content_label ~ rhel-8' --content-view
<content_view_name> --organization <organizations --lifecycle-environment Library

Na

Z7 o] o] GO 2A|

o

Ut

content_view_name & ZHl = 1

15



Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =
4. dadel= A RIA HE

N =gl9] el = 7Hs A& #7kshe W leapp preupgrade 3 ® & ALg-sto] Abd Qladol = xm
A28 A2k o] BAA Leapp 9 € Al 2dlo] 3t Hlo B +4 53 Yol = /b5 A
S Hrtstar gadels A BaA S AAF

dze ol = A B34 = /var/log/leapp/leapp-report.txt sl 3 §) & A BF ALE R 4 A FU
o BIME FAN BAF aoksty 9 EFHL AXFUL o] HIAE EGF Yadol =T A3
g T AER AR E AASE °H) =2olg8 Y.

54 740l A Leapp 13 Wi A4 317] 913 true/false 2 7S AAAFUL. RE ZELS
I/var/log/leapp/answerfile o] # 7= 51, Missing required answers in the answer file W] A| x| 9] ¢ 73|
ol= A BiAo) AFFPLch Leapp & RE AR o] & G L AFHA S 4G Fadol =t 53
HAA FsUG

dadel= A gdAAA dadol= 78S B Wl v F 7HA F4 0] dsUd

¥2

AH&Ste] B E BAE FE5o R A3

A 222 gl RIAE AESL, ALS F5H AF BT AFS A 85w, A A2

AEZ Agate] Yulx 2412 AT

N
fo

Aadg ol= A DA oA Leappe AA Q=g o] Pdadlol= Z2A2AE A EFo]A
3AY 2 & RPM 71X & &2 =314 g4Ut.

Adagol= A RIAE AESH el olx ¢Jadol= Z&A 2 Qlo] RHEL 8 A 28-S A vl X] 5} A

dE 5o N2 g #7014 o8 RN A#E vwsted AA AHgA AR 22
HEE AHS5ld fadlol= d RuAE AT + dsUoh A &2 Red Hat
Enterprise Linux AHd 2go]l= B uA I3 ZE A535 FZHA L.



https://access.redhat.com/articles/5777571

4% . Jadol= A RN HE
4.1. B F=A ddol= 74 Bt

BB E U O AE AHEst g o= o)A dAA BT F = dadol= EAIE SAHY

=8

A 27 A

[ ]
dagel= Fvlo Ydd dAZE e HAdsH

RHEL 7 A| 2810 4 AL Qo] = BA S S g o
I # leapp preupgrade --target <target os_version>

target_os_versiong 4} OS vl A (d): 8.6)2. = WA gt} A OS v Aol A o5 %] ¢k
73§ Leapp 2 A ¥ == dzdol= A= o Hol& 1.1 A A 7|2 did OS A& A8

#

29 o] =9 /etc/yum.repos.d/ Tl A E ] o] A}22} 2| A B EX Eg] S AL
steld o33 o] Ad 3 gl X B & A 3o

I # leapp preupgrade --enablerepo repository id1 --enablerepo repository id2

RHSM glo] 928 o] =31 71} RHUIZ A}&-3l2 @ —no-rhsm &8¢ 3715
Ut

EUS (Extended Upgrade Support), Advanced Update Support (AUS) ==
+ Update Services for SAP Solutions (E4S) Al H 23§ Ho] Q= 73-F --
channel channel §-1& 71t} 2'd 2 eus,aus, eds 59| H Y= 2 A Y
t}. SAP HANA 31702 How to in-place upgrade SAP environments from
RHEL 7 to RHEL 8 A 4] w o] = X & A1g-3o] QA Zd o] 2 ¢ 2dlo| =8 53
ok ok,
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https://access.redhat.com/articles/4977891#repos
https://access.redhat.com/articles/4977891#upgrade-without-rhsm
https://access.redhat.com/articles/rhel-eus
https://access.redhat.com/solutions/3082481
https://access.redhat.com/solutions/5154031

Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =

leapp answer 3 S A3t §H FU AES AF s I<lE $HS AZ AU
I # leapp answer --section question_section.confirm=answer

o1& o] PAM 74104 pam_pkos11 5.8 1|24 st A 517422k ol o)
3 True 292 &olslad oS 932 A3},

I # leapp answer --section remove_pam_pkcs11_module_check.confirm=True

FAlshe] sl el

/var/log/leapp/answerfile 34 & 5o 2 AL, # 7|5 & 2
¥Ut Leapp $° HLS

o
=
confirm 2] F4 & A A3l3, $HL True == False = 32l
FzAA 2.

3.
Ivar/log/leapp/leapp-report.txt %2 o] B I A = AE3} L QA ZHo]lX g ol == A3}
71 Aol B3 d RE FAE T2 A
42. ) 2£8 B8 ddol=E s Bt AE B 4§
A ol = dAl oA BB = e EAI9 ] FES A S A SRS A Esle HH s &

dy

A 27 A

[ ]
dagel= Fvlo Ydd dAZ e H AU

cockpit-leapp =2 71912 2 g}
I # yum install cockpit-leapp

Ble-A oA g &2 o] 535l root =+ /etc/sudoers Aol A H ALEARZ 21AF
Ut §] 220 Ul g AA S W &2 RHEL7 ) 2428 AH8ato] Al 28] #elg 324 A L.

RHEL 7 Al 2dlol A B2 Z QEslo] 2 T 9] 2% HuldolA Abd g adol= gAg 5
gk
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/managing_systems_using_the_rhel_7_web_console/index

4. 4agol= A BRI AE

I # leapp preupgrade --target <target os_version>

target_os_versiong 4} OS vl A (d: 8.6) .= WA gt} A OS v A o] A o5 %] ek
$ Leapp 2 A 9= = dzdlo]= A2 o] Ho]& 1.19] A A 7] v 0OS v A& A8

Y 2d o] =9 /etc/yum.repos.d/ Tl A E ] o] A}22} A A ]| EX] Eg] S AL
steld o33 o] Ad 3 gl X B & A s o

I # leapp preupgrade --enablerepo repository id1 --enablerepo repository id2

RHSM glo] 9 zd o] =8t A Y RHUIE A5t --no-rhsm 34 & 571
Yrth.

EUS (Extended Upgrade Support), Advanced Update Support (AUS) ==
+ Update Services for SAP Solutions (E4S) Al H 23§ Ho] = 7A-$ --
channel channel §-21& 718t} 2'd 2 eus,aus, eds 59| H Y= wA Y
t}. SAP HANA 317)-2 How to in-place upgrade SAP environments from
RHEL 7 to RHEL 8 x| 2l v o] 22 £ & ALg-3te] A Zg o] 2 g ado| =5 53
ok ek,

A 2&0] AF vlirol A AFd o]~ Paelol = BN S A g
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https://access.redhat.com/articles/4977891#repos
https://access.redhat.com/articles/4977891#upgrade-without-rhsm
https://access.redhat.com/articles/rhel-eus
https://access.redhat.com/solutions/3082481
https://access.redhat.com/solutions/5154031

Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =

20

a9 4.1. %] L9 AEHol& fdadel= Bk

In-Place Upgrade Report

Terminal

°
9
o
o
o
o
°

In-Place Upgrade Report for: localhost . localdomain

Filters ¥ = Remediation plan (0) | +Add all remediationsto plan (1)
Risk

Title Factor . Description Tags Time

Repositories map file is invalid High ®Inhibitor upgrade process 26.08.2019

(fetc/leappifiles/repomap.csv) = 15:18:04

OpenSSH configured to use ®Inhibitor [ authentication | security | network | services [IIPEICEIIE]

removed ciphers ¥ Remediation 15:23:56
hint

OpenSSH configured to use ®Inhibitor [ authentication | security | network | services [EIICRIIE]

removed mac ¥ Remediation 15:23:56
hint

Packages not signed by Red © Remediation 26.08.2019

Hat found in the system command 15:23:57

LUKS encrypted partition ®Inhibitor [ boot | encryption | 26.08.2019

detected 15:23:58

Possible problems with ®Inhibitor | authentication | security | network | services JEPIRCIIGE]

remete Login using root @ Remediation 15:23:59

account hint

chreny using default i 26.08.2019

Y .g efaul Medium ime managemen

configuration 15:23:57

Postfix has incompatible 26.08.2019

changes in the next major 15:23:58

version

The subscription-manager upgrade process 26.08.2019

release is going to be set to 15:23:58

8.0

Schedule SElinux relabeling 26.08.2019

15:23:58
10 ~ | per page 1-10ofl6 &« < 1 of2 | > | »

ot AR EA, 98 B2 L FHRHS 75 E Z9)l @ AL E AU

4!

B2 - A2d ezt AstE HsA el a5

T - AR E §8 T2 BF 9F S & dFU

FE - A" GFS MAA FA G N FAN AN 9FSE E F dFU-

info - ] 28] Ei= o) Ea] Aol o] 4R JFL vIXA G AR

Inhibitor - inhibitor - ¢ 2 dlo]|= T2 A 25 FH(Sl=) 22X FoH A AEHo] e
7FsatAY, AA 2T = A, AT F YA, 7] 50] F&58HA &2 F A



4

u3A ] L AT AEE 2] Hol B2 3

Hag FAC] g 43 73 sl 2 8

Packages not signed by Red Hat found in the

system

Time
26.08.2019 15:23:57

Risk factor @
@ High

Summary

The following packages have not been signed by
Red Hat and may be removed in the upgrade
process: - leapp - leapp-deps - leapp-repository -
leapp-repository-deps - leapp-repository-sos-
plugin - python2-leapp - snactor

Links

¢ Information about package signatures

Remediations @

Run Remediation | Add to Remediation Plan

Command:

Related resources @

Package

0 leapp

0 leapp-deps

i) leapp-repository

47 . dadol= A RIA AE

35 JeUh AL A0 3L
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Red Hat Enterprise Linux 8 RHEL 79l 4] RHEL 82 @ z1d|°]=

AN AR Folle ga3 22 F7F 4 17 aAE Y-

A 2ok R FAE A A sH Aol 2 B tE P2

54 - AF FARHE P @ 39S At dokstn Mg A A%E FAd 5 9
Futh

of
o
tllo
13
rr
o
)
l~>

2971 A, H EA L, FL(FA, o), H &2, &F

RelH o A%E BHYFUTh BA 9 A% ddko] Yt e MEL It /B A
ol wet WEIE 83k Wel Ape el A2 saske] 489y

[+ Is inhibitor?

(] Has remediation hint?

(] Has remediation command?

[ ] Has links?

Reset Filters

A% AL A48 BAE AFTUG F A {4l daUth

a.
A3 A r Fo] A Add to Remediation Plan HJ—E—% 235l E =L Aagyr).
Ex A B FolA Run Remediations 223t A4 /M 48 AP 5 st

22



47 . dadol= A RIA AE

fol 42 AHg

ofr

BIA Q&% Add = Add all remediations to plan v E2 &3]

] &4 Leappell 283 A7 AESS G SHHEA &2 72 A7 ¢ 2H
o] = W 314 o] Missing required answers in the answer file2 XA gUtct. A& gHd A 5
S A9

712 True 9L 321352 Add to Remediation Plan2 A el st U0 =4 AL
< 233171 Run Remediation2 A st} 4 & SA] 43¢

Al 71323k0] obd dgS g s b3 F shus 3 du o

leapp answer B3 S A3t $H T2 AES XA A SHS AT

Ut

I # leapp answer --section question_section.confirm=answer

o] = So] PAM 4 9] A] pam_pkcs11 R 52 v @4 statA AL U728 = 28
ol o) False S92 Selslzid ohg B3-S AP Fh

I # leapp answer --section remove_pam_pkcs11_module_check.confirm=False

/var/log/leapp/answerfile 5} S =50 7 ARSI, # 715 = 24| 5l 71 2]
confirm =9] A& A #3513, $HS True === False & 213t} Leapp SH 3}
A A E FEHH A L.

9 4.4. §HE A 2L Leapp 2EO] Q1S

Upgrade Report for: leapp-20201026142326

Fiters ¥

Title
Tide Rk Factor Description Tags
Upgrade s unsupported [ e | I Missing required answers in the answer file
@ Remediation hint )
B .
26.10.2020 15:14:34
® inkibitor Risk factor @
e @ High
g
b
e Summary
= == One or more sections in answerfile are missing user
e EZTARTIED | choices: remove_pam_krbS_module_check.confirm
e EZEIETA | For more information consut
N ¢ Rermeiation int EEEZIRE | https://leapp.readthedocs.io/en/latest/dialogs.html
Grepas ncompate change T B A
S ¢ Remediaton hint Remediations @
Excluded RHEL 8 repostores e Please register user choices with leapp answer cli
Selinux relabelnghas been scheduled EImEEg | commeand or by manually editing the answerfile
.

ation wil b kept. [ Sotvenicaton | seco P

Related resources @

Dialog
(dialog) = remove_pam_krbS_module_check.confirm

23



Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =

24

1.

HA 9o 2 2% Jdd 2= Remediation plan ¥ 35

B A= AR AL dotE RE £4 222 AT

a9 4.5. 53 A8

Remediation Plan

Execute Remediation Plan

v O yum remove leapp leapp-deps leapp-repository leapp-repository-deps leapp-repository-sos-plugin python2-leapp snactor

Remediation-1D
Status Code (scheduled)
Runtime (scheduled)

Execute Remediation Plan<g =&l 3}a] o] <k
- AR7F EAE YL

[ ]
49 371D
[ ]
WE E5 H
[ ]
A9 A A A
[ ]
i+ EY
[ ]
EF QR
A3 44 433 F leapp preupgrade 3

RE FAS AAPU 4 54 G50 o

= =
£ 29

30499418c8169f1a59646cd5910642258411e4cach6el48e4d89195fb046416c

stel 24 AR gUh 5



5%. RHEL 79l 4] RHEL 82 9] ¢} 18 o] = 43}
57%. RHEL 79| A RHEL 8= ¢] ¢ 18| o] = 43}

Leapp € @l El & A}l£2-31o] RHEL 82 ¢ 1d o] =3t}

A 27 AR

RHEL 7 A| ="l o| 4] ] 2o = Z2A A5 A 23 o
I # leapp upgrade --target <target _os_version>

target_os_versiong t]’} OS v A (o] : 8.6) 2. = wA It} th4} OS W H o] Aol == ke
7% Leapp & A== ddol= A= 9 HolE 1.10] X1FH 71 Al 0OS v A2 AHE-FY

#

51

29 o] =9 /etc/yum.repos.d/ Tl A E ] o] A} &2} 2| A v EX] Eg] 2 AL
st o33 o] Ad3 gl X B & A s

I # leapp upgrade --enablerepo repository id1 --enablerepo repository id2 ...

RHSM glo] ¢ 2 o] =& A RHUIE A}l ¥ --no-rhsm &4 3713
Yrth.

—

EUS (Extended Upgrade Support), Advanced Update Support (AUS) ==
Update Services for SAP Solutions (E4S) Al ¥ A3 3 M o] 9J= 739 --channel
channel A& F715HU . A Y £ leapp preupgrade HH oA Al&SH 3oz
&Y ol(<] : eus,aus, eds ). leapp preupgrade 2 leapp upgrade 3= =59
A] --channel 33} 3t L3 35 AHg-slloF ot

25


https://access.redhat.com/articles/4977891#repos
https://access.redhat.com/articles/4977891#upgrade-without-rhsm
https://access.redhat.com/articles/rhel-eus
https://access.redhat.com/solutions/3082481

Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =

dadgol= ZR A X A ZA] Leapp 2 18l o]l= A BHuA] Ao AgE el A &
AE FPFU-.

AN 2'S Jadel =g 5 3= 73 Leapp2 223 HoHE bR =5ty adcl=s
$15l RPM E 4 H & "H]U‘HE}

A ="o] gHg 22l g ol =9 “H7H‘?i—r% FTE5HA &= 2 ¢ Leapp & 2 dol= =&
A2E F8sla FAE AYets 7123 2% £5F 42 /var/log/leapp/leapp-report.txt < =
AsdUT ZAA G U &L #A4 5|4 S FEEA L.

NzRe FEoz AL T
I # reboot

o] GA A= A]2ele RHEL 8 7] 4}t %7] RAM t] 2= o] u] %] initramfs = € 5t}
LeAppS 2 E 7| S Yado]=3t32 RHEL 8 A| 2"l 0 2 A5 o 7 YR}

T = --reboot &2 A1-83}o] leapp upgrade E&H S A3 35 o] 5
"‘413}-

i
X
i
=~
_m
-\>
30

o F7h WASE 24| Sl A o= 212 EAFY

*

RHEL 8 Al 29l o] 2291813 RHEL 8 A] 9] Q180 = ¥ 48] Shelo] A9 A o= e s
sl g o

Qadel= ¥ 4 Aol AHA U Jadols F A4S FEPUL 55 nA AL
oAl H7h 2 ohA) A g gh o

26



67 RHEL 8 A] 28l o] Q] 18 o] = F e 3<]

=

6% RHEL 8 A] 2"l 9] g} 1| o]l= F AH|

|

th5 Aol A= RHEL 822 Y ado| =3 & st vl AFH= A dAS 4

3] ERaslch
A 27 A
[}
RHEL 794 RHEL 8= 9]  1g o] = 4=3j o A H A o uz} A|2do] g o]l=Hgle
v RHEL 8 = 21918 4 gl&Uth
A%
dagol=rt ghu AW A28 Bad s FAFT Ao = o2 HAFYG

A OS ¥ ] Red Hat Enterprise Linux 8¢1%] &-<13t}.

# cat /etc/redhat-release
Red Hat Enterprise Linux release <target os_version> (Ootpa)

target_os_versionS o]’ OS v # (d: 8.6). 2 A g}t

0S AYd WAL 33t}

H

# uname -r
4.18.0-305.¢el<target_0s>.x86_64

target_os = 8 = 4 OS 1] A (c]:8_6 )] o] of Tt} .el8 o] Z 2.3 1A o] 4.18.0-
305 o] ¥ o] o] of gt

Red Hat Subscription Manager= A}1-&3l+= 72 $-:

2uhE AFol AAHYEA FAFh

# subscription-manager list --installed
+_

+
Installed Product Status
+_

+
Product Name: Red Hat Enterprise Linux for x86_64

27



Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =

Product ID: 479
Version: <target _os_version>

Arch: x86_64
Status: Subscribed

target_os_version< t]/3 OS v Z (o] : 8.6) .= w A g t}.

dadlol= A F el 2 vdo] Ul 0S Wd o2 AA o] =4 gl

# subscription-manager release
Release: <target os_version>

target_os_versionS t]’ OS v # (d: 8.6) 2.2 ¥ A gt}

% 5o V=Y A AH 27t A5 et el Gith SSHE Abg-she] Al A4S Al

U,

°H%E]7il°l’}i«l dadol= 3 ZHE AAFUG. B5-oll w2} vie]adeold 2 4 A S
o2 FYPdof T FE AdFUL o E 5o HolE o] A E mo] 1@ o] A5t H RHEL 8 o

oTElo] 2 Alu] A% Al o] AZ & T AA 2.
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/deploying_different_types_of_servers/using-databases

77. 4adel= 3 A 3

tlo
L
117
)
L
i)

t& @xtol = RHEL 822 elol=8 5 Fasts o 445t 72 49

A 27 A

[ ]
RHEL 79 4] RHEL 8% ¢] ¢} & o] = 3] o] 48 7o) wpe}t A 26lo] Qado|=H o
™ RHEL 8 & 21918 4= &1t

RHEL 8 A] =] 9l z12]o] = ¥ 48l selo] A9 @A o] ma} QdZaol 2 Qg ol =2 4
HE a3k

=
Aol =g FY3 F oS A< =TI
1.
shactor 3| 7] A & E g5l /etc/dnf/dnf.conf A 31 o] exclude & =9 A U %] Leapp
H71A & AAFUL QS o] 2 Yadlol= Fol Leapp 22 El & A1-8-3lo] A X € Leapp
A7 A7 AF 2 A9 Bl F7hs o] T2 o] A AL AL QU EHA S T
. A F o] 2 Jadl o] = F A 2"l o| A A A3}7] Aol o] 2 & Leapp 7] A & A 9] B0 A
A A3 oF It
[}
A 2] EZ A A7 AE 5= A A st H /etc/dnf/dnf.conf 74 34 -S AP 3L
exclude ZZ 94 ¥3}= Leapp 71 A= A AF U
[}
exclude 594 2 E 7| & Al A3EH S FIFU
I # dnf config-manager --save --setopt exclude="
2.

e ] Leapp #1712 7} £349 YA RHEL 7 3 7] A & A A ot

o4 A WAL ATk,

_] i

I # cd /lib/modules && Is -d *.el7*
o]d AdoA okt R EZ AAFULG. 22 E Adoel A8 7 A= A 7 Ad g3l
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o] GAIE vHE o
I # [ -x /usr/sbin/weak-modules ] && /usr/sbin/weak-modules --remove-kernel <version>
versiong o] @A A A3 A HHAO R WA YU A5 5 g3 2HFUH

# [ -x /usr/sbin/weak-modules ] && /usr/sbin/weak-modules --remove-kernel 3.10.0-
1160.25.1.€l7.x86_64

3

A A7 A7} ol Aol AAD AL A E G 2L 0 F AN E
AU

/usr/sbin/weak-modules: line 1081: cd: /lib/modules/<version>/weak-
updates: No such file or directory

REZH %A oA AL AAGUh LA Aol A A Y= A5 7 Aol
EE SR ERUCE T EN

I # /bin/kernel-install remove <version> /lib/modules/<version>/vmlinuz

versiong o] @A A 1 A Ao R A AT o &

e

W o3 gauh

# /bin/kernel-install remove 3.10.0-1160.25.1.e17.x86_64 /lib/modules/3.10.0-
1160.25.1.el7.x86_64/vmlinuz

d.
1A RHEL 7 917] A & 2t
# rpm -ga | grep -e "\.el[67]' | grep -VE 'A(gpg-pubkey|libmodulemd|katello-ca-
consumer)' | sort
e.
RHEL 8 A 2Hlo| A o] A A2 7| A= £33 %] RHEL 7 3| 7] A] & kernel-
workaround =l 7] X & A A g o).
f.

U] Leapp $54 #71A & A AFU.
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o

ol

L

I # dnf remove leapp-deps-€l8 leapp-repository-deps-el8
U ¥l e Ee S A ASAIA L.
I # rm -r /lib/modules/*el7*

wet P AL oA W72 oAl H4 3t 53] SELinux R =2 A2 WA T A4
Uge uek QA A8 FRaANA L.

o|d 71d o] FEET FEAAN AAHAANEA At

I # grubby --info=ALL | grep "\.el7" || echo “Old kernels are not present in the bootloader.”
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8. Bt A AG

v 243t JEl 2 #A 8l oF gy =3 RHEL
Bt x2 g F9 A X 7k WA AL

g o] Bk why ol tial A% g

olZ o] gdagol= TEA X Fo] EA Bl AA
8ol M= A" AA 453 A N2 MIALS =9
o] x3td 4 JFUth o] AANA = Jadgol=H A

8.1.SELINUX R =& A =2 W7

Q1 Z g o] Jadol= TEA X Fol Leapp 22 El& SELinux R =2 3§02 AP} A2
do] AxA o7 dago|lesd SELinux REE A2 5o 2 WA g o gt

A 27 A

[}
Aol dagel=x 0o RHEL 8 A| 2H 9] & ] ol= el g A8 sl &
AE FRAFUS
A=}
1.
o] 2 So] ausearch 422 €] £ Al-&3lo] SELinux 757} QL4 sy}
I # ausearch -m AVC,USER_AVC -ts boot
ol GAlA = 7HF Akl Ayt e vt A2 H Yo ﬂ%f‘{ 2 E SELinux A% = 3
A AR A= A FstE SELinux AHg-9] SELinux A3 8ol A F x84 A1 2
2.
A s gl 2 E A 7|94 Jete/selinux/config 1L S Gt o S EH oS3 &y
I # vi /etc/selinux/config
3.

SELINUX=enforcing )4 & 7+A4 3.

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.
SELINUX=enforcing

# SELINUXTYPE-= can take one of these two values:

32
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# targeted - Targeted processes are protected,
# mls - Multi Level Security protection.
SELINUXTYPE=targeted

W7 AFES A A=W ThAl Al Al Al L.

$ getenforce
Enforcing

SELinux &4 &4 sl 4
SELinux g 9@ = A

8.2. A|2H” AA A53} AA A

Al 2" Xﬁl] ¢ts 3l AL TLS, IPSec, SSH, DNSSec 2 Kerberos T2 EZ 8 t}F£ = Fo] ¢35
31 A| 2" A= A| 2" A Q AUt

AR E=QEZFolA gdadole Z2A 27 dE55HW A28 AA U353 Ao Rpso=
DEFAULTE A @Yt DEFAULT Al 2" A3 ¢5st A 52 AA 9 2dd dig 5k A3
< Aleddd.

=

A A28 2} o] 55t A S BAY 7 3k H update-crypto-policies =75 A8 o

$ update-crypto-policies --show
DEFAULT

g Eol e BH e A2d AA ¢35 43 572 FUTURE = A8FUh o] £E& e
el 27l ol-galoF gt

)
o


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/using_selinux/troubleshooting-problems-related-to-selinux_using-selinux
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/using_selinux/getting-started-with-selinux_using-selinux#selinux-states-and-modes_getting-started-with-selinux

Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =

# update-crypto-policies --set FUTURE
Setting system policy to FUTURE

N2R AR G5 AL AR AT S AFUTL AMT NG FH FHAES AFgshe] A2
s ot P ALEAF A B AHEA A A28 ) dEst P AY L A S FEAAA

update-crypto-policies(8) vl 7+ = o] #].

8.3. A &=¥] g0l =0 Bt 7lE A

RHEL 82 =2 ] 7 o] =3t + &3] 7F3td Al =62 d 22 OpenSCAP A &2l A Al g8k A
3 RS A8 ,,1"1/]1:} OpenSCAP 53 -& &3l PCI-DSS, OSPP x=+= ACSC Eights} 242
Het 7]&A 0 gHAl Al 2"l S 239U 748 18 €5 43 A2 B AlF9] Jst= <3 Red Hat
Enterprise Linuxe] =9 v A v o5

73he RHEL 7 A| 2912 Qladlo| =3 v Leapp B2 2 d 238 #4125 Sl A1 WL A
FaA Pk 74 22 749 WA el e %‘:wll ol= Z RHEL 8¢] 94 A3 02 & A%
U,

3

RHEL 7 2 RHEL 8% =713t ] $9 3 SCAP Zel2 5 A8 & gl th A 2=d
T3 —%—?7} Red Hat Satellite ==+ Red Hat Insights¢} 742 £ o)) A= 4¢3

g EAEFS HdHlolEd .

A5 5 54 U4l OpenSCAP 44 3N § uiet #6502 W4T & Atk 44 T5 war§
A Yol te A S WSS wok g F5 2 Akl sl A 2w AALE BEFAIA L

Az}l wl2} PCI-DSS =29t 2 A| 2" S 250 7 71313 .
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#creating-and-setting-a-custom-system-wide-cryptographic-policy_using-the-system-wide-cryptographic-policies
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/scanning-the-system-for-configuration-compliance-and-vulnerabilities_security-hardening#configuration-compliance-scanning_scanning-the-system-for-configuration-compliance-and-vulnerabilities

(00]
o
tz
©
o
-
2
oo

A5 $4-¢ 7132 4014 RHEL A1 2818 A A3tk 44 F A28 Q8o =7}
MR nE 43 £ FHL Sl Wad net T2UL obda] ek B 5 3
FUTL AR 27 AFE S50 FAGF B S YaUTh

A 27 A

[ ]
scap-security-guide =l 7] X] == RHEL 8 A] 2"l o] A X t}.

A8% Bek P Eeo] Az HolH 2EY xml AL 4T

$ Is /usr/share/xml/scap/ssg/content/
ssg-firefox-cpe-dictionary.xml ssg-rhel6-ocil.xml
ssg-firefox-cpe-oval.xml ssg-rhel6-oval.xml

ssg-rhel6-ds-1.2.xml ssg-rhel8-oval.xml
ssg-rhel8-ds.xml ssg-rhel8-xccdf.xml

AAg doly 2EHA A Z2 o ma} A =S 2P

I # oscap xccdf eval --profile pci-dss --remediate /usr/share/xml/scap/ssg/content/ssg-rhel8-
ds.xml

—-profile 214-2] pci-dss 3+-< A1 24 Zstalels =29 ID= 238 4 9141t RHEL 8
oM AQHE A 2P 2= RHELO|A 2| €15 SCAP n ot 22 ug x4l Q.
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Red Hat Enterprise Linux 8 RHEL 79l 4] RHEL 82 @ z1d|°]=

%91

Remediate 42 A} & 3lo] A| 28 HII= 583 A AZ=3HA +3)
3R] ko™ A AH o] 21501_;(] oro 2= o) 21]t}. Red Hate B ot 73} &
Joz e WA AHFS HEY 5 YE ASHE PP L ATHA 2
o 82 712 742 RHEL /\lfi‘%‘ﬂlﬁ AdgUry. A2 F A ="l
AR AS 742 Aaste] Do g uot xzWe FraA 28 - A&

=

A 'S GA] Al s A L.

I # reboot

Azol 23} 85 EA SHelstn A3E HTML sHelo) Aggch

$ oscap xccdf eval --report pcidss_report.html --profile pci-dss
/usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml

Red Hat Insights Security Policy A = 4] %

Red Hat Satellite B.¢F A2 A
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https://access.redhat.com/documentation/en-us/red_hat_insights/2022/html/assessing_and_monitoring_security_policy_compliance_of_rhel_systems/index
https://access.redhat.com/documentation/en-us/red_hat_satellite/6.10/html/administering_red_hat_satellite/chap-administering-security_compliance_management

9. &4 a4

oS §2 Fx3to] RHEL 7914 RHEL 82 9] ¢adol= EAS 2T & dxU.

9.1. 8142 &4 A2

i)
o
()
iy
flo
Ha
2
_oJ_r‘
ik}
v
B
>
il
B
BN
e
&
30,
o)y
L
v

g
iy
e
i)

20/ R A 2 £F dAAT Leapp BN 2& 0 29Ut 20 ¢
1= leapp upgrade 7} 37| --verbose ==+ --debug 34 & A& .

o N

(g Mg
{i lO

2
2]
7

M
o

verbose R =0 X Leapp & AKX, A3, o7 U

g,
>

17hg WA A S 2 g

rju] z R = o) A Leapp 2 debug, info, warning, error 2 critical W] A X & &2 g }.

3

Ivar/log/leapp/leapp-upgrade.log 3} -2 initramfs ©A ol A WA A FA) = }L ).

Ivar/log/leapp/dnf-debugdata/ t] & €] 2] o = EAA A v 2 gl o€ 7} 23 o] AHFU .
o] t & ¥ ] = leapp upgrade 3 I o] --debug F 02 AP == 7ok SA P}

/var/log/leapp/answerfile ol = Leapp ol 4] @ dl=t] 2 Q3 AF o] ¥35 o] J&FU T}

journalctl 22 El= 4AIF 2315 AT

Reports

/var/log/leapp/leapp-report.txt 5} o = ¢ 2 g ol = A GA A FAA A7 L HY

37



Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =

o9 EENHE RIS AT 5 & Y 252 Fal = /s 48 9 4% 5

4 A gL A L.

ol

Ivar/log/leapp/leapp-report.json 742 H Ao A 1S 5 = P29 ARA dadol= &
Al ol A “‘Zﬂ_% A Ydste] AR A o] AAHEE AHS }04 BIAE AT F AFUY
Z}A] & U] -2-2 Red Hat Enterprise Linux Abd g 2dol= R u A YA Z 2 A53E Fx4
AlQ.

9.2. ¥4 32 ¥

g w4 s He A2 5 eyt
Az ol= A g
A zglo] g o= Ao dE RE ZAL FF3EA AAAA Q.

Qo= Fulo) A9 BE B, A F So] A=WolA A d(eth)ol ] AHgsHe ATAL
o me} ol 7]ute] NIC(IEH 2 AE o] = 7H=)E 5 7 o] 4 AHg-8HA] @A) el gt

Ivar/log/leapp/answerfile 312 o] Leappoll Al & 13l R E A E A FA =R 3254 A
2. 89l e A Leappel d2dlol =5 SAF U oA 2E:

PAM 74 ol X pam_pkcs11 252 v &4 33}
PAM -4 ol 5| pam_krb5 252 v &4 53t}

t}-2 authselect 5% S A1-83l¢] PAM 2 nsswitch.confS 4 gt}

/var/log/leapp/leapp-report.txto] 2= AbA G2 ol= BRI A oA SlH R E FAE 3
A=A AP o] & fal 8 sl AW E U2 §] FE3 AMEsta ) 52 53

A5 A4 AR 488 pE dgUTh

o] 9.1. Leapp S 32
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https://access.redhat.com/articles/5777571

g2 A A &2 /var/log/leapp/answerfile 312 9] of ¢t}

[remove_pam_pkcs11_module_check]

# Title: None

# Reason: Confirmation

# ===================remove_pam_pkcs11_module_check.confirm ==================
# Label: Disable pam_pkcs11 module in PAM configuration? If no, the upgrade process will

be interrupted.
# Description:  PAM module pam_pkcs11 is no longer available in RHEL-8 since it was replaced

by SSSD.
# Type: bool
# Default: None

# Available choices: True/False
# Unanswered question. Uncomment the following line with your answer
# confirm =

Label 2=+ tige] 223 AES A FAUT o] dloA AE-2 PAM 7 o A pam_pkes11 2
£2 g4 d U

A7 g sH A confirm 3 2] 54 & A A 3151 True =+ Falsedl dlgt 93-S =g 9]
AA A A gt 3 H2 True Yt

[remove_pam_pkcs11_module_check]
# Available choices: True/False

# Unanswered question. Uncomment the following line with your answer
confirm = True

RPM 371X & Tt &2 =3l F<t #4171 ¢4 51 /var/log/leapp/dnf-debugdata/ o] 2 €
2o A= ERNAAH Ou] 1 gl o5 E AAYU .

Fx

/var/log/leapp/dnf-debugdata/ t] @ €] 2] 7} v]o] A A} EAAA tiu|2 b
olE 7} A HA & A5 EASHA FFUH o] EAl= B Q3 XA ELE AL
e AT F AFUH
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initramfs &4

o] Ao A A A<l A7} Dracut A= A Ag Ut Ad 225 g1t}

- H

I # journalctl

T = reboot Y & S AHE-3to] Dracut @A A| 2"1-S thA] A 464l /var/log/leapp/leapp-
upgrade.log ¥ -2 gl

}\]_/_\_E‘lj]o] HEzRoz dadgol=sUA vt o]d RHEL7 Ad= Bed AAE Hol= A4S
A1 #8taL GRUBOA] 713 &5:0] 7] W] & 3o

RHEL 8 A] =€l 9] & 9] 1g o] = Abe] 3oloA] AR DA E SR B34 A Q.

SELinuxE 724l R=2 A8a F o] Ze|Alold EE A 27t 453 gAY 2R 24535
£ 71-% ausearch, journalctl == dmesg € 2| E] & A}&-5lo] AH| 2= ARE A A

# ausearch -m AVC,USER_AVC -ts boot
# journalctl -t setroubleshoot
# dmesg | grep -i -e selinux -e type=1400

N
N
o}
e
23
X
ro
4d
kY
fr
i
it
rid
o)
o
1
XN
oX,
o
ut
0,
)
5
oX
9
L
iy
2
£
o
=

42 SELinux &

TH32 RHEL 794 RHEL 8= ¢ 1do| =% uff @Ay S 5= Q)

rlr

g2 EA QY

e

Y E 9 3 €] Y2 A A Network Managerr} ¥] &/ st =] 7/ y} A X 5 A] 232 Fejoll A A=
ol Qadel=g YT v 2FA dHyo

HTTP ZEXE A1 831= A$ o] 3 ZEXE /\}9_ 3l == Red Hat Subscription
ManagerZ -4 5} 7]} --proxy <hosthame> 342 A}-&3}<o] subscription-manager 3 3 2
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AP sfof o). 18] x| ¢o ™ subscription-manager & 2] A3lo] Ao A WA
Al --proxy A& AH&-8l= 729 Leapp o] ZEAE AT %171 el gadel= 2=
Al 27 APt o] A7 B SHA] == 512 W Red Hat A1 AHA A di35)
HTTP Z A1 2 7431 W ol 44 ¥ g2 rhsm.conf A& 4?% o= AP
(BZ#1689294)

RHEL 7 A] "] o]| 4] Red Hatoll A A 3= #] ¥k RHEL 804 = A1-8& 4= gl= & =<go]y]
£ AH&-3t= 7% Leapp 2 d2dlol =& S A ¥ th. 22} RHEL 7 A| =®] 9| 4| Leapp®]
/etc/leapp/files/device_driver_deprecation_data.json 3} o] dj 3t g o] E 7} Qi+ ERAF A A =
Zhol vl & AHE-3HE 3¢ Leappe ol @ Egtoln & 2R 83 @0l =2 A5 ek
mEhA dagel= & ]*E“ S #E35A X = dsyh

&) /etc/nsswitch.conf 3} o] 4] winbind 2 wins Samba 2 5& A-23l= A S 21 =4 o]
2 dadgol=E 3T F JFUth ol ERAAL O3 27 vA X ¢} §HA] Al sta
Leapp inhibits= C,*:.‘:Liﬂ] ol = o Asj g}

upgrade[469]: STDERR:

upgrade[469]: Error in PREIN scriptlet in rpm package unbound-libs
upgrade[469]: Error: Transaction failed

upgrade[469]: Container el8userspace failed with error code 1.
unbound-libs has a PREIN failure

o] #A|E 32 3sta A Qo] E F ol user, groups, hosts ] o] EjH o] o] thall 22 FFA
U ARSI E & A 2E]S AP O

1.

Al 29 Jetc/nsswitch.conf 34 319 S & 7 winbind == wins 23} d0] ¥34 =
< AU
2.
ol g =S o jetc/nsswitch.confe] ML w51t}
3.

/etc/nsswitch.confE | 3 3131 winbind =+ wins7} £ 35 3} 2o A winbindZ A #

.

dadol= T A A" LA @ 7 Ao Wt winbind 2 wins x-S
/ete/nsswitch.conf 9] 7z} 5o F7}3 .
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https://access.redhat.com/solutions/57669
https://bugzilla.redhat.com/show_bug.cgi?id=1689294

Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =

42

(BZ#1410154)

Leapp 28 EH & d1dlol= ZE2A X Fol] AHEA A A F 7S WA A &5
o o] A4 A2 5 %] 2= authconfig ¢-€ 2 €] S A& 35lo] RHEL 7 A] 2d"lo)|A] Q1Z2S AT A%
RHEL 89 4] ¢15 o] AW = Z53A &S 4 AHHth RHEL 8 A| 2=Hl o A A}-8-2} A4 -4 o]
A2 25 3=A &5 H authselect 522 €] & AL8-51o] RHEL 8 A|291& O Al A
Yt

elZ g olx Jadlol= Fol O o] AFEH A k= pam_krb5 ==
pam_pkcsi1 =218 21ZF 2 5(PAM)o] Al APt A7A o= RHEL 7 A| &
el o] PAM -4 o] pam_krb5 == pam_pkcs11 2 E0] 35 o] g3 o]t 1
9 required T=+ requisite A o] zto] A= A9 A= ol Jagol== 3
3tH Al 2d"o A Z A 5 AdFUT o] FAIE sl A3 E A 1ol Z2AXE
A &3}7] Aol pam_krb5 =+ pam_pkes11 & A}1-8-31x] =5 RHEL 7 A| 28]
S AT A L.

2519 4318 ELAL 917171 9] o] &(Red Hatol 4] 43312 e-2)o] Red Hatol 4| 4135
A71A o] o 3} EAG A5 AFA ol Yreol =7k A G ) o] EAES s Astelw g
dol=37] ol the &4 F shte A sy Al L.

EFAL 3 71 R A A

EbAL 3] 71 2] & Red Hatoll A 2l 5-5t= sl 71 A1 = =LA

HHFe] o] -2 DES(Single-DES) 2 E 2] Z-DES(DES) ¢+ 3} f3 ol ol g x| do] RHEL 8
ol A 2 A= %Y RHEL 7 IdM(Identity Management)-2 o] 3] 3DES ¢ 5312 29 g4
o.
RHEL 7 A] RHEL 82 IdM 372 9§ 78] o] = 5}= 21 = RHEL®] % vl d 2% 7/|ndo =
g 7= 3 AES 253} 3L A5 357 b2 7153 o

IdM 8 A
RHEL 7 aes256-cts camellia256-cts
aes128-cts camellia128-cts
des3-hmac

arcfour-hmac



RHEL 8 aes256-cts aes256-sha2
aes128-cts aes128-sha2

camellia256-cts

camellial28-cts

arcfour-hmac [2]

[a] RHEL 89| 4] RC4 5. 3}+= &A1 AES-128 2 AES-256 ¢ 5.3} 3 Rt @ kst Zlo e 7hF5 22 RHEL 8
o A 7] 5 0 2 1 o] 4 AHg-E 4] ¢k o m u] @4 8k o] 9141 Tk RCAo A o] 4l Active Directory #73 #49] .8
32 A Q3hE g o tha A 8- AD 2 RHELS] vk 5ol b5 3ol thet A9 #4938 2344
o

DES T+ 3DES ¢35 3} vt A1251 == KDC(non-IldM Kerberos Distribution Center)= <=
Fo 72 A A9 023 722 RHEL 82] A4l Kerberos 3| 7] A 2 Y Elo| EFF F Au) 2 S
o A 4 Lk

o

Kerberos ¢15 ¢ &
o

unknown enctype ¢33} @ F
o

DES= ¢} % 3}¥ Database Master Keys(K/M)7} 21+= KDCE A 2a 4= gl &y

AH&-A 273 o 4] DES 1= 3DES ¢t3.31 5 AHE-8HA] &= Aol EFUT B 8 ¢
s} +82 AH&-317] 913l Kerberos A & thA] 719 8= ol @ A& &
Kerberos 2 ™ 4] Retiring DESE Z %34 A 2.

4= E 9] o] RAID(Redundant Array of IRAID)7} 9= A] 28l o]l ] Q1= g|o] 2 ¢ g o] =7}
Ao, (BZ#1957192)

Puppetg A1-&31= A| 2" 3} 74o] H|EA31H GRUB YLE 20 Al%o] H| A3l Al 28o
HA A2 Al initramfs& A3 5 glgUrt o] #AE Al 28 H g3 A¥E g2 R E
Zd FEOA 7)Aol AL L F502 A ASNJAAAL. 673: Gadlol= T =] A3,
(BZ#1955099)

Relax-and-Recover (ReaR) € 2 €]l = IBM Z o} 7] €l 2] o] A A} 4= iUt A7 F o
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https://bugzilla.redhat.com/show_bug.cgi?id=1957192
https://bugzilla.redhat.com/show_bug.cgi?id=1955099
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/considerations_in_adopting_rhel_8/
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https://access.redhat.com/solutions/5154031

Red Hat Enterprise Linux 8 RHEL 79l 4] RHEL 82 @ z1d|°]=

Red Hat Insights ¥ 4]

48


https://access.redhat.com/documentation/en-us/red_hat_insights

H= A.RHEL7 2| ZAX E4]

H= A.RHEL 7 gl A &g

Hadlol=3st7] Aol 443 A B 7 Jadel = sl RHEL 7 A] =1 &1 d2te] 4 gA o 2
BE U= 243550 A=A FAst A L.

4 2d o] = 9] Red Hat Subscription ManagerZ A}-835}2 A subscription-manager repos --
enable repository_id 8% & AH-&-5to] P2d ol =57] Aol v gl A B & A g8l oF

SHEE

64H] E Intel

IBM POWERS (little endian)

IBM POWERO (little endian)

IBMZ

IBM Z(Structure A)

I EAH 2 ¥AH 2 ID

Base rhel-7-server-rpms

Extras rhel-7-server-extras-rpms

Base rhel-7-for-power-le-rpms

Extras rhel-7-for-power-le-extras-rpms
Base rhel-7-for-power-9-rpms

Extras rhel-7-for-power-9-extras-rpms
Base rhel-7-for-system-z-rpms

Extras rhel-7-for-system-z-extras-rpms
Base rhel-7-for-system-z-a-rpms
Extras rhel-7-for-system-z-a-extras-rpms

subscription-manager repos --enable repository_id 8 % & A}-8-3to] Y28 o] =3517] Aol v
FAEDE 243 A5y

SHEE

64H] E Intel

IBM POWERS (little endian)

I EAHY 2 ¥AH 2 ID

e Abgr rhel-7-server-optional-rpms
Supplementary rhel-7-server-supplementary-rpms

e AL rhel-7-for-power-le-optional-rpms
Supplementary rhel-7-for-power-le-supplementary-rpms

49



Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =

50

IBM POWERO (little endian)

IBMZ

IBM Z(Structure A)

51

A

i

g A}k

[¢]

Supplementary

A

i

g A}k

[¢]

Supplementary

A

i

Eﬂ /\]—Z‘ﬂ—

Supplementary

rhel-7-for-power-9-optional-rpms
rhel-7-for-power-9-supplementary-rpms
rhel-7-for-system-z-optional-rpms
rhel-7-for-system-z-supplementary-rpms
rhel-7-for-system-z-a-optional-rpms

el wl=

el Z g o] 2 ¢ ad o] = Aol RHEL 7 Optional ==+ RHEL 7 Supplementary 2] ¥ x| &
Z & &4 3lst 79 Leapp & RHEL 8 CodeReady Linux Builder =+ RHEL 8
Supplementary 2| x| 2] & z}z} &4 33 .

AHEA B o] Bl EA B2 S AH-stEE AR AL A 9 Bl AT 74 o ARl w2t 245ty


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/package_manifest/codereadylinuxbuilder-repository
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/package_manifest/supplementary-repository
https://access.redhat.com/articles/4977891#repos-config

H= B.RHEL 8 g XA &g

H= B. RHEL 8 2] A & 2]

RHSM(Red Hat Subscription Manager)2 A}-8-35}o A] 2l o] Red Hat CDN(Content Delivery
Network)oll 559 ¢ QdEdol= d2dol= ol RHEL8 2l XA B 7t s o= dAs gyt 2
21} RHSMS 21831 Red Hat Satellitecl] 558 A" A= dadole A RuXE A3Pst7] A
ol RHEL7 9 RHEL 8 2] XA E2]l & B F +5 2% 435l F7]3 3l oF gt

3

Zt f 2 X =29 v’ OS B % (o : RHEL 8.6)& 274 3}s oF g1 t}. RHEL 8 ¥ 9] 2
AT s A9 AFH ol dad ol =7 dAH Y

19l o] = ol Red Hat SatelliteE A}-8-3l2] = 7 - Satellite 91 Ul ==:=hammer repository-set
enable 2! hammer product synchronize % & A8-3l Q1 o] =3}17] A9 43 RHEL 8 2] XA &
2 & &4 3ststal F713ks) oF g

Fx

target_os_versionS t]’ OS v # (d: 8.6) 2.2 ¥ A gt}

3 B.1. RHEL 8 2] £ X & 2]

2 22 H e ID XA HE ol &

644] E Intel BaseOS rhel-8-for- Red Hat x86_64
x86_64-baseos- Enterprise Linux 8 <target_os_version
rpms for x86_64 - >

BaseOS(RPM)
Appstream rhel-8-for- Red Hat x86_64
x86_64- Enterprise Linux 8 <target_os_version
appstream- for x86_64 - >
rpms AppStream(RPM)

IBM Power8 (little BaseOS rhel-8-for- Red Hat ppc64le

endian)/IBM ppc64le- Enterprise Linux 8 <target_os_version

Power9 (little baseos-rpms for Power, little >

endian) endian -

BaseOS(RPM)

51



Red Hat Enterprise Linux 8 RHEL 79| 4] RHEL 82 ¢§ 2ol =

Appstream rhel-8-for- Red Hat ppc64le
ppc64le- Enterprise Linux 8 <target_os_version
appstream- for Power, little >
rpms endian -

AppStream(RPM)
IBM Z/IBM BaseOS rhel-8-for- Red Hat s390x
Z(Structure A) s390x-baseos- Enterprise Linux 8 <target_os_version
rpms for IBM z Systems >
- BaseOS(RPM)

Appstream rhel-8-for- Red Hat s390x
s390x- Enterprise Linux 8 <target_os_version
appstream- for IBM z Systems >
rpms -

52

AppStream(RPM)



	차례
	보다 포괄적 수용을 위한 오픈 소스 용어 교체
	RED HAT 문서에 관한 피드백 제공
	주요 마이그레이션 용어
	1장. 지원되는 업그레이드 경로
	2장. 업그레이드 계획
	3장. 업그레이드 준비
	3.1. 업그레이드를 위한 RHEL 7 시스템 준비
	3.2. 업그레이드를 위한 SATELLITE 시스템 준비

	4장. 업그레이드 전 보고서 검토
	4.1. 명령줄에서 업그레이드 가능성 평가
	4.2. 웹 콘솔을 통해 업그레이드 가능성 평가 및 자동 복구 적용

	5장. RHEL 7에서 RHEL 8로의 업그레이드 수행
	6장. RHEL 8 시스템의 업그레이드 후 상태 확인
	7장. 업그레이드 후 작업 수행
	8장. 보안 정책 적용
	8.1. SELINUX 모드를 강제 모드로 변경
	8.2. 시스템 전체 암호화 정책 설정
	8.3. 시스템 업그레이드에 보안 기준 개선

	9장. 문제 해결
	9.1. 리소스 문제 해결
	9.2. 문제 해결 팁
	9.3. 확인된 문제
	9.4. IBM POWER 9 (LITTLE ENDIAN) 및 IBM Z (STRUCTURE A)의 알려진 문제
	9.5. 지원 받기

	10장. 관련 정보
	부록 A. RHEL 7 리포지토리
	부록 B. RHEL 8 리포지토리

