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I [root@serverl# mkdir ~/SmartCard/
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I [root@server]# cd ~/SmartCard/
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I # openssl x509 -in <filename>.der -inform DER -out <filename>.pem -outform PEM
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[root@server SmartCard]# cp /etc/ipa/ca.crt ~/SmartCard/
[root@server SmartCard]# cp /tmp/smartcard_ca.pem ~/SmartCard/
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I [root@server SmartCard]# openssl x509 -noout -text -in smartcard_ca.pem | more
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[root@server SmartCard]# kinit admin
[root@server SmartCard]# ipa-advise config-server-for-smart-card-auth > config-server-
for-smart-card-auth.sh

ftlo

ey

o

RElch

config-server-for-smart-card-auth.sh >~ =33 E = t} & 24
e |dM Apache HTTP AW & 4 gt}

e KDC(7] vl X Al E])ol| A Kerberos(PKINIT)®] %7] 21Z ¢ tf st 27l 7] 4332 &4 313
t}.

o 2nlE = AT ol 23 FHAES M ) UIE P F T
7. 2aYEg At RECA Y 59 CAAZA S EF5Hs PEM 92 52 F7Hg o,

[root@server SmartCard]# chmod +x config-server-for-smart-card-auth.sh
[root@server SmartCard]# ./config-server-for-smart-card-auth.sh smartcard_ca.pem
ca.crt

Ticket cache:KEYRING:persistent:0:0

Default principal: admin@IDM.EXAMPLE.COM
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Systemwide CA database updated.

The ipa-certupdate command was successful
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I [root@server SmartCard]# systemctl restart httpd
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[root@server SmartCard]# kinit admin

[root@server SmartCard]# ipa-advise config-client-for-smart-card-auth > config-client-
for-smart-card-auth.sh
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[root@server SmartCard]# scp config-client-for-smart-card-auth.sh
root@client.idm.example.com:/root/SmartCard/

Password:

config-client-for-smart-card-auth.sh 100% 2419 3.5MB/s 00:00
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[root@server SmartCard]# scp {smartcard_ca.pem,ca.crt}
root@client.idm.example.com:/root/SmartCard/

Password:
smartcard_ca.pem 100% 1237 9.6KB/s 00:00
ca.crt 100% 2514 19.6KB/s 00:00
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[root@client SmartCard]# kinit admin

[root@client SmartCard]# chmod +x config-client-for-smart-card-auth.sh

[root@client SmartCard)# ./config-client-for-smart-card-auth.sh smartcard_ca.pem ca.crt
Ticket cache:KEYRING:persistent:0:0

Default principal: admin@IDM.EXAMPLE.COM

[--]

Systemwide CA database updated.

The ipa-certupdate command was successful
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I [user@client SmartCard]$ cat testuser.crt
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Certificate in base&4 or PEM format *
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I [user@client SmartCard]$ kinit admin
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I [user@client SmartCard]$ kinit sc_user

2. ipa user-add-cert 3ol X g P s oh vl ol AAHL @ 22 AFH AFA 7
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[user@client SmartCard]$ export CERT="openssl x509 -outform der -in testuser.crt |
base64 -w0 -

testuser.crt 7Y 2] 21=4 = PEM & 2] o] o] o} &t}
3. ipa user-add-cert & & Al8-3}o] sc_usere] T2 Fof QAFAE 715 T}
I [user@client SmartCard]$ ipa user-add-cert sc_user --certificate=$CERT

oA sc_user &E-of o] H Q1 Z A7} Z3HE YT

1.5. 2~ntE 7= #g] 9 ALES

1
r

=4
SEEAEE TG AEAE AT AuhE Ao 44T 5 9k wrvl @ e,

&g Falsl ok g

S1Z A E Al slE U E-80] ¥+ gnutls-utils 3 7] x| 2 A x] gty ¢}
o ~ulE 7= 2¢E gtol B 9 FEEE S Al Fst= opensc 3 71 A & A X Fu T

o ~vlE 71E 7Y 9} 4151 pesed A 28 A 2 o,

1. opensc % gnutls-utils 3| 7] x| & A %] &t}
I # dnf -y install opensc gnutls-utils

2. pescd A U]~ E A 25U T
I # systemctl start pcscd

pcscd A B 2= 7F A3 FQ1A] gkl gy T
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olN
tlo
L
r
o
M
)
-
oX.

1.6. 20l E =0 912 A%

o] MMM E & A BE vl Eo] 5 pkes15Hinit =75 AL g 2ulE sl Aol o) 4

P

ZutE L= AbR|

A2 PIN 2 A8 2 PIN 22 8 2] 7] (PUK) A4
2ulE FE A Al &5 A4

ASA, 7H) 71 2 370 71 A

2ubE 7HE 44 & FTAA L (AR 20HE A2 o g @ FE 9 HFo] FaFurh

A 27 A

pkcs15-init =72 ¥ 351+ opensc 9| 7] %] 7} A X E U o}
1

A g 82 AntE JhE ] Y AR S 9)g & AXE FERSHY Al L.

Zh=7b ele ol A Y = AL S E o A g Y

2utE Fheo) A Q1 7], 370 71 9 IS4 7 lF U T o] A Afell A

testuser.key testuserpublic.key 2 testuser.crt = 7121 7], F7 7] @ QA ZF A o] Al R E = o] &
Yyt

A ~ulE 7= Abg2} PIN 2 2.9F 2 9] 2} PIN(SO-PIN)

AulE JlE2 Q97 PINO. 2 9

ofN
ol

RS

$ pkcs15-init --erase-card --use-default-transport-keys
Using reader with a card: Reader name

PIN [Security Officer PIN] required.

Please enter PIN [Security Officer PIN]:

F= 7k A 93 5 Y ok
2utE 7tEE %7548k A AL PIN 2 PUK, 2.9k & 9l 2} PIN 2! PUKS 44§t}
$ pkes15-init --create-pkes 15 --use-default-transport-keys \

--pin 963214 --puk 321478 --so-pin 65498714 --so-puk 784123
Using reader with a card: Reader name

pcks15-init & ~ulE 7l=o A 22 AT

|

Lo gol2 % 1% IDE 4 F Ptk
$ pkcs15-init --store-pin --label testuser \
--auth-id 01 --so-pin 65498714 --pin 963214 --puk 321478
Using reader with a card: Reader name
o] &2 Algto] ¢ % I A= k(o] A testuser ) o = A A Yt} auth-id = 16352 27 3ko)

ofoF Fith(e] 4% 01 = 473 9).
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/configuring-idm-for-smart-card-auth_managing-smart-card-authentication#installing-tools-for-managing-and-using-smart-cards_configuring-idm-for-smart-card-auth

Red Hat Enterprise Linux 8 2=u}E 7= 915 3]

4. zvhE A= A EE N 7] A L o] e A Pk,

$ pkes15-init --store-private-key testuser.key --label testuser_key \
--auth-id 01 --id 01 --pin 963214
Using reader with a card: Reader name

A3
idoll T8l 2178 & ghe 19 7)o} ASM S 4GS W 5o Gt ido] o)
e A oW B2 Y BT e ANFER I g2 47 3@
F g

5. AnlE 7l= o) A S 29| Q1 ZAM 2 A Aslal glo]Be Ao}

$ pkcs15-init --store-certificate testuser.crt --label testuser_crt \
--auth-id 01 --id 01 --format pem --pin 9632714
Using reader with a card: Reader name

A7

filo
o

Y,

6. (A8 AR &avtE FhEo] A S50 370 7] A 9 gl &

$ pkes15-init --store-public-key testuserpublic.key
--label testuserpublic_key --auth-id 01 --id 01 --pin 963214
Using reader with a card: Reader name

al

ol

S A 7H A A B/ AFA e Gt B AR 7] W/ EE AFA
s} £A% DS Ao Gk

1ol st g F mellof U T

ol

7. (A8 AN 4R AntEvte s AR S e
I $ pkes15-init -F
ol A= ME AFE SFoll ASA], 71 71 D I 7171 £F= o] A FY ok AHE-AFPIN
9 PUK, 5.9 291 21 PIN 2 PUK= 44 8l %1 o
1.7. 2~ntE 7= 2 IDMo]| 2191

o] 4416 A= 1dM 5 Ulel) 229187] 919 2wk 7hE AL gol] T A 1.8 A 3 o,

AHd @ 7 AR
o 3 HEloAE AulE 5 Q28 AL EE AP YL
o [AMAHE 2ntE 7= A2 S 98 FAHAHFU -
o ~ulE JlEo] AXH AZEH = IdM A=
o »ulE F= FFS &) A5k W PINo| 2 @3}

e XrulE Jt=EvE o AAHAEF
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2 A
1 BageA oA 1dM ) UIS gyt

2. ASAEALESto 2

filo

2 gy

RED HAT' IDENTITY MANAGEMENT

Username

Password

3. Password Required(ﬂi Q) st A7 4| PINS F71ste] AntE 7 =S @ A st
T OK (&<1) M EL 23T},
AH&A A8 @ A st A E Y

e

20 FHE o Q1A 7L F A o]
2 HESAIA L. B o s KA AFA S A 514 A 2.

4. OK(ZHl) MES 2 gy
oA IdM ¢ Uloll A xd o2 2120 % A5t

RED HAT" IDENTITY MANAGEMENT & Administrator v

Identity Policy Authentication Network Services IPA Server

Users Hosts Services Groups ID Views Automember v

i _ Active users
Stage users Q

Preserved users

Z Refresh || i Delete || #Add || = Disable | + Enable | | Actions v

User First Email Telephone Job
O login name Last name Status uiD address Number Title
O admin Administrator v 427200000
Enabled

Showing 1 to 1 of 1 entries.

1.8. 221l E 7} = Q1% 2 AL-§-51o] GDM 9 A 2= 74

GDM(Gnome Desktop Manager)ell &= ¢1=o] & g sttt 28} b35S AFE & 5 QA vk ¢l Zof 2u}
E =S AME S S JdE5UH

o] A M o)l A= GDMo]l A 2317 93k 2~utE 7= 9 Fof thaf A gy

2ULE FHE 913 A9 o] F & AL-8-2} Al A o] Identity Management =] ¢l o] & ¥o] AL TGT( €A
oA EHA)E €S F A= AP Yk

A 27 A
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Red Hat Enterprise Linux 8 21} E 7} = Q1% # <]

o ZrlElEelE AFA S A At ZgE ] ATk

o A1 AAL IdM =ulgle] Wm Y]

Y

° A AHe A5l ¢

1. o] AnE 7l=2 44y
2. 2vtE 7LE PINS 48yt
3. Signin(Z28)& 29 JYth

RHEL AJ2=®lo] ¥ H o2 2ad3lon [dM AWM TCGTE Al &3y o).

ol}l

A

o Huld oA klist & &3t 23}

i
—] {

ol

)

Y.

$ klist

Ticket cache: KEYRING:persistent:1358900015:krb_cache_TObtNMd
Default principal: example.user@REDHAT.COM

Valid starting Expires Service principal

04/20/2020 13:58:24 04/20/2020 23:58:24 krbtgt/ EXAMPLE.COM@EXAMPLE.COM
renew until 04/27/2020 08:58:15

e g AR MAsEE A%l Wa g
WY o 2ulE 7hE Abgo] el AWy

AU

AH & AFSE
e ~mlE FEoE At sfel 717 £

S
o Jt=rkeyol AFdH A AFE A A2 Y
A%

o Eud Fol M suPH S AHE e e AEAR WA

$ su - example.user
PIN for smart_card

TAol HEA o FAHY AntE = PING g alebe WA A 7h EA Yo,
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/configuring-idm-for-smart-card-auth_managing-smart-card-authentication#proc-add-cert-idm-user-webui_configuring-idm-for-smart-card-auth
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/con-idm-certmapdata_managing-smart-card-authentication

274 IDM9] 2n}E 71= Q152 913] ADCSOlA B33 A5 A 74

274.IDM2] 22vhE 7hE 152 913 ADCS A 73 154 T

o] A}e] 2ol M The A8 AW P T,

|
o,

e 1] ¥ = IdM(ldentity Management) 3} AD(Active Directory) 7+e] w2} £ 8] AE A A S 7|t o
2 gy

o 77 o] ADoll A %dE AFE Al 8] AvtE JtE )15 5 & 8ke] AL Fy Tk

e <]=x = ADCS(Active Directory Certificate Services)ol] A4 2 A =5 U}
T8 Tk Al A =3 g U o

o Active Directoryol| A IdM A v &l Fg}o]dE R CA B AL} IFEA B A}

* ADCS 913 & Abgste] 2PHE 74E Q152 93] 1AM A1) 8 Feo] Q1 E 7

O_L4

o ol=x "l 7ol 7| & AnlE Jl=o] AT 4= 9l == Pdatabind (PKCS#12) 1< & ¥ 3}

l

® sssd.conf 3} o] A EFQJ o} 4]

o AHEAEAZS A ASM G 7H A

A 27 Abg

® |dM(Identity Management) % AD(Active Directory) A1 =] 7} A ] = of ) F Y .
ZLA S W82 [dM3} AD 7He] 218 A XS F2FAA L

® ADCS(Active Directory Certificate Services)7} A X =] o] A} &A2 93k <154 7} A g Utk

2.1 &2vlE 7h= QS

ZFE JLE = FtE o] A AE A5 E ARS8k 7H AAS=
TEAEA AT TR YA O R 2E FTES A S

hA

Al A9k AFAH ] YU APhE A= AR AH FHL AFE 5 UOM BF 2TEG o] Y FHE
018 AL She] oA 2 & S AU Th 2vHE 2 S T USB 270 ¥ 2 53 ¢ 5§ A Foh o

A 2~ulE 729 PIN Z =2 A 23 o)

EX |dM S o)A E oA AulE 7}= 9l Zo0o] 7

ol
ol
fr
%
r¥
ttlo
-
oX,
et
»
X0
)4
i
v

o ANEAEAEA O E R YR e AEJER AT F dFYTh
® AEATAFE ZTER QIS T S gloH

o AGAEAA A NE FFOE ZIALS 3] 2EAES AET F Yo FIE H G

A gHFH o
IdM(Identity Management)& t}3- & AFE-3le] AntE 7= 152 XA d Yo

o 1dMQ1Z 7oA BF T AHEA AFH. AT HEES SPLE S Q1F S 9D we) FHS
LELRIPES

® ADCS S1% 7]3hell 4 Wt ALEAL IS A S B A T W IMel A b s 15
S]3 ADCSel A W & LELR
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication#copying-certificates-from-active-directory-using-sftp_configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication#configuring-the-idm-server-and-clients-for-smart-card-authentication-using-adcs-certificates_configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication#converting-the-pfx-file_configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication#configuring-timeouts-in-sssd-conf_configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication#certificate-mapping-rules-for-smart-card-authentication_configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index#installing-trust-between-idm-and-ad_installing-identity-management
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/configuring-idm-for-smart-card-auth_managing-smart-card-authentication
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/configuring-certificates-issued-by-adcs-for-smart-card-authentication-in-idm_managing-smart-card-authentication

Red Hat Enterprise Linux 8 21} E 7} = ¢1Z #4]

_-—

o RHEL A|2®lol A A4E 22 Q% 7] 8ol A d3 et AFEA AZA. A4 3 Ul&& 22 254
T Y 2nlE ER 74 078 BRI L

o ©

o O QF 7| A gk AFE- A} Q1FA].
Za
2obE 7bE Q1% ALSS A et E = glo] @7 AF S FEek4IA) 9. RHELSS| 2u)
E 7t= A 4.
2.2. 213 74 2 ol F 4] AL8-o F 2 3 WINDOWS SERVER 4 &
o] A4 ol = Windows Servero| A 43 8 of 8l= AFeFo] g.ofs o] AlsyTh
® ADCS(Active Directory Certificate Services) 7| A X] & o] ) &1t}
o QF Al BAEH

o [AME] AL 2F 7| Y 5ES AFE 5= A5 lIS(Internet Information Services)E 43 &l oF §F

et
NEZERS ISRl

o 7] oﬂ‘:f‘ 2048 H] E O] )b]—ol 9] 01 0}: 3]_1/] q_

o T W49 A7 Wagh /e 4 u wa] - PKCS #12(.PFX)

2.3.SFTPE A}-4-3}o] ACTIVE DIRECTORY 9| ] 91Z 4] EA}
2UE 7HE QIS 7o ARE et E E o A 9L S FALE oF gyt
e CER 3 2]¢] FE CA<l3A:1dM A ¥ 2] adcs-winserver-ca.cer ¢} 4 t}.

o PFEX &2 o] 7el 717} = AFEA Q15 A IdM ZEFo] A E 9] aduseri.pfx.
Z3

o A2k A= SSH o) 4 227} 31§ 5] of oF FLITh. SSHE AH8 & 5 9= 35 AH&AHE AD
Aol A 1dM A ¥ 2 ol A E o) & BAbsfof gt

1. IdM A1) o|A] A4 s}3 adecs-winserver-ca.cer FE Q=4 = |dM A 1] of] E-AFgHU o}

root@idmserver ~J# sftp Administrator@winserver.ad.example.com
Administrator@winserver.ad.example.com's password:

Connected to Administrator@winserver.ad.example.com.

sftp> cd <Path to certificates>

sftp> Is

adcs-winserver-ca.cer aduseri.pfx

sftp>
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/configuring-and-importing-local-certificates-to-a-smart-card_managing-smart-card-authentication
https://access.redhat.com/articles/4253861

274.IDM9] 2:vhE 7= Q152 93] ADCSIIA Bd AFAH 74

sftp> get adcs-winserver-ca.cer

Fetching <Path to certificates>/adcs-winserver-ca.cer to adcs-winserver-ca.cer
<Path to certificates>/adcs-winserver-ca.cer 100% 1254 15KB/s 00:00
sftp quit

2. |dM Z2olA Eo A A4 31l aduserl.pfx A&} Q1S4 & Z8to] A Eof B-AFY T

[root@client1 ~J# sftp Administrator@winserver.ad.example.com
Administrator@winserver.ad.example.com's password:

Connected to Administrator@winserver.ad.example.com.

sftp> cd /<Path to certificates>

sftp> get aduser1.pfx

Fetching <Path to certificates>/aduseri.pfx to aduser1.pfx

<Path to certificates>/aduseri.pfx 100% 1254 15KB/s 00:00
sftp quit

olAl CA JASA 7HIdM A B of] A 5] 31 ARG-2F /154 71 F kol AE A/ ol A g o

2.4.ADCS 912 & A} §8te] ~0lE 74E 912 93] IDM A 8] 2 Zaho] A

E 74

IdM F7 o] A 2w

JE 7= Q128 AFE 8 5 =2 [dM(ID #a)) A8 2 Selo]| A E S LA s oF 3 o).
dMol = 283 RE WAL &

o
3 3}l = ipa-advise 2~ H E 7} &5 o] 5T}

IdM 4] 1] o]l 4 ipa-advise E 43 & 4= JFUTh
ol Aol M th&-& A P

o |[dM AWM TS FAFYLE 2vlE 7= 152 93] IdM AW E F+A 517 939 ipa-
advise ~= HE F4).

Fﬂl

o [dMAHAA TS FAFUTE AntE L= Q1SS 98l [dM S2te| A E S 4 617] 914 ipa-
advise 23 Y EE F1) 3

o 1dM Aol the
£ 443k

i
4
o
o
L
i)
>
O
o
ol
X
il
>
>,
ofo
o
9
o
<
X
xz
2
o
o
)
o
<.
0
®
X
E
u:E

o FTlo]ddE AIHEE IAM FEo|AE A2 O 2 o] F.
o |[dM ZfolAEA thaS TP F U TH AD A SA1 & AFE-5H] IAM & 21o] d E ¢ ipa-advise 2
Zo]AE 2T HE S A &Yt

AFA @ T AHgE
o =X 7}FIdM A uo] EAlE A5t
e Kerberos E]#A & wk=1 T}

o #g ddo] = AHEARE 20 g YT
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Red Hat Enterprise Linux 8 2=u}E 7= 915 3]
A3}
1. 1dM A ¥ o A] ipa-advise 2~ H E& Al-§-35t FEo|AEE F+ T
I [root@idmserver ~J# ipa-advise config-client-for-smart-card-auth > sc_client.sh
2. |[dM A o] 4] ipa-advise =T H EE AE-3t] AW E A4 Y o
I [root@idmserver ~J# ipa-advise config-server-for-smart-card-auth > sc_server.sh
3 IdM AW A 23 g ES A9 gy
I [root@idmserver ~J# sh -x sc_server.sh adcs-winserver-ca.cer

® |dM Apache HTTP A ¥ & #A4 g o}

e KDC(7] vl X Al E])ol| A Kerberos(PKINIT)®] %7] 21Z ¢ )&+ 27l 7] 4332 &4 313
t}.

o ZlEJIE AF Ha @H S FHIES1dM 9 Ulg AT
4. sc_client.sh 23 HEE Seto]AE Al 2o HAMG T
[root@idmserver ~J# scp sc_client.sh root@client1.idm.example.com:/root

Password:
sc_client.sh 100% 2857 1.6MB/s 00:00

5. Windows Q1Z X & Sg}o]| A E A 28 o] BEA}E T

[root@idmserver ~J# scp adcs-winserver-ca.cer root@client1.idm.example.com:/root

Password:
adcs-winserver-ca.cer 100% 1254 952.0KB/s 00:00

6. FEPOlAE A LH A F2poldE 2aHES AP T th

I [root@idmclient1 ~J# sh -x sc_client.sh adcs-winserver-ca.cer

AQIZAE 1AM A ] 2 Zehol AE Al 2eo] A 2uhE B4 0% 8353 The VA= AL} Q1B A
FOL it ey

2.5.PFX o}& H 3%}k
PFX (PKCS#12) 591 & 2wk 71 =0] 44 3}7] Aol thg-< FalsloF g h

o I1YL PEM @402 MBFL Tk

A 27 Av

o PFX 5}l & 1dM Z o] 1= A 28l o] BALg Y,

Az
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274.1DM9] 2v}E 7h= Q152 915 ADCSOl A B3 @ AFA 74

1. 1dM Zgto] A Eo|A] PEM & 2] © = W7 gt}

[root@idmclient1 ~J# openssl pkcs12 -in aduseri.pfx -out aduser1_cert_only.pem -clcerts -
nodes
Enter Import Password:

2. 712 W) Bao] 2.

[root@idmclient1 ~J# openssl pkcs12 -in adduseri.pfx -nocerts -out adduseri.pem >
aduseri.key

3.

ofl

FAFHE MES o] FEFU T

[root@idmclient1 ~]# openss| pkcs12 -in adduser1.pfx -clcerts -nokeys -out
aduseri_cert_only.pem > aduseri.crt

o] 4] aduseri.key 2 aduseri.crt = =vlE =2 28 4= 95Ut
2.6. ~nlE 7= #E] 2 ALSS 93 = A F
2nE e 2 A QA E YA LA ArtE Fted ARS A= =37 Q5 T}

the& s of gt

Q1= A2 #e dle v =80 ¥ gnutls-utils 3 7] X S A X g o}

o sUlEAEE AP dolHeld U FUNE A2 A

ofl

3}& opensc ¥ 7] A 2 A X g o}

o ~utE Jh= #|t] 9} FAl 8k pesed A Bl 25 A 2§ o)

1. opensc % gnutls-utils 3| 7] x| & A %] gt}
I # dnf -y install opensc gnutls-utils

2. pescd AU~ E A 25U T
I # systemctl start pcscd

pesed Al =7h A FAA Sl o

2.7. 20lE FF=of o1 =] A &

o] MMM thy S T4 3 vl Eo] 5 & pkes15-init =75 A8 3 2rlE Fh= Ao gis) A

Pyt
® XutE Jh= A4
o X2 PINZ Melz PINZ= a4 7] (PUK) A&

o ~ulE Fu oA A & F A
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o niEJIE AAL FTIUA S (AR 20E A= o] e f 9] HEol BaFUTH

A 27 Abg

22

® pkes15-init = X 3}5l= opensc 3| 7] #] 71 A X Y t.
APARE W82 vt E JhE e g ARE S 919 B AAE FREA A L.

o Jt=rb ey el AN = AFE A A g

o 2wtE Ftuo A Q1 7], T 71 2 ISA 7 dFH T o] Aafell A
testuser.key testuserpublic.key 2 testuser.crt = 71 <1 7], F7 7] @ QA ZF A o] Al R = o] &
Yyt

o ) AvlE 7}= A&7 PIN 2 1.9 2 9] = PIN(SO-PIN)

. 2ulE 7= X ¢35 PINS. 2 ¢]

olN
ol

]_/\1/\] o -

h=] .

$ pkcs15-init --erase-card --use-default-transport-keys
Using reader with a card: Reader name

PIN [Security Officer PIN] required.

Please enter PIN [Security Officer PIN]:

7H=7t A A H Y o
2. &2ntE 7L=E 2 7] 8L AFE-2FPIN 2 PUK, B QF 2 J =} PIN 2 PUKE A A g o
$ pkcs15-init --create-pkes 15 --use-default-transport-keys \

--pin 963214 --puk 321478 --so-pin 65498714 --so-puk 784123
Using reader with a card: Reader name

pcks15-init & ~ulE 7l=o A 22 AT
3. £F9 ol H U5 IDEAAIF Y
$ pkcs15-init --store-pin --label testuser \

--auth-id 01 --so-pin 65498714 --pin 963214 --puk 321478
Using reader with a card: Reader name

glo] &2 Abgrol el o = Bh(o] 7 - testuser ) 2. = 44§ Yt} auth-id = 1631 = 278 ko]

olo} gL th(el %

o
(=}
—
fu
i
ox
it
N

4. zvhE A= A EE N 7] A L dlo] e A P ok,

$ pkes15-init --store-private-key testuser.key --label testuser_key \
--auth-id 01 --id 01 --pin 963214
Using reader with a card: Reader name
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idel el A8 & ke N )9 AFAHE A4 v A oF Tk ide] @
e ARHA Fow BR Y B e ANSGEE DhT g2 40 4P

T AFYh
5. AnlE 7l= 9] A S 29| Q1 ZAM 2 A Al glo]Be A& g}

$ pkcs15-init --store-certificate testuser.crt --label testuser_crt \
--auth-id 01 --id 01 --format pem --pin 9632714
Using reader with a card: Reader name

A7

L

Y,

o

6. (A8 AR &avtE FhEo A S50 37 7] A 9 gl &

$ pkes15-init --store-public-key testuserpublic.key
--label testuserpublic_key --auth-id 01 --id 01 --pin 963214
Using reader with a card: Reader name

e
S A 7H A 7] B/ AFA e Gt A AF R 7] W/ EE AFA
o)

S FL T IDE A A3 oF Ttk

1ol 7t g F Rellof P T

ol

7. (A8 A AR AnfE tE = AR S e
I $ pkes15-init -F

ol FAIM = AE G H S ASA, QL 71 B’ #7717 ZhE o 2lF YT AFS-AFPIN
2 PUK, 3.9F 2 91 2} PIN 2! PUK= A1 4 R % o

® OCSPE AFg3td A5 A& &2lst= 7% OCSP (Online Certificate Status Protocol) 3-8 7] ¢l
Aed g

o] 74-¢-sssd.conf u}d o A Th5- A7 A &S 23T = AF TR 60%).
e pi1_child_timeout
o krb5_auth_timeout

A 27 Abg

® ootz Z12l3foF g}
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A
1. sssd.conf 3} & 4t}
I [root@idmclient1 ~]# vim /etc/sssd/sssd.conf

2. p11_child_timeout 7}& W7 gt}

[pam]
p11_child_timeout = 60
3. krb5_auth_timeout 7}3 = 7 gy o}

[domain/IDM.EXAMPLE.COM]
krb5_auth_timeout = 60

OolA N ZF 22 Tl Aufstr] Aol AvtE =] T 482 18(60%) e 2

ek

F gy

2.9. ~nlE F}= o1 =2 93l ol =] w3 72 A A

AD(Active Directory) ¥ IdM(Identity Management)el] A 7 o] 1= AFE-=2}ol] th &l shube] Q1 54 & AR
stel = A9 [dM A el A QISA w33 2 & A o+ AFH T

24
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3. 2nlE 7= A2 TS A% ASA w1F 72

3%4. 27hE 7HE 122 P E] A%

o1 %A w5 & & A}-&-# 7} IdM(Identity Management) #2] 2} 7} 54 AFg 2} Q15 A o] Al gk 5= gl
=AY QoA AZAE A} LF o] o1=T 4~ 9= HP sk HLHJOIL]];IF ol 3t MA| 2~ =0 ohﬂ.z:l]g_

2 9B ol= 7| FHo| A Q=2 w737 LqJTq] kA Sty of, E 3 AFS Al = IdM ‘:Hﬂ Qlo] Al=] &

Alell A= AD(15 713) ol A Eae IS E EAH Y
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i

EG Q1M Y 32 1dM B 0] 2PHE AHE B ALG SHE B Mg A B ALSFHE A S
ST o] A AA AN T FobsHE Aol BaHE S AU th FASE HE A o ﬂnqa
oNA % /bsatnE A AFA BTk ve] Fobekr) 7k e e th A1 2E el Abe AFA o3
B AEAT R ABATA W) QA B BN AZA D A EE 2D
AU Th M7 WFEE AR AFM 7L AL A FFol o} 8 YREE A G BhE AHEAE Q)
£ Abg el 219 % AFUh

lo rh

OlN —W JN‘

A

NZNE H7|Ho R AAs kR A= ug F2& B oud =2 =YYk Alexe
i}%ﬁﬂ%%ﬂﬂﬂﬂ%ﬂﬂio%ﬂﬂEﬁéﬁﬂ%QHﬂoww~ nj g o] A 9 WdFat

7190 2 BFaL A IF AT el o] 1FA 9 FU e A E 3 IF AL = S wl B o] Al AEgY
EP. HJEHE AA AFSAH 7 AHEE A9 B 2= A AFSAE AR FEo] GRS o] M JAFAHE

L #eab= AS5A v dolH(dutd o= wga gl F4)) Ee AA IS EAEA AP SR

2 =l of gt
2. #HATEALEATHAM A E A o2 2208 5 YR E S v P F2 & A s ok Fy

a. siF ARl 1A g dloly 5ol ZeH o lFYyh

b. 2154 vl el ol el FZo] AZA <] Hue} AX s 4%

829 G FH L AN A sk P el o e A48 g
3 FH o AHE T AFA AN WA kA 2SS BHx

o) FH e T sk N T
2 1dMe] 1D v 73 7
RS

ol F HF AT ATAM E Al F et dhd A 2E] oy AvtE =] AR E dFol Ay dyh

3.1. ACTIVE DIRECTORY =] Q1 & A}-&31o] Al Z ol tf 3t Q1 FA] vl 37 &

o] A ;A ol X = IdM ull =7} AD(Active Directory) Z=v 17+ 21 2] @A ol A& 79 7hs 7 v et /154
uf) 3 A& Alg o o] 7heks] A v sy o

AZM WP FH e AT 5 A= AD AFA A 2go] BF e A0HE FHE QAFAHE WG A A
el IdM ] 220 oA 2% 5 Q= Bl @ AU Th AD P ol ahek B Alvhel 271 75 g ok

o ADOA Q1ZA S kA vk AF& A} B 9154 7 Mol A4 9w 2l 21 e o] AA
A2 7HdAM ol A i Ut o] AlvkE] @ -4 ol th g ZpA g W82 [dMol| A 7l ARl
et QA v TS FRIA A L.

o AHgA7HADS] AFE A% 1% 83 A2 sHADeN A FFYTh T3 2 Al b ) AL
@7}k 2l

o ADAHEA FEel & AA] AF M7 EFH o AU o] Abe] Lo A [dME 74 s

ol e A U8 AD AFE A G o] HA Q1547 Z3E ALE ALl U & ASA vl
B 8 FERIA L
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o ARGA ASAME AFE A A ol Wi st == ADZF A F Ut o] -5 AD AR8-AF 5ol A
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ipa idoverrideuser-add ™ & & A& 35}o] IdM2] AD A&} ID 2] 4 2] o] A A QAFEMH =
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3.2.IDMo A ID v} 38 32 o] 4 24

o] AN = 1dME ID m] g 773 773 849 ol & P st el tiel] AR U 24 7 8 el
Ao d ¢ e 712kl AFUTh Ul EE CLICIA 74 248 Ao F 5 A5y ek CLICIA ID )

3 7122 ipa certmaprule-add 3§ % & A}-&-8lo] A4 HUth

w33 73]
g A et
sh AHg A AR S AR s
T} CA(SLE 7] 2ol A

I=]
FUh geb] [dMe 227 o) 72 8 §3h4 ex 2 -G AFA o e & § U Tk Y 77
F2ALg st A AFA S P

R R R R
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F_EL

userCertificate 57J 9| A 2154 7} DER 9159 nlo] g 3}

i
u
m
=
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map rule § 412 AH-g-3ke] CLISIA w13 52 4 o] ik

2R 3
dA et 2 A S FHE AL ASHE AT UT 72 LA F3H e
digitalSignature 7] A} 4 clientAuth 37 7] A& 3 A 54 oF A X Tt}
match rule /35 A&l CLIo| d A8t 2 & A FYth

= 55
domain 5% £ IdMo 4 ID v} 3 #5& A2 & 1 A8 A& 4 5hel & 1D ol 21 & A F e g4
AR A o IdM Fetol A BT &8 24 mo|9le] 42T A4 o),
domain S-S ALg- kel CLIolA =m 912 g o o)
A &9
A 72 ASA N AL F A=A 4 7S =2 32 o] SAFY L & BE 3
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lﬂ

3%, ~ulE 7}

CLIZ 2145l EXAMPLE.ORG %7 9] £vlE 71= CA oA 233 A5 A0 & A5S 3] &t
simple_rule o] 2}= 134 w33 732 Fol5k7] A8l T AFA ] FA 7L 1dMe] AHg-=E A <]
certmapdata & 23 A x3= A9 &S Aoy

# ipa certmaprule-add simple_rule --matchrule '<ISSUER>CN=Smart Card
CA,0=EXAMPLE.ORG' --maprule '(ipacertmapdata=X509:<I>{issuer_dn!nss_x500}<S>
{subject_dn!nss_x500})'

& ME JASH W FH o] DA A FAsle] 2AE S F UEE A NN T G R
TS AR IUT dAIsE 7o 2 ad dFA g4 S 7H4q 22w openssl x509
B S AR Sy o

A 27 Avg

o 282} Q1Z A7} . pem EE, crt 202 FHo] AdLHUrTh

Az}
L ASA M ARE-AL G B 7HA 5 Y T Tha& AFS-3ho] openssl X509 <154 4] B A #
2812 AH
o I HE WA 2345 WA s=noout A
o W7z o]ES =¥ sl -issuer $A
* AEME AL Y 9 o] FL AH e -in g4
o 7% A AL ) 3% o] B(RDN)o] Q= £ & w4 EA5}7) 99 RFC2253 7to] Qe
-nameopt <41
A 7ol ID A2 ASA 7 TFE B9 B H o) 2ol 22 AR S A8l TFA}
XJ_/]EI KR —L}\]Ul-]/]]q_
# openssl x509 -noout -issuer -in idm_user.crt -nameopt RFC2253
issuer=CN=Certificate Authority, O=REALM.EXAMPLE.COM
2 g} of Active Directory Q15 M 71 23tH - HH o o &yl A4 A HARE
Abg-ste] WAL A o g EAIFY T
# openssl x509 -noout -issuer -in ad_user.crt -nameopt RFC2253
issuer=CN=AD-WIN2012R2-CA,DC=AD,DC=EXAMPLE,DC=COM
2. A x o g dXete 72 78O 2 CLIOA A v 3 2 & A st ™ A5A Sa=7)

=13
ad.example.com =1 ¢] €] f‘%% AD-WIN2012R2-CA <] ok S0 ol =] o] A= o [dMe] ALL
2} 714 ©] certmapdata 3 = 3} 2 X 3] of g o}

# ipa certmaprule-add simple_rule --matchrule '<ISSUER>CN=AD-WIN2012R2-
CA,DC=AD,DC=EXAMPLE,DC=COM' --maprule '(ipacertmapdata=X509:<I>
{issuer_dn!nss_x500}<S>{subject_dn!nss_x500})'
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o] Zoll M= th=3 22 Alvte] «.o thelf A% g

S2E7 e AA o] A HFY
o] EAEQ AntE JlE g Q5 sl YT
2UE JLE 91Z 8 A8l SSH Al 22 1A sk oL g ok

authselect & A} &3lo] ~vlE 7122 A 518 21 gy o)

o] Al 0 2 Falslew the AL AF& S o)

2ubE AE 2 QFEE s A A AL A 1FM & 7 U Th AFA E EE oM AHgE S
NG F e AF 7)ol
AZME 7ML 5 9l

T AFU

2 Q% gl X A BB AHEA AFHE A Y

A% 9 719l 718 ke =l 4 gt
SSH oAl 228 91§ 20tE 7HE A5 T FU T
Fa

SAEVFEHRIC] UREY F e A, SEEE =H 1 F713skAL Active Directory B
+ ldentity Management Certification Authorityoll /] A A gt Q154 & A& o)

2ubE 7hE o] 1dM A5 A 2 A shE B el T d A4 § U §-2 2nhE 7hE 1 Fo 1)
1D 7] P BRI L

A 27 A

e Authselect7} A X%

1r1

authselect =1+ Linux S 2E oA ALE-2} 1 5 & 4] 811 o] & AL&31o] ~ulE 7}
MNHETFE FA3E 5 AF Y authselectol] t $F 1A §F U] 82 authselect A v o] 4] 3 E’SMJ Al
[e)

.

RHEL 86l 4 4| 918} 22l E 7h= B USB 4]
A § ) -2 RHEL8 ) 22ulE 71E A 912 234 A] 2.

4.1. =4 15A A4

o] MMM ThE S 59 sHs W o] thal A9 o,

® OpenSSL I3 71# 44

ASH Mg 23 He7]
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L AFNEANT S A ddHAS AT A2 5
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# mkdir /tmp/ca
# cd /tmp/ca

L AFA 2 AFFU Kol 9 2ES cat e o] Y Zol BAD).

cat > ca.cnf <<EOF
[ca]
default_ca = CA_default

[ CA_default ]

dir =.

database = \$dir/index.txt
new_certs_dir =\$dir/newcerts

certificate = \$dir/rootCA.crt

serial = \$dir/serial
private_key = \$dir/rootCA.key
RANDFILE = \$dir/rand

default_days =365
default_crl_days = 30
default_md = sha256

policy = policy_any
email_in.dn =no
name_opt = ca_default
cert_opt = ca_default

copy_extensions = copy

[usr_cert]
authorityKeyldentifier = keyid, issuer

[v3_ca]
subjectKeyldentifier = hash
authorityKeyldentifier = keyid:always,issuer:always

basicConstraints = CA:true
keyUsage = critical, digitalSignature, cRLSign, keyCertSign
[ policy_any ]



44. 24 AZNE 2vtE A= 2 74 2 744 2]

organizationName = supplied
organizationalUnitName = supplied
commonName = supplied
emailAddress = optional

[req]

distinguished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
O = Example

OU = Example Test

CN = Example Test CA
EOF

g xqalag]e /\g/dzsh,]q_

# mkdir certs crl newcerts

alle
j,’u

.o
LT e AR FY T
I # touch index.txt crinumber index.txt.attr

. 4 Tl 524 012 2 T,

# echo 01 > serial

Wl Ad g 24 012 AU A2 A 2] A W E Atk o] CAIA A= D)=
£ 7H7ke) A A ZA ol A E 7M1 2ok o

. OpenSSL FE CA7] & AU}
I # openssl genrsa -out rootCA.key 2048

A AR FEQZE VB AERAE A

R o

L

Y,

ry

# openssl req -batch -config ca.cnf\
-x509 -new -nodes -key rootCA.key -sha256 -days 10000 \
-set_serial 0 -extensions v3_ca -out rootCA.crt

. AR} ol Bl tF 712 AR T
I # openssl genrsa -out example.user.key 2048

o] 7= Qrel ek e 2 A Rol A AR H B 77k HE0] 438 ) Al 29 ol A 712 A A
sntE AEME A H 712 AT F ASUh o2 98] 20hE A= A=Y A H Y S A

A M 8 A S IEUT(C]l 9 RES cad g B o] R E o HA).

cat > req.cnf <<EOF
[req]
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10. example.user Q1 FAl o th ek AFSA A 24 S A4

distinguished_name = req_distinguished_name
prompt = no

[ req_distinguished_name ]
O = Example

OU = Example Test

CN = testuser

[ req_exts ]

basicConstraints = CA:FALSE

nsCertType = client, email

nsComment = "testuser”

subjectKeyldentifier = hash

keyUsage = critical, nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage = clientAuth, emailProtection, msSmartcardLogin
subjectAltName = otherName:msUPN;UTF8:testuser@EXAMPLE.COM,
email:testuser@example.com

EOF

Off

Elch

his

# openssl req -new -nodes -key example.user.key \
-regexts req_exts -config req.cnf -out example.user.csr

N A JASME FAIUT HR2 7102 1d ez gy

# openssl ca -config ca.cnf -batch -notext \
-keyfile rootCA.key -in example.user.csr -days 365 \
-extensions usr_cert -out example.user.crt

ofl

Ho = Yol 2vtE =R /HE 207t HAgGUTh

4.2.SSSD Tl 2l E| 2 o] Q15 A EA}

GDM(GNOME Desktop Manager)ol &= SSSD7} 2 & g t}. GDME AM&-3l& 74 -9 PEM 215 4]

il

letc/sssd/pki ] @ B 2] of] EA}a| ofF g o}

A 27 Ab

32

o ZACAZIA YL ASA7F A EHJFY

2

1. A 2=Elo] SSSD7F A 2] 5 o] 9% 8ol gt}

# rpm -q sssd
sssd-2.0.0.43.el8 0.3.x86_64

2. letc/sssd/pki Tl & 2] & THE U T

# file /etc/sssd/pki
/etc/sssd/pki/: directory
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3. /etc/sssd/pki/ T] @ & 2] 9 A rootCA.crt & PEM 3} & E-ALgH U o}
I # cp /tmp/ca/rootCA.crt /etc/sssd/pki/sssd_auth_ca_db.pem

SME

o,
oid

2o 7 A o fete/sssd/pki T] 2 E 2] o] A A3 5T}

AS 71& ASAHE t& N Ze 7ol d 3 375t sssd.confoll A 91X & AT 5 9)

Fuh
® SSSD PAM &=k [pam] A A o] pam_cert_db_path
® SSSD ssh $-g#}: [ssh] 4 41 2] ca_db

244 3F &2 sssd.conf ¢] =2 H o] A = IF 25 A] S

0]
N
2
AW
e
ot ©
Y, =
filo
ey
oX T
oo
AW
u)

e A= R =T 71 ERE

4.3. 2vtE 7hE #e] 8l AL

ofo
filo
Rl
ofi
f
-
X
By

sulE =S PANE W AFAE AT 2uhE o] AFY Y =77 e gk

&g Falsl ok g

ASAE #HeElste dHl =% 0] 5= gnutls-utils 9| 7| ] & A ] ¢t T}
o 2ulE 7I=F 2% gtolH e ¥ 98 E J S Al F 3= opensc 7 7] A & A x| g T

o ulE 7l= guish B350 pesed A 8] 2 A &bt o,

1. opensc % gnutls-utils 3| 7] x| & A %] gt}
I # dnf -y install opensc gnutls-utils

2. pescd AU 2~ E A 25U T
I # systemctl start pcscd

pcscd A B 27 A3 FQ1A] gkl gy T

4.4. =0l E FF=of Q1 5A] A%

o] MMM Th&S T4 3 vl Eo] 5 & pkesl15-init =75 A8 3 2rE Fh= Ao gis) A

Eashey
® XAUlE FhE 24
o A= & PIN g ez PIN &+ s 4] 7] (PUK) 24

o ~ulE F oA A & F A
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® pkes15-init = X 3}sl= opensc 3| 7] 2] 71 A X] Y t.
APARE W82 vt E JhE e g ARE S 919 B AAE FREA A L.

o Jt=rbE|yol AFY = AFE A A g

o 2wtE Fhuo A Q1 7], T 7] 2 ISA 7 AFH T o] AAfell A
testuser.key testuserpublic.key 2 testuser.crt = 71 <1 7], F7 7] @ QA ZF A o] Al R = o] &
dY .

o ) AvtE 7= A&7 PIN 2 1.9 2 9] = PIN(SO-PIN)

. 2ulE 7= X ¢35 PINS. 2 ¢]

olN
ol

]_/\1/\] o -

h=] .

$ pkcs15-init --erase-card --use-default-transport-keys
Using reader with a card: Reader name

PIN [Security Officer PIN] required.

Please enter PIN [Security Officer PIN]:

7H=7t A A H Y o
2. &2ntE 7L=E 2 7] 8L AFE-2FPIN 2 PUK, B QF 2 J =} PIN 2 PUKE A A g o
$ pkcs15-init --create-pkes 15 --use-default-transport-keys \

--pin 963214 --puk 321478 --so-pin 65498714 --so-puk 784123
Using reader with a card: Reader name

pcks15-init & ~ulE 7l=o A 22 AT
3. EXY HolE YIS IDEAZIY
$ pkcs15-init --store-pin --label testuser \

--auth-id 01 --so-pin 65498714 --pin 963214 --puk 321478
Using reader with a card: Reader name

glo] &2 Abgrol el o = Bh(o] 7 - testuser ) 2. = 44§ Yt} auth-id = 1631 = 278 ko]

olo} gL th(el %

o
(=}
—
fu
i
ox
it
N

4. zvhE A= A EE N 7] A L dlo] e A P ok,

$ pkes15-init --store-private-key testuser.key --label testuser_key \
--auth-id 01 --id 01 --pin 963214
Using reader with a card: Reader name
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olN
X
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N
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N

=
idell sl A1 g k& 7RQl 719k ISAHE AL D v L s oF gt idol g
e A FoeH S22 Y B33 g AV ERE AR S HA D

T EAGHEP.
5. AnlE 7l= 9] A S 29| Q1 ZAM 2 A Al glo]Be A& g}

$ pkcs15-init --store-certificate testuser.crt --label testuser_crt \
--auth-id 01 --id 01 --format pem --pin 9632714
Using reader with a card: Reader name

6. (A8 AL &utE Ft=o A %00 370 7] A% H glol &5 A FY
$ pkes15-init --store-public-key testuserpublic.key
--label testuserpublic_key --auth-id 01 --id 01 --pin 963214
Using reader with a card: Reader name
=77
3l Nl 7] g/ e A
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o} 23k IDE ® A 3l oF &1t}

7. (A AL A AvtE TtEE AR S FEste] 7= SRS oF U
I $ pkes15-init -F
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SSH A Ao &= el5o] a3
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o 2ulE Jt=of AGE JAFSAHEANE S IF5 S st v da s 74
e authselect = 7= A}-g-3lo] A A A 2 AR
T AA T 2nE FLE A A & 2ok oh
authselectE AF&-3te] 2~vlE 7128 FA o1& W ol ol 3 A4 @ U] &2 authselect = A1-8-351¢] 2=n}
E e FAE FERFHA L
APd @ A
o XZulE Jtuo = IS A 9 A}l 717 23 o
o Jt=rb ey o] A= HFEol Adg Ytk
® SSSD7} A A 8l A = of dFYTh

o AL&7} o] BL Q1= 4] SUBJECTS] CN(Common Name) &= UID(A}-8-=} ID) 9 o X] &y o}
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pcscd A B 27} 2 A 28 o A A8 & 3 95 T
AA G U LS 2~ulE 7 EE Be) 5o AFE 5] 98 B AXE FZ2E4A L.

L 2PE E 158 AFE st A8 Abe] & T @ e 2 o] SSH 7o) th & Al T B2 & A4 g o,

I # mkdir /home/example.user/.ssh

. opensc Z}o] B2 g] ¢} 3174 ssh-keygen -D & & S 23 3to] AnlE 7L=9] 7fjQl 7|9} A H 7=

370 715 A A &3l SSH 7] t] @ B 2] ¢ authorized_keys &= AvlE 7= S5 8 AL-8-31o]
SSH A A 25 &4 skt o)

# ssh-keygen -D /usr/lib64/pkcs11/opensc-pkcsii1.so >>
~example.user/.ssh/authorized_keys

. SSHE A1&3t# ¥ /.ssh t] & & 2] 2 authorized_keys 7} of] t gl 2u}& Ao D @3}

o422 AL AL WA A e AT

# chown -R example.user:example.user ~example.user/.ssh/
# chmod 700 ~example.user/.ssh/
# chmod 600 ~example.user/.ssh/authorized_keys

# cat ~example.user/.ssh/authorized_keys

gl 7] 71 A gy o

. letc/sssd/sssd.conf 3} oA AulE Fl= QlZo] A3 HYEA 32l
1

1
[pam] & Aol A pam 215 4] ¢l 2 &S 4] 5151 t}. pam_cert_auth = True

sssd conf ytd o] o} 2 AP H A 2 B¢ s 2AHES W HAMst Hx 75 74

/\g/\-]ﬁl 1/\1/]1;}

# cat > /etc/sssd/sssd.conf <<EOF
[sssd]

services = nss, pam

domains = shadowultils

[nss]

[pam]
pam_cert_auth = True

[domain/shadowutils]
id_provider = files
EOF

6. SSH 71 & Al-4-3}] ™ authselect 5 & 0 2 22 1143t}

I # authselect select sssd with-smartcard with-smartcard-lock-on-removal --force


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/configuring-and-importing-local-certificates-to-a-smart-card_managing-smart-card-authentication#installing-tools-for-managing-and-using-smart-cards_configuring-and-importing-local-certificates-to-a-smart-card
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I # ssh -1 /usr/lib64/opensc-pkcs11.so -| example.user localhost hosthame

Y= 2ntE 7= PING o 8 atet= vl Al A 7F A g Y T

Tol AR F
ojA Lol 2HZ 1
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Red Hat Enterprise Linux 8 21} E 7} = Q1% # <]

5%, AUTHSELECTE A} &-3}o] AvlE 7= A4
o}

o] AN E T F b E SIS 2tE AES TS el Uls) ¥ Pk

o

o GE} AriEE AF T B
o JEEuBYS L LulE AE AF S BHFFY

o AA A T &3t

A 27 AvR

® Authselect7} A %] &
authselect == Linux & 2~ E o 4] A}&%} Q1 5l o] 2 A} &8l AnlE 7= 901 = u)
N HEE FAE 5 H5 YT authselectdl] & 24 8 W82 authselect = AF&3lo] ALg-2}
A5 TS FxIAA L.

e RHEL 894 XY 3s}E= ~vlE 7= == USB A%
ZFA 3 &S RHEL8S] ~nlE 7= A P& ZZE4 A2

51 &2vlE 71 = o] & 214 Q1 5 A

1 O

authselect & A}-&-3lo] 2vlE 7LES AW JISA E 7HER 74 obof Gt ths =78 AHE
st JASHE AT = AFU T

® Active Directory (AD)

® |dM(Identity Management)
IdM Q154 & A 3hE ol th ek AH & 82 A A A 1 FA 84 9 FeteldER Wi
Wls Fxsd A L

® RHCS(Red Hat Certificate System)
ZHA| 3 -8 & Enterprise Security ClientE AF-&3}o] AnlE 7= B8 S X34 A 2.

o 2 AF AT W £A GAY HAE BH o2 2 AF 7]l H YT
AZME AT 5 AU h
24 AFHE 20HE AR 44 U /Ao Pl R ANT WG 2 AFHE 2viE
Az 24 8 b e Aguh,
52. AH8A 9 F Q1% BT 2vHE AHE AF 4
o] MMM A 2B A 2nhE AAESE 4 E AFS BE B BekE Pl tisl 49 g o
AR 27 AR
o ZrhE FhuelE AFA S A9 7 Z g of
o Jt=sbeuiel A E T W FE S ARk

e authselect =77} A 2"l o]] A x| 5 o] Q) &1 T}

o riEJE L PEAFS FgoE e B S A FY Lk
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5. AUTHSELECTS A}8-8}¢] AnlE 7t= 74

I # authselect select sssd with-smartcard --force

I ARl A 20kE FhE Q1 5o] gadshElo] AW, TP AN 2rhE sh=g dojul R 95 g1Fo] %
B

53. &vlE 7= 215 & A 8355 AUTHSELECT +7

e
12
}0{1
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ofN
fijo
i)
il

oX,
o
et
as

authselect =712 A} &3} A 2" oA AnE F1= 0128 LA 517 7]
9l% Ut} authselect & 3 ol & t}& Ao £3HUTh

e with-smartcard hiera-octetsenables 2~rlE 7= 91= 4l 9} & Q= AR

e with-smartcard-required hiera-octets-enables vl E 7} = Q15 S A}&-310L 45 5S 1| &

3 sk o,
23

with-smartcard-required &4 & & 19 A 8] 2(o: 22¢1 , gdmxdm kdm, xdm
xscreensdockerfile ,gnome- screens diff , 2 kscreensaver )2} 78 2791 A 1] 20
el A8 ArtE 7= Q1SS Al U Th AR A} A Sl su = sudo 9} 7+& 7]} Aq H]
2 7| EA R AnE FHE QIS S AFS A DAL Al S °‘§§— gl = AR &

A7 o,

A 27 Abg

o ZnlEslEe] AFA DA JIF TFE ] AT

o =7ty AYE T HFEHA AZH YL

e authselect E¢] =24 A" o] A X5 o] JlFYt}
Az}

o U3 HHE YJYsle AnfE Jl= 2 5S F &3k

o}
I # authselect select sssd with-smartcard with-smartcard-required --force

- Zolf o] FAEelA om AnE FlE2 ek 2708 4 9]
AP et7] del 2utE 7= Q15 o] A sh=A] FRISA U Al 28] of A

54. 37 A& 3 LvE FHE QIS 74

authselect AMB] 25 ARE S oA AutE FHEE A AR & FA] SHH S O E s AutE JhE 9l
= TRE T %SH ch. authselect ¥ & ol = th W7} 2 g of oF P

e with-smartcard v 4| X - 21l E 7= ¢l = 2] 9]

o rufEtEZ ASEE AL MG SUEE QFo AR FUHIEE AL AF L v B

sH4)
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e with-smartcard-lock-on-removal apache-kubeenforcing 2=ntE 7}= A 7/ & 2 10}-%-
AR 27 AV

o 2nlE FhEd] Q154 R ARl 717 £ H o] YH

o Jt= ey Ad A HFEHA A2dg Yt

e authselect E¢] 24 A| 28" o] A X = o] Q5T
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[
28

oo dlo
I3 of,

= o

# authselect select sssd with-smartcard with-smartcard-required with-smartcard-lock-on-
removal --force

o[A 7t=E A A skd st o] AUt AEg sl Al et AvtE Jt=E S oA Al el oF Y ok

H H
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6%4. 2n1E /1= 2 A18-51o] SUDOS] 213

67, 221l E 7= 2 A1 4-5k] SUDOS Q1%
o] o= LutE 7= & AFE-5te] sudoE 94 S 2 Q15 st= WS AW gy ot ssh-agent A H] =
VNERAR A fﬁﬂL ssh-agent 2718 A A ~dl o2 AL 4 9= 45 sudo PAM B &< 4] SSH <1

= =
FEREZS AT AEAE AF O AST 5 AHUTh

2UE ZHEE AbgStel 2R 2I00% F SSHE Bl A4 A 286 2198w 20HE 7HE Q159
SSH A28 A1g-5te] 955 912 slebs A1 glo] sudo W E & A & sl

o] Aol BAL Q&) Felo]AdEESSHE E3) IPAX W A5t AnlE 7l AAZE 4 28-S
Ab-g-3te] IPA A B o) A sudo W &S 48 g o}

e |dMoj| 4] sudo F 2 A A
® sudoo PAM R E A A

o ~mlE JL=Z AFR-3lo] sudoo] 4o A4

6.1. IDM9j| 4 SUDO -2 Al 4

o] Aol A= 94 S 2EofA sudos AT 4 9= ipauser! #gHS Ho317] ]3] I[dMof| A sudo
A AEste S AEIYS
o] o A 2] 2L 93] less @ whoami = & o] sudo & 2 F715 o] AxE HAET U T

A 27 Abg
o M A8 A7 A H AU T o] ol Al o] 242 9l ALEA = ipauser! T

o sudoE YA0 = A3 FAALH Y TAE o]Fo] JlFUHTE o] dAlM SAEE
server.ipa.test ¢ 1t}

L AR A7 B RS AT = adminrule ©]2}+= sudo 2 & vHE Y o).

EE

I ipa sudorule-add adminrule
2. sudo ¥ & ©o 2 ] &3 whoami = #7134 o}

ipa sudocmd-add /usr/bin/less
ipa sudocmd-add /usr/bin/whoami

3. less 2! whoami % & & #&] Aol Al 713U o

ipa sudorule-add-allow-command adminrule --sudocmds /usr/bin/less
ipa sudorule-add-allow-command adminrule --sudocmds /usr/bin/whoami

4. ipauser1 A1z} = adminrule o 37} t}.

I ipa sudorule-add-user adminrule --users ipauseri

l

5. sudo £ A& %<l 3 ~EZ adminrule o] 3713t}
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/assembly_authenticating-to-sudo-remotely-using-smart-cards_managing-smart-card-authentication#proc_setting-up-the-pam-module-for-sudo_assembly_authenticating-to-sudo-remotely-using-smart-cards
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/assembly_authenticating-to-sudo-remotely-using-smart-cards_managing-smart-card-authentication#proc_connecting-to-sudo-remotely-using-a-smart-card_assembly_authenticating-to-sudo-remotely-using-smart-cards

Red Hat Enterprise Linux 8 21} E 71 = <1 3]
I ipa sudorule-add-host adminrule --hosts server.ipa.test

Sl Eat=
e jpa sudorule-add --help & =314 A] Q..

e ipa sudocmd-add --help = %34 A 2.

o] Aa}o| M= sudoE AP stE BE TAENA 2ntE 7= 2 sudo A F S 98]
pam_ssh_agent_auth.so PAM =52 d X 3}31 24 st= WS A9y
Azt

1. PAMSSH ol o] A E & A X gt}
I dnf -y install pam_ssh_agent_auth

2. pam_ssh _agent_auth.so°l] dj3j authorized_keys command £ t} & auth && 719
/etc/pam.d/sudo v} o] =713 o}

#%PAM-1.0

auth sufficient pam_ssh_agent_auth.so
authorized_keys_command=/usr/bin/sss_ssh_authorizedkeys
auth include  system-auth

account include  system-auth

password include  system-auth

session include  system-auth

3. sudo W H S AP uw SSH ofj o] E H o] 215325 3t H /etc/sudoers 3+ o T} F

745y ok
I Defaults env_keep +="SSH_AUTH_SOCK"

o] 5 3l IPA/SSSDol| A H 2ntE 7t=9] 37 7171 A= AHEAlE 45 E JE A &L
sudool 9158 &= JHFYth

4. sssd A B 22 ThA] A ZHEFA A S
I systemctl restart sssd

F7tEas

e pam T3 H o] A & FEREAA L.

6.3. Z=HLE 7FE S ARS8t SUDO A o= A4

o] AAfel| M= £~tE JFE S AE-SHe] 1A S 2 sudoo] A4 3H7] 918 SSH ol o] M E Bl SEfo|AES
T wHS A Iy

A 27 Av
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64. 2vhE h= & AHg-5Ho] SUDOS] 213

e [dMo A sudo 73 & A A F 1tk

=

ofr

e sudos AT U7 A 2=l A sudo 2152 ¢4l pam_ssh_agent_auth PAM & &2 4 X]
AR AFYTH

1. SSH o] EE A AU tH(ol4] A3 H A &2 7).
I eval ‘ssh-agent’

2. SSH ool Ee)] AntE 7hES F7FYth WA A 7F A =1 PINS 489 gy ok
I ssh-add -s /usr/lib64/opensc-pkcsii.so

3. ssh-agent d&o] #43he (-A &4 AHE)E §3l SSHE 53] 4702 sudo & A& A 21

o A4 ok

I ssh -A ipauseri@server.ipa.test

A

ol\

A

e sudo E AF-§3}e] whoami & & 23 3 o}
I sudo /usr/bin/whoami

PIN 2= 55 9 atehe mA A 7} A 5 A] Folof F
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ZuE JLE QIF HZE

® SSSDE ALg3le] AnlE 7l= Q& 24 34

® |dM Kerberos 64430] PKINITE A}-8-3F3L CA QIS A 7F 282 A =] &<l
® SSSD AIZF %3 =47

o A W B AN 72 BA HA

70 A =" oAl ~ulE FLE dA 2~ H AE

o] WA 2rbE Fhmo] A 2 5 QA RS B 2EsHE WS AW P

A 8 AL
o 1ulE Fl=o A ALEE IdM AW H Fto]AdEE A X5t A A HFY T
® nss-tools 3 7] ] o] 4] certutil &< A4 X3 &4 o}

o ~1ulE 7l o Pin k= 437 IS5yt

1. Isusb ¥ & AHE&ste] 2ntE 7HE fE7E £Q A Aol A H=A] gl gy

$ Isusb

Bus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub

Bus 001 Device 003: ID 072f:b100 Advanced Card Systems, Ltd ACR39U
Bus 001 Device 002: ID 0627:0001 Adomax Technology Co., Ltd

Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

RHELO A Bl 22 8 A 98 & 20hE 7hE 9 5ol o) 8 2441 5 U] §-2 RHEL 8] =0} = 7}
]

2. pescd A B2~ @ AAo] B4 3E o] AdE T =R g
$ systemctl status pcscd.service pcscd.socket

e pcscd.service - PC/SC Smart Card Daemon
Loaded: loaded (/usr/lib/systemd/system/pcscd.service; indirect;
vendor preset: disabled)
Active: active (running) since Fri 2021-09-24 11:05:04 CEST,; 2
weeks 6 days ago
TriggeredBy: e pcscd.socket
Docs: man:pcscd(8)
Main PID: 3772184 (pcscd)
Tasks: 12 (limit: 38201)
Memory: 8.2M
CPU: 1min 8.067s
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74. 20E AEE A% ¥4 82

CGroup: /system.slice/pcscd.service
L_3772184 /usr/sbin/pcscd --foreground --auto-exit

e pcscd.socket - PC/SC Smart Card Daemon Activation Socket

Loaded: loaded (/usr/lib/systemd/system/pcscd.socket; enabled;
vendor preset: enabled)

Active: active (running) since Fri 2021-09-24 11:05:04 CEST,; 2
weeks 6 days ago

Triggers: e pcscd.service
Listen: /run/pcscd/pcscd.comm (Stream)
CGroup: /system.slice/pcscd.socket

5
fr
ru
o
R
ot
o
I
i

3. p11-kit list-modules ™ & 2 A} 83} AvlE 7l=o A E AvlE 7= 4
EAFY -

$ p11-kit list-modules
p11-kit-trust: p11-kit-trust.so
[--]
opensc: opensc-pkcs11.so
library-description: OpenSC smartcard framework
library-manufacturer: OpenSC Project
library-version: 0.20
token: MyEID (sctest)
manufacturer: Aventra Ltd.
model: PKCS#15
serial-number: 8185043840990797
firmware-version: 40.1
flags:
rng
login-required
user-pin-initialized
token-initialized

4. 2vhE AHES] Az A 2T+ e FAg T

$ pkes11-tool --list-objects --login
Using slot 0 with a present token (0x0)
Logging in to "MyEID (sctest)".
Please enter User PIN:
Private Key Object; RSA
label:  Certificate
ID: 01
Usage: sign
Access:  sensitive
Public Key Object; RSA 2048 bits
label:  Public Key
ID: 01
Usage: verify
Access: none
Certificate Object; type = X.509 cert
label:  Certificate
subject: DN: O=IDM.EXAMPLE.COM, CN=idmuser1i
ID: 01

5. certutil % &2 A1-§ 5t] 2vhE 7hE o 9134 1 -2 EA F ok
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a. Th& BE g APt A5A 2] grtE o5 S FAFUT
$ certutil -d /etc/pki/nssdb -L -h all
Certificate Nickname Trust Attributes

SSL,S/MIME,JAR/XPI

Enter Password or Pin for "MyEID (sctest)":
Smart Card CA 0f5019a8-7e65-46a1-afe5-8e17c256ae00 CT,C,C
MyEID (sctest):Certificate u,u,u

b, 2:PhE FhE 9] Q1 FM W §E EAF T

23

AFA o] Fof o] @Al ZAIE Z5 o tfgh g ks A x| 3}
Y rt}(o] o ol A = MyEID(sctest):Certificate ).

$ certutil -d /etc/pki/nssdb -L -n "MyEID (sctest):Certificate”

Enter Password or Pin for "MyEID (sctest)":
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 15 (0Oxf)
Signature Algorithm: PKCS #1 SHA-256 With RSA Encryption
Issuer: "CN=Certificate Authority,O=IDM.EXAMPLE.COM"
Validity:
Not Before: Thu Sep 30 14:01:41 2021
Not After : Sun Oct 01 14:01:41 2023
Subject: "CN=idmuser1,0=IDM.EXAMPLE.COM"
Subject Public Key Info:
Public Key Algorithm: PKCS #1 RSA Encryption
RSA Public Key:
Modulus:
[...]
Exponent: 65537 (0x10001)
Signed Extensions:
Name: Certificate Authority Key Identifier
Key ID:
€2:27:56:0d:2f:f5:f2:72:ce:de:37:20:44:8f:18:7f:
2f:56:f9:1a

Name: Authority Information Access
Method: PKIX Online Certificate Status Protocol
Location:

URI: "http://ipa-ca.idm.example.com/ca/ocsp”

Name: Certificate Key Usage
Critical: True
Usages: Digital Signature
Non-Repudiation
Key Encipherment
Data Encipherment
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773, 2=nlE Jle 2 2= B4 2

=3

Name: Extended Key Usage
TLS Web Server Authentication Certificate
TLS Web Client Authentication Certificate

Name: CRL Distribution Points

Distribution point:
URI: "http://ipa-ca.idm.example.com/ipa/crl/MasterCRL.bin"
CRL issuer:

Directory Name: "CN=Certificate Authority,O=ipaca”

Name: Certificate Subject Key ID
Data:

43:23:9f:c1:cf:b1:9f:51:18:be:05:b5:44:dc:e6:ab:
be:07:1f:36

Signature Algorithm: PKCS #1 SHA-256 With RSA Encryption
Signature:

[...]
Fingerprint (SHA-256):

6A:F9:64:F7:F2:A2:B5:04:88:27:6E:B8:53:3E:44:3E:F5:75:85:91:34:ED:48:A8:0D:F0:31:5
D:7B:C9:EQ:EC
Fingerprint (SHA1):
B4:9A:59:9F:1C:A8:5D:0E:C1:A2:41:EC:FD:43:E0:80:5F:63:DF:29

Mozilla-CA-Policy: false (attribute missing)
Certificate Trust Flags:
SSL Flags:
User
Email Flags:
User
Object Signing Flags:
User

F7tEas

o certutil(1) =& #H o] A = =314 A

7.2.SSSDE A} &35l AvlE JlE ol= &

1.-0

2

| sl 2

T

o] AR} M & 2ThE FHE S ALG 5He] SSSDE AHE-F 91% A S S A s WS 49 g o

A 27 Ab

20tE FHEA N AL E IdM A 8] Y FelolAES A a3 TS
sssd-tools =l 7] x| 7} A 2] 5] o] ¢J <1 T}

2P AHE GO S FA T 2rhE FE ) WS EAG S AU Th A28 9] 2 e
oA 2 B 2 E S FRFAA L

SU S Abgato] 2uhE FER A S 5 9lEA] FelshiAl L.
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Red Hat Enterprise Linux 8 21} E 7} = Q1% # <]

48

. GDM 20l E 71E Q1% T4 o] SHlEX

$ su - idmuser1 -c ‘su - idmuser1 -c whoami’
PIN for MyEID (sctest):

idmuser1
*WEﬂﬂPW°maﬂﬂ%lﬂ1ﬂ443ﬂ”1J§£%EEE%ﬂ§¥@2%ﬂ%
Sty = 749 SSSD 21 el gt SSSD Z 1919 tff &k #AFA| §F U] 8- [dMol| 4] SSSDE AF
8915 24 N AE F2ANN L TS AF 278 ol U,

$ su - idmuser1 -c ‘su - idmuser1 -c whoami’
PIN for MyEID (sctest):
su: Authentication failure

SSSD §17} oS- 7 f 413 KnativeServing 5_hiera ol A 4] 2 JeEl & 3¢ CA A S Ao &
A7 A& 7 AFHS AFA A4 & 3 4 st ¥ IdM Kerberosmtlsol| A PkinitE AR = 2151
CARIZA 7L &vtEA A st=A] gl

[Pre-authentication failed: Failed to verify own certificate (depth 0): unable to get local issuer
certificate: could not load the shared library]

SSSD = 19| 4] p11 octets =octets 5_ octets 2 E] A7} 272 e = 4 $ SSSD
HASS = AnlE F}E 2 OA) el =)ok & 4 ST A 7F A 3HS Sal = uh o] o
ALA| g W 8- SSSD A 7F 232 A Z5A A 9

AN

g1t thg 3} 1ro] PAM Q1o T A 5 W Al %]
2 W) ok P

# sssctl user-checks -s gdm-smartcard "idmuser1" -a auth
user: idmuser1

action: auth

service: gdm-smartcard

SSSD nss user lookup result:

- user name: idmuser1

- user id: 603200210

- group id: 603200210

- gecos: idm user1

- home directory: /home/idmuser1
- shell: /bin/sh

SSSD InfoPipe user lookup result:
- name: idmuserf

- uidNumber: 603200210

- gidNumber: 603200210

- gecos: idm user1

- homeDirectory: /home/idmuser
- loginShell: /bin/sh

testing pam_authenticate

PIN for MyEID (sctest)
pam_authenticate for user [idmuser1]: Success

PAM Environment:
- PKCS11_LOGIN_TOKEN_NAME=MyEID (sctest)
- KRB5CCNAME=KCM:
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O} AL Q1% 9 F7h U@ W SSSD 212 Selshe] BA19] Udlo] Mt §5-2
1t} SSSD Z1elof T & AbAl & ) §-2 Mol A SSSDE A3 Q1% 4] Sl A L FEsHAA
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.

pam_authenticate for user [idmuser1]: Authentication failure

PAM Environment:
- no env -

PAM 9130] A4 o) skl AN & #3309 % & vpA] A Fioh

# sssctl cache-remove

SSSD must not be running. Stop SSSD now? (yes/no) [yes] yes
Creating backup of local data...

Removing cache files...

SSSD needs to be running. Start SSSD now? (yes/no) [yes] yes

7.3.IDM KERBEROS 6443¢2] PKINITZ A}-&83l3L CAQI=A 7 28127 A
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1. kinit - 22 E] & A8 slo] AvlE 7= A H A FAE A3t idmuser! Z A5 o)

$ kinit -X X509 _user_identity=PKCS11: idmuser1
MyEID (sctest) PIN:

2. 2UE 7= Ping & §
&g ZAE T A=A
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3. PINO| 525 3 958 Y stehe vl A4 7F EAH W CAM Y ASA 7 RS 9L 5 Ay

t}.
a. openssl ' @ S AH& 3t CAAQIC] 712 Ql5A M E o] YA FH o] =4 eyt
$ openssl crl2pkes7 -nocrl -certfile /var/lib/ipa-client/pki/ca-bundle.pem | openssl| pkcs7 -
print_certs -noout

subject=0 = IDM.EXAMPLE.COM, CN = Certificate Authority

issuer=0 = IDM.EXAMPLE.COM, CN = Certificate Authority

49


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_authentication_and_authorization_in_rhel/assembly_troubleshooting-authentication-with-sssd-in-idm_restricting-domains-for-pam-services-using-sssd
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/assembly_troubleshooting-authentication-with-smart-cards_managing-smart-card-authentication#proc_testing-smart-card-authentication_assembly_troubleshooting-authentication-with-smart-cards
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_smart_card_authentication/assembly_troubleshooting-authentication-with-smart-cards_managing-smart-card-authentication#proc_testing-smart-card-authentication_assembly_troubleshooting-authentication-with-smart-cards

lﬂ

Red Hat Enterprise Linux 8 2=u}E 7}

i. idmuser1 o] A&7} 915 154 IDE Zr5U T
$ pkes11-tool --list-objects --login
[...]
Certificate Object; type = X.509 cert
label:  Certificate

subject: DN: O=IDM.EXAMPLE.COM, CN=idmuser1
ID: 01

ii. DER 4 9] 220hE A= oM AHg A 9134 FBE A th

$ pkes11-tool --read-object --id 01 --type cert --output-file cert.der
Using slot 0 with a present token (0x0)

ii. DERQISAE PEM &2l o2 W 3gy ).
I $ openssl x509 -in cert.der -inform DER -out cert.pem -outform PEM
iv. Q15 CAZMA] a7 LA A g o] =] Sl gyt

$ openssl verify -CAfile /var/lib/ipa-client/pki/ca-bundle.pem <path>/cert.pem
cert.pem: OK

4. 2ntE Fheo] o2 QA 7t £E A Kinit o A 1SS 98] SulE JASHE AP eiA X
& FYTh o] 4% certid=<ID> 341 & A}-&-3}] kinit B & o] 3k A F=2 AZFA IDE = 3l

o]: HLL] 1;}

a. 2nE FhEo] A E Q=4

n
i
s

Skl st AbE FQ /IS A 8] (154 IDE 7HA F U o
$ pkes11-tool --list-objects --type cert --login
Using slot 0 with a present token (0x0)
Logging in to "MyEID (sctest)".
Please enter User PIN:
Certificate Object; type = X.509 cert
label:  Certificate
subject: DN: O=IDM.EXAMPLE.COM, CN=idmuser1
ID: 01
Certificate Object; type = X.509 cert
label: ~ Second certificate
subject: DN: O=IDM.EXAMPLE.COM, CN=ipauser1i
ID: 02

b. 215 A1 ID 012 AF&-3}<] kinit & 2 3 3y o}
$ kinit -X kinit -X X509_user_identity=PKCS11:certid=01 idmuser1
MyEID (sctest) PIN:
5. klist & &3] 5] Kerberos 15 g & 7| Al o] Y &S S0yt

$ Klist
Ticket cache: KCM:0:11485
Default principal: idmuser1 @EXAMPLE.COM
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Valid starting Expires Service principal
10/04/2021 10:50:04 10/05/2021 10:49:55 krbtgt/EXAMPLE.COM@EXAMPLE.COM

6. 25 5™ 84 Kerberos E] A& AHA| g T}
I $ kdestroy -A

F7tEas

o Kinit =& Ho| X2 FxaH Al 2.

e kdestroy man 3| o] 2] & #2514 A] &

7.4.SSSD A 7} 23 52| 7|

(

fFAFSE A 7 23 3 &-o] 9l=A] KnativeServing 5

O

AHE S QFehs o #4178l A, o
Q3

_hiera.log 2 p11_octets.log 3} & &2l 514

ok

2> o

krb5_child: 3} ¢] A7} [9607] reached.....consider increasing value of krb5_auth_timeout.

o~

=71 sk ef) A7 Z3} F2o] 9z A F o] ZEA| 0] M H )= SSSD AR A RS S

A 27 Av

o ZntE = AF2 A5 IdM AW L FeholAEE THBF T

1. 1dM Zg}o] 2 E o) A sssd.conf 712 ¢t}

I # vim /etc/sssd/sssd.conf

2. w2l A Ao A [domain/idm.example.com] 3} 7+o] t}

oo
o
r>~
fijo
4
L
%
L
i)

I krb5_auth_timeout = 60

mlo

3. [pam] 4 Al A The-g 7 o,

I p11_child_timeout = 60
4. SSSD /A= A=Yt}

# sssctl cache-remove

SSSD must not be running. Stop SSSD now? (yes/no) [yes] yes
Creating backup of local data...

Removing cache files...

SSSD needs to be running. Start SSSD now? (yes/no) [yes] yes

O —

A7 2 E SR S0LE FE S ALE St] ThA] A FHA A o AT & 2vLE FHE ) B 2E
2 FESHAA 2
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75. 0% W% 8 A% FH EA N2

2ntE te g JFskE d A7 e A SvE JHE ASAHE AFE A A SRtEA A4 R EA &
AUk 7124 o= ARE-A} 5o usercertificate <574 o] AR 2 A JAFA 7} 2ohE B¢ OJ =7}
AREZR AA g YT 22y AS5A wiE o] FejH A9 A5 AR A A Aol A E 5 3l
FUTH JASA w38 9 AR 5 o] ZAE s dsteH vhF Ad S skl .
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o XulE 7= QIFA e} HHE AFE-A} &<l

= 1
2WE JFEE AFE8Ee] SSHE AMS-ho] /IS st A -F- A 54 & [dM(Identity
Management) 2] A&} 8F&of S=7}3) oF gt SSHE AL-&-3to] ¢153817] Yal AntE
7t =5 AME-3HA] &= 7 9 ipa user-add-certmapdata 5 & S AF-8-3l] 0S5 A] vl © o]
HE F71e = 54tk

7.5.1. Q12 A 7} A& Aol A vl 3 5 = 3y 8hel

71872 o 7 A}4-%} 82| usercertificate &4 9] X2 A A A2 A 7} Z3HE A Q1 ZA] 7 AFE AL}
na o
o

AP 2} ASM P FHo] P H AP ASMGALEA A WA ol MAY 5 AF U o]
Aol A AFA W FH S Selshe Ee Ao,
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o ZnlEJE BUE A S ArE EY W § S BEAF F AFUT A 299 2rE s
oA 2 B 2 E S FRFAA L

o ZTLE 7HE AZME 1AM A A A W F R E U Th 2vhE ShE] e A5 A 5] 919

AFA W 7 FEHIA L

1. A IdMef tjsl] 44 E ASA] wl

ot

:'}

o

R
=

-I i
rO
L
W
o

# ipa certmaprule-find

1 Certificate Identity Mapping Rule matched

Rule name: smartcardrule

Mapping rule: (ipacertmapdata=X509:<I>{issuer_dnInss_x500}<S>{subject_dnInss_x500})
Matching rule: <ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM

Enabled: TRUE

Number of entries returned 1

et 2wy 78 F st A8 R B 5 AdFU Tk

e jpacertmapdata = |[dM A&} & & certmapdata 54 o] A}-& 5 A S UERFH LU T
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77 2ulE 7= 2 Q15 FA| 3

e altSecurityldentities = Active Directory2] A& 2} g5 o] & vl g 54 o] AFE-H =

e

e
2
2

e userCertificate;binary= = |dM T== AD 9] A 2] QA S5 A 7} AFE-H & VERH U T

GFE A FAS P T ¢ AAV Ao 2HE §4 F AR E e 2
® <ISSUER>CN=[...] = AH8 &2l Q15A 9] issuer 44 & 2138t o] gk} U X ah=A] &2l

gy
® <SUBJECT>.*,DC=MY,DC=DOMAIN & 1= 2] #A| &g 3ol gt}

2. 1dM A1 1] ] /etc/sssd/sssd.conf 3} o] debug_level = 9 & F7}38} o] SSSD(System Security
Services Daemon) 27 & &4 3 gt}

[domain/idm.example.com]
Jebug_level =9
3. SSSDE thA] A 2Ha}4d Al S
I # systemctl restart sssd

4, vjsgo] Sul=Z A 1A =™ /var/log/sssd/sssd_idm.example.com.log 3} of] T} 2 &&-o] 3L A
Hy o

[be[idm.example.com]] [sdap_setup_certmap] (0x4000): Trying to add rule [smartcardrule][-1]
[<ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM][(|(userCertificate;binary=
{certlbin})(ipacertmapdata=X509:<I>{issuer_dn!nss_x500}<S>{subject_dn!nss_x500}))].

a1
=]

I

o

‘F]L

o

of AR E TR EFE A9 b HA FELS 27 o)A FAT F AHU)

[be[idm.example.com]]] [ipa_certmap_parse_results] (0x4000): Trying to add rule
[smartcardrule][-1][<ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM]
[(ipacertmapdata=X509:<I>{issuer_dn!x509}<S>{subject_dn})].

[be[idm.example.com]]] [parse_template] (0x0040): Parse template invalid.
[be[idm.example.com]]] [parse_ldap_mapping_rule] (0x0040): Failed to add template.
[be[idm.example.com]]] [parse_mapping_rule] (0x0040): Failed to parse LDAP mapping rule.
[be[idm.example.com]]] [ipa_certmap_parse_results] (0x0020): sss_certmap_add_rule failed
for rule [smartcardrule], skipping. Please check for typos and if rule syntax is supported.
[be[idm.example.com]]] [ipa_subdomains_certmap_done] (0x0040): Unable to parse certmap
results [22]: Invalid argument

[be[idm.example.com]]] [ipa_subdomains_refresh_certmap_done] (0x0020): Failed to read

1:}
[be[idm.example.com]]] [sss_certmap_init] (0x0040): sss_certmap initialized.
certificate mapping rules [22]: Invalid argument

6. oI 73 TR AP Tk

Rule name: smartcardrule
Mapping rule: (|(userCertificate;binary={cert!bin})(ipacertmapdata=X509:<I>

# ipa certmaprule-show smartcardrule
{issuer_dnlnss_x500}<S>{subject_dn!nss_x500}))
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Matching rule: <ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM
Domain name: ipa.test
Enabled: TRUE

# ipa certmaprule-mod smartcardrule --maprule '(ipacertmapdata=X509:<I>
{issuer_dnlnss_x500}<S>{subject_dn!nss_x500})'

F7tEas

e sss-certmap v 7 ¥ o] x| & x4 A Q.

PHE FFE R QZEHE U] BA 7L A9 SuHE AHS AL 20HE FHE 134 9 A4 5 of

ol

o XulE 7oA A& IdM(Identity Management) A B & S0 A E S A X

¥

o sulEE HE Y
o)A 22 B 2 E 2 FEFHAA L.
IdM AHg AL A B YU Tk 2vhE o] B3 F e TS

R

° /\u]_E 7]_1: ol= 1
AFA v FH&

= |
=
s

o XZmtE 71E 9] QIFA] AHE (¢ cert.pem )o] A FH T}

L AR A7} 2mhE ALE S A ok AAH o] EA] el

# ipa certmap-match cert.pem

Domain: IDM.EXAMPLE.COM
User logins: idmuser

Number of entries returned 1

AR S m Qlo] SnbEA) O Q1ZM L ARG A A T g Bl
M7k Ag el vl g el e FERSAN L

2. ApgAF EHE ] Q1E A 7L 23 E o] A FeFYTh

# ipa user-show idmuser1
User login: idmuser

[..]
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. ipa user-add-cert G oA a3t P2 e} vt Fo| AAHL FEZ AA
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74, 2vtE A= AF 24 92

Certificate:MIIEejCCAuKgAwIBAgIBCzANBgkghkiGOwWOBAQsFADAzMREwDwYDVQQKDAJ
UEEUVEVTVDEeMBwWGA1UEAWwWVQ2VydGIimaWNhdGUgQXV0aG9yaXR5MB4XD
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7t X349 2 W E
I $ export CERT="openssl| x509 -outform der -in idmuser1.crt | base64 -w0 -
idmuseri.crt 3 9] 2154 7} PEM & 2] o] of of 3} T}
ipa user-add-cert *J & 2 A}-&35to] idmuser1 ¢ Z 2 Foj QA FA E F713H )
I $ ipa user-add-cert idmuser1 --certificate=$CERT
SSSD(System Security Services Daemon) 7] A] & X %1 t}.

# sssctl cache-remove

SSSD must not be running. Stop SSSD now? (yes/no) [yes] yes

Creating backup of local data...

Removing cache files...
SSSD needs to be running. Start SSSD now? (yes/no) [yes] yes

4. ipa certmap-match & t}A] A8 sl A2 7 AulE 7= JISA 9 AA H o] =X A Y
o}
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