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® aes128-cts:normal

® aes128-cts:special

® aes128-sha2:normal

® aes128-sha2:special

® aes256-sha2:normal

® aes256-sha2:special

IdM 3173 o] FIPSS} 38t 5 & RE IdM 4] o] FIPS 2 =& 24 3}3) of gt}

58 ol FeelAES M 5A R0 £ AT 5 Y= A5 [dM Zepe] AEAN FIPSS & stet=
2ol FFUth TFHOZFIPS a7+ A S F5ake TS A4 sk AL el A g8 vtk

Red Hat,_ FIPS 712< 734 8#] <1 Th

25.FIPS =7 A 3ls wxt TE AE A E A
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening
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e |dM A H = RHEL 8.4.0 o] ¢l A FYth

o NS UYY ) AD B AR AFs ok FUTHFIPS B st B 5HE o FH B A}
$3tol A E YT+ PHUTh

T8

RADIUS Z2 £ &2 MD5 & 4] gt & Ab&ste] SdfoldES M 7+ 55 astelal
FIPS R =04 = MD5 thol Al 2 E &are] & 2] AH8-& ¥ &4 8hef 2 2 RADIUS ¢l 5]
FIPSe} 325 #] 5t 2] RADIUS A H 71 IdM A H| o} s A3t S 2E oA A &
1 AS A E | A3 FIPS R ol A FreeRADIUS Q152 A 3t Wilel AHE @
AE Faste] MD5E €488 5 AFYth

e RHEL & A A A FIPS R =& &4 3}35}e] ™ Security Hardening 7ol = ol 4] Al =¥ 2 FIPS
22 A3y

® FIPSRegistryLoginel off  z}-A] ¢k ] 8- NIST(National Labs of Standards and Technology) <1
Aol Eof| A ot G st E ol thek Bk o AF & R A L.

2.6.IDM9]| A CHRONYD & % 7| 3} 3= "WHH
o] ] 4o 5| = chronydE AF&-36] IdM 54 E 2 59 A7+ 22229} 5 7] shgh o).

AF&-Y o} IdM S8o] S E 9]

IdMe] 7] Q15 vl 71 Y &<l Kerberos= EFY AW 2 & = Ha
K A b3} 53 0] Th 2 7 §- Kerberos 9150 4 3] g

A 28] A] 7+o] KDC(Key Distribution Center) A] 2~

U,

IdM A8 B Sgto]AETL T A ZF 259 57|38t E =5 IdM A X 233 E = chronyd U] E 9] =L A 7+
Z2EZ(NTP) 20U E £ZEY o & AFoz FAFYH

IdM A 2] & ol NTP 348 dEstA] o™ Ax Z2 o] YEANA NTP AW E 78] 7] =
_ntp._udp DNS A H]| 2=(SRV) gl Z =2 AM & s IP F4E chrony= 4 g4t} _ntp._udp SRV
gl Z =7} gl= 735 chronyd = chrony = 7] 2] &} 37 A 3= = 24 & AU o

Za
ntpd= RHEL 89 4] chronyd 2.t} 1 o] A8 2] ¢7] w ol IdM A ¥ = o o]

NTP(Network Time Protocol) AW & F+A = X] o m NTP Z&to|AdE=ZTE A H Yok
RHEL 89 4= RHEL 7 NTP Server [dM A ¥ S & & ¢ o] A& = 2] k51U T

F7tEas
o NTP 13

® Chrony & AH&3tod NTP +4
2.7.IDM A %] & o] NTP 74 S4 2=

A Aol A = chronyd S AFE-6to 1AM S 2E S S A7 2288 573t E Al 2 A sk dri el o
v

.
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https://access.redhat.com/solutions/4650511
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#switching-the-system-to-fips-mode_using-the-system-wide-cryptographic-policies
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/considerations_in_adopting_rhel_8/infrastructure-services_considerations-in-adopting-rhel-8#implementation-of-ntp_time-synchronization
https://access.redhat.com/documentation/en-us/red-hat-enterprise-linux/8/guide/6c230de2-39f1-455a-902d-737eea31ad34

27.IDM A 1] A X & 93 A 29 Fu]

<
i
ﬁ‘
g
ot
-5

4 %] Zof chronyd S 20| A E LI E g0 S A 3}7] 93l a-server-installipa-

Id g
replica-install ipa-client-install) & A} &3} 12 A& A A T 5= AdHFYTh
X 211dM A X PH o] NTP 4 4 55

&4 %

-

--ntp-server ol & AbE-sto] shite] NTP M u & A4 i th. o 2] ¥ AF8-5ho] of 2] A 1]

EAE F AFU

--ntp-pool o] & Ab&-3te] dtite] SAE o]0 E gRlE o NTP A ¥ £&5 AR Y
Sh=2
-N, --no-ntp chronyd & 74, A1 2 .= 24 81 81A] vhad Al 2.
F7teas
o NTP 13
® Chrony 222 A}-&3}e] NTP -4
2.8.IDMo| A NTP A ZF ¥ & 325 5= l=X] &<l
o] A x}ol| A1 = IdMo] NTP(Network Time Protocol) A1 7+ A ¥ ¢} 573} 5] = o] D 9.3k A o] = &
SR h=
PEEERE

o HAHNNTPAIZF AHE F A FHTE o] dofA] o] e +AE A7 AHe] SAE o] 52
ntpserver.example.com ¢ 1] t}.

A3}

1. DNS AH] 2~(SRV) &l Z= 7 o A NTP A& A3t}

[user@server ~]$ dig +short -t SRV _ntp._udp.example.com
0 100 123 ntpserver.example.com.

2. o] % dig Aol A7 B E ukalelx] o TE 12304 A7 4 E 71e] 7] _ntp._udp
SRV Z=E 718 Yt) o] L2 A2 DNS & F 49 wpg} o5y o}

ol}l

o
o _ntp._udp SRV @ =2 7412w DNS7} & 123614 A1 7H A ui o] o & 22 wratal =)
sl g

[user@server ~]$ dig +short -t SRV _ntp._udp.example.com
0 100 123 ntpserver.example.com.

F7tE A=
o NTP 13
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/considerations_in_adopting_rhel_8/infrastructure-services_considerations-in-adopting-rhel-8#implementation-of-ntp_time-synchronization
https://access.redhat.com/documentation/en-us/red-hat-enterprise-linux/8/guide/6c230de2-39f1-455a-902d-737eea31ad34
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/considerations_in_adopting_rhel_8/infrastructure-services_considerations-in-adopting-rhel-8#implementation-of-ntp_time-synchronization
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2.9. |DM94 SE O].“?;_ 21 DNS QT /\]_—;%]_
o] /ﬂ}/ﬂ oﬂ

2.7 A

pid

51 DNS 2 Atgo] g gy th L3 Al 29 o
%#’6 ‘:X] Q?lﬂ% s quzqu},

o AlHe] a7 Aee 53E DNS % 5

@ Z9)
LDAP tj &l & 2] A 1] 2, Kerberos ¥ Active Directory &

= IdM E=H) ¢l 7] 59 DNS GRS R A5 R RPN

=5 B
T8 Y ?0}71] T} & A} 3-S50 514
o)

e EAENI 7549 DNS Hu]| A2 A}8-3 4=

o ANulzzt gut=A FAE Y&

A H

o] & F A2 535HE DNS7F L& 1dM A H ol & &-f U th

T8
&2l g o] B =)<l o] E(ol: .company ): IdM EH| 212 3} } o] Ao 519 =l 3} H A
9] =] 21 (el: example.com ==

= company.example.com )& & A 5] o] o} g},
Aatsld =l ol 52 g3 =4 L FFdoF g
® TR FDNSolFolH A, GEA E o] E(-)WH 3 §EFUTL T X2E o] 5o RE()F 22
71 €} E2}= DNS 2 71 et 3 o}

o BE LFERolojol gt EAE AL S = 5 U

ST Ul = A

Zul FA2 301 R 251t 127.0.0.1 o] ofd A 2= 2] 24 |IPF4AE 32l 5 o]of 3

S 2AE o] 22 3l W A sl = Al 2Hd 4] hostname &€ 2 €] S A& ).
# hostname
server.idm.example.com

hostname¢] =2 & localhost ===

< localhost6°] o}y of o gt}

A ulsk

o o

e

%% DNS 74 3l

DL =

1 Auel IPF4E 714 g1
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https://access.redhat.com/documentation/en-us/red-hat-enterprise-linux/8/guide/6c230de2-39f1-455a-902d-737eea31ad34

a.

274 IDM A9 AR & 95k Al =" 4]

ip addr show 3 3 2 IPv4 2 IPv6 45 25 ZAFUTH TS d oA 7t Agdolm
2 39 IPv6 34+ 2001:DB8::1111 gy o}

[root@server ~]# ip addr show

2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast
state UP group default glen 1000
link/ether 00:1a:4a:10:4e:33 brd ff:ff.ff.ff:ff:ff
inet 192.0.2.1/24 brd 192.0.2.255 scope global dynamic eth0

valid_Ift 106694sec preferred_Ift 106694sec
inet6 2001:DB8::1111/32 scope global dynamic

valid_Ift 2591521sec preferred_Ift 604321sec
inet6 fe80::56ee:75ff:fe2b:def6/64 scope link

valid_Ift forever preferred_lIft forever

2. dig fr 228l & AH8-5te] A DNS +4 & sl

3.

a.

ol
o2

L2

Q

dig +short server.idm.example.com 4% & 233} w3t IPv4 F24-=ip addr
show ol x| kgtH IP F4-¢} YU x| 3] of ¢ 1—]‘3}

[root@server ~]# dig +short server.idm.example.com A
192.0.2.1

dig +short server.idm.example.com AAAA 33 & At} F4 2 vtstslE= 24 Lip
addr show:ol| 4] 4313l IPv6 F4 9} A X] 3] o} o).
[root@server ~]# dig +short server.idm.example.com AAAA
2001:DB8::1111
Za
dig ol 4] AAAA B =0 gt &8-S W3kelA] i oW XA A o] EA|
517 ergruth £32 ©A) A 21 9] DNS| IPv6 F2:7F 74 5 o] 914 2
&2 U FUTh W= TN IPv6 Z2EZ S A8 owid o 4
Fo A AR5 P T F AFHG
W DNS 2(PTR o 2) & helghich dig f W2/H & A -3fel IP F28 37k o
9 FYo N e BAE o] F i BAE ol Fo] glow ok DNS 74 o el A ok
o}.

. dig +short -x IPv4_address 332 AP Jt}. =] X8 SAE o] Fo] A Fo]o}
Ut = S a3 ZsUh

[root@server ~]# dig +short -x 7192.0.2.1
server.idm.example.com

b. o]&A @A o) A dig +short -x server.example.com AAAA % & o] IPv6 T4 ut33l 7]

% dig 2 AF&519] IPv6 548 Atk 220 A¥] SXE o] So] ¥A|H ojo} Fhinh.
g Sol Be &Y

[root@server ~]# dig +short -x 20071:DB8::1111
server.idm.example.com

17
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e
R

"

o] A A 9 A dig +short server.idm.example.com AAAA 7} IPv6 5
S AAI3HA] o AAAA Y ZES APl ol F A &5 HXA °““‘413}-
o] A AF3A<Q FF ol ZEH Ao A HA &HFULh

I

Q¥ DNS(PTRH 2 =) A A4 o] S2E o] F httpd 9 |dM34}

#AE 71g 2z Eg o)A o 71X 9 Fato] EAE F AU Th
Red Hat& IPg shite] PTR el =t 4 shis A o] £l

DNS dgx}e] £+ &5 &2 (S DNSolgt 2 Q)
A}%*&h‘ﬂ = 2 E DNS A2 A7} DNS (Extension Mechanisms for DNS
rit

rity Extensions) £& & F53H=) 3213414 0. ol 71 stel® 2t A2 ol

=

2

=
o Y
ot
L

W
H e
tlo £ 2
oY 2
>
b
L
fu)

I $ dig +dnssec @IP_address_of the DNS_forwarder . SOA
BN EAEHE QG EFHde g AR ETEY

e ZJd]: NOERROR

o Zd1:ra

e EDNS Z1:do

e RRSIG =7} ANSWER 4 Al 3100} gt}

oA o] A g FE F sttt flo W DNS d229] A A4 & 7 ALstal EDNSO 2 DNSSEC7T A]
°J 5]—x] 13y 1:} A v A 2] BIND A H] 9]l /] dnssec-enable yes; &4 -2 /etc/named.conf 3}

o] s oF k.
digol A AR A o4 29 o:

;; >>HEADER<<- opcode: QUERY, status: NOERROR, id: 48655
;; flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096

;; ANSWER SECTION:
. 31679 IN SOA a.root-servers.net. nstld.verisign-grs.com. 2015100701 1800 900 604800

86400
. 31679 IN RRSIG SOA 8 0 86400 20151017170000 20151007160000 62530 . GNVz7SQs [...]

/etc/hosts 3} -0l
/etc/hosts o] O & %A F

il
ofy
o
i',ﬂ.
rr
N
-I {
rO
L
L
k)

o

U
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2. IDM A B A X 2 98 A28 £1

i Xe)

|

o
=

e

g
L for

Eo) O3t gEo] 35 o] A LFUth S2E 9] IPv4 4 IPV6 localhost &5

°
=

e
o |

(<

o A= IZ2E T FHo] £ Ho o RU L2 HF xS BF olFF Y.
° A& F

\o
o.?L'

2.2 |Pv4 @ IPv6 localhost 32 ¢l Ut}

o & g2 |dMAIH IPv4 49 TAE 0|22 X

_1

A
© IdM A1 ¥ 2] FQDN2 IdM A B 9] &2 o] & o]l FU ).
o IdM A8 32 E o] &2 localhost &% £35 %] eyt

32 2u=7) 74 ¥ /etc/hosts 3 2] o P}

127.0.0.1 localhost localhost.localdomain \
localhost4 localhost4.localdomain4d

| localhost localhost.localdomain \
localhost6 localhost6.localdomain6

192.0.2.1 server.idm.example.com server
2001:DB8::1111 server.idm.example.com server

2.10.IDM¢] L E Q - A}3)

IdM(Identity Management)2 o 8] £ E & AH&-5to] 33 A H| 29 SAF UL o] 2@ X ETF L 3o
of 311 IdM A1 ] 25 9138 IdM A B o)) Oj gt =241 Aol AFE- = ojof FU ot AR -2 A H] 20 A
AR stAY s o] o3 Aol = <k gyt

¥ 22.1dM 2E
A H] 2= XE ZTEEZS
HTTP/HTTPS 80, 443 TCP
LDAP/LDAPS 389, 636 TCP
Kerberos 88, 464 TCP 4% UDP
DNS 53 TCP % UDP (A4 A}3})
NTP 123 UDP (218 A}9})

19
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tab.ipa-ports_preparing-the-system-for-ipa-server-installation
tab.firewalld-services_preparing-the-system-for-ipa-server-installation

Red Hat Enterprise Linux 8 Identity Management A %]

dM2 ¥ E 80 % 3895 AHE AU T o] 2 v 22 ¢ A& A5z w2l ¢

o |dM2 Utz o7 ¥ E 809 =23l 23S FE 44307 A AUt X E
80(HTTP)-& OCSP(Online Certificate Status Protocol) 39 ¥
CRL(Certificate Revocation Lists)S A 3-3l+= vl 9 AU & o A1 A
WH o] o u 2 uAX] 7k 3] 7] (man-in-the-middle) ¥4 ¢ 2 R¥ B s gt}

e ¥ E 389(LDAP):= ¢23lE 93l nfsnobodyTLS ¥ Generic Security Services
API(GSSAPI)= AL&- 3] o}

E ¢ EE 8080,8443 5 749E N A 02 ALg 7hsalof FLith ol e @ XES AN B3 g5 o o
sl Aard ez Fuch

3 2.3.firewalld A H] =

LS A &

freeipa-ldap /ust/lib/firewalld/services/freeipa-ldap.xml

freeipa-ldaps /ust/lib/firewalld/services/freeipa-ldaps.xml

dns /ustr/lib/firewalld/services/dns.xml

211.IDMo)| Z 93 T E & 7]

A3}

o firewalld & A &3} A|="lo] K9 o] A5 02 A Fste g 74318 H S FdFY

.

# systemctl start firewalld.service
# systemctl enable firewalld.service

2. firewall-cmd 22 €] & AH8-5l] 93 T ES QU o3 {4 F stvE A9
a. firewall-cmd --add-port 5 & 2 A}-8-35lo] Wsldl o] /| X EZ F71F UL ol & Eo] 7] &

FAox TEE Ut

# firewall-cmd --permanent --add-port=
{80/tcp,443/tcp,389/tcp,636/tcp,88/tcp,88/udp,464/tcp,464/udp,53/tcp,53/udp,123/udp}

b. firewall-cmd --add-service & % & A}-§ 5l 39 o firewalld A ¥] =& F7Fh o). ol &
So] /12 gelel A XEES Gk,

20



274 IDM A ¥ AR & 913 A 25 FH]

I # firewall-cmd --permanent --add-service={freeipa-ldap,freeipa-ldaps,dns}

firewall-cmd & A-g-31o] A| 2”0 A L E S of = Wy ol O] & &}A] & U] -§-2firewall-cmd(1)
PR E DEEE ST EY

3. firewall-cmd 4 & OA] 2 =31 W7 Algto] FA]| FAH A=A AP
I # firewall-cmd --reload

xZ 2 7oA A 2" ] A firewalld & THA] 2 =31H DNS A o] Al 7 232 §= I HFU
Qg A AT 275 A 51 A F2A A 2" oA M7 ALY S 7Aoo = wrEdd
firewall-cmd 3 & 9] --runtime-to-permanent &4 & A} &3t} o & 54 o237 245U th

I # firewall-cmd --runtime-to-permanent

Agh XE S AHE§ 5 QA 89l ste] dnc telnet == nmap §- 22 E] 2 AL&-5te] X E 4]

3 E0] 23 Yrhs Ed Y 2o YU ES A 719 s = dojof P,

2.12. IDM A v o] = 9 3 3] 7] A A ]

RHEL89 4] = IdM(ldentity Management) A/ ¥ & A x| 5l= d] 2 2 8 A 7] A 7} REZ Al 2P U} IdM
AW BE 2EHL DL ZEYolgtal 5, o] ZER A 7R & -2 E3F7] Ao o] 2ZEH S A
sialof g h oS AP A = A9 IdM S S A st=d 2o A AR E G223 =WHS B
oJF4t.

AL 2 ALg
o A2 Ax¥ RHEL A] 2"lo] 1& Yt}
o JodYXAEE AT F AFU
o RHEL A| 28lo] Za-$- o)A A3 5 A ¢ 74$ RHSM(Red Hat Subscription Manager)
o] A]2dl& =gt AHA 3 U &2 Subscription Manager W& Zoll A JE2IHA 5
5, 94, A7 S FxA A 2. IdM| A A1-8-51= BaseOS % AppStream 2] ¥ A E2] = 84
s}PFU

# subscription-manager repos --enable=rhel-8-for-x86_64-baseos-rpms
# subscription-manager repos --enable=rhel-8-for-x86_64-appstream-rpms

RHSME AL-8-5te] 54 2 2422 & 843} @ w84 355hE Wy ol th e A4 & ) 82 Red Hat
Subscription Manager?] §4 A& IFZX34HA Q.

o RHEL Al2glo] et moln 23 59 4 55

E-3 T EAEE = o]v]
RHUI(Red Hat Update Infrastructure)= %3l A}

oo o

o oldolIdM 5 ~=g g BN GAsU

1 idm:DL1 2E 22 8455}

21


https://access.redhat.com/documentation/en-us/red_hat_subscription_management/1/html/rhsm/reg-cli
https://access.redhat.com/documentation/en-us/red_hat_subscription_management/1/html/rhsm/repos
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I # yum module enable idm:DL1
2. idm:DL1 2E 3 & 53 A 3 5= RPMo2 Ad3hot.
I # yum distro-sync

3. 1dM 2.7 Abgol whel b £4 F shtg de g

o SEDNSglo] IdM Au] x1o] Be @ A7 & hez=sleld ohg

ttlo
oll

FASHA .

I # yum module install idm:DL1/server

o S DNSEZ AHg-3te] dM MU E M5t o] o 714 S hezsseld bee 59
et

I # yum module install idm:DL1/dns

e Active Directory$} 2] A1 #AA| 7 4= 1AM A 8] A R0 L Q3 7| A & L2 =3512]d o
=< FPdd

I # yum module install idm:DL1/adtrust
o o T2 HI|AE FSZE5E W (d:adtrust Ddns == 9)
I # yum module install idm:DL1/{dns,adtrust}
o IdM EZo|AdE AXd R AINAE 2 =5 taS TP AU

I # yum module install idm:DL1/client

HE BASe ATINE HREET F A BE XE
= S GAZHOoZ AAG LA RE ZEFY

¥ g shal o} ek, @Al =9 leéﬁ}o}xl;

9]
AA wEoq BEA AANAE Ao 2 AT e YA, )T 2 E] "API"Z 1}

AR e nE5dA A7 E AR = AT 5T EEQ] 7H ZE o 4 Red Hatoll

Ak X AP Ut} o 2 So] AL2-2} XA 389 Directory Server 2 & 7} 7| A& 7]
Z A EZ A 2 H bind-dyndb-ldap £ A X 3t= 7§ IdMo]| dj 3] B 314 &&= 3
A eh= FAE FAE Y

213.IDM A X] o] tfj gt &} & Y = A w23 HA

22


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_managing_and_removing_user-space_components/managing-versions-of-appstream-content_using-appstream#switching-to-a-later-stream_managing-versions-of-appstream-content

27.IDM A 1] A X & 93 A 29 Fu]

IdM(ldentity Management) A X] Z 2 A 20| A FE Al Qo] O3] 39U = A4 vl2A3E50022 2 24 3]
of 3 t}. o] @A 5} root 0] 2] 2] AFE A7 AR Zo] AAA FHAL AL 5 ALY g2
ServiceAccount 7} 24 = A IdM A v] A X0 A7} & 1\]!5]141:} AXE AL Aue] A1 75|
A2 A5 1K LHEUTE o E S9o] o] AnoA IdM EA S X 4 g5t 2 XS T umask
E 99 goz oA 2T 5 dHUrh

A 27 A

= Agko] glojof itk

A
1.
(A= A3} AR umask 2 E Ao
# umask
0027
2.
bookinfoE 0022 = A4 g},
I # umask 0022
3.

(Ae AL} IdM A x]7F k59 F CCOE 8 gro= oA A3

I # umask 0027

23
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37%. IDM A 1] A 32]: 53 DNS A8, % CAS FE CA= AHE

DNSE A}&3lo Al 2 ¢ IdM(Identity Management) A ¥ & A X 3t= A9 b33

o

W
i

Ty oft
I

¥2

[ ]
Ylo]E| B IdM &2 A1835l] B2 F4 #e 2 DNS g 2= A2 = 53 4+ A5 9
%o DNS SRV glZ =71 A 5o 2 AAEHI YF5o o] HlZ=7 A5 = ¢dlo]

=

Efdydg.

IdM A ¥ & A X 3l= 52 S22 A2AE A4t UnA] AU F| A Ao T 44T
A& Ut 229 A2AE= Active Directory 9} 2] A== 483t}

—

2= = DNS o1}

o 1-—7

[
ww|Qle] ojm| Qo] IdM w2l 9 3o] o]l Xujo)A] 2 oz 755
Fgole 24T 4+ AFUT.

53 DNS= 1dM2 A5} th2-3 22 @ 741 A @ Abgol Y&vith

[ ]
IdM DNS= '3 8 DNS A #] 2 A8 & 5 gl&Uth 9% 23 DNS 715S A 99 2%
oh.
o] ZolM = FE CAZ T CARIT 71#)E AH&-3to] Al IdM A B & A sh= ¥ S A9dY
#3
FE CAZ %314 CAY Yt} CA §-410) i

ipa-server-install 3 o] 7] &2 42
73 9-(ol : --external-ca == --ca-less )7} A F | 7

U,

%‘C o} 27 1dM A w7} A4

3.1. 03519 2=

ipa-server-install -F 22 €] & A1-8-3 )31y A X Foll A|2="e] 7|2 7A(d: 9], A& Ao 435,
Directory Manager2] ¢+5)2 A 3-3loF gt}

ipa-server-install 4 x] 23 E = /var/log/ipaserver-install.logol] =1 342 A A o). A A9
Asjstd 2285 8 FAE A= v =8 2 F dFULL

24



3%.IDM A u] HA]: 53 DNS AHE, &% CAS FE CAZ AL

I

ipa-server-install 2 2] & 23 3.
I # ipa-server-install

ZAHE A 3 DNS |25 FA stet= WA A 7F A E Y yes £ 8 dU
I Do you want to configure integrated DNS (BIND)? [no]: yes

o) 2AYEE B A B4 AL AL WA S EASL o) AR E /8

e AT
718.zk2 3]-g3lelA Enter = 54U}

AR AR e AT Do @ e G

Server host name [server.idm.example.com]:
Please confirm the domain name [idm.example.com]:
Please provide a realm name [IDM.EXAMPLE.COM]:

'@ F9)
ol2l g ol 52 AFsA ARFHA L. A7} 2 H Fol

4 5 sy

(&

Directory Server 43 4] (ch=Directory Manager)2] <3 ¢} IdM(Identity Management)
Bl A" ALGA Al (admin)ell A3 ¢3S AH AU

Directory Manager password:
IPA admin password:

~zgE0lA A DNS A4S datde MAA S EAR .
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Red Hat Enterprise Linux 8 Identity Management A %]

I Do you want to configure DNS forwarders? [yes]:

= B8 E A S syt AA

[ ]
A8 DNS dgxs #4358 w yes & 4@ o
Z 2 A 204 IdM LDAP Ag# IP =48 7194 4.
o
AG A 712 A o] A2 ipa-dns-install(1) =22 3 o] X] 9] --forward-policy
ML FxadA L.
[ ]
DNS A2 Ag3H4 @o e no & § it
DNS g7} 10 1dM e el 2] 5220 4] ¢l3Eebs] e v DNS v 2l o
5 AN F flsyth S2E= DNS 2 & #2157] 918 3-8 DNS A ujoll A gt -] g
Ut

6.
2AHENA Anet A9 IP F20] th 3 DNS 9 FHPTR) A2 =71 #4350 A=A &

Asete WAA 7L EAHU .

I Do you want to search for missing reverse zones? [yes]

BF 2AHEE=PTRHU A= 2 o

mlo
)
o
e

wFI9

o

L)

2zl
8%

N1z
X g

£ %8

L
e
H
=

oX

oX

ol o
fl

Please specify the reverse zone name [2.0.192.in-addr.arpa.]
Using reverse zone(s) 2.0.192.in-addr.arpa.

3
IdM & Ahg-ato] o A& el o e A A B 9y
DNS Aju] 22 AH8-& 5 Q& th

7.
yes £ A sl An] 742 AT

| Do you want to create reverse zone for IP 192.0.2.1 [yes]

I Continue to configure the system with these values? [no]: yes

8.
oA AA 2AYPETI AW E FATU. FAdol €52 W7A] ZIgdH Y.
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3%.IDM A u] HA]: 53 DNS AHE, &% CAS FE CAZ AL

I

AR 23HEZSEHE g5 22 B4 o2 DNS g2 =E o =gyt

39 =v<12] DNS 91948 IdM DNS =l F71g Ut o & E°] IdM DNS =4 <l
o] idm.example.com 21 73 - example.com 9] w2l o] o] & A B|(NS) dZ == F71F

U,

IdM DNS A1 7t 4259 o] ©AI & v gt

A7+ A¥ ] _ntp._udp A H] =(SRV) 8] =2 IdM DNS9j 3713 th. IdM DNSel| Aj
= A€ 1dM A ¥ 9] A7+ A1) o] SRV @l Z=7} YO o] 712 IdM A 1] ol 4] AF&-3h= A]
7 Aule SIS ES FF BAR 2 Zeo|dE ARt AF o2 FARYL.

3.2. v|distg A A

ipa-server-install 4 x] 239 E = /var/log/ipaserver-install.logol] 21 342 A A o). A A9
Adstd 235 F3l FAE A= d =20 2 F dsHH-

Az

of
d
W
fu)

i

A& AH&-5te] ipa-server-install 22| & 235t QP REAHRE A
3

=
v )5ty AXo 2o HA FHL O3 25U

[ ]
--realm: Kerberos 4 < o] &2 Al gyl
[ ]
--ds-password: O E] 2] A 8] 73 A8 d e A 2HDM)e] ¢35 E AFFY
o}
[ ]
--admin-password: admin, IdM(Identity Management) 2] 2}¢] ¢35 £ A Z 3 o}
[ ]

--unattended: 2 X] ZTZA| A0Ax TXAE o] W 9l o]2q] g3 7|2 SHLS A
g3t =5 .
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Red Hat Enterprise Linux 8 Identity Management A %]

5 DNSE Abg-sle] AulE Axstelw ohe 4 F7Hhh

--setup-dns: 53} DNSE 74
--forwarder === --no-forwarders: DNS A2z} 24 o Xo o} AL

--auto-reverse 5=+ --no-reverse: IdM DNS| x] A A ] oF 1= <313k DNS & & 2]
s FAE TS = ARl wet 2= 93 49 As §A A o R gt 7ss A
4 7t

ks

= =

AE S0l a3 U

# ipa-server-install --realm IDM.EXAMPLE.COM --ds-password DM_password --admin-

password admin_password --unattended --setup-dns --forwarder 792.0.2.1 --no-
reverse

AR 23 HEZSEHE g5 22 B4 o2 DNS g2 =E o=yt

‘9] v 212] DNS 9145 IdM DNS w1 o] F71gtH o} o £ So] IdM DNS =4 Q]

o] idm.example.com 21 73 - example.com 3¢ =2l o] o] 5 A B (NS) dZ=5 F7IF
Yt

IdM DNS A 8] 7} A X 5™ o] DA = vt 3]},

— 1

A7+ A¥ ] _ntp._udp A1H] =(SRV) 8] Z=2 IdM DNS9j 3713 th. IdM DNSel| Aj
2 429 1dM A 2] 7+ Aol SRV @ =7} 90w o] 712 IdM A1l ol A A3k A
7 Ao BB ES FF BAR @ 20| E ARt AF o2 FARY.

ipa-server-install ol 4] 3] &-3l+= AA FAH 552 ipa-server-install --help 8 % & 23} 3}
AA L.
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¥2

S DNSE ALE, FE CA=R 95 CAE A

i

47.1DM A 8] A X

4. IDM A ¥] A %): 5 DNSE A8, FE CAZ 9|3 CAZ AH%

DNSE A}&-31lo Al 28 IdM(Identity Management) A ¥ & A X 3t= A9 b33

o

i)
i

¥ oft
I

[ ]
Yol E 1 IdM £-& A}g-3to] B 42 #e) @ DNS gl == @2 2 53+ 5 A&t o
d S0l DNS SRV d|Z =71 A 522 AAEHL UF9 o] g ZE=r AF5o 2 9|

=

=

=8y

IdM AW 2 AA e 5% 22 A2AE 245 YuA A7 dHoz A4S 4

ALY F=9 A= Active Directory$}t o] Ao = §-83t}.

o

v gde] ojv o] IdM =l 9 2] o] U A ujo| A 2o 7 IhFH A F=5 DNS ¥

g 9o A5 5 A&y

5% DNS= ldMS AR shd b5 22 2 71A] A @ ALddo] sy

[ ]
IdM DNS= %18 DNS A ¥l 2 A8 4 QiU th 93 75 DNS 715-& A 954 g4

o}

o] oAt TE CAZ 9% CAQZ 71)E ALg-3tel Al IdM A vl & A x5 g2 49 g o,

4.1. dj5t9g 2=

ipa-server-install 22 €] S A1 23 Q313 A X Fo A| 2" Q] 7|2 ZA(d: 99, AR 435,
Directory Manager<] ¢35 )2 Al 33l oF g t}.

ipa-server-install 4 x] 239 E = /var/log/ipaserver-install.logol] =1 342 A A . A A9

Asishd 278 ol £A1S A8shs o =gl B 5 A&t

& AR oA = A AX ByS APy
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Red Hat Enterprise Linux 8 Identity Management A %]

FE CA=Z 9|5 CA(IF 713#) AHS

A 27 A

AHg-3t= 9% CA9 £33 S A4 F o (—-external-ca-type ¥-4). ZHAl g ] -8 ipa-

server-install(1) W 74 = o]|X & F=xs4A L.

T+ U A AD CS(Active Directory Q154 Au]2) =318 AT 4=

= --external -ca-

profile 3 H& 238Ut} o] £ 50 ADCS 24 &d J|A 4 EA= 7‘]"4 0}31“4 e Ty

ok

[root@server ~]# ipa-server-install --external-ca --external-ca-type=ms-cs --external-

ca-
profile=1.3.6.1.4.1.311.21.8.8950086.10656446.2706058.12775672.480128.147.7130143.44
05632:1
Azt
1.
--external-ca 34 & A}&-35}¢] ipa-server-install 2z €] & A3 ).
I # ipa-server-install --external-ca
Microsoft Certificate Services CAE Al&-31+= 7 --external-ca-type 4= A3
t}. ZHA 3 U &8 ipa-server-install(1) o] 77 sl o] X & F X314 A L.
2.
ZAHPEQA 53 DNS M| 25 A8tk WA A 7 AP Y yes £E= nos 98¢
Ut o] At A= 58 DNS7F 9= A8 & A A 6taL JFU o
I Do you want to configure integrated DNS (BIND)? [no]: yes
Za
5% DNS glo] A ¥ & A X3t o‘T‘o]'E“ A AE = X 23
HEOJA DNS 7#4& 83 35t= WIAIA & EA8HA] 54Ut DNS glo] A8 &
A ste DA Gt @ A NG 673 [dM 4] 5] £3]: 53 DNS glo], FE
CAZ 598 CAE g & Fx3s4dA L.
3.

ol 2AYEE P 7 B4 AL GYstebe WA E EAsa B2 5o AEHE 7B

@2 ATy
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473.IDM X ). 5% DNSE AHE, FE CAE 9§ CAE AL

718.zk2 3]-g3lelA Enter = 54U}

AHEA A Be AlEstEd 2o 3k

tllo

A= o

Server host name [server.idm.example.com]:
Please confirm the domain name [idm.example.com):
Please provide a realm name [IDM.EXAMPLE.COM):

@ Fel
ole @ ol B AFSA AAFYA 2. AA 7t $=A Fol

A% & Ut

(&

Directory Server 73 A (cn=Directory Manager)2] ¢+ ¢} IdM(Identity Management)
#e] A=) A8 A% (admin)el dis) ¢F5 g 42T

H A

Directory Manager password:
IPA admin password:

2z E0A4 AW DNS 242 At WAX S Ao,

I Do you want to configure DNS forwarders? [yes]:

A v DNS d2zE 7+ 5ted yes & &3t

93 o
ZZ A 204 IdM LDAP] A2 IP 45 F71sy o

[e]
AG A 712 AA o] AL ipa-dns-install(1) =22 3 o] X] 9] --forward-policy
ML FEadA L.

DNS d2x}71 gl 2| IdM =19 S AE oA Qlxete] o Y5 DNS =4 19] o]
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Red Hat Enterprise Linux 8 Identity Management A %]

A8 4 AUt 32 DNS A2 £ F257] 18] 24 DNS A u oA -4 5

o

%% T =
Yt
6.
~APEA Aujst AA R IP F2:0 t) g DNS o 3HPTR) &l Z=7t 745 o] YA &
Qlstehe WA 7} AR
I Do you want to search for missing reverse zones? [yes]:
A4 9 retd g e APse A4 2AYEE PTRAZES) 8 9P 44
AR EA o RE 2 F P
Do you want to create reverse zone for IP 192.0.2.1 [yes]:
Please specify the reverse zone name [2.0.192.in-addr.arpa.]:
Using reverse zone(s) 2.0.192.in-addr.arpa.
23
IS 4§ 5ted oY F & FeIshe e e AU oAl o
DNS A 8] 2& Ahg-8 5 Sl o
7.
yes & Q& 3to] Au] AL FAFY T
I Continue to configure the system with these values? [no]: yes
8.
= A5A4 A4 2 H(CSR): /root/ipa.csr:

ZH A2 A2 2E FHFE BA fEAEE A

Configuring certificate server (pki-tomcatd): Estimated time 3 minutes 30 seconds

[1/8]: creating certificate server user

[2/8]: configuring certificate server instance
The next step is to get /root/ipa.csr signed by your CA and re-run /sbin/ipa-server-install as:

/sbin/ipa-server-install --external-cert-file=/path/to/signed_certificate --external-cert-
file=/path/to/external_ca_certificate

o] A%

/root/ipa.csrol]l 2= CSRE 9|5 CAd A& Pt} o] T2 A A& 9|3 CAZ AL T
A H] 2o me} gE Yo
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47%.IDM A A X]: 5 DNSE AL, FE CA= 9| ¥ CAE AL

71¥ 64= 279 ¥ Blob(Windows CA2] PEM 3}¢ &=+ Base 64 215 A])d| A &7
@ Q1549 CAS CA AZA AAL AAMFUT hA] BalAuh, A2t BE AFA A
2o ma} gyt dwg o s @ solx] £t 2 ol de] tews 48 A8
ARt We W RE ASHE L= & ST

CA 2124 %1} oj] 2t CAS] Al AZA AAL 7hA &tk

ipa-server-install-2 thA] 23 Ft}. oW o= A 2 2F 3 CA 21549 CA A<l 3}
Ao A & o5& AZFU T A & B b33 ZHUH

# ipa-server-install --external-cert-file=/tmp/servercert20170601.pem --external-cert-
file=/tmp/cacert.pem

oA AA 2AYPETI AW E FATU. Aol €52 WA ZIgdH Y.

AR 23 HEZ S g5 22 B4 o2 DNS g2 =2 o=yt

39l = <12 DNS 91915 IdM DNS =419 F71g ). ¢l & Eo] IdM DNS = 2l
o] idm.example.com 21 73 - example.com 9] w2l o] o] & A B|(NS) dZ == F71F

U,

IdM DNS A1 7t 4259 o] ©AE v gt

A7+ A¥ ] _ntp._udp A1H] =(SRV) 8] Z=2 IdM DNS9j 3713 th. IdM DNSel| Aj
= AR H [dM A1 8] A7+ A slo] SRV F =7k Lo o] 718 [dM A m ol 4] AL&-ahi= A]
Ao SIS EES FF AR D SeoldE A7} AFow AR
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3

)
2
£
Q'L
fr
)
o
S
%0,
oy
L
v

ipa-server-install --external-ca 3 & & o} & ¢ {F= <l

ipa : CRITICAL failed to configure ca instance Command /usr/sbin/pkispawn -s
CA -f /tmp/configuration_file' returned non-zero exit status 1
Configuration of CA failed

o] @ /=" proxy 37

d W7l 232 v 28U o] FA 9 s S
Troubleshooting: ¢] - CA A x

Aol Aol A Fx A 2.

4.2. A S| A: 2] CA AR o A3

ipa-server-install --external-ca 8 32 t}3 ¢ 79 $H7 A3 gt

ipa : CRITICAL failed to configure ca instance Command ‘/usr/sbin/pkispawn -s CA -f
/tmp/configuration_file' returned non-zero exit status 1
Configuration of CA failed

W5E EARY .

flo

env|grep proxy W% & o33 7+

# env|grep proxy
http_proxy=http://example.com:8080
ftp_proxy=http://example.com:8080
https_proxy=http://example.com:8080

ol T ofml gtk

34

*_proxy 37 M E AHESHA A v 7 AA A EU

U5 & 23HES AMEste] *_proxy 87 WS A4 s AI g Yo
I # for i in ftp http https; do unset ${i} proxy; done
pkidestroy 2 2] & A3 st Ao g CA(JAF 7]13) 59 A1&" A& A A g

# pkidestroy -s CA -i pki-tomcat; rm -rf /var/log/pki/pki-tomcat /etc/sysconfig/pki-
tomcat /etc/sysconfig/pki/tomcat/pki-tomcat /var/lib/pki/pki-tomcat /etc/pki/pki-tomcat
/root/ipa.csr



47%.IDM A A X]: 5 DNSE AL, FE CA= 9| ¥ CAE AL

A3 g IdM(Identity Management) A ¥] A X = A Ao}
I # ipa-server-install --uninstall

ipa-server-install --external-ca S 43 g}
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57%.IDM A 1] 2 3]: CA glo] F32 DNS AL§

&3 DNSE ALE-5ho] Al =2 IdM(Identity Management) A w & X 5h= 34 tha3t 22 ©13 9l
A5
°
dlolE| 2 IdM &8 AHg-3to] 2 ] @2 2 DNS #| == #e] & A5t + dFU. o
& 5° 4% Sl DNS SRV A ZE7t A5 02 AP S ol o] AZ=7 AF 2R el
Efdyd.
°
IdM M e & A A shs et 228 AGAS st U] AU HgH o2 A4 5
A&t 2249 AIG2E= Active Directory2} o] Ao f-83h ).
°

=

=01 Q19] ol o] IdM w9l 9]7-9] o W] Aujel 4| 2 0 2 7754 Q=% DNS
F9oqe 49T F A&

5% DNS= ldMS AR shd b5 22 2 71A] A @ ALddo] sy

IdM DNS+= & DNS A 8] = AL8-& = gyt €45 323 DNS 7] 52 A 95 A &5
t}.

o] ZollA = CA(YZ 71#) 1ol Al IdM A& A A st= WHS A9y

5.1. CA 910] IDM A 1] 2 23|31 o] 223 A=A

o] MM o= CA(2Z 7131) glo] IdM(Identity Management) A ¥ & A x| 3l= d] R 2§ AZA] 9 o]
2 g Q154 £ ipa-server-install -2 2]l o] Al F3t= ol AHEH = BEE 340 Y5 dFUTh

744 2 Q134 shloli= LDAP 2 Apache A1l 9134 S W3¢ CA9 A7 CA A1Z
A Aol £k olof S <A A H A BAL A AFA S AL sto] Au] Ei HA] B
2 4% 5 dadch

LDAP A1 154 2 A 7]

[ ]
Q15 A 2] --dirsrv-cert-file 2 LDAP A 1] 215X o] o3k 7] ¢l 7] 3L
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57. IDM A ] A x]: CA glo] 535 DNS A8

--dirsrv-cert-fileol] x| A A 3} 2] 7| <l 7)o NA|235}7] 93 43 2] --dirsrv-pin

Apache 48] Q154 4 711 7]

[ ]
Q354 2 71 7] 3+ 9] --HTTP-cert-file - Apache A 1] <154

~http-cert-file o] X1 2 skl ] A2 7o) oA 237] 9 --HTTP-pin

LDAP 2 Apache A1 Q154 & @33 CA9 AA CAJASTA A2

[}
ZAA CAQFA A2 == 2 A9 AFA 9 9] --dirsrv-cert-file L --http-cert-file
& 2 o = -dirsrv-cert-file 2 --http-cert-file 3] A F A FAL A2 F dFY

Ml AR B35 v (PEM) Q=

< 4] (RFC 7468). Identity Management A X] iz = 1
Ao A= AAH PEMA5g Q1A 3

[}
T 9139 73 (DER)
[}
PKCS #7 9154 A2 L BAE
[}
PKCS #8 7191 7] S B A E
[}

PKCS #12 o}7}o] B

--dirsrv-cert-file 2 --http-cert-file 342 oj 2] W XA 3} o8] LS AT = A5

o

R

AA CA AZA AL ¢g 3}

rlr

A

H
4

(A% B7oNA = Basta &g

mlo
ol\

[}
--CA-cert-file: LDAP, Apache Server 2@ Kerberos NetNamespace Q154 & W3
CAS] CAJAZA 7t 39 9 E= sl ol b) & --CA-cert-file th-2 $-4 o) A A 3} 2
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%A 5ol CA AZA7F = A% o] 42 A8,

--dirsrv-cert-file 2 --http-cert-file & A}-8-3to] A F3t= FL 3 A Al 3= += 9ol = LDAP 2
Apache A ¥] Q154 & w3 CAQ A CA Q54| Aol E£FH=] oo} ).

Kerberos 7] ull 32 Al €] (KDC) PKINIT 154 2 7191 7] (A& A}3})

[ ]
--PKINIT-cert-file for the Kerberosz}z] SSL ¢1=4] @ 7] ¢l 7]
[ ]
--pkinit-cert-file ol] X4 A 5} oA Kerberosz}z] 7] ¢l 7)o AA|23517] 93 v LA
% --PKINIT-pin
[ ]

pkinit 273 A & v] &4 3} 3}+= --no-pKinit

PKINIT Q1Z A £ A Z31A oW ipa-server-install & 1A A E QAZA S A3l =22
NetNamespace= IdM A v & A ).

olgl gt FHE AAQ 3= AFA Aol A& Wl dig AA g &2 ipa-server-
install(1) vl 772 S0 A= x4 2.

RHEL IdM PKINIT Q154 £ A4 sl= ©l 2 23 PKINIT 873 7] 5o dl g ZAA g &2 ]

4 2 FEFH A L.

5.2. tj5tg 2=

ipa-server-install 22 €] & A8 Ul8}3 A A Foll Al2="9] 7|2 A (ol: 9, A #te] ¢35,
Directory Manager2] ¢+5)2 Al 33l oF gt}

ipa-server-install 4 x] 239 E = /var/log/ipaserver-install.logol] =1 342 A A o). A A9
Avjsta 228 S £AS Qs o 240 2 5 A&

Az
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57. IDM A ] A x]: CA glo] 535 DNS A8

et
2
Su}
o

ipa-server-install 22 €]l & A5t o RE JASAHE ATFULH &

7 Ut

[root@server ~]# ipa-server-install \
--http-cert-file /tmp/server.crt\
--http-cert-file /tmp/server.key \
--http-pin secret\
--dirsrv-cert-file /tmp/server.crt\
--dirsrv-cert-file /tmp/server.key \
--dirsrv-pin secret\

--ca-cert-file ca.crt

Y

Agd ASA ol 3t A H§2 CA Lol ldM A nj = AA|st= ol 228 ASA &
=844 9.

204 S DNS Ml 28 T4 stebs WA A 7k EA P yes B nos 4P
Uth o] @xpol A 53 DNS7H 9= Mul2 Axskz gd&uUth

I Do you want to configure integrated DNS (BIND)? [no]: yes

iy

al

53 DNS glo]l AnE AR st e Z4¢ otdl Sl A¥d d= 4X 23
HEo| A DNS TS 23t AR S RASA FHUth IdM A v A3 = 3
Z314]4 2. DNSE 53314 &5 £E CAZ 53 CA7l 9= 2% DNS glo] A
H & AR 5= A o A3 Al AL

ol 2AYEE P 7 B4 AL GYstebe WA E EAsa B2 5o AAHE 7B
@e AU

71 2%S 5] 8312l Enter & 54t}

AHEAL AR #e AlgstEd 223 S 49 dyd

Server host name [server.idm.example.com]:

Please confirm the domain name [idm.example.com]:
Please provide a realm name [IDM.EXAMPLE.COM]:
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“ik 9]

ol gt o] & AFSH AFAA L. X7 g5d Fol= W
4T T syt
4,
Directory Server 73 A (cn=Directory Manager)<2] ¢+ o} IdM(Identity Management)
= =8,

2] A 2d AF2-A Al AR (admin)o] djs)] 45 =

Directory Manager password:
IPA admin password:

2z E0lA A DNS A4S datde MAA S EAR .

I Do you want to configure DNS forwarders? [yes]:
=+ BEE AFS "FUT AA

Al DNS A225 7432 yes & 43 o
ZZ A 204 IdM LDAP] 222 IP =45 F71sy o

d-$- ipa-dns-install(1) =& 2 3 o] #] 9] --forward-policy

rll

Ag A N2 g5 7

e BN L.

E A el=a}o] g2 Ui DNS T w9l 9] o]
DNS %]a]% gel3t7] 913 3-8 DNS x| ujo Ak {2 5

6.
22 e M Aulst AZAH IP F20] the DNS & 3PTR) el =7k 745 0] YA 3

Qstetis WAl A7 EAH U

I Do you want to search for missing reverse zones? [yes]

=PTRYZ=9) 37 Qg gol e

A4 9 rerE U g S APste 4 2aYE
AAEA o 3e 2 WP
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5. 1DM A ¥] A =]: CA glo] 539 DNS A}-8

Do you want to create reverse zone for IP 192.0.2.1 [yes]:
Please specify the reverse zone name [2.0.192.in-addr.arpa.]:
Using reverse zone(s) 2.0.192.in-addr.arpa.

M2 AHg-8te] o e Jol e Belsh e e Algguh oA 93
DNS A 22 A8 & % d&Uth

yes & 2 atod An] 74g AT
I Continue to configure the system with these values? [no]: yes

ojAl AR ZAYPEIF B E TATUG. Fel ¢t5€ w7kA] ZIgdYg.

AR 23 HEZ S g5 22 B4 o2 DNS g2 =2 e o=yt

219 =<l 2] DNS ¢S IdM DNS =42l o] F7}13 ). o & 9] IdM DNS =w]| <l
o] idm.example.com 21 73 - example.com 9] w2l o] o] & A v|(NS) dZ == F71F
Yt}

IdM DNS A1 7t 4259 o] ©A & v gt

A7k ¥l e] _ntp._udp A18] 2(SRV) @l =2 IdM DNSel| 37}t c}. IdM DNSei| A
2 X9 IdM A w 9] A Zk A e o] SRV #l =7} 9o o] 718 IdM A ¥ o A AHE-31E A
72 Ao} 5/REES FF BA R D oA AA7t AFoz TR
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67.IDM A ¥] A X]: 53 DNS glo], FE CAZ 5349 CA

tllo
i
ol
d
L
v}

Fx

£ el T4

Red Hat2 IdM v X W] ©] 718 A1-8-2 913 IdM 53 DNSE A %] 5
74 4% DNS 8l 2= 9] 2 A53H 4 9= DNSs} v o]
X IdM & 7l 2125t Frg o

IdM A 1] = DNS® #2]3}+=

R

ZHA| @ 8-> DNS A u| = 8l & 2E o] F Al 8 & FxHH A Q.

6.1. ti5tgd 2=

ipa-server-install F 22 €] & A1&-3 U] 31s A X Foll A|2=8e] 7|2 7A(d: 9], A& A 435,
Directory Manager2] ¢+5)2 A 3-3loF gt}

ipa-server-install 4 x] 239 E = /var/log/ipaserver-install.logol] =1 3¢
Avjsta 228 S £AS Qe o 240l 2 5 A&

=2 12

o

AU, AA

t5 ARl A = AuE AR g

N

ipa-server-install f+2 2 €] =

i~

Al

.

I # ipa-server-install

2aYENN 5D

5t DNS M| A2 A3 el= WA A 7 ZA YU Enter 2 =8 712 no
A& A3
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i

Bl
Ol

673.IDM A1 A x]: 5 DNS glo], FE CAZ 5= CA

I Do you want to configure integrated DNS (BIND)? [no]:

ol 2AYEE P 7 B4 AL GYstebe WA E EASa B2 5o AEHE 7B
e AF I

71 23tS 3] ¢35l2ld Enter & 54
A AR e AzeEE 2. e %S dFFh
Server host name [server.idm.example.com]:

Please confirm the domain name [idm.example.com]:
Please provide a realm name [IDM.EXAMPLE.COM]:

@ F9)
ol2l g ol 52 AFsA ARFHA L. A7} $2H Fol

24 5ty

(&

Directory Server superuser(cn=Directory Manager)2] ¢35 9} IdM 2] A28 A&} A
A4S 48934

Directory Manager password:
IPA admin password:

yes £ g ste] A 742 el
I Continue to configure the system with these values? [no]: yes

ojAl A2 ZAYEIF B E TATUG. F ol ¢t5€ w7kA] ZIgd g

AX 23YEE=DNS f a2 g A=7 de= Y-S A8 FY
/tmp/ipa.system.records.UFRPto.db 5} & o} oA Z8 o AFYh o] AIZ=E 7]E
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9] DNS Ajm o] 3718 th. DNS 3l 2= 2 ulo]| Bl =242 54 DNS &34 o}
CETLCY

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

71 DNS Al o]l DNS gl =5 712 [ 712 M 27} g5 A &FY

DNS A] 2"l o]] 5=7}3 o 3}+= DNS 2] &2 d Z =0l t) 3 AA| 3 U]-§-2 9] 5L DNS A 25 9]
IdM DNS gl 2 =2 223444 2.

6.2. vt s}y A A

o] Ax}ol A= 53 DNS == 53 IdM(Identity Management) 215 7] #(CA)2 7] CA2Ql £ E CA
= A8 g AuE AR

Fx

ipa-server-install 4 x] 233 E = /var/log/ipaserver-install.logol] =1 3542 A A
Fuh Ao AsstA 228 Fal BAE Aste o 580 2 & dFyh

A

of
d
W
fu)

i

&AL AHg-3}9] ipa-server-install F2 B2 Agste] Yo RE AR
g3ty Ao 2. HA AL 23 2EU.

ofd

o

--realm: Kerberos 4 & o] &2 x|

—ds-password: T} B 2] A8 3] AL8 2 T 2] B2 AHDM)] 55 AT T
o}
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673.IDM A1 A x]: 5 DNS glo], FE CAZ 5= CA

i
=]

--unattended: A X] T2 20A] TXE o]
935 .

uli
)
k1
=)
rO
o
il
2
=
%
N
rfe
o
r
tllo
v

e

AL 5o v&3 sy

# ipa-server-install --realm IDM.EXAMPLE.COM --ds-password DM_password --admin-
password admin_password --unattended

M) 229 EE DNS @42 d=s7t e shele 44 g
/tmp/ipa.system.records.UFRPto.db 5} & o}2] o A] & AHFUh olH e HZ =5 7|E
2] 5 DNS Ao F71gUt}h. DNS 8| Z =& ol Esl= Z2 A 2= 574 DNS &5 49 o=}
= a=gulhe

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

71 DNS A u]o]]l DNS | =5 712 f 712 A u 27} g5 54 &FY

DNS A 280 7balof 5Hi= DNS e 42 g ol Ul g <pAl @ U] &2 9% DNS A] 29 o]
IdM DNS 9| Z =& ZF=xs4 A1 Q.

ipa-server-install ol 4] 3] &-3l+= AA FAH 552 ipa-server-install --help 8 % & 23} 3}
AA L.

6.3. ©] - DNS A] 2 =l<] IDM DNS g 3=

%3 DNS glo] IdM 48] = A 3] g % IdM A1 8] o] LDAP 2 Kerberos DNS 2] 22 g2 =2 9|5
DNS A] 2§l o] 37}l of g o

ol
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ipa-server-install 4 x] 23 Y E = /tmp/ipa.system. historys. <random_characters > .db & 2] 9]
A o5& A ste] DNS 242 2= 828 ¥gtele Y A4 2 g d2=8 F7tehe ¥
< =83

5}
3

I Please add records in this file to your DNS system: /tmp/ipa.system.records.6zdjqxh3.db

flo
i

oo wale] U g9y

_kerberos-master._tcp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos-master._udp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos._tcp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos._udp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos.example.com. 86400 IN TXT "EXAMPLE.COM"
_kpasswd._tcp.example.com. 86400 IN SRV 0 100 464 server.example.com.
_kpasswd._udp.example.com. 86400 IN SRV 0 100 464 server.example.com.
_ldap._tcp.example.com. 86400 IN SRV 0 100 389 server.example.com.

Fx

IdM A v} o] LDAP ¥ Kerberos DNS €] 42 g Z =2 DNS A] 2" 9 F7}3t % ipa-
cago% DNS #8] =17} PTR a9l Z =2 371514 &%= 8¢l g ol DNS9) ipa-
cadl i3 PTRAIZ =7} 9o 54 IdM EA X X 71 A9 T = dH5U
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rilo

77.IDM A8 Ax]: £ E CAZ 9|3 CAZl = 5 DNS Q1
7. IDM A A X]: FE CAZ 2% CA7}l 2= 53 DNS g1+

A= A123l= £33 DNS glo] Al =& IdM(Identity

EC
A3,

o] Aol At 9% CA(AZ 71 E =
Ko
= H

Management) A v & A x| 5} += WY
Za

Red Hat-2 IdM sl = U] 9] 7] & A1-&-2 9]3] IdM 53 DNSE H X 3t= o] 5.
IdM 48] = DNSE # ] 3l= 49 U3 DNS gl 2= #E] S #5313 4+ 9= DNS¢} u) o]
E|B IdM & 7ol 212354 53U

7.1. 913 CA7l 9= IDMCAE FE CAZ AX3 u] A& = &4

g 224 F st 885 45 9% CAZL Ut [dM 15 713H(CA)S 2E CAZ AX8 5 A%
Yrh.
[}
ipa-server-install 8 & & A}-&3to] x| IdM A u] =& Ba) 7S A5 3 J5U )
[}

ipa-ca-install ¥ & & A}-&-3lo] 7] IdM Ao CA 74 242 A A3l Y5}

o] MM ZE CAS ZE CA9 3] IdM CAE A X]3l= 52 CSR(SIZA A% 23)S AA 3
U A F Ae F BB A A& 2.

--external-ca-type=TYPE

9|8 CA9 38 YUYt 7153 32 generic 2 ms-cs YUt} 71232 generic YUt AA A
CSRol] MS CS(Microsoft Certificate Services)ol] & Q 3l 2l Z 3] o] 52 ¥ 33l ms-cs = A%
). 7] Ho] ojd =2 H S ALL-3}3H --external-ca-type=ms-cs ¢} $H7] --external-ca-profile
A& AL

--external-ca-profile=PROFILE_SPEC

IdM CA9] QISA E 3PS vl MSCSS A& AF5AH Z2d == dERS AZ A
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Red Hat Enterprise Linux 8 Identity Management A %]

<oid>:<majorVersions[:<minorVersions]. Q154 21 =31 S OID(Q VA E D)L FQ
MACE AT = dFuch e goz vo] WAL AF T = dFych

<name>. A F A B =3
A

2= AR 4 At names : BAE ¥ 5
¢l.om OID7} g 5 glom, A

o o
SSERS
27 eyow OID 71u FE3 A4 7Ho] $AFYTh.

default. o] A A2 AHg3H= 7% AES ol F SubCA 7 AHg- Utk

EA Av}e] 204 AD(Active Directory) 2] x+= AD CS¢] |3 &1 =31 <] Subordinate

Certification Authority (SCA) 51 =31 2 Al-8-3to] 7 9] Q 7 Ald}o]] 2HA L {3 HZ3S s =
FUTh S So] A ASAE= ALS A AP D f & 717k0] A AHEA AR E B 7150 e 9

#Uth 9249 OID(LBAE A8 AD AF5A BE3 24 FAE > dFUth

AD #E| A7 Al 9] 712 AT AE S v 2435
=]

7% 1dM CA®] 1542 238 o OID = A
Q=9 o] 5 Gl oF Frich. AD el oA A BE

29 o]§ = OIDE A F3t =5 aFF.

€2 SCA AD CS Hl Z&lo] oA 3] &A 3l o] A= 29 --external-ca-type=ms-cs 34 S F71=2
AHE-31A] ¢k a1 --external-ca-type=ms - cs & A A5t A2 T 4= A HFU o] 739 subCA €3 CA =
ZHo] A&} o] Z2H 2 SCAADCS 1 Z 39 dlF3sl= 712 IdM & Z31 Y.

7.2. 7159 4
ipa-server-install 926l & AH8 & T 518 43 Fol A2 o] 718 2 () Fo, el o] 43,

Directory Manager2] ¢+5)2 A3l oF gt}

ipa-server-install 4 x] 239 E = /var/log/ipaserver-install.logol] =1 342 A A o). A A9
Adstd 235 F3l FAE A= d =20 2 F dsHH-

-3 APl A= A A S Ay
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rilo

FE CAZ 9|3 CA(QIZ 71%) A%

--external-ca &-4& A}-8-3}< ipa-server-install 22 €] 2 23 g}.

MS CS(Microsoft Q154 A H]2) CAE Al-&3l+= 73 ¢ --external-ca-type ¥ --
external-ca-profile A = A3 UT o & &
1.3.6.1.4.1.311.21.8.8950086.10656446.2706058.12775672.480128.147.7130143.4405632:1
Object Identifier(OID) ¥1 =312 Alg-3lo] A9 Q154 & 23 € CA9 37 IdM AW & A
Asted oS Ao

[root@server ~]# ipa-server-install --external-ca --external-ca-type=ms-cs --
external-ca-

profile=1.3.6.1.4.1.311.21.8.8950086.10656446.2706058.12775672.480128.147.7130143
.4405632:1

--external-ca-type 2 --external-ca-profile &4 o] o 3k A4 & | 82 2|3 CAS
E CA=Z 21851 IdM CAS A X & o A5 = F4 S FxHA L.

IdM CA<] A QAZ5XE AA3tE= ] MS CSE AHE-31A & A9 b & f40 2g
A &5 dFUH

I # ipa-server-install --external-ca

23 PEA 5§ DNS Mqu| =2 7 A 52t= WA A 7 A HYU . Enter 2 =¢8] 7% no
I Do you want to configure integrated DNS (BIND)? [no]:

o]l 2AYEE R /A 5 AAL st AA S TN ST 25l AFHE /R
@ AsFU

718.zk2 3]-g3lel4d Enter 2 54U}

AR AR e AT Do @ e JF U
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Server host name [server.idm.example.com]:
Please confirm the domain name [idm.example.com]:
Please provide a realm name [IDM.EXAMPLE.COM]:

'@ 79
olel 3t ol F& AF A AP L. AN/} $EH Fol =

A% & duh

2

Directory Server superuser(cn=Directory Manager)2] ¢+3 9} IdM 2] A28 A&} A
A(FIA)E 48934

Directory Manager password:
IPA admin password:

yes & 2 atod AHl 74& AT
I Continue to configure the system with these values? [no]: yes

Q1Z A A 2®l A 2AHAE LA E 59§92 EE Q1ZA A4 2 3 (CSR): /root/ipa.cst:

Configuring certificate server (pki-tomcatd): Estimated time 3 minutes 30 seconds
[1/8]: creating certificate server user
[2/8]: configuring certificate server instance
The next step is to get /root/ipa.csr signed by your CA and re-run /sbin/ipa-server-
install as:
/sbin/ipa-server-install --external-cert-file=/path/to/signed_certificate --external-cert-
file=/path/to/external_ca_certificate

o] 4%

/root/ipa.csrol]l Q1= CSRE 9% CAd A& th. o] Z2 A 2= 9% CAZ AT
AH] 29 me gFU
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77%.IDM A 8] A X]: £ = CA=Z 9|3 CA7l 9= 53 DNS 91

rilo

7182 64= 2179 ¥ Blob(Windows CA2] PEM 5} ¥+ Base 64 Q15 A])o| A w3
gk Q154 9} CA9] CARISA| AAS AU A FolA g, Z2A| 2= B E QAFA A
") 2o g} gFU o AR o2 4] Ho]X] = gy ojvde == PAE AESIH
FAHAL 28T RERJIFIAE GLEET F AFYH-

CA 2124 %1} op]2t CAS] Al AZA AAL 7hA &tk

ipa-server-install-2 thA] 23 Ft}. oW o= A 2 FF 3 CA 21549} CA A<l 3}
4] A & o5& AZFU A & B b3 ZHUH

# ipa-server-install --external-cert-file=/tmp/servercert20170601.pem --external-
cert-file=/tmp/cacert.pem

ojA AA 2AYPETI AW E FATU. FAdol €52 WA ZIgdH UG,

M) 229t DNS 42 d=s7t e shele 44 g
/tmp/ipa.system.records.UFRPto.db 5} & o}2] oA & AHFUh o] PR =5 7|E
2] 5 DNS Ao F71gUt}h. DNS gl Z =& ol Esl= Z2 A 2= 574 DNS &5 49 o=}
= a=gulhe

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

71 DNS A u] o] DNS dlZ =2 571 714 Au] AA71 =54 &5Y

DNS A] 2]l 3718 of 3}i= DNS 2] &2 @ 2ol o) 3 A4 & &2 931 DNS A =8 o]
IdM DNS ¥ Z =2 ZFX314A 2.
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)
i
B
Q,L
fr
ol
o
S
X2
oy
L
v

ipa-server-install --external-ca 3 2 t} & ¢ F = Qs

ipa : CRITICAL failed to configure ca instance Command '/usr/sbin/pkispawn -s
CA -f tmp/pass:quotes[configuration_file]' returned non-zero exit status 1
Configuration of CA failed

o] &7+ " _proxy &7 W57 AP € w AU o] EA9 2 ¥
Troubleshootmg Q)X CA A X0 Ao A FZ34A Q.

7.3. 9|59 2=

g Aaol A Am e AR T

FE CA= 9|5 CA(JIZ 713#) AHS:

3

[e]

ipa-server-install 2 x] 23 HE /var/Iogllpaserver-lnstaII Iog°l] 2 39S A
FUth Ao Aosi 218 Fal BAE Adate v 280 D F AFUTh

AHA &AM
[ ]
AHg- 8= 94 CA4 3L AR} (-external-ca-type &4). AHA g U &< ipa-
server-install(1) v} 7w <& s o]A & F X34 A 2.

T+ diA] AD CS(Active Directory Q154 AMu]|2) AZ3 S XA ST = A= --external -ca-
profile 5412 2% g ch. ol ol AD CS A4 2l Al AWAE AFaAee 82 2l

ok

[root@server ~]# ipa-server-install --external-ca --external-ca-type=ms-cs --external-

ca-
profile=1.3.6.1.4.1.311.21.8.8950086.10656446.2706058.12775672.480128.147.7130143.44

05632:1

52



77.IDM A AX]: T E CAZ ¢} CA7F A= 5 DNS Q£
8L X235l ipa-server-install F 2 E] S A slo] Qs %HE AT gyt
FE CA= 9|4 CAE AH8-31o] IdM A B & vt 519 ’éXIOI] 23 5]’\9— 2 gg3 25
t}.
[ ]
9] CAZ XA 3= --external-ca = FE CAY Yt}
[ ]
--realm: Kerberos 99 o] &2 Al a3}
[ ]
--ds-password: T} @ E 2] A8 73 ALg-%} O H e #2zHDM)e] ¢35 & Al gy
o}
[ ]
--admin-password: IdM #2] 2121 admine] ¢35 E Al FF .
[ ]

--unattended: A x| TZA 20X TAE o]F & ©HQ] o] S 3 7B AL A
gees gy

o & o o 2y h

# ipa-server-install --external-ca --realm IDM.EXAMPLE.COM --ds-password
DM_password --admin-password admin_password --unattended

Microsoft Certificate Services CAE Al&-31+= 7 - --external-ca-type 34 = AF8-3H
t}. ZHA 3 U -&-& ipa-server-install(1) v 77 sl o] X & F X314 A L.

Q1Z A A 2®l A 2AHAE LA E 59§92 EE Q1ZA A4 2 3 (CSR): /root/ipa.cst:

Configuring certificate server (pki-tomcatd). Estimated time: 3 minutes

[1/11]: configuring certificate server instance
The next step is to get /root/ipa.csr signed by your CA and re-run /usr/sbin/ipa-server-
install as:
/usr/sbin/ipa-server-install --external-cert-file=/path/to/signed_certificate --external-
cert-file=/path/to/external_ca_certificate
The ipa-server-install command was successful

o] 4%
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/root/ipa.csroll Q1= CSRE 9% CAd A& th. o] Z2A| 2= 9% CAZ AT
AH] 29 me U

712 64 <137 = Blob(Windows CA2] PEM 5}<] == Base_64 215A])o] A w53
@ Q154 9} CAS| CA AZA AAL AAFUTH b BalAuh, A2t BE AFA A
H) 2ol e} g Avkg o g Holx| £ A oude] GeRE YA S ALgatY
AR LT RE AZHNE Gemsd 5 AT

CA 2124 %5} oh] 2t CAS] Al AZA AAL 744 &k

ipa-server-install-2 thA] 23}, oW o= A 2 2F 3 CA 21549 CA A<l 3}
4] A & o5& AZFU A & B b3 ZHUH

# ipa-server-install --external-cert-file=/tmp/servercert20170601.pem --external-
cert-file=/tmp/cacert.pem --realm IDM.EXAMPLE.COM --ds-password
DM_password --admin-password admin_password --unattended

ojA AA 2AYPETI AW E FATU. FAdol €52 WA ZIgdH Y.

AA 23HEEDNS g2 g =vt = e S A8 FU
/tmp/ipa.system.records.UFRPto.db 5} & o} o A] &4 AHFUh ol PR =5 7|E
2] 5 DNS Aol F71gUt}h. DNS gl Z =& ol Esl= Z2 A 2= 574 DNS &5 49 o=}
= a=gulie

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

7]1= DNS A u] ]l DNS g =2 F71 w712 A n AA71 594 S5
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77. IDM A AX]: FE CA=Z 9|5 CA7l = 5T DNS Q1

rilo

DNS 2] 22§l o]] F=7}3]| oF 3li= DNS 2 42 d =0 o) & 2hAl g U]-§-2 2|3 DNS A] 25 9]
IdM DNS & 2 =2 =354 A Q.

7.4. 2|3 DNS A] 2€l ] IDM DNS gz =

23 DNS glo] IdM A= A3 5 IdM A 1] ¢] LDAP 2 Kerberos DNS ] 42 4
DNS A] 2/l o] Z7}3l of gt

HJ
In
it
o
I

ipa-server-install A= 23 Y E = tmp/ipa.system. historys. <random_characters > .db 3 2] 2]
el o] 58 AL85te) DNS 2o A= £2¢ ¥ ol e A4S AT AA=E Fohehe o

I Please add records in this file to your DNS system: /tmp/ipa.system.records.6zdjqxh3.db

oe

flo
)

o] gk

_kerberos-master._tcp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos-master._udp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos._tcp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos._udp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos.example.com. 86400 IN TXT "EXAMPLE.COM"
_kpasswd._tcp.example.com. 86400 IN SRV 0 100 464 server.example.com.
_kpasswd._udp.example.com. 86400 IN SRV 0 100 464 server.example.com.
_ldap._tcp.example.com. 86400 IN SRV 0 100 389 server.example.com.

Fx

IdM A v} o] LDAP ¥ Kerberos DNS ©] 42 g Z =2 DNS A] 2" 9] F7}3t $ ipa-
cafo= DNS ¢ =77 PTRAZEE F71381K & °‘° =A &1} DNS ipa-
cadl dist PTR e Z=7F 9o T4 IdM H5A1 2 A X7 AT 5= JFU.
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87 LDIF 5} ol A ALz} X4 ello]Eful o] 2= A4 & Al-8-5o] IDM A H] = A2 4

_4

Directory Server g o] € #] o] 2 9] A}-8-2} XA AR L ALL-5l] IdM A ¥ 2 IdM BA 22 X3
JdHUh g3 @ Ao A = dlolEu|o] 2~ A A S Al8-3}o] LDAP Data Interchange Format(LDIF) 3}01
S A= i ol A S IdM A E A2 A2 FF o AdDst= HS RogFY

A 27 A

[}
IdM 317 o] A58 FFA 7= AH&AF A o] Directory Server 24 2 3l &yt IdM ¢
Az A s 28-S FxHA L.

A2 A4 dolgwo]~ G o2 LDIF A o7 bdAE 3L wtEUth A (1) S ALE
5to] LDAP 542 ¥ x 2 £33t} o] do e F7F A AT L A 51 Agato) 712
#rol obd & A

dn: cn=config

changetype: modify

replace: nsslapd-idletimeout
nsslapd-idletimeout=1800
replace: nsslapd-maxdescriptors
nsslapd-maxdescriptors=8192

--dirsrv-config-file vl 7] 1 =& A} &3} o] LDIF 3}

mo
mlo
1>
W
ol
m
2
)
Ly
L
L
u}

IdM A & A sl g S g
I # ipa-server-install --dirsrv-config-file filename.Idif
IdM 24 2.2 A a8 oS S Fuh

I # ipa-replica-install --dirsrv-config-file filename.Idif

ipa-server-install 2 ipa-replica-install 3 = ol o] 3 -4
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97 IPA-SERVER-INSTALL ¥ IPA-REPLICA-INSTALL 33 ol o 3 3

9. IPA-SERVER-INSTALL 2 IPA-REPLICA-INSTALL | & djg -4

ipa-server-install 2 ipa-replica-install =3 =
S ol AR 4 Sl SRR 9157} A ol
AFUTH O ZollE 7P durE <l 2 7HA] $4 9] 3

sy AR Fol 23HA G FHARE AT
3 gAL AHgatel A5 AN S 2AYY Y S

EAH0] A& A4 44 222 ipa-server-

install(1) 2 ipa-replica-install(1) vl 74 = o] X & F X34 A L.

I 9.1. ipa-server-install 2 ipa-replica-install 5 = o] oj g 34

P
Q=

-a <ipa_admin_password>

-d, --debug

--dirsrv-config-file <LDIF_file_name>

--hosthame=server.idm.example.com

--idmax=<number>

--idstart=<number>

--ip-address 7127.0.0.1

-n example.com

-p <directory_manager_password>

-P <kerberos_main_password>

-t <KERBEROS_REALM_NAME>

--setup-ca

A4

Kerberos ¢ &<l )15-317] 1 ¢ admin |dM 2] 2} 7
Ao FEdUch

B} A 2 e 8 Uu 2 2742 3433

EE R RN P o s Rl AN

= LDIF 3¢ Az

IdM A ¥ A28l o] A 53t =l o] Ytk 524,
22 G272 stol E(-)Rk s &gyt

(dM A B ol 4] e 5 9l D] eS8 g e,
71842 1D A 4 331 1999999 L ot

IdM A 9ol 4] SHEFEE 4 QU IDe) ah ek Eis A% g
AR 7 Bake oz g Ey o

Mel el IP a8 AR o] gHE 22 AE o)
2o A4 EIP F47 5 gy

IdM =] Q1 of] A-&-8 LDAP A EH| <1 ¢] o] &)1
t}. dutr o 7 [dM A B Q] & AE o]EL 7|uto 2 3§}

et

LDAP 1] = ¢] x}-8-2 cn=Directory Manager ¢
FEPYrh

NetNamespace #&] 19| ¢Fs Yot 3h-& A A 31A
o Qo2 APt

EXAMPLE.COM s} o] o 242 IdM w1 o1 ] o
3] A4 8 Kerberos & 9] ¢] o] &Yt}

o] BB CAZ A=A &ta +A4 U th CAZF 4
A g 7 AFA Aol CAZE AR E thE EA R
R =
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A~
=

--forwarder=792.0.2.1

--no-forwarders

--No-reverse

--setup-dns

-U, --unattended

ipa-server-install(1) = 7 3 o] ]

ipa-replica-install(1) vl 77< 3] o] ]

58

A4

DNS 4Ju] <o) A1-§-8 DNS 9% & Al 3 o). &
ole] AT AYseiE o UL olel W AR
Yo

A2} o) 41 DNS A ¥ 29} §H7] £ 48l & A FHU
.

DNS = lo] 7= uj 3 DNS 92 44 skA

BFUTE (G DNS Fgo] ojv] +4 € A9 7]E

A% DNS g o] Ab&HUth) o] 545 AHE-38HA]

gom 7| Bghe trueol™ o] = W3 DNSE A A 2=
AHENA A8l oF ghrhal 7

AR 2AYE IdM =1 2l o] DNS Mu|~5 44

StEE A A Y th F 3 DNS A U] 25 ALg-3h= 312
€ /\].zﬂ—o] b2 o] Mol X AaYEZ AGEHZR
o™ DNS7} 4 ¥ R k&)

F

AeA A e 2 AR e A% AR AL B3

o,

[¢)



10%. IDM X 1] A =] +A4] 3 2

107, IDM A v 23] A 3l 2

& AP E AN 1AM A H Aol thek st AuAQ Ax) EAS AAshe P 439G

U,

10.1.IDM AW A X o /F 21 AE

IdM(ldentity Management) X[ H] & A X3 v W3 A W7} o5 23 fLo F7Hd Y.

/var/log/ipaserver-install.log

/var/log/httpd/error_log

/var/log/dirsrv/slapd-INSTANCE-NAME/access

/var/log/dirsrv/slapd-INSTANCE-NAME/errors

2 599 mpAu Zo) A 42 T U911 = 13557 ERROR 2 DEBUG 2.8 371 A8 2E2
A FFI .

A 1AM Aol 23 2241 S dste R 272 5% Bol Y 0HE AL o] FUE ALg o] 3
g 222 s d gy

A 87 A

[ ]
IdM 22 5ol o] )42 ¥ A|5h2l W root Aol Qo] of g,

tail 93 & A183te] 21 99| vz g P2 Ao -3 ol A= /var/log/ipaserver-
install.log ¢] =}x] 2 108 & E A gt}

[user@server ~]$ sudo tail -n 10 /var/log/ipaserver-install.log
[sudo] password for user:
value = gen.send(prev_value)
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File "/usr/lib/python3.6/site-packages/ipapython/install/common.py", line 65, in _install
for unused in self._installer(self.parent):

File "/usr/lib/python3.6/site-packages/ipaserver/install/server/initpy", line 564, in main
master_install(self)

File "/usr/lib/python3.6/site-packages/ipaserver/install/server/install.py”, line 291, in
decorated

raise ScriptError()

2020-05-27T22:59:41Z DEBUG The ipa-server-install command failed, exception:
ScriptError:

2020-05-27T22:59:41Z ERROR The ipa-server-install command failed. See
/var/log/ipaserver-install.log for more information

2.
2o ol e gty oz AL less 2 El S ALS3to] 2 stde B w1 R
SHE 71 8 AFE 5] o]l F3 U o o3 o Al ol A = /var/log/ipaserver-install.log ¥ 2 o] 3}

Aeog 4yt
I [user@server ~]$ sudo less -N +G /var/log/ipaserver-install.log
ol AE Z2A|2F Uv]A 27 5A3 37 wEste] 371 #4 1A AR E FI T

[user@server ~]$ sudo less -N +G /var/log/httpd/error_log
[user@server ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAME/access

[user@server ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAME/errors

A9 IdM A ¥ A X & 20T 4 gl3L Red Hat 7] A9 A/ B A=A P o] = 735 Red
Hat 517) ¥ 94 7]1& A Y Alo| 2 931 sosreporte] A8 = AZFh

sosreport 422 Bl RHEL A 2=glol A 74 A3 gn, 23 9 A2 AR g 533
t}. sosreport € 2 €] o] 3t #}A] 3t &2 What is an sosreport and how to create one in
Red Hat Enterprise Linux? & ZZ 344 2.

10.2.IDMCA ZX] 2 7 HE

IdM(Identity Management) A #] o] CA(Q1Z 7]#) A v =& AAsHd fu 3 FR 7t o AA(A%
A &9 FAR) FrHE UYL
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107%3. IDM A v A =] ZA] 312

A A

/var/log/pki/pki-ca- pkispawn A x| 3 & x| 2 9] A4+¢] 423 F4] & Python
spawn.$TIME_OF _INSTALLATION.log 7

journalctl -u pki-tomcatd@pki-tomcat output pki-tomcatd@pki-tomcat A v =2] o &
/var/log/pki/pki-tomcat/ca/debug.$DATE.log PKI(Public Key Infrastructure) = & ¢] 3] 4] o] ¢l & tf

T JAVA 28l 37

/var/log/pki/pki- PKI A =2 ZHA 221
tomcat/ca/sighedAudit/ca_audit log file

S ASHE AHE sk A Bl & 3], S 2E 9 7] e <l E E
e /var/log/pki/pki-tomcat/ca/system o Tk Q= A] Wl €] o 22| U1 1 o] E]
e /var/log/pki/pki-

tomcat/ca/transactions

e /var/log/pki/pki-
tomcat/catalina.$DATE.log

Fx

A& CA A 245 AR st= &< AA IdM A v A x] ol A3lshH CAol o gk Al
B A w7 712X g&U. /var/log/ipaserver-install.log 312 of] 2 1215 o] A A A ]
ZRAE7 AP S-S YU CAAX Aot AHA AAS &2 9o Yga =
2 3Ys HAEst= Aol E=HFYth

o] FZto ti gt FUg o = CA X H| =& A X513 FE CAZF 9§ CAQ 3 $-94Y
t}. 9] B CAd A C1ZA] o] EA|7F Id+= A S /var/log/ipaserver-install.log o] & 771 71=
|y

A5 e 1AM CA 2] £ sl Asted ol el @ 21 52 Bol Y= 0 FE AL o JUE AHS
stof alg A1 sl AT h

A 27 A

[ ]
IdM = =2 5ol o] )42 ¥ A|5h2l W root Aol Yol ok g,
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2agdegsidos AEsedless FEEE S AME S 21 9do] & Ex
ScriptError @53 A Mst= <1 2 | AR J1E AHE S o] Fd U o tha Al A el A
/var/log/pki/pki-ca-spawn.$TIME_OF_INSTALLATION.logE 1t}

¥

I [user@server ~]$ sudo less -N +G /var/log/pki/pki-ca-spawn.20200527185902.1og

ol A E RE 27 913 3 o] AE ZRALE MR 7} B A2 ARE 5
Ay

23] IdM A B A X2 89l 8

sl 4= g1 Red Hat 7] & X9 A B2 Ho] 9= A9 Red
Hat 517 X 2o)A 71% A9 Ao~ A

3l sosreporte] A E A

sosreport €2 €l = RHEL A| 2"/l A 24 AR AR, 23 9D A28 AR E Sy
t}. sosreport 2 2 E] o] o & z}A] 3+ ] 8- What is an sosreport and how to create one in
Red Hat Enterprise Linux? & ZZ 314 A] 2.

10.3. 352291 IDM A 1] A =] A A

IdM 4] Ao st A% 74 A2 TR FAS 5 AFUTh dM A AR Aol g
F7F NE7t Aslst s AR 22 ENA IPAZ} o] F4 5 o] Yrkw Bk

71E HE dM 43 o] 9= Al =H o

[root@server ~]# ipa-server-install

The log file for this installation can be found in /var/log/ipaserver-install.log

IPA server is already configured on this system.

If you want to reinstall the IPA server, please uninstall it first using 'ipa-server-install --

uninstall'.
The ipa-server-install command failed. See /var/log/ipaserver-install.log for more information

o] BAlE st W FEAA M A v 7HL AASD A L2A 2 A A=
A 2.7 AFe
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107. IDM A ¥ A X] #A] sl 2

root A gto] glojof gt

IdM A ¥ 2 7 5te = S2EdA [dM A1 2ZEg 0|2 43 A A
I [root@server ~]# ipa-server-install --uninstall

WEHoz A AX 2 A IdM AME A she o of 2ol Yt A5 £ AAS o

M A8l 2 AR 57 1@ 27 A F shte AHgAt A5l gl 24 A28
AR A8 ALY HA L ol /1K 7 FAFe] TrEo] BAHo] 4 g

1AM A ] 23] A7 ol o) & A& 8- [dM A ] 2178 2414 <.

HHEE A A A= & A7 A9 35 Red Hat 714 A9 A/ B 235 Ho] &= 49 Red
Hat 3172] 904 7]& 29 #Alo] 2~ E <31 sosreport 9] A ¥ S A 23 o).

sosreport €2 €l = RHEL A| 2"l A 24 AR AR, 23 9D A28 AR E Sy
t}. sosreport 2 2 E] o] o & z}A] 3+ ] 8- What is an sosreport and how to create one in
Red Hat Enterprise Linux? & ZZ 3144 2.

IdM X1 2] Al A o] & ZHA] @ &2 IdM A 8] 2l A & FZ2sH Al L.

WM A A A= F AX 71 A5)3t2 Red Hat 714 A9 Al B 233 o] IJ= A% Red
Hat w7] ¥ 904 7]& A A Ao]=E ¥l sosreport o] A H & Al F3A ot

sosreport €2 €l = RHEL A| 2"/l A 23 AR AR, 27 9D A28 A E Sy
t}. sosreport 2 2 E] o] o & z}A] 3+ ] 8- What is an sosreport and how to create one in
Red Hat Enterprise Linux? & ZZ 3144 2.
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104. F71 g &=

[ ]
IdM BA| &2 A FA 2 sl As A IdM B4 2 A5 24 6]l 28 x4 A 2.

IdM S 2}o|JAE A2 EAE sl Zsted IdM Seto] I E A X 74 5] 24 S FxsH A Q.
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117 IDM AW A ] A A

117, IDM A v A =] Al A

o] A x}oj| A = server123.idm.example.com o] 2} = IdM(Identity Management) A 8] & A 7 s}+= W
Hes AEIY.

A 27 A

[ ]
root 7} server123.idm.example.comol] A 23 4= Q&1 ).

IdM 22 79] 1% A 17} A&

=E!
1.
IdM 3173 o]l X] 53 DNSE A&-31+= 739 server123.idm.example.como] &4 3ld §4 st
DNS A 1] 7} op ] 8l g o
[root@serveri123 ~J# ipa server-role-find --role 'DNS server’
2 server roles matched
Server name: server456.idm.example.com
Role name: DNS server
Role status: enabled
[.-.]
Number of entries returned 2
server123o] E—SF—EX] o] 1} %] DNS A uj2l 9 t} = IdM A v]o]] DNS A v 9 &S 713
Ut} ZHA 3 &2 ipa-dns-install(1) o] 7 sl o] A & F x4 A Q.
2.

IdM $7 0 4] 53 CA(I S 712 E ALg-aht 9

server123.idm.example.como] § < 3}7] &4 3ld CA A 87} opd 1] &<l gt}

[root@serveri23 ~]# ipa server-role-find --role 'CA server'

2 server roles matched

Server name: serveri23.idm.example.com
Role name: CA server
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66

Role status: enabled

Server name: r8server.idm.example.com
Role name: CA server
Role status: enabled

Number of entries returned 2

serveri23c] EZE 2] 9] U 2] CAAHQ -9 tH& IdM A1 o] CA X8 |
< F7FgY o A E U &2 ipa-ca-install(1) v 7 H o] XS F X34 A Q.

IdM 3730 A 273 59 232 4313 79, server123.idm.example.como] £ 31
Al 438 KMS &7 7] 3H(KRA) A 8] 7} o} %] 3ol ).

[root@serveri23 ~]# ipa server-role-find --role 'KRA server'

2 server roles matched

Server name: serveri23.idm.example.com
Role name: KRA server
Role status: enabled

Server name: r8server.idm.example.com
Role name: KRA server
Role status: enabled

Number of entries returned 2

server123o0] EZ 2 A o] 9 U3 KRA A2l ¢ o= IdM A H o] KRA A1 o
S F71gY ok AHAl 3 U] 82 man ipa-kra-install(1) ol A ZZ34d A1 2.

serveri23.idm.example.como] CA 73 A1 x| ] 7} op A A] el gt}

[root@serveri123 ~J# ipa config-show | grep 'CA renewal’
IPA CA renewal master: r8server.idm.example.com

server123o] CA 7341 A2l A =
gl gt 24 U] 82 IdM CA 7340 A 7] 94 QA & FXAA 2.

o
o
>
o
>
X
z
18
e

lo
£
il
X
z
fu
o
of
ol
rr
)
oE
2

server123.idm.example.como] @A) 2154 s ] Z=(CRL) AN A7} ob A A el gt

U,


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/ipa-ca-renewal_configuring-and-managing-idm#changing-ca-renewal_ipa-ca-renewal

117 IDM A 1] A X] #] 7]

[root@serveri23 ~]# ipa-crigen-manage status
CRL generation: disabled

=99 server1239 4 CRL A1 4] o] &4 32}5121 =2 FA8= 2AF CRLAIA A 9 &5

T2 A 8] 2 o] a5t Wb o) ) gt 2HA) 8 U]-&-2 IdM CA A v o4 CRL A< 7_&}_;}’1‘3;

i )

EZ2X 9 g IdM A H ] A3 ).
I $ ssh idm_user@server456
Au oA IdM &2 &) A4 S¢S 7HA Y o
I [idm_user@server4d56 ~]$ kinit admin
EZZA 9 Aud] &3 DNAID S E &3

[idm_user@server456 ~]$ ipa-replica-manage dnarange-show
server123.idm.example.com: 1001-1500
server456.idm.example.com: 1501-2000

[...]

Z 3 o)A &= DNA ID ' 9] 7} server1233} serverd56 2 5o &3 AL HolFUt).

server123o] DNAID ¥ 97} &9 3 EZ=2Xx]9] §AU3t IdM A8 ¢l 79 serverd569] € >~
E IdM A}8-A-5 A A sl A ¥ o] DNAID ¥ $17F @95 o] =4 A}

I [idm_user@server456 ~]$ ipa user-add test_idm_user
EZ 2 2] o) A serveri23.idm.example.com< 24| g o).

I [idm_user@server4d56 ~]$ ipa server-del server123.idm.example.com
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ipa server-del 4% S A3 3tH =2 E ca WAl 257 server1233} A&
HRE HA oy & 74] °*°l AAF U ol A 5l ipa-replica-manage
del server123 3% & A}-8-314] o] & H o€l & Al A oF sl= =vlQl =+ 0
IdM EZ 229} b5yt =< 5 01dM EZ 22 RHEL 7.2 o] 504 A
5= IdM £E2 = % Ut} ipa domainlevel-get 5 3 2 A}-&-3to] @A vl
FES FAFY G

8.
server123.idm.example.com2. g2 Eo}7} 7] IdM 2 X] 2 Al A g o).
[root@serveri123 ~]# ipa-server-install --uninstall
Are you sure you want to continue with the uninstall procedure? [no]: yes
o.

serveri23.idm.example.com2- 7}11] 7= 2 E o] & A 8|(NS) DNS d|Z =7} DNS & & oj| A
AHA H D =R AU o] = IdM = 9] 5 DNSoj| 4| &2l sl= 53 DNSE /‘}‘l“} A o] B
o #Aglo]l &gt IdMo A DNS ﬂliEg A A 8= Wy ol o & & Al g U] 82 IdM CLI
2] DNS == 2HA| & x84 A L.

AR EEREA AY

IdM CA 731 A ujo th gk A+

IdM CA X o] 4] CRL B4
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127%. IDM A v} o] & ¥ 7

127 IDM A 1] o] & W7

71 IdM(Identity Management) X ] ] $2E o] &2 WA T 4 &Uch 22 AuE g2 o)
o BARoR wAT F ALY
23
1.
71 A E A A BALE A s Bl ol B2 F SAE ol F3 P F47F A
gk AH g 42 IdM %ﬂl%” A2 Az L.
=8
AR AA FA A7t CRLAZA SIA B2) AR A8 A S A%3517)
Aol 2 MW 2 CRL AIX A v 2 wEY .
uto] g o] A Hzto] A XE A o] Y-S P st= Wl di g ZA g
Wee g Ade FxaaAe
[ ]
RHEL 7 IdM CA A vjol]A] CRL A FTA]
[ ]
A 28 RHEL 8 IdM CA A u]ojjA] CRL &4 A] 2}
2.
Z1E IdM A A2-H 25 FA g oL
I [root@old_server ~]# ipactl stop
3.

IdM A 6] A X] Al A A 2 71E AW E DX A AU
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13%4. IDM o] E @ t} 218 o]l=

13.1. IDM 3| 71 X] HJH o] E

yum 92 ]l & A1-8-3}o] A] € 9] IdM(Identity Management) 3l 71 X & JH o] ES 5= JHFU T

Ao ES A 3}7] Aol RHEL A| ~€) 3} &
BeE A AR FAsA L.

rE
é
f
e
iy
2

T 2435d AL AN Z2H A 7He 3 HA B3 LA =S A7 E A
SAY deeclEstEE g8 3 FH

I # yum distro-sync ipa-*

st ol el AulolA 1AM 714 & Qelol =3 F EE2A 0] & nE AuE A7A S guol=
AR e AgolE Juol=d £y ulE FAFUT ol DA A A A0S AL A FEL e
Aol BAE 5 A5
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13%. IDM QU o|E 9 t}-2 1 ol=

“ik 9]

7 IdM A ¥l & Qelo| = ul ThE A S dulel=al7] Aol & Am S ]
o|Ed F 10% o4 7k th et Am o] AEA A Qelo|=o] e d A
Ao W ER BERA, A4 U7 A7 QulelE2 A E WA AL Sl weh g
EENISEER

T o]de] Auzt FAlol AUl ESAY o= b BHL A0 ¢
HolEs e ¢ EE2A AA oA ddol= F HolH WA A}S A 5 9
= ZRB3A7lo] glovg B ollEY 53 4 945Ut

13.2. IDM 3 7] X] DOWNGRADING

IdM 3| 7] A & 52 2 g2ad ol =ste A2 A A=A &FH . yum distro-sync & AH8-3t] &
EA AR E HHlolESAL g o]l =3 o

=8

ipa-* =} 7] ] ol 5] yum downgrade 8 & S A3 3}A] vl Al Q.

yum(8) man page
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147, IDM S} o] Q E A X E 93 A| 2" Fn|

)

o] A = IdM(Identity Management) S 2to] A EE A X 3}17] 913 A|&" o] F=3loF s Z71 9
s A

14.1. IDM Z&}o] A & ©] DNS 2 7 AHa}

7Z1RHo g FoldE Ax z2 WL |dap._tcp.DOMAIN DNS SRV gZ == ZAAFUL. T2
E o]F9] 49 =vQdel di g DNS SRV 2= Ut ol & 50 STo|UE AL SX2E o] F
clientl.idm.example.com o] Q= A A x| A A= 22+
_ldap._tcp.idm.example.com,_ldap._tcp.example.com 2 _Idap._tcp.com DNS SRV @ Z =] 4] IdM
Mu] 32E ol §& A st 3 Futh 28 o AR =u AL Mgt A 2Tl A ZeoldE T
A Q2 (o: SSSD ¥ Kerberos 5 1A)& 7A It}

a8} IdM S 30]AE9] S AE o]20] 7|2 DNS ©ujQle] dxne ° 9= g&Ut S| E A
2"l §2E o] o] IdM A H] 9] 319 =<l gl 7 ipa-client-install 8 & o] --domain 340 2
IdM =4 Q1-& A2t o] B¢ STo|AdES A X3 & SSSD & Kerberos 74 24 25 74 %4
o =v|lo] AR o] IdM MW E A5 =2 A st= ] ALt

IdMe] DNS & 7 A}gtol] tf & A4 & &< IdMo]] gt 52 E o] 2 2 DNS & 7 AjgS &

ZsH A L.

14.2. IDM S go|QdE9 X E Q T A3}

IdM(Identity Management) 2 2to] A E= A H] =9} F41617] 8] IdM A 9] o2 X E ] A4
t}.

Y

IdM Z2to] A E gl A o] g

yrgto 2 Al 9lo]of It} firewalld ¢} 7Ho] WA 7l
JEH A &= s S AL !

23 W Fo 2 olu] ALg Hs ok

olo &
ol
e (m
o

14.3. IDM Za}o] A £ 9] IPV6 27 A3}
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14 IDM Z2to] A E A X 2 9|3 A| 28] ZH]

IdM(Identity Management)ol A = IdMol) SZ 3= 3 2E9] A IPv6 T2 EZ 2 A 33
a7t g&Uth oS So] YR Y EY AV IPVE T2 EZ 0 ALL 3= A% IPv4 S A18519] IdM A B
o} 513l == SSSD(System Security Services Daemon)S 74 & 4 &Yt} /etc/sssd/sssd.conf
4 2] [domain/NAME] A Aol o5 S 4 sid gYd.

I lookup_family_order = ipv4_only

lookup_family_order 34 ol dl gt zA| g U]-&-2 sssd.conf(5) vl 7w & s o] A& F=314]

14.4. IDM:CLIENT Z2E " oA IDM Z&}o] A E 7 7]A] A X]

RHELS89) A = IdM(ldentity Management) S e}o|A EE A X|3l= ] 3 A 7|A 7 5= AT H
Yt

idm:client ~E2 & idm 2 5°] 7|2 e gk A 2dd] A 74 242 AxF Aest Qe
A% o] 2EAL ALEat] IdM 2ol AE A7 A& GezEgd 4w 74 a27t Basix e
A4 53 A7 AL E 1AM Zeo|AE 2ZE9 ]S A& 02 ALgslof s 75 idm:client 2
EYS AHE 3= Ro] 25U

E"\Eq] IdM 22 28 A 3]sl & 7% idm:client 2E 8 S AF&-31A] vpydA] £. o]
Q9= idm:DL1 2EH L g4l A&3H ).

A 27 A

°
o] Ao idm:DL1 2EH & FA 515t dA7| A oA L2 =g T idm:client 2EH o= 3
3 v WA RE AA F=E YA F o2 A A idm:DL1 2EH S F43}3517] Aol idm:
DL1 Z2ER S v &4 stsll o

A3 ol 3 A W G2 ol F 2EFH O R das FxAA L.

A 2EYH S v 2 stetA] 23 Al 2EYH S S stetd @ /77 2y
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A%
IdM 2ol e Axo] Do d H7A S dezsadd e a3
I # yum module install idm
14.5. IDM:DL1 Z2E ¥ oA IDM Zz}o] E | 7]X] A X

RHELS89) A = IdM(ldentity Management) S e}o|A EE A X|3l= ] 3 | 7|A 7} 5= AT H
Yt

idm:DL1 2= & A} st 5 Aok ATNAE E}—-—i‘:@_ F A&FUTH 1AM 8] 74 Q4 A
2" o] AR ok 3tz A o]l ZEY S A5t IdM S| E A7 A & 2 =t

A 27 A

[ ]
olA] idm:DL1 ZER S &43}3te] alF ZERNA A7IAE == & idm:DL1
2EYS FA3}3517] Aol fiA 2E AH Zl= 5 YA FH o= AASIL idm:client ~2EH S

1] 84 5}9f) of g Tk

AP o] @ AAF HEL o] F ~EFo 2 ATS Fx3H4A L.

AR 2EWS B SEA g3 A 2EYS BT 2 FIHBAFY

c}.
a7
1.
idm:DL1 ~E3 & S A3 RPMe 2 d@a2d e Fa .
# yum module enable idm:DL1
# yum distro-sync
2.
IdM Seto]E X o] a3 A 7|AE hzEstEd ta& F3dUT

I # yum module install idm:DL1/client
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15%. IDM Z2}o|A E A %]

15%. IDM S 20| A E A X

£ A A4 = ipa-client-install € ] €] & A}-8-3}] A] 2= IdM(Identity Management) =z} o]
AE=Z A= BHS AYFUL A2 S IdM SolJdE=Z A5 IdM =19l 55-31aL, A] =
o] =l 9] IdM A B ol 4] IdM A 8] 25 A& 5 Y =S P

IdM(Identity Management) Fe}oldES A gH o2 AXsted STPo|AES T3 tl AHEE
9l A% Au e Agslok U,

15.1. AbA 8. A

M Zo]dE AR E 93 A/ 2HLS FH| AU A W L2 IdM Z o] A E AR A

15.2. A&} 2}

)
ol
o}
filo
>
op
:',l',
2
iy
A
o
re
[t
i
)
1)
ofh
i

o] Aol At AT Y AHgALe] AA FHE ALE

g3to] =Rl Al AHS 553t IdM(Identity
Management) o] EE U3} do g2 A= PHS

A 27 A

[}
FelolAES IdM =rdlo] 558 5 e AHgAe] A% Aust A g oS
£-9] Enrollment Administrator & o] 2l += hostadmin A} &2 4= A5

IdM Sato]E 2 74 8te &= Al 28] dA] ipa-client-install f-22E] S 23T}
I # ipa-client-install --mkhomedir

A ZF 317t A& 5= 749 —-enable-dns-updates &4 2 3713t Zao]AE A]
Z DNS gz =5 HdH ol EF Y.

Y| E 9] 2] DNS A H = GSS-TSIG Z2 EF & Al8-3}a] DNS &5 dUlo|EE 3]-&
.
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I # ipa-client-install --enable-dns-updates --mkhomedir

ZoldE7L DNS gulo| EE &4 stst= A¢ 8

[}
A S2E 7 T2 EF S AMESte] U E $4 IP T4 B
[}
3G IP F47F QAT SFHAA T 1AM A ¥ = o] djs] & 5= flsy o
2.
Ax 23HEE=DNS YA e RE QT AAL AFo= /AU
[}
IdM DNS % 9o SRV @l Z =7} 2ulE2A AAH AL AGHENA T2 2 E A5 7t
¢ AFor PAsa BTG A5 yes & YA T
Client hostname: client.example.com
Realm: EXAMPLE.COM
DNS Domain: example.com
IPA Server: server.example.com
BaseDN: dc=example,dc=com
Continue to configure the system with these values? [no]: yes
[}

e ge2 ALdS dAsEE no & oY
Al A3 3}l ipa-client-install o] 38 & 4L F71sle] 2

W et 24y

[o]
--hostname
[o]
--realm
[o]
--domain
[o]
--server
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15%. IDM Z2}o|A E A %]

--mkhomedir

AF3t8 =2l o] 2L Fa % DNS o] Zo]ojof Ut

57}, GEA 9D Shol () G HUH ol & o] WEL 581
A gyor] DNS @771 948 5 AU th

agAelof T I EAE AT 5 Sla

= O | =
E o2 2T

fo

0 X %3 gk g stehe MAAE EA

saYEoq AN AL AFOR A0 B3
ek
3.
ol 23YEL ID7} 2] AEES SEate o A8 R A8 A WAX S EAFUT ol 2

E
ol sto] 9= hostadmin AF& 22 4= A&t}

£ o] Enrollment Administrator

User authorized to enroll computers: hostadmin
Password for hostadmin@EXAMPLE.COM:

4.
ojA AA 2AYPETL Ee|AEE FATUY. FAdo] g5 € W7HA ZIdd Yt

I Client configuration complete.

ZetoldE 4x] 2= PES DNS Al =S 78 shs Wl th e A4 &2 ipa-client-

install(1) vl 32 31 o] %1 2] DNS 215 24 482 2544 2.
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A 27 A

[ ]
Qo] A H oA FIFT Zeo]AE A 2L |dM T2 E 2 F713H ). ipa host-add 3 &
Z &7 --random & ALg-3to] 5 AMEE U334 €9 ¢S E AALAIU.

ipa host-add <client_fqdn > 8 & & A}-&3}2 W DNSE 53 Sgo|dE
FQDNE sR1e = lojof gyt & + fl= 7% --ip address 345 A&
ste] IdM S eto]JA E A 281 9] IP F=4F Al g3t A Y --force 48 AH8-3U o

o
kd

$ ipa host-add client.example.com --random

Added host "client.example.com"

Host name: client.example.com
Random password: W5YpARI=7M.n
Password: True

Keytab: False

Managed by: server.example.com

2
Nz dM wv ol S5 F A4 5o FastEy . =
AAe 52 7)Moz wAHU.

IdM Zzlol A E R A58 = A" A ipa-client-install §-22 €] S A3 Futh.

olft
Hu
e
o

A3l 4 49l HEE AT A -password FH L AHE U FEONE FF 55 B4

¥3Eo] Jermr AemFA()E HEUth
I # ipa-client-install --mkhomedir --password=password

2 F sl 485 = 79 —-enable-dns-updates &4 & 3715l ZEto|]AE A
Z DNS g Z=E ol Eg .
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15%. IDM ol E A X

Ul E9) =] DNS A= GSS-TSIG X2 E2-2 ALg5le] DNS F2 o] =S 3] &
o

I # ipa-client-install --password 'W5YpARI=7M.n' --enable-dns-updates --mkhomedir

Zte]AE7} DNS el EE E4318h= 4¢ &3

Rl
e

A IP F&27F QA 2 FFHAA 2 IdM A B = oo il & 5 &t
Ax 23HEE=DNS YA e RE QAR L AFo= /AU

IdM DNS g SRV dZ=7 Sul2A A A A 2AHEANA E REISF 3
& AFoz s BAGUT dlsteln yes & ¢ T

Client hostname: client.example.com
Realm: EXAMPLE.COM

DNS Domain: example.com

IPA Server: server.example.com
BaseDN: dc=example,dc=com

Continue to configure the system with these values? [no]: yes

02 go =z A 288 AA st no & ¢ 8PUt. 19 45 ipa-client-install & o}
Al A3 313 ipa-client-install o] 98 & F4 S F71ste] 293 S AZAUT. A& &

W o33 25y
--hostname
--realm
--domain

-=server
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--mkhomedir

Ritshe =9l o] §-& f& e DNS ol Folojof gtk

54, EA D sHolE()R L AU o] & S0 WEL 318

%] ¢ o] DNS ¢ 57} 2 & &1}

o
FTXE o]F2 BF LEAoF FUTL EAE AT 5 Sl
Yo
(]
2AYEAN AR HA L AT o2 7HA QA Rad ke dstes MAAE BA
.

o|A AR 2AHEV} ETo|AES 7Y

I Client configuration complete.

ETtoldE A 23 HE7} DNS g2 =5 A st= ol o @ 24l 3 Ul -§-2 ipa-client-

install(1) vl 7 = o] %] 2] DNS x5 A2 A

15.4. ETto|AE A A : vdisty A=

it
2
of

H 3124 A X 2] A5 BHEF 548 AHE-5H] ipa-client-install -2 2]Elo] 293¢ RE AR
slof gt o3 Ao A= v st AXo o HA FA dis) AP I

o
ol

)
oE
o
r

EE 553 A% At AERY AF ARE A

--principal 2 --password: Z&}o| 2
Ayt
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15%. IDM Z&}o] A E A 3|

A& AA FA
--unattended 343 AHS-3HA AHE-AE F9l flol = HAE AW T 5 AFHTh
IdM DNS o] SRV | Z=7} L824 AAE AL A2TYEA g2 nE A5 1S AF0

o (<)
2 AU 2SPES RS AFOR QAT 5 Qe A9 e H 2L HEE §4L AHE sl
w2 AN L.

--hostname: S 2}o| A E A 2dl 9] djal 4 2] At3ta =v <l o] 5(FQDN)S =74 3
t}.

FQDNS & @ DNS o] 2ol o] o gt

52k, GEA 2 Sto] E(-)e 3 &P U & B0l REL 3§
A eyom DNS 2 77h 2488 5 AFUTh

o
1ot
o
0
Iy

S2AE o8 BF 2ol gth Ul A A}

U,

--domain: example.com3} 7+o] 71 IdM uwll £ 2] 7] ¥ DNS =1 218 x4 g}, o]
&< IdM Kerberos 49 o] 59 &2 HAd YT

A28 IdM A 1] 2] FQDNS =4 3} --server YU t}. o] 342 A1-4-31A Kerberos
©] DNS #}'5 A A o] v|&A3ste 7 714 list of NetNamespace 2 Admin servers7| 4
Utk A4A QA 4ol A Au] 25| 712 IdMDNS EH| el A A= o] gHo] B
2384 gy

--realm: 7] IdM ul] =2 ¢] Kerberos ¢ 92 XA ). dutz] o = |[dM A x| o] 4] A}
43l= 718 DNS =v| Q1 9] gl FA ALY AZA R 3o A= F ol &<l IdM A1 9
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SR EEEEREBE FTEE SRS

H O 3ld A A= 93 7] & ipa-client-install = = o] of:

I # ipa-client-install --password 'W5YpARI=7M.n' --mkhomedir --unattended

Z71 $4 L AAQ s vy 51a A= )& ipa-client-install @3 ] o ¢t}

# ipa-client-install --password 'W5YpARI=7M.n' --domain idm.example.com --server
server.idm.example.com --realm IDM.EXAMPLE.COM --mkhomedir --unattended

ipa-client-install o] 4] 3] &35}= A A -4 552 ipa-client-install(1) vl 72 o] & 3
B RN

15.5. 20| A ES A & ARA-IDM 4 A1 A

ipa-client-install 2= 3] =+ /etc/openidap/Ildap.conf 2 /etc/sssd/sssd.conf 3} o] 4] o]z LDAP
2 SSSD(System Security Services Daemon) 74 2 A 7131 x| &&Uth Fo|d EE A X 3517] Ao
ol @ AN FHS FHF A 2APENA A Feo|AE ghe FISAT F4 A2 gt of
£ 5ol v 25

BASE dc=example,dc=com
URI Idap://Idap.example.com
#URI Idaps://server.example.com # modified by IPA

#BASE dc=ipa,dc=example,dc=com # modified by IPA

Al IdM(Identity Management)} 74 22 A &35 9 o3

o

5

s

Y.

ofl

/etc/openldap/Idap.conf 2 /etc/sssd/sssd.conf & ¢ t}.
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15%. IDM Z2}lo| A E A X

2.

ol 742 AT
3.

A 1dM 74 o] 42 A A o
4.

A 2=8] AA LDAP FA ol o]Esl= Ay T2 A 2o W7 AL & g35led thA] A & s of
g 4 15 H . openldap Hol B2l & AH8-at= A EE A0S dvtH o7 A& A A8 S
7HAF4yth

15.6. IDM ZZ0|JE HAE

¥ E Ul 2= ipa-client-installdl] 4 JAA T AA HI2EE FRE 5= A5S SeFUH

tlo

IdM(Identity Management) Za}o] A E 7} A u] o] o] F A}& Aol N3t AR E 1AL 5 YE=A H
ZE3IE|H Ao Fojd ALgAE AT F A=A FRAFUG. o & 5] 7] admin AHE-AE <1
stel A oS AP

[user@client ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

A%Fo] gul=sl A5 s HEESHN FE 7} ofd ALg Ao root AL A o] 5 A k.

[user@client ~]$ su -
Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[root@client ~]#

15.7. IDM S o] E A X F FPH= A2

IdM Zg}o| A E A x| Fd 3= 23 o] &= ipa-client -install, IdM(Identity Management) =z} o] 21
E A B4 FPst= Fgol vEgYh

F 151, 1dM S o|dE X T FAH= 2 F
=z AR =ZeEd 23
Zofol A E Al ¥l o] 324 F DNS & 4] DNS [dM A 9] IP F4 2 AMstE A (A9
7] o) t gk DNS &<l ALaR) A/JAAAA 2 SSHFP Bl == F7}
I[dM E-#] B 4] L E 88(TCP/TCP6 ¥ Kerberos Kerberos ] A1 & Ao &y

UDP/UDP6) &%
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Z] Al =2 X
A = A9 [dM A 1 2] [dM HTTPS

Apache 714} S A1) 2o oj) 3 JSON-

RPC 5=

SASL GSSAPI ¢1= Al LDAP == %  LDAP
2 A& 3lo] IdM A ¥ 2] 3 E 3899
TCP/TCP6S &3l 2%

NTP(Network Time Protocol) 7] 4 & NTP
A (Y AH)

15.8. A T u) £ = IDM S} oA E <} A

IdM(Identity Management) 228 ¢ §] 3 o] S}l E

dgdu.

ipa % 3 <1 = o] = (CLI)

(A A1 3) BE$A 79 9 Ul

CLIZA ¥ A<]2 IdM E2told

A% 4515 ldM Zeolee A T ol

¥ 15.2.CLIAA % F¢

(Kl

2 AHgE EZREZ
FEolAE A =g +4EDNS 4 DNS
719l T 2k DNS =<l

I[dM E-#] Eo A} L E 88(TCP/TCP6 ¥ Kerberos
UDP/UDP6) & 464(TCP/TCP6 &
UDP/UDP6)°] t] &+ 2 3

AME = A H IdM A B8] 2] IdM HTTPS
Apache 7] 4} 8] A1) 20 ojf 3+ JSON-
RPC 5=

84

4
i)

IdM Z2}o] A E 55, LDA
AT CARISA AL A, Ha g4
ALY 2

o
%
r®
>
=3

[dM S g}o]|dE 52 SSSD Z Z A 2~
o] ID AAM, 3 2E FH) 9 Kerberos 7]
A4

Sebol A= Al 228l 7 NTP A ¥ 2k A1 2k
7] 3}

2o 0 ¥ 7HA N ELA AL ALg o] 7

il % W) E Zo] CLINA 595k 24 e nelEFyn. 9 Ul A
Fol 9 Ul A S st 2l e molFy

B A
= 1

1AM A 1] 9] IP 52 2] A1

Kerberos E]#1 & A © ¢ Kerberos ¢+

T2 W7 s IdM ) Ul 15

ipa #92)E AL&



15%.IDM S0 A E A X

2153. g UIAR T &Y

R AHSE T2 EF =4

A= = A E IdM A 9 IdM HTTPS I[dM <4 Ul s o] =] 4
Apache 7] 4} S A1) 2o oj) 3 JSON-
RPC 5=

SSSD "] #o] IdM 2 Active Directory A v ol A A& 7153t A H]| 29} F 2151 Wy o
gl ZHA 3 U] 82 SSSD £4l sled ¢yt

certmonger H]=<] IdM 2 Active Directory A ¥ o] 4] A& 7}35 3 A u] 29} 54l 51= W
o 3 A g &2 certmonger 54 S F2FHA Q.

15.9. SSSD 541 =&l

SSSD(System Security Services Daemon)= 97 t]d g @ A3 v AYF ol HA 2317] $ Al
28 Au] 24Uk ID #E] IdM SetolA Ee AR 3525, A Fo 2 7[ef ID Y F 3 JRE A
Z35t= IdM A ¥ o] A2 g} IdM A ¥ 7} AD(Active Directory)<l 9] A1 #AAlo] A= 29 SSSD=
Kerberos = 2 £ &3 AF8-3to] AD AFgAlol] U ¢ A15S AP} 7] 24 © 2 SSSD+= Kerberos&
AHE-ste] 27 0] obd AHEALE AFFth 53] SSSD= LDAP Z2 EZ S g4l A3t s 748 &
AHH T

SSSDi= ol ] Aulst BASHES 74 5 95U th ofel Lol IdMe] SSSDo] Tl & LukaQl 5
RE EREREERESIICE

# 15.4. IdM A H 9} 541E o IdM S| E 9] SSSD T4 sj&

B AdR =ZeEed L

ZEto|dE A 2=do] 24 E DNS34  DNS ldM A 1] 2] P 322~ 73 A

7)ol th &k DNS 22l

ID #2] B4 & 2 Active Directory =1  Kerberos Kerberos €] #12- &1 © 2™ Kerberos &
ol AE 229 £E 88(TCP/TCP6 & s2 WAFAA Q.

UDP/UDP6), 464(TCP/TCP6 1
UDP/UDP6)9] tj &+ & 3
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B AR ZREd L

SASL GSSAPI 915, Y LDAP & &  LDAP IdM A2 2 2B B3 J RS A
thE AHE-BEe] IdM A 1) o] £ E 3899 © 2% HBAC ¥ sudo 1%, 2% v}
TCP/TCP6S &3 2% E 9, SELinux AL 2} AE ~E, &

SSH 7] 9 |dM LDAP<] # &= 7] €} A
HE 22 =3Yoh

(A8 A}E}) AnlE FhE 9l 2] AL HTTP ZutE 7= A X H AT A ] AE o
OCSP(Online Certificate Status gt HdRE Ado#A
Protocol) & HAE A FHT ol &= &
T XZE 805 Fall FHA R Z2told
E A ZA12] OCSP $-H A URLS] 4|
kol whet gk Y ok
HAE o3-S 5= IdM A1 2] SSSD<]

¥ 15.5. Active Directory = ¢l AEEg]o] AAT u A ool
=
[

Zeto|JdE A 2=do] 24 E DNS34  DNS ldM A 1] 2] P 322~ 73 A
7]l th g DNS =<l

ID 2] A& =l Active Directory =1 Kerberos Kerberos €] 718 & © &3 Kerberos ¢
ol AEZe o ¥ E 88(TCP/TCP6 ¥ 3 E WAL 97 o7 KerberosE
UDP/UDP6), 464(TCP/TCP6 & 2

UDP/UDP6)¢] tj &+ & 3

3 E 389(TCP/TCP6 2 UDP/UDP6) LDAP Active Directory A}-8-2t 9 2§ R E
2 3268(TCP/TCP6)°l t) & 2 7% 7] 2] 821 ¥ Active Directory &= ¢l 7
EEHE AAHUS

(A8 AHR) 2ntE T S0 A HTTP
OCSP(Online Certificate Status

Protocol) £ 9A= #A UL ol = F

T ZE 805 Fall FA AR Z2pold

E 03+ 2 OCSP &g 4k URLe] 4]

Zholl whet gk y ok

ol %
gl

Al

2]

NEEEREE]

o nx
2o

m{m ln

n}
g

oﬁ 1m

P.:W

15.10. CERTMONGER 541 s &

certmonger = IdM(Ildentity Management) A 8] 2 IdM Zg}o]Ad Eo]A A3 Sl g#£o =2 §2
o] Auj29} #AHH SSL AFAE HASA AT 5 dH5Ydh 3k 15.6. “certmonger 541 J€” &
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15%. IDM o] E A X

IdM 2] Bj ol A IdM Z&}o] A E 9] certmonger 22 Elo| A =3 3t= FY S BoF U

¥ 15.6. certmonger $41 = €l
4 AdR =ZREed 23

Fehol AE Al 2d o 774 ¥l DNS & 4 DNS ldM A 1 2] P 5242 24 A
7]l th 2 DNS =<1

I[dM E-#] Eo 4] L E 88(TCP/TCP6 ¥ Kerberos Kerberos E] A1 & Ao #H
UDP/UDP6) & 464(TCP/TCP6 &
UDP/UDP6)°] t] &+ 2 3

AME w=E TAE IdM A8 9] 1dM HTTPS A Q1EA 2%

Apache 7] 4} 8] A1) 2o ojf 3+ JSON-

RPC 5=

I[dM A ¥ o] = 8080(TCP/TCP6)2 HTTP OCSP(Online Certificate Status

S A= Protocol) &7 & IS4 & &
o#H

(& AAE A B 1F5A F40] HTTPS IdM A el A] Q15 7] -8 Fe] st | (

ALE AW AF) IAM AW o] T E IdM A H Bl BA 2 A 2] el vt s D)

8443(TCP/TCP6)S Ea) o Al 2~

¥ F 1dM Zto|d Egte] FA

il
s
=
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167%. KICKSTART= IDM Z&}o]A E A ]

Kickstart 52 Red Hat Enterprise LinuxS 4 X & o IdM(Identity Management) =] 21 o] A} A]
28 S 2502 /YL

16.1. KICKSTART= Zao]dE 4 x|

o] A x}o| A= Kickstart 312 -S x}-2-35}o] IdM(Identity Management) S d}o]dEE A X 3l= Wy S
Ay

A 27 A

[ ]
Kickstart 5= A o] sshd A 8] 2 & A Z51RA] vl A 2. S do|AEE 5=235}7] A sshd
& A &5d SSH 7171 A5 o 2 A X ¢ 16.22. “Z2lo] A E A X £ 9]3 Kickstart 91 ”
9] Kickstart 912 & 7|2 &2 40l B3 £ -7 A3HEE AL ).

IdM Bl oA S2E 52 vl e Fuo| A ¢ss YU
I $ ipa host-add client.example.com --password=secret

Kickstartol] 4] ¢+

55 AHg ] FetolAE AX] Fo AF e A WA AF AE Fol v
At 2PoldE} dE e

A X = keytabS A& o]-O:] ol1=3h ]t}

16.22. “Ze}o] A E A2 = 93 Kickstart ¥} ” o] A9 @ Fel== Kickstart 342 75
Ut} network & 3 & A1&-319] Kickstart 3t o]l Y| EQ A7} &ul2A FAHIEA ATy
t}.

mlm
il
o
L
v}

Kickstart 7121 & A}-&-5}o] IdM Z&}o] 2

16.2. Z}o]AE A X E 293 KICKSTART 3o

o] Al A o] A = IdM(ldentity Management) Szl A EE A X 3t= o] A8 4= 9= Kickstart 3+
o] 8o Ausc.

A= 97)#] &= 9] ipa-client 7] A
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167 KICKSTART= IDM Zg}o] A E A ]

ipa-client =l 7] X] £ kickstart 3} o] %packages A A o] 71Ut} o & 5o O3 254
t}.

%packages

ipa-client

IdM S 2o]dES AX & XA

AR F AQolE thgol Xt o]of v
553171 2ol SSH 717t A4 HAAEA st 3

&< AR s B9 ipa-client-install 928 Aast Py

)

IdM e 91 A 8] 2] A 25ty T SHE ol ReF RE AN

lm

IdM A ¥ oA SE}o|AE S A2ES ALA AT o A st= 4Py 16.14.
“Kickstart= Z&}o]dE A X~

A% o], A5 A 45 S AHS3tL DNSE 53 tlA BHZol4 Bad AL FAste
2~
A=l

2l
Kickstart e A A 01] st A & APLe g3 245Ut

%post --log=/root/ks-post.log

# Generate SSH keys; ipa-client-install uploads them to the IdM server by default
/ust/libexec/openssh/sshd-keygen rsa

# Run the client install script

/ust/sbin/ipa-client-install --hosthame=client.example.com --domain=EXAMPLE.COM --
enable-dns-updates --mkhomedir -w secret --realm=EXAMPLE.COM --
server=server.example.com

r>~
u)
X
lo
fu
v}
o
k)
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flo
v
it
o
r
tlo
N
>
o
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e
o
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]
)
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v
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SOl E HA] 2IHENA A& g3 AFAE 2SI =S o b3S TPy
c}.
o
ipa-client-install<l] --request-cert 3412 F71g4td.
o

Kickstart chroot 37 o 4] getcert ¥ ipa-client-install 2 €] €] =50l dl&f] A] =)
H 2 F4Z /dev/null£ % 7&,6‘141:} o] 27| s} H ipa-client-install ¥ & 2ol Kickstart
stelo] A F A Qo O FL FIFSHIA L.

# env DBUS_SYSTEM_BUS_ADDRESS=unix:path=/dev/null getcert list
# env DBUS_SYSTEM_BUS_ADDRESS=unix:path=/dev/null ipa-client-install

16.3. IDM ZZ0|J E HAE

w8 Z ¢l g ¥ o] 2% ipa-client-installo] A ZAA 7 A HAEESE FhT & UL

tlo

deFy

IdM(Identity Management) 220l 1 27} A ulo] 4 o] 8 A18Apo] tl& AR E 744 L 4 AEA ©]
~EslE | Ao FolH AHEAE Fe1e 5 YA AAFUD S So] 7|2 admin AL A Tl
deE gee Agd.

[user@client ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

Aol ertEsl AEateA H2EsH W FE 7h obd AHgRHe] root AHg A= o] F ok

[user@client ~]$ su -
Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[root@client ~]#
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177%. IDM Z2}o| A E A X] A 3| 4

177%. IDM Z&o|A E A X 74| |2

& AR E A3 M Zehol A= Ao g Fush vk AR FAE A P
A9 g,

17.1.IDM Ego|dE A X 9 F A E

IdM(ldentity Management) S2o|Jd EE A X3 v tu] 7] & K7} /var/log/ipaclient-install.logll
F7H U SgoldE AR o Asfsta AR A= LFE 7|1 S5aL WA AHYS EWste] S 2E
g 3 AHS ALY AX AR 2 ZZAAE 7S5t X T2 ao] 21 9 9
2ol AA A7 & dFUT

A9 3 IdM =2}l
ScriptErrorzl= 3S 4

A X A E 3l 432 A /var/log/ipaclient-install.log 2} o) 4]
o] AR & ALg-3t dF FA & sl 2 g

i I
Q'L
K

A 27 A

[
IdM = 2 549l o] 1) -&-& E A st root Aol ofok Fuich.

A3
1.
grep €2 €] = A-&3}<] /var/log/ipaserver-install.log 3} 2 o] 4] ScriptError 7] 9 =2 =
F AU,

[user@server ~]$ sudo grep ScriptError /var/log/ipaclient-install.log
[sudo] password for user:
2020-05-28T18:24:50Z DEBUG The ipa-client-install command failed, exception:
ScriptError: One of password / principal / keytab is required.

2.

27 592 et oz PErsteld less FUUE S AHgstol 21 HA] L A1 H |
S E 715 AHghel ol ghith

I [user@server ~]$ sudo less -N +G /var/log/ipaclient-install.log

7

o

A3 IdM Z21o|JdE A X & sl 2T 5 913 Red Hat 7| & A4 B 2ag ol A=
< Red Hat 27 € oA 71& R Y A o] =E ¥ sosreport o] FEo|AEE A F .

o1
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sosreport 22 El:= RHEL A|&Hlo|A] A3 Al AR, 27 D A28 AW S F3 4
t}. sosreport € 2 €] o] 3t z}A] 3t &2 What is an sosreport and how to create one in
Red Hat Enterprise Linux? & ZZ 3144 2.

17.2. Z8lo]HdE AR oA DNS g Z=E Yu|o]|EdIR] Edl= A4S FA4 sl 2
43 5ko] PTR, SSHFP 2 %7} DNS #) F =2 &)
LS

Zlo] 1 =7} DNS H|Z=2 Quo| =g

o] A £ s 2 3telA 7+AL 8elataL /var/log/client-install.log o] 4] DNS ¢ 755 AEg}

A 87 A

°
IdM 371 2] DNS &5 /49 = IdM DNSE A1-8-313 54

A3
1.
2ol AESL 91 DNS 3 9] 54 JulolEvt B4 skH o] QA FAF
I [user@server ~]$ ipa dnszone-mod idm.example.com. --dynamic-update=TRUE
2.
DNS Mu]| A5 A35t= IdM A o] TCP 2 UDP 2 & & w5 tj3] EXE 530] €& 3
=4 A
[user@server ~]$ sudo firewall-cmd --permanent --add-port=53/tcp --add-port=53/udp
[sudo] password for user:
success
[user@server ~]$ firewall-cmd --runtime-to-permanent
success
3.

ofr

grep €2 €] 2 A1-¢-3}] /var/log/client-install.logl | nsupdate 83 ¢] ]2 74
o] 239 35= DNS g Z= g o]EE 3t}

]_

I [user@server ~]$ sudo grep nsupdate /var/log/ipaclient-install.log
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177%. IDM Z2}o| A E A X] A 3| 4

_Ade AR A 4 512 Red Hat 71 A 9 b ~a 9 40] Sl 34 Red Hat 2121
FeoA 7]4 A9 Aol AE 3t sosreport ¢ ZEto]AEE A FFUrh

sosreport 122 €l = RHEL A| 2"/l A 23 AR AR, 27 9D A28 AR E Sy
t}. sosreport 2 2 E] o] o & z}A] 3 ] 8- What is an sosreport and how to create one in
Red Hat Enterprise Linux? & ZZ 314 A] 2.

17.3. Z&}o]A E A X7} IDM KERBEROS < & o] ZoJ3}x] 23l= 249 &4 sl 2

Zeto] A E 7L IdM Kerberos @ 9ol Fo{ 3 4= gl= 3% IdM S| A E A X 2 A 271 AP
t}.

Joining realm failed: Failed to add key to the keytab
child exited with 11

Installation failed. Rolling back changes.

o] @ F+& W1 Kerberos keytabo 2 Q1&] @A = Q&1

A 27 A

[}
A 2% 5+ & A A skl A root A gko] Ba it
=

1.

/etc/krb5.keytabg A A3 o}

[user@client ~]$ sudo rm /etc/krb5.keytab

[sudo] password for user:

[user@client ~]$ Is /etc/krb5.keytab

Is: cannot access '/etc/krb5.keytab’: No such file or directory
2.

IdM 2ol A E AAE ThA] Al =g

A3 AX = 43 4 {132 Red Hat 71 X A B 233 Ho] 2= 79 Red Hat 327
E80A] 714 A Y Aol AE Y3l sosreport o] oA EE A FF .
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sosreport £ €2 Eli= RHEL X| =910 A 7 A% 3n, 23 9 A28 R s F31%
t}. sosreport 7€ 2 ] o] o] gk z}A| e &2 What is an sosreport and how to create one in
Red Hat Enterprise Linux? & ZZ 314 A] 2.

17.4. 37} 8] 2~

[ ]
A WA IdM A DA £A S s AskE A IdM A v A5 24 sl 25 JFESHAH A L.

IdM 2812 A% 2R 2 sl Akl [dM 2 A2 45 24 o) 42 FEa4A 9.
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18%. IDM Z&o|A E A 5=

187. IDM S| E A 55

18.1. IDM2] S go|AE A 5=

I

o] A A o] A = IdM(Identity Management) Zglo]A E S A 5235 HH S AYd.

Zebo] e A 2)lo] AFA|H 3L IdM Al she] 7o) ol d A $(cl: ZeolAE ] sf=slo] Fol 2
Aal) 71l YA€ A 52 5 AFUTH o] A2l el Mt FAS TLE o] 52 7H 1dM &
AolA 2ol AEE thAl 714 U T

Ol 558 o SFgto]AdE= A Kerberos 7] 2 SSH 7] & A4 314 7k LDAP d o] € Hj| o] 2~ ¢] Z&}o]|
AE ID=EWMAHA &3 $AHUL A E23 T, SAENE= 1AM A B9} A Ao] &7]7] A o] A
N o] 9= 5L 3 LDAP 2 B A Eo 7]9} 71e} A B7F JdHUH

[
of
o
%
ha
[»)
»)

=l o] oA A I SFEFOIJET A 55T 5 AFUth FEoIAE
ipa-client-install --uninstallE A}-8-3l)& A X A AIAY S2E J5HS v A5}
73-¢-(ipa host-disable S AL-§-3lo]) A 553 5 QlFy o

o)< HHE Fol = FelAES thAl 55T 5 Ut ol IdMel 4 LDAP] ZefoldlE g5
9] 71 %4 0] ZetolAE] F2E o] 52l FQDN o] 7] WU th. Zetol A= 9] LDAP 9 B A EE t}a]
558 Zetol A o] F WAL Feo|AEe] 7] @ 716 P17}k A FQDN o] 91 th LDAP o1
AEo 7] 9 7lg st 4SS oJulgUth b FetolAE o B HRE FA S WS IdMol A
F2ESAARL FLEY S2E L WA F Al o] FOZ IdM ZeholAE R A st A YUth
ZeolAE ol W) tak AT U1 8-S [dM Z2hol A= A 27 29l & FE4IA 2.

ZFetoldE ThA] 55 A A 5= ALY

ldMe thA) A sk 5 be s 24y

[ ]

Qe B2E AFA AL
[ ]

A SSH 7] 44
[ ]

A 715 B
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18.2. A18 7 A4 9L AL 8ate] Zeto|AES ThAl ARt A 0. U8l d A 2

o] Azl A= AT Y= A& A2 Q15 A W E ALL-31o] IdM(Identity Management) S-2lo]d ES
38 o7 A g835= e Aadshl,

STHOIJE AN 2H S FYF SX2E o]0 7 A AP

Zg}lo] A E A 2" o] A ipa-client-install --force-join 3 & & A3 ).
I # ipa-client-install --force-join

2APENA ZFEO|AEE OA] §F3t= d AT IDE ALE A A = WAIAE ZAIHE
Ut} d| € Eo] Enrollment Administrator & o] ¢J= hostadmin A}&2+9 4= &Yt}

User authorized to enroll computers: hostadmin
Password for hostadmin@EXAMPLE.COM:

18.3. Zefo] A= KEYTABS AH§ 3] Zeto]AE T 55 utlal g A2
A 27 A
[}
Qe Zekol A E 719 shel(el: tmp EE Jroot ) e E2) S W Tk,

A%}

o] Az} A &= F&lo]d E A 2H 9] keytabg A}-83}<] IdM(Identity Management) Z&}o]d EES
HsF o2 A dFst= S AU dl & S0 S0l E 7] §& AHE-sto thA] 553514
A& 3HE A X o &g .

FeloldE N2 FAF S2E o] F o oA A4 T
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187%.IDM S2}o| A E O/ 55
N AR 719 AL S O AT STl E A 2Hl 9| Jete/ T HE 2o HARIU O

ipa-client-install %€ 2] €] 2 AL 3t ZTAES A 52517 —keytab §H 02 7]
A7 QA I

I # ipa-client-install --keytab /etc/krb5.keytab
- 1

—keytab H0] AAA NP 552 AAFES A5k Aol w AL
FUTh oA 552 W dMe ZetolEol e Al /192 A4 s

18.4. IDM Z0|JE HAE

= #Z ¢l E ¥ o] 2% ipa-client-installo] A ZAA 7 A HAEESE FhT & YL

tilo

g2y

IdM(Identity Management) Z-&lo] A E7} A v o] Aol HA A& Ao 3 A B E 714 L 5 A=A H
2 ESIEH A Ao FoldE ALSAE AT F A=A AAFUG. ol & E0] 7] admin AHEALE <1
sheld the-g AT

[user@client ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

Aol etz AEshEA H2Este W £ 7k ok ALgRe] root ALE A o U T

[user@client ~]$ su -
Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[root@client ~]#
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197%. IDM S2}o] A E A X] A A

A A= 34 9 4] IdM(Identity Management) S 20| EE A AT = A&

19.1. IDM S 2}o] A E H 2] A A

o] A EE A 7 51H SSSD(System Security Services Daemon)$} 7H2 A] 2d"] AH| X9 R E E
A 1dM A 7} 4 IdM(Identity Management) =] Q1 o|A] SEo]|AEE A AT U Y. 28H Sgolad
E A 2¥l9] o] d T4 o] BAg .

=E!
1.
ipa-client-install --uninstall 3= & ¢ & 3.
I [root@client ~]# ipa-client-install --uninstall
2.
228 b IdM AHg- Aol tha) Kerberos EIZA(TGT)S -8 4= Q1A 13U
[root@client ~]J# kinit admin
kinit: Client 'admin@EXAMPLE.COM' not found in Kerberos database while getting
initial credentials
[root@client ~]#
Kerberos TGT E]Zlo] A g & o2 wtatsd |dM Z2}o| A E A X A 7| 2] 7} A 7] GA =
B2 A Q. oA o A F FU} Al e 2EUTh
3.
=)o) Eof| A] /etc/krb5.keytabo] o} d T} 2 7} 7] € o A] o] & Kerberos ¥.Qt 3| & A] 7
.
I [root@client ~]# ipa-rmkeytab -k /path/to/keytab -r EXAMPLE.COM
4,

IdM A W S| A] IdMo)| A] Selo]AE T AE 9] @ = DNS =22 A A g}

[root@server ~]# ipa dnsrecord-del

Record name: old-client-name

Zone name: idm.example.com

No option to delete specific record provided.
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Delete all? Yes/No (default No): yes

Deleted record "old-client-name"

IdM A 5] o] 4] IdM LDAP A ule] 4| Zeto] A E S2E 352 AAGU o2l 58 mEe
Mul 27k AR D NG E2E tal FAE BE AFA 7 ALHUh

I [root@server ~]# ipa host-del client.idm.example.com

IdM LDAP A oA ST}o|AE T2E FJES A A=A G2 IPFAL
FE e 52E ol§0E Edl FeoldEE O 558 Wl Faaurh

19.2. IDM 20| A& A A 7: o] 4 o & AA F 371 @A)

IdM(Identity Management) S2lo|dERZ S 2EZ ofg ¥l AX] D A Ad= ZA$ A A Z2A A7}
AHA IdM Kerberos 74 & B934 &2 5 &5y

o] 7%- IdM Kerberos 74 & 550 = A 7dlof Fth. IHA A 4S5 29 AAE ThA A8l of
.

A 27 A

[}
ipa-client-install --uninstall & & X}-& 3] T AE A IdM S o|AE AL A3 A A
3k 2 IdM A B o)) 4] IdM A}ﬂx}ﬂl o g Kerberos E]Z(TGT)S A& & + U

/var/lib/ipa-client/sysrestore t] & ] 2] 7} v]o] Qo v Z r]aAE | 2] 31U S ALL-3la] A2
€l o] AlA-IdM-client +A4 <& 23 4= 15U

/etc/krb5.conf.ipa 3} & A ).

/etc/ krb5.conf.ipa 3¢ o] U] &-o] IdM Zz}lo] A EE A X]35}17] A9 jenkinsfile5.conf
stole) g3 FAF A9 e FIT 5 AxUh
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/etc/krb5.conf 3} & A g o}
I # rm /etc/krb5.conf

/etc/krb5.conf.ipa 3} 9] o] &-& /etc/krb5.conf= vl ).

I # mv /etc/krb5.conf.ipa /etc/krb5.conf

IdM Z2to] A E M x| Ao /etc/ krb5.conf.ipa 3+ o] W& 3} FUsA 2 S
A A A=A ¥ Kerberos 743 & FEl2 A 54T + dFYh

Ho
o

krb5-libs 3| 7] ] & t}A] A X g o).

I # yum reinstall krb5-libs

FH

gt jenkinsfile krb5-workstation =l 7] X] 2 /etc/krb5.conf 3}
Pt

3
Al %

i OE
2 rlo
uic]

o]
1:}

2 l°
mlo

&4
W

e
lo
Mo oPN

£ 51= A% var/log/ipaclient-install.log 3122 =] A 314 Al 2.

o
ol\
i)
)

IdM A7} 1% A 1.8 744 {1t o] Al Be s gy

[root@r8server ~]J# kinit admin

kinit: Client 'admin@EXAMPLE.COM' not found in Kerberos database while getting
initial credentials

[root@r8server ~]#

o] A /etc/krb5.conf = J}°‘ o] e FH = EAHAFUY. uthx] S2E A IdM AHE-AHE 918
Kerberos TGT= 7142 4+ iUt
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207%. IDM Ze}o] A& A 28] o]

e

7
207, IDM ZolA E A 2"l o] 5 HA

2 A A A= IdM(Identity Management) S 2lo] A E A AHl o] T AE o] 23 WA= YL A
B3

%9]

ZejoldE olF
ol o] 2q) S S5 HhAAl 2.

M Zelo] A E 2] o] §2 WA stel W ko] XFHYh

I 2E FH] AAZ W E2 ol 5 WAL fl8l 1dM S2told E Ev = FxsA 2.

2.
F2EA 1AM Feo] AE AR AA. AT NG Fepol = U3 AAS FEA L.
3.
S2E o8 WA AT NEL SejoldE TR E FEFAAL.
4.
Al ol g o FrEd IdM ZetoldE A3, AA S U & FeoldE A X & FEatA
o -
5.

ldM Zetol AE AR 5 S2E 4. AT WG Aul 2 tha] F7h, AFA tha] 44
S2E OF A F7hE BESHA AL

20.1. o] 5 W& 913l IDM o] A E FH|

ARl FeolAEE A A Aol FeholAEe] 54 HAL 58] FUTh A2RS A S2E o] F

oz A 558 F o] 442 AgFch

A 2" oA A3 FA Au| =S FAF UG-
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ipa service-find % & AL8-5l5L &8 9 QAFA| 2 AH|2E A H P
I $ ipa service-find old-client-name.example.com

T3 7z} 2 E 9= ipa service-find 3 o] BA|HA &= 7| B TAE AH| 27 UEF
Uth 32E FA|F 3% 3= 3 2E A8 29 g st A H]| 2 F4] = host /old-client-
name.example.com U t}.

ipa service-find old-client-name.example.com 0| X A 5= 2 E AH| 2 54| 9] 3¢
old-client-name.example.com A ="l o A s 7] o] Y X & A3 ].

I # find / -name "*.keytab"

Z o] E A 2" 9] 7} A8 X0 = service_name/host_name@REALM 3 2 o] Kerberos
A (<l : Idap/ old-client-name.example.com@EXAMPLE.COM)~} g/ 51/ ]

=~

Nzgol 48 &

A

W
m

I2E aFS AEEYUT
I # ipa hostgroup-find old-client-name.example.com

20.2. IDM E&to]AE A A A

o] A EE A 7 51H SSSD(System Security Services Daemon)$} 7H2 A] 2~d"] AH| X9 R E E
A IdM A4 =} 6”11] IdM(Identity Management) =uj| 21 0| A ZEo]AEE A AFUt}. 28 H Ze}old
E A 2¥l9] o] d T4 o] BAg .

=E!
ipa-client-install --uninstall 3= & ¢ &3
I [root@client ~]# ipa-client-install --uninstall

A el A3} IdM A&z}l i3l Kerberos E]Z(TGT)S 28 5= QLEA

_] il
rO
L
v
v

[root@client ~]J# kinit admin

kinit: Client 'admin@EXAMPLE.COM' not found in Kerberos database while getting
initial credentials

[root@client ~]#
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207%.IDM E o] A E A 2H o]

il

73

Kerberos TGT | o] AZ Ao = utsts W [dM S0 A E A X A AL 71 Al A GA =
EHA Q. oA A AA & F71

Zelo] A E o A /etc/krb5.keytabo] old T} 2 7z} 7] 5 o] A o] Kerberos Bt A& #| A
.

I [root@client ~]# ipa-rmkeytab -k /path/to/keytab -r EXAMPLE.COM
IdM 2] o A IdMo| A Z2}o]AE T AE ] = DNS 22 A At}

[root@server ~]# ipa dnsrecord-del

Record name: old-client-name

Zone name: idm.example.com

No option to delete specific record provided.
Delete all? Yes/No (default No): yes

Deleted record "old-client-name"

IdM A ¥ 9] 4] 1dM LDAP A Bjo] 4| Zeto]AE T2E F2-2 AAFUT o7 sh8 =E
Mu| 27t AAR L G B2 Uls] R RE AFA 7 ARGk

I [root@server ~]# ipa host-del client.idm.example.com

IdM LDAP A ujollx] E2}o|UE T 2E FES A A= A2 HGEIPF2
EEOE SXE oo U39 SFolUdES UP\I =529 oy

20.3.IDM Z o] AE A AA: ol A o] AX F F71 &

IdM(Identity Management) S 2}o|AER s 2ES o] W AX D A AsI= A9 AA Z2A A7
AF4A IdM Kerberos +4 <& 2Q361x &2 4 &5t

o] 7%- IdM Kerberos 74 & 450 = A 7slof Fth 94 4S5 29 AAE ThA A8l of

o

A 27 A
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[}
ipa-client-install --uninstall ¥ & & X}-& 3l T AE A IdM S o|AE A2 A3 A A
ok 2 IdM A B o)) 4] IdM A}JlZMI di g Kerberos E]Z(TGT)S A& & + U
[}
/var/lib/ipa-client/sysrestore T] g € 2] 7} v]o] Qo v 2 T]aA gz 2] HYU S AlL5e] A] 2
gl o] ALA-IdM-client A& 24 4 g5y
A3
1.
/etc/krb5.conf.ipa 3} Y-S g2l
[}
/ete/ krb5.conf.ipa 3} 2] U] &-o] IdM Z}o]Ad EE A X]5}7] A9 jenkinsfile5.conf
Hdo] Y &34 s8I A S 3 + AFUH
i
/letc/krb5.conf 3} & A g o}
I # rm /etc/krb5.conf
ii.
/etc/krb5.conf.ipa 3} o] o] &8 /etc/krb5.conf= vl ).
I # mv /etc/krb5.conf.ipa /etc/krb5.conf
[}
IdM S }o] A E A 2] A4 /etc/ krb5.confipa 5L o] Y& 3 USR] &S A &9
A A A= & Kerberos 74& JHlZ A 4T + dsHoh
i
krb5-libs 3| 71 ] & T}A] A X g o).
I # yum reinstall krb5-libs
F&£4 0 2 o] Y& T3t jenkinsfile krb5-workstation 3 7] X] 9/etc/krb5.conf 3}
Ao A HAS A AA P
2.
FEA)sl= 7% var/log/ipaclient-install.log 32 A 7 814 A] £..
AS @A
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207%. IDM Z2}o] A E A 2=H] o]

e

IdM 2187 Q1% B RS 7hA gU T o] Al B3 2EUTh

[root@r8server ~]J# kinit admin

kinit: Client 'admin@EXAMPLE.COM' not found in Kerberos database while getting
initial credentials

[root@r8server ~]#

o] A /etc/krb5.conf o] A E 2] FH 2 EA=AFUT A SEE A IAM AHE-AHE 9] 3
Kerberos TGTE 7142 4 g5y

204. S 2E A 2" o]F WA

all

g o ma} vlale] o] & uhEU T o & So] gg3 2EUh
I # hostnamectl set-hosthame new-client-name.example.com

A E2E o] 28 A1-831o IdM(Identity Management) S2lo] A EE IdM 1| Qlo] oA A X]st =
AsYt

20.5. IDM S g}olA E thA] A X

1
i)
L
v

SToldE A0 A E AAo w2} o] Fo] A H S2E Sefo|dES

20.6. |2 O] 371, AFA DA AR, BAE 2§ OA 71

‘E

IdM(Identity Management) A u]o] A o] & WAL 93] IdM Z 20| A E FH|oA ol B E AqH| 2

o thal A 715 F7HE

I [root@server ~]# ipa service-add service_name/new-client-name

Zulo] BFH AFA7F FFH Au] 2o P ASHE
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[
IdM 2] & AHS
[
certmonger € 2| €] A&
2.
olF WL 23l IdM ZElo|J E FHlof FRId S 2E a7 FEo|AEE A F713HY
=N
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21%%.IDM BA 2 A X 2 913 A 28 Fu)

217, IDM 5A| 2 A X & 93 A 21 FH]

o ¥ 2ol = IdM(ldentity Management) 5-A| 22 A X sl= &+ AHgto] Y=o dF5 o A X35
7] Aol Al2="lo] o] g gt & A-S TR 1A Al L.

/g Al =" o] IdM A u] A X))l o g AREZFQl @ 7 ALS F5st=A Ay

2.
od Aol IdM B2 Ao t g 71 a7 A4S FHEA SAFUG
3.
M 201910 55 3 o) A 250 ARHE ol dith A D W GL 87 ALgol 74 A
T e AR F shs FxIAAN S
°

IdM Zeo] AE ] HA) 2 A 52

Mol 55517 e A 2elo] A& A3 59

21.1. BA 2 vjd 2 7 A%

RHEL (Red Hat Enterprise Linux) 8 &-#| 22 RHEL 7.4 o] oA 43 =+ IdM(Identity
Management) v o A ut 253Ul RHEL 894 A3 = = IdM E-A| 2L 7|E vl o] =¢]3}7] A
€ IdM A8 & RHEL 7.4 o] 4o 2 g ol=3tal vl S 12 WA .

TG BA RS FY

WA E o] F vl [dME daslof gt o & Sof ez &Y

flo
r (

Red Hat Enterprise Linux 8] IdM A u]7} A x] 5] o] ] 61 IdM 4.x S| 7] A & A& ).

Red Hat Enterprise Linux 8 o] 39l = 84| 22 A X 3151 IdM ¥ A 4.x o] 3 ALg-3l|oF &
Y.

o™ SHe FA NN Muol ] BARO 2 Sul=A BAE 5 g5

IdM &3 9] o] v

Az3AA Q.

mlo
FH
3
i
on:

Fy ol of 3F A4 3 ) 82 IdM A2 E o] AL

kd
>
o
rr
o%
e
tllo
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21.2. IDM &Z E o] WA S F A 8= U

g gol IdM WA Ws s EAT 4 Ay

[}

IdM WebUI
[}

ipa 5 &
[}

rpm 34

U UkE ol A A

IdM WebUle] ¢ 2% ko] 9l L8 o] & vl 3rol 4 AboutS Adiste] AxE g o] vl e
EAT 5 A

& Administrator

Network Services IPA Server & Profile
@, Change password

Realm Domains Topology A

£ Customization

? About ™

= Log out

ipad P o= WA XA

»

8 Eoll Al ipa --version B F & AHS- o

[root@server ~]# ipa --version
VERSION: 4.8.0, API_VERSION: 2.233

kel

rpm HH O 2 B A LA
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21%%.IDM BA 2 A X 2 913 A 28 Fu)

IdM A v 271 A 2 25344 = 73 rpm 22 El & AH8-3te] A A A X4 ipa-server 7
71X WA NS S AT 5 AFU.

[root@server ~]# rpm -q ipa-server
ipa-server-4.8.0-11.module+el8.1.0+4247+9f3fd721.x86_64

21.3. IDM Zefo] A E o] BA| 2 x| %<

1o] 712 IdM(Identity Management) S g}o]d Eo] A2 S A

ipa- replica-install 22 €] & 435
W 2 2 Aeste] BAR 4R AL he F shist AgHE A4S

A& v ol o] MY 1 ==
Method 12 A= 3o}

=
=

FA2E B AR 27 RS FART A S50 A 39 e A

1o

oo R

gde

2A2 222 AEsad 2 T,

HHH 1: ipaservers $2E I1F

1
IdM 2] 3} 2 IdM & 2~ E o] 22213t}

I $ kinit admin
ipaservers S ~E 1570 Sgo]AE A 2H S F7Hg o

$ ipa hostgroup-add-member ipaservers --hosts client.idm.example.com
Host-group: ipaservers
Description: IPA server hosts
Member hosts: server.idm.example.com, client.idm.example.com

Number of members added 1

ipaservers 159 942 A& A4 FHIA A AIAF s AdS B
o] gt} wabA] & @7 o) A ipa-replica-install f-2 2 €l = 31 0] A 24 A=}
7t BEAeR SAEA APT 5 JFUT
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W 2: A Y ALER AF 37

A A= ALER AA L AT ] BRI A2
U,

ol
r o
ol
i)
1°)
v
o
%
i)
oiN
P'L
i
i
2
i)
ol

ipa-replica-install 2 2] €] & A] 23t 3 IdM(Identity Management)ol 4] Q15 AR =
g3t o TAFES Y. o] 7|12 &Y Y-

ipa-replica-install 22 €] & 23 3517] Aol A3 A= AHEAZE FEo|AdE 219
ot 71& A3 = AH8-AH= admin:

I $ Kinit admin

A ARE A AW 1dM 242 A5 2 FEHHA L.

Ansible Z 3] 0] 52 A}-8-514] 1M E-A| & A X 5+ AFUTh AA S U &
g o] B2 A}-8-35}9] Identity Management 24| 2 A X & F =314 A 2.

= 110

2 Ansible =

o
pis

21.4. IDM9]] SE 5 A L2 A|AH o] B2 Ax|

ol

IdM(Identity Management) =4 Qlo] 555X &2 A| 2" BA|£-S 4 X3 o ipa-replica-install
dElg = WA ’\V\E“ S EYOIJNER TEI U5 EAE 7 845 A 1}‘4‘3} o] Akl oA =
°Pﬂ]4 Method 1 == Method 2 & A9 slo] HA| 2 HA & AS5FYUT b5 F strt A 8= += 45
Method 12 /}jE“?"L] t}.

[ ]
7 A28 B AT ARe] 27] FES ST U AS S5 A8 59 e A
2.8 g
[ ]

b 1 1AM A B oA A E Qoo ot

wjele) mE AuolA the BE e A T

AYARE 20t
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21%%.IDM BA 2 A X 2 913 A 28 Fu)

I $ Kinit admin

QR A 2" S | dM £ 2~E 2 7134 o). ipa host-add & & 3 §17] --random 42
AFE3te] T4 HAlZ DA o) AHE T Polo] A3 FsE AT

$ ipa host-add replica.example.com --random

Added host "replica.example.com”

Host name: replica.example.com
Random password: W5YpARI=7M.n
Password: True

Keytab: False

Managed by: server.example.com

N2 M=ol 558 F A44E 45/t FESEUL. 5% 95 $ 488 5
2ZE 7|50 % wAI Pt

A ~H < ipaservers $2E 18] 713t}

$ ipa hostgroup-add-member ipaservers --hosts replica.example.com
Host-group: ipaservers
Description: IPA server hosts
Member hosts: server.example.com, replica.example.com

Number of members added 1

ipaservers 159 {42 A2 Ahe] A FRE A FAR A 2F FS AdS F
o guoh MmN o5 @A ol A ipa-replica-install 22l El= 449 A2 42 &
Al F3te FYo] A|&H #E A7 S2EA AFF oz A3 4= Jd5Y

WY 2: A Qe AL A 48 5

o] & ALE-SHA A A= AHEAY AT A B E A Fste] BAR AXE ASHUL 7|2
A3 Y= AHEAE=E admin YU

IdM 24 2 23] 22 EE 257 Aol FQo] B astA vk 43 S0l 24 ipa-
replica-install™3 & o] B2 FH| 0] E 2 9t3 {AH(--principal admin --admin- passwordpassword

)& F7HE

m
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A AAE A&t A IdM 542 25 S JEsH A L.

Ansible =8 0] 55 AL8-5l] IdM EA 2 & X T = JFU T A S W82 Ansible =
g o] B-& A}-2-3lo] Identity Management -2 2 A x| 2 F 2314 A L.
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227%. IDM BA| 2 A X

227, IDM 2] 2 4 %]

S A A ol A= IdM(Identity Management) E-A4] 22 A X 5l= WH S 4GP BA L HX ==
AEe 71E Au 9 7S BAE L 3 74 S 71vre s BA 2S5 AP

A 27 A

[ ]
Al 2" o] IdM E-A] 2 A2 & FH] A=A 2

-l\?l

E

Ay

o] 4] Ajo] X ko IdM BA S A3t s o

@ ol el IdM 3222 A gt SAlo] oe] A BS AN 5 7
A 4Uh

flo
N,
m\g
i)

ME FFo BAE AA Z2AAE S FZMIA L.

[}

22,14, “S 55 DNS @ CAZ AL&-3o] IdM 2] 2 41 5]
[}

22,274, “CA7} Q1= 5% DNSE A1-8-5ko] IdM 214 2 217
[}

22.34. “5 39 DNS 2 CAS AH8-3Hx) &3 IdM 4] 3 4 %)
[}

22.44. “53 DNS glo] IdM 242 45 2 CA g~
[}

22.574. “ldM %A A2 2x)”

EA 2 A= AAe] A1 sl ZdstEd vaS FEsH A L.
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237 IdM E A 2 2 3] #A] 52

22.64. “IdM 5-A| 2 g 2~E”

22.1. 535 DNS 2 CAES A1-8-5}o] IDM E-3| 2 41 %]

o] Az} A &= IdM(Identity Management) 23] 2 A X & A= g},

off

3 DNS A}

A% 71 7(CA) AHE

o}

CAZ Alg3ta] BARE 74T o Balie] CA 742 the Aule] CA 74 L v
Jallof gt

01] Eo] Avjd] 53 IdM CA7} FE CAZ X3H ZA$ A A
2 A8 3te] Aok Frith o] 4% the CA 74 &

ipa-replica-install g ¥ ]| --setup-ca 42 X33} x7] A v 2] CA 74 o] BAL
Yt

A 27 A

(]
Al Zdlo] IdM EA| 2 X & FH] A=A

-] il
rO
&
L
)



227.1DM 2] 2 4 7]

tilo
o
)
o
L
v

S 48 AH8-3H ipa-replica-install

--setup-dns: 5-A] -2 DNS A ¥ =2 4]

—

--forwarder: Al 8] AI2}= A} L3}1A] & o # 9 --forwarder &=+ --no-forwarder =
AU AL o o] f =& o] A AIAE XA st H -forwarder & o2 ¥ A

Futh

ipa-replica-install 22 El= DNS 2A 3 #dHH & o8 ]4(d
-no-reverse == --no- host dns )2 3 &3t} o] U3 AA 3 & _g
ipa-replica-install(1) v} 74 = o]R & FZ3I4H A L.

--setup-ca - 2 A 2o CAZ £

dl & Eo] 53 DNS A9} IdM A ¥ ol A 2] 5] %}*—‘E 2 EDNS 238 IP 192.0.2.191 4
Aay ¥ DNS A vz dgat CAZ d4stelwl thg-2 A ghch

I # ipa-replica-install --setup-dns --forwarder 192.0.2.1 --setup-ca

A7 2 EW 49 =u]9lo] DNS 91912 IdM DNS vl Qo] 3713 ). o 2 Sof IdM
DNS %] ¢10] idm.example.com 21 7-9- example.com %] T v ¢l o] & A B](NS) g Z =S

F7Hd o

IdM DNS 441§ 3] 3 % vl o] &A S waghch

22.2. CA7} gl= 53 DNSE AH&-31o] IDM &4 A 3]

o] Az}l A = IdM(Identity Management) £ 2 A X 2 A gt}

of
o

} DNS A}-&
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CA7} 0] o] A5 o] &= IdM 37 o] CA(C1= 7]|#)7F glod. Ha) o] CAZF A X = IdM
Aujol mE AFA Y AgFh

A 27 A

Ay

Al 2" o] IdM E-A] 2 A2 & FH] A=A 2

J\.‘i

n‘.

A%
1.
o2 342 AHE8-5l9] ipa-replica-install & ¢ 2 3.
[}
--setup-dns: 5-A] -2 DNS A ¥ =2 4]
[}

--forwarder: A v]d A G2 = AlL31#] o #H --forwarder 5=+ --no-forwarder =
ATt A D QH o] g= ofe] Al A2 x4 st -forwarder = o] W AL
.

d & Eo] IdM A oA #2]31R] &= 2= DNS 23S IP 192.0.2.19| 4] 23] =] = DNS A
HE ADdl= 5% DNS AU 2 BEA 25 AP s5tejd 53 Add.
I # ipa-replica-install --setup-dns --forwarder 192.0.2.1
=71
ipa-replica-install 22 El= DNS 4 A 3 #HH & o8 34(: --no-
reverse == --no-host-dns )2 & &3t} o] d g AA g U] &2 ipa-
replica-install(1) "l 72 o] X & F x4 A 2.
2.

A7t S5 = 9] =W 219] DNS 912 IdM DNS vl ¢ 71t o & 9] IdM
DNS =w] <l o] idm.example.com <1 73-¢- example.com 749] =]l <] o] & A H(NS) P =&
F7Hg o
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22.3. 53¢ DNS 2 CAS A}8-31A] ¢ IDM B2 A %]

o] Ax}o] A = IdM(Identity Management) 24| 2 A xS A4 g}

A5 71#(CA) AL

ofy
ko

CAS A1g3ta) BA RS 748 u] Ba)2e] CA7AL e Hujs] CA 74 12
o} o

] So] Au]o] £3 IdM CA7} £ E CA=Z %3
2 Abg-3to] a0} guith o] 79 ThE CA 74

ipa-replica-install ©§ 7 o] --setup-ca -4 X33} x7] A v 2] CA 74 o] BAL
Yt

A 27 A

[ ]
N 2)o] IdM =) 2 417 2 7] FEA]

‘] il
rO
&
L
k)

fllo
s
)
i)
L
v

--setup-ca 34 A1-8-3}4 ipa-replica-install
I # ipa-replica-install --setup-ca
A2 2732 IdM DNS Au] X g 52 =5 DNS A 1 o] F71g .

IdM DNS A v] 2 gl Z =2 nsupdate 2] 9] 3512 2 P Y},

I $ ipa dns-update-system-records --dry-run --out dns_records_file.nsupdate
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nsupdate € 2] €] 2 dns_ historys_file.nsupdate 3} ¥ & A}85}o] DNS A 1] 9|
DNS fdlo|E 2 32 A& th #AHAl g Ul 82 RHEL 7 2 A o ] nsupdateS A}-8-3}<]
2] DNS g7 = ol EoA FZ3I4 A Q. == DNS gl Z = 3710l = DNS A v A A

gz 2.

22.4. 53 DNS gl o] IDM 5-A| 2 24X 2 CA gl

o] Az} A4 &= IdM(Identity Management) 23] 2 A 2] & A= g}

BQ P ASAE 5502 AFdlo] CAQAZ 7137} QU 2% 4714 A4 R wlA A
7} CA glo] A A HYTE AU

7b4 & A% A 3ol = LDAP 5 Apache 4] Q1542 W3@ CA9 A4 CA A5
A AQe] T olof Sz A A H AL M AFM S AFG ] Au] B HA] B

2428 5 9&Yh

A 27 A

J {
rO
)
L
k)

A &=go] I[dM EAE A3 £ +F1] A=A

ipa-replica-install & 2 3laL t5 34 S F715t] 223 AFA AL S AT

[o]

--dirsrv-cert-file
[o]

--dirsrv-pin
[o]

--http-cert-file
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227%.IDM B4 2 A X

--http-pin

olel @ &2 ALg sl A F & shelo] Tl g A @ -2 512, “CA glo] IdM A u 2
AR s W Do d AFA” & FEFAA L.

--dirsrv-cert-file /tmp/server.key \
--dirsrv-pin secret\
--http-cert-file /tmp/server.crt\
--http-cert-file /tmp/server.key \

# ipa-replica-install \
--dirsrv-cert-file /tmp/server.crt\
--http-pin secret

=31
--ca-cert-file &2 F7}51A] u}4] A] 9. ipa-replica-install 22 €= A
A2k A WA A v A ZAFO 2 QAFA FHO| o] LES AGI T
22.5.IDM AR EA & A x|

FANAAT 5 919) BARLE wE Au 27 Ad F0] 3 AL 75§ IdM(Identity Management)
A u Ut} 221} DNSel SRV @) s=7F §1.om] LDAP Ao o & 4318 kUt mebd 2
olAEE AH 2 ML ALE B o] 2 F £AN BAES AT 5 AFUTh

FAR BA R U AA T N L 57

M
Je
2
i
o
It
i
i
BN
o
il
>
to

A 27 A

[ ]
Al ="o] I[dM EA 2 A A= 1] A=A ey

o

#AA BALS AR st W b FE S ALESHAIA 2.

I ipa-replica-install --hidden-replica

19
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2

% DNS SRV @ s=71 §13 LDAP A ] o} gto] u] &4 ste ¥A1 22 Ax g},

1% A2 RES hiddeno 2 WA S = A&Uh A S WL 5717 BAlwe] om
CEE =R

)
ofy

22.6. IDM 5A| 2 H 2~ E

BALES AN F BA L] HlolHE cl AT 2 A=A FAFUTh b ARE ALE Y 5 9
U,

o)y

A%
A BA o AHgAE A FU
I [admin@new_replica ~]$ ipa user-add test user
AHE A7 & BA o] EA H=A g1y o
I [admin@another_replica ~]$ ipa user-show test user
22.7.IDM EA & 22 F Fd=H+= 22

IdM 242 A x] & 3 9 2 A o = ipa-replica-install, IdM(Identity Management) 24| 2 A 3] &
Tl A Fhsh= ZY el yagdy .

¥ 221.1dM EA & HA] F FPH= 9 F

R AR ZeEed 523

Zglo]dE A28l 24" DNS a4  DNS IdM A8 ] IP 3= 2 73 29

7] i & DNS &<l

AAE |dM A ¥ o] £ E 88(TCP/TCP6  Kerberos Kerberos E]#1 & &1 © &

% UDP/UDP6)ol| t g+ &7

A E EE A E IdM A 8 9] IdM HTTPS IdM S EtolE 55, o st 45 54
Apache 7] 4} €] A 1] 220 o} 3 JSON- B 7] A g o EA] wy

RPC 5 &

120


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/demoting-or-promoting-hidden-replicas_configuring-and-managing-idm

227 . IDM E-A| B A %]

29 AHgE ZTRER =4
SASL GSSAPI 915, UWHLDAP = &  LDAP IdM Z2to] A E 55, CAIZA A<
TS ALE-3hod IdM A B 2] £ E 3899 72 LDAP "l o] E] -7

TCP/TCP6S B 8%

IdM A ¥ o] X E 22¢] TCP/TCP6<& % SSH Adeo] AFsteA ggelated g
* a7 S RS

(A" A 1AM M ¢ T E HTTPS IdM A W o] 4] 1 7] & ] st | (
8443(TCP/TCP6)S &3 ol A 2~ I[dM A1 2 BA 2 X Fof vk s )
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23%. IDM 5-A 2 A A £A4 sl 2

M
2
i
=o_\__r"
v
P,L
rr
%
oE

T Ao A3 @ 1dM EA] 2 A o) vl grsl @ 7hx] AvkAel A%
|

23.1.IDM 5A| L A% o7 A E

o] Aato A= IdM EA 2 H3 EAE sl st HHS A8 3o

&L

IdM(Identity Management) 54| 22 A X3 o EA L O3 =1 9o 7 AR} F7Hg
c}.
[}
/var/log/ipareplica-install.log
[}
/var/log/ipareplica-conncheck.log
[}
/var/log/ipaclient-install.log
[}
/var/log/httpd/error_log
[}
/var/log/dirsrv/slapd-INSTANCE-NAME/access
[}
/var/log/dirsrv/slapd-INSTANCE-NAME/errors
[}

/var/log/ipaserver-install.log

T EAE AR Z2ALqAE BAZ A2 IdM A 2] b3 2 31 ¥ RS F7}

/var/log/httpd/error_log
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/var/log/dirsrv/slapd-INSTANCE-NAME/access
/var/log/dirsrv/slapd-INSTANCE-NAME/errors

7} 2 31| vp % 22 4 F T Aol S 8 w57 ERROR % DEBUG §2& 37} Ad ~eS
AFFU

E(EAE D Aol ol & e =1 3 Bol 9

EEENNTER ERE S E P E R N
£ 12Uk

=
LFE HAESIIL o] AR E AHE-Sto] 3T £ A

e

A 27 A

[
IdM = =2 5ol o] )42 ¥ A| 5h2l W root Aol Yol ok g,

A
1.
tail 95 & A1-&3lo] 712 = 119 /var/log/ipareplica-install.loge] A ¢ 7= T AY
ot o5 A A A = v 2 1098 & A FU

[user@replica ~]$ sudo tail -n 10 /var/log/ipareplica-install.log
[sudo] password for user:

func(installer)
File "/usr/lib/python3.6/site-packages/ipaserver/install/server/replicainstall.py", line
424, in decorated

func(installer)
File "/usr/lib/python3.6/site-packages/ipaservetr/install/server/replicainstall.py", line
785, in promote_check

ensure_enrolled(installer)
File "/usr/lib/python3.6/site-packages/ipaservetr/install/server/replicainstall.py", line
740, in ensure_enrolled

raise ScriptError("Configuration of client side components failed!")
2020-05-28T18:24:51Z DEBUG The ipa-replica-install command failed, exception:
ScriptError: Configuration of client side components failed!
2020-05-28T18:24:51Z ERROR Configuration of client side components failed!
2020-05-28T18:24:51Z ERROR The ipa-replica-install command failed. See
/var/log/ipareplica-install.log for more information

2.

2352 uadon AEste less R QS AHgstel 21 Ao B A1 R |
S E 715 AHgshel ol B g th

I [user@replica ~]$ sudo less -N +G /var/log/ipareplica-install.log
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(K€ A}a}) /var/log/ipareplica-install.log: &4 2 A x| o] 7] & 21 5} o] X| gk, 121]—“&
DA 71 9L 3 A o] AE ZRALE WHE St 371 A 2 AR E 7T U‘ N+F
Yo

BA A TS FAF

[user@replica ~]$ sudo less -N +G /var/log/ipareplica-conncheck.log
[user@replica ~]$ sudo less -N +G /var/log/ipaclient-install.log

[user@replica ~]$ sudo less -N +G /var/log/httpd/error_log

[user@replica ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAME/access
[user@replica ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAME/errors
[user@replica ~]$ sudo less -N +G /var/log/ipaserver-install.log

Aujol A g S FU

[user@server ~]$ sudo less -N +G /var/log/httpd/error_log
[user@server ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAME/access
[user@server ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAME/errors

EAAE 9T F %}“’ Red Hat 7] & X9 AR 238 Aol 9= 7% Red

& Al
7 oA 714 A A Ao]2E A3l sosreportES B2 2 X1 o] sosreportS A F 3

Kty
x4

=
Hat 32

Ut

sosreport € 2] €l RHEL A 2)lo) A 74 AR Y1, 22 9 A28 AR s £33
t}. sosreport € 2 €] o] 3t z} A3t &2 What is an sosreport and how to create one in
Red Hat Enterprise Linux? & ZZ 3144 2.

23.2.IDMCAAA o7 AHE

IdM(Identity Management) 2% 2o CA(Q1Z 7]) A 8] 25 A X3t EA 23 251 IdM A B
o] o] A g ARyt F7HE U
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ke

A

/var/log/pki/pki-ca-
spawn.$TIME_OF_INSTALLATION.log

journalctl -u pki-tomcatd@pki-tomcat output

/var/log/pki/pki-tomcat/ca/debug.$DATE.log

/var/log/pki/pki-
tomcat/ca/sighedAudit/ca_audit

e /var/log/pki/pki-tomcat/ca/system

e /var/log/pki/pki-
tomcat/ca/transactions

e /var/log/pki/pki-
tomcat/catalina.$DATE.log

B 2ol A AZ sk Aol Theg S Pt

[ ]
/var/log/httpd/error_log =1 2}

o

712 1dM 27 26] CA ¥ 22 A

23.1. BAR(AZH $4 AU 2)lN Tee

1o o)

23%. IDM EA| 2 A 2] &) 3] 2

e

A

pkispawn 41 %] 3 2 4] 9] 449] 2% &4 % Python

%7

pki-tomcatd@pki-tomcat A1) =2] o &

PKI(Public Key Infrastructure) A & 2] 8] 4 o] 3l
TR JAVA 28 34

PKI A F9] AL 21

ANFHE AEFHE MY 2 FA, E2E 3 e A
o Tl & Q154 2ol e 7l vul 7 H ol E

ARE 0g 22 o) 7128,

/var/log/ipareplica-ca-install.log == 3}
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i A

A A CATA 845 AX 3= 2t AA 1AM EA 2 A X o] Asf5}H CAl o g
AR P17 7125 A 25Ut /var/log/ipareplica-install.log 3} o] 21915 0] A A
A3z Z2A 271 AP LS eI Ut CA AR A9 AdHE AT &2 9o 4

23 3 e PEsts o] FxU

o] 22 o] U3t G 3 of 9]= CA A H| A= A3l =E CA7} 95 CAQl 29y
t}. 2] 5 CA A Q1ZA]d A7} I+= 2% /var/log/ipareplica-install.logo] ¢ 771 71=
AU

A3 IdM CA %] EAZ sl Astel™ oleld 21 99 Bol Y& 2 FE AR} o] FHE ALE
sl sl B4 A AT

A 27 A

[
IdM = 2 519l o] 1) &S E A skl root Aol lojok Fuich.

/var/log/pki/pki-ca-spawn.$TIME_OF_INSTALLATION.logE 1t}
I [user@server ~]$ sudo less -N +G /var/log/pki/pki-ca-spawn.20200527185902.1og

Aol U2E RE 27 543t 37 o] AR TRA LS wRse] Frh BA D A0 E 5
Ageh.

3 Red Hat 7] A9 Al B2~38 Ho] 9= A9 Red

253 IdM A8 A= 3ol
31 sosreporte] A8 & A 23}

Ll
Hat 317) 8 oA 714 A9 Aol2= A

sosreport 22 El:= RHEL A|&Hlo|A] A3 Al AR, 23 D A28 AW S F3 4
t}. sosreport 2 2 E] o] o & z}A] 3 ] 8- What is an sosreport and how to create one in
Red Hat Enterprise Linux? & ZZ 3144 2.
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237 IDM B4 2 A3 £ 317
23.3. 5229 IDM B & A A A

IdM 542 A3 dafistd AF 74 Lol Yol Fol IS AFUT IdM EA| 25 F7t= 4
AstE 3 s Ao = glon X 2IFHE A IPA7] o] —7““5101 AT B gt

1% B8 1dM 7] i Al 2H o

[root@server ~]# ipa-replica-install
Your system may be partly configured.
Run /ust/sbin/ipa-server-install --uninstall to clean up.

IPA server is already configured on this system.
If you want to reinstall the IPA server, please uninstall it first using 'ipa-server-install --

uninstall'.
The ipa-replica-install command failed. See /var/log/ipareplica-install.log for more information

Z sl 235 E BA A IdM A ZE o] Z A AL, IdM EZZ X oA BAZS A AT o}
= AR Z2A2E A A =FY L

A 27 A

[}
root A gto] glojof gt
Az}
IdM B 20 2 7438 E SAENA IdM A8 X Ego]E A A AFTh

I [root@replica ~]# ipa-server-install --uninstall

EZR2X ] & BE AH A ipa server-del 3% & AH8-5to] Al 2 A A 51A] &2 £A]
2o dd F=E AAdU

| = =

e
mlm

I [root@other-replica ~]# ipa server-del replica.idm.example.com

A& AR E Al =g

127



Red Hat Enterprise Linux 8 Identity Management A %]

4. ZAFE AT ZR L F{

A

WMo s Ao A= &) ldM 5A4 25 AR1sk= b ol Fol J= A¢ 29 AAE
oAl A S AL L.

IdM 2 A1 22 387 18 27 A 5 shbe Ae A Aol gl 29 A=t 4
e QA2 el Al2E st g 6l 71X 9 SR ste] ZAES] RAe] 249 4 dFUTh

IdM -2 2 A 2] Al Aol @ ZHA @ &2 IdM 54 2 A A A 7 & FxstH A L.

Ve E A A A= & AX71 43552 Red Hat 71& A A/ B39 o] = 7% Red
Hat 227) ¥ 8o A 7] XY Alo] 2= <3l sosreportS A2 2 x v 9] sosreportES A =g

Ut

sosreport 422 Bl RHEL A| 2=8lol A 74 A% gn, 23 9 A2 AR g 533
t}. sosreport € 2 €] o] ot #}A] 3t J &2 What is an sosreport and how to create one in
Red Hat Enterprise Linux? & ZZ 314 A] 2.

%

2

Invalid credentials 2 7= <13 IdM E-A| 2 A x| o] A5spd T2E A|2H Fo] A& 5735
&S F AU

[27/40]: setting up initial replication

Starting replication, please wait until this has completed.

Update in progress, 15 seconds elapsed

[Idap://server.example.com:389] reports: Update failed! Status: [49 - LDAP error: Invalid
credentials]

[error] RuntimeError: Failed to start replication
Your system may be partly configured.
Run /ust/sbin/ipa-server-install --uninstall to clean up.

ipa.ipapython.install.cli.install_tool(CompatServerReplicalnstall): ERROR Failed to start
replication

ipa.ipapython.install.cli.install_tool(CompatServerReplicalnstall): ERROR The ipa-replica-
install command failed. See /var/log/ipareplica-install.log for more information

2¥o] 5713197 g % -no-ntp Ei= -N S L ALgato] BAE AR S AEshd Au] 27}

Kerberos= 1353 5= §17] w0l A Xl A gt}
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[user@server ~]$ date
Thu May 28 21:03:57 EDT 2020

[user@replica ~]$ sudo timedatectl set-time '2020-05-28 21:04:00'

chronyds¢} 5713}

0

chrony 52 A}-83}o] A| 28 A 7+S 1A
ato] NTP 742 =344 A 2.

i)

a4

[}

} =% Chrony Al F & A&

M =) 2 233 & ohA] A =gk

A BA 2 A2 S AT 5 %132 Red Hat 7] A A/ B 234 0] 9= 7% Red
Hat 7] ¥ 9o 7] A Y Alo] == <3l sosreportS A2 2 x v 2] sosreportES A =5

U,

sosreport € 2] €= RHEL Al =)o) A 74 AR Y1, 27 9 A28 An s £33
t}. sosreport € 2 €] o] o3+ #}A] 3t &2 What is an sosreport and how to create one in
Red Hat Enterprise Linux? & ZZ 3144 2.

23.5. F71 g &2
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A WA IdM A DX £AE s AskE A IdM A v A5 24 sl 25 FESHAH A L.

IdM Z2}o] A E A X EAE s Adsted IdM Z2o|dE A A 74 sl 2& FZF4A L.
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24%.IDM EA)| 2 A X] A A

247, IDM 5-A) &2 H 2] A A

IdM 2] 4= EZ 24 o) 4 IdM(Identity Management) 54 2.2 2] A% 4 dUth A4S W&
IdM x| 6] A 2] A A& FxHH A L.
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257, 7] IDM A ¥ o] DNS A %]

o] A A= A& Ax 4 IdM(Identity Management) A 1 o]l DNS A H]| A& A X sl= WS A4

Ut

A 2.7 AR
[}
oh& 2 ol IdM A] A 3)o] A E U= 53 DNSe} g4 1dM2 A1-g-2 wl o] o] 83} Al g
AFFE ol & YUtk 53 DNSE AL45te] 2= CAZ 53 CA.

o)y

1M A s o] o g = oA 2 A ge] 5T
[41] AHaH] DNS7} IdM Al o]l X 5o] 94 @] Shel gich.

[root@r8server ~]J# ipa server-role-show r8server.idm.example.com
Role name: DNS server

Server name: r8server.idm.example.com

Role name: DNS server

Role status: absent

Z 22 IdMDNSE A ulol A AHg-8 4 9 AP h

I [root@r8server ~]# yum module enable idm:DL1
ipa-dns-server 9| 7] A 2 3 F& FEL ez =3o

I [root@r8server ~J# yum module install idm:DL1/dns
2AHEE A F5t] A v o] DNSE A A3

I [root@r8server ~]J# ipa-dns-install
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2P oA AuE DNS A2aS Qg stets A S EA o
I Do you want to configure DNS forwarders? [yes]:
[ ]

A8 DNS A225 74d35ted yes & 423 o+
AR Zg2 A 204 IdM LDAPd] A2z} IP F42

A4 o] 739 ipa-dns-install(1) =& 3 o] #] 2] --forward-

v
b4
wn
=
ng
o
>
oo
P'L
X
82
lo
o
1°)
=
)
il
e
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o
L
v

DNS A 2x}71 glod IdM =4 ¢l o] S AE A Qo] ohE & DNS =1 ¢l
9] o]2 L Folat 4= Q&Y T2EX DNS A= F9lsl7] $)a] 28 DNS A 1] oA
o - X1g Y

2aYEdA Aule AR IP 520 3t DNS g
A gl shebi= Wl A A 7k EAHU T

(PTR) @l 227k 74 =] Y
I Do you want to search for missing reverse zones? [yes]:

S A9 2ages PTRAZ=S 3 o o

Do you want to create reverse zone for IP 192.0.2.1 [yes]:
Please specify the reverse zone name [2.0.192.in-addr.arpa.]:
Using reverse zone(s) 2.0.192.in-addr.arpa.

M2 2183
B DNS AU 28 A& 5 d&Uth

£
12
o
o
of
12
o
rid
A
21
i
N
flo
s
i)
>
ot
0,
L
v
=2
2]
o

-

man ipa-dns-install(1)
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267 CA glo] vl £ 4] IDM A #] o]l IDM CA 1] = 37}

CA(21= 713#) 4 2.4 glo] IdM(Identity Management) T 2l-g o]A o] A X3 7]$- ipa-ca-
install '8 % & 2185t =dQl] [dM CA AMu| =5 F713 4 Al’*ql:} 27 Atgtd] e o3 34 F
st Aad 4= dFh

IdM 914 A #] CAS = E CA= 37Hth.

93 CAS £E CAZ A18-3] IdM 2154 A CAZ a9 CAZ F7Hh o).

- 1

A== CA 74 g AT &2 CAAH 2= Zdd S FEsHH A L.

26.1. 31 YA IDM CAE 7] IDM = 2lo] FE CAZ A %]

oA d] CA(AZ 713) 74 8.4 glo] IdM(Identity Management)2 A X] & 2 ¢ 1}Z o] IdM A] 8] o]
CAE HAAT F AHFUTh o] Ao &= 2B T E CAd| 53 0]x ¢k2 |dM CA2l idmserver 4 1] 9]
A WL AW,

A 27 A

[ ]
idmserver 9l O3t FE A3lto] JQHF)

IdM A v] = idmserver o A X = o] <54}
IdM ulj 32 o) CA7} A X =] A &5

IdM T @5l 2] BeA 5 s 2 Ay

idmserver o A IdM <1Z=X4] Al1¥] CAZS A X3 ).
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267, CA gl o] v 0| 4] IDM A ¥} o]] IDM CA A H] = 37

I [root@idmserver ~] ipa-ca-install

EZ 73X 9] 7} IdM S 2 E 9] A ipa-certupdate 52 2 €] & 23] 5l<] IdM LDAP2] A <13
Aol gt ARz $AEE g o]EF .

IdM CA 2154 = A A3 % ipa-certupdate = A3 31x g¢om Q1EA 71 ot
Z IdM A ="l of] vl 2 5 X] 25Ut

26.2. 71 IDM 4| 2l o] 9] CAE FE CA=Z £ 335= A WA IDM CA A X

o] A CA(IZ 713H) 4 84 glol IdM(Identity Management) 2 AAF AS Y3 IdM A B9
CAZ A X 5 AFYrt) o] Ax}o A= idmserver X v o) 4] 07] = g £7FCAVF Q= 9B =E
CAd] 33 P‘ IdM CAE H A 5t= Uy S A8 do

A 27 A

[ ]
idmserver ol o] 3t £ E @A3to] gJHFU )

IdM 2 ¥] = idmserver ol A x| 5 o] 95U
IdM v} o) CAZ} A A 512 ekttt

IdM O gz Az 455 43 AFUH
A3
AX g A&
I [root@idmserver ~] ipa-ca-install --external-ca

PR E AEH |2 A CSR(YIFTA A% 23)ol AZHANES ¢
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CSR< 9)3+ CAdl Al 2§t
4,

WF S Q1A S IdM A Bl ol 2AMgH o
5.

ipa-ca-install:ol 9|3 CA stlo] Q154 @ AA A= E F7bste] XS A% T

[root@idmserver ~J# ipa-ca-install --external-cert-file=/root/master.crt --external-cert-
file=/root/ca.crt

EZ 23X 9] 7} IdM S 2 E 9 A ipa-certupdate 52 2 €] & 23] 5l<] IdM LDAP2] A <13
Mol i@ FRE T2EE Yol EgqU.

IdM CA Q154 2 QA3 % ipa-certupdate S 2351 x] o AZFA7} o}
E ldM A 2R o] v £ 5]2] o
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277. CA7} 3+l ul ol A] IDM A1 o]l IDM CA A v] 2 37}

IdM(Identity Management) 37 o] IdM <135 7] &(CA) A ] 27} o] ] A x| = o] QX gt 54 IdM A H
<l idmserver 7} 2 2 9 73 %, ipa-ca-install @3 & A}1-&3}o] idmserver ol CA A 8] 25 713 5= Q)

4t

IdM CA: 9% = E CAs} o] J&ut

A 8T A

[ ]
idmserver 9l O3t FE Azlto] JQHFL)

IdM A v] = idmserver o A X = o] <54}
IdM v EZ o] T} & IdM A 8]l CA7} A X = o] 5T}

IdM O g #2x 438 432 s

idmserver o A IdM <1Z=4] X118 CAZS A X3¢ ).

I [root@idmserver ~] ipa-ca-install
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28%. B EZ2A &=

o] el A= IdM(Identity Management) ‘=t 1ol A A ¥ 2+ BA £ 2] st= TES 483U

28.1. BA A%}, EE2A HUA A EZ 2] A1HE A1

®A2e 448 ) IdM(Identity Management)2 7] A 1] o} 341 & 7+o] B Aok A4 7Y .
28 g 2AE HolHE BEZ 2 rlAtd] AAE T 5 ) 9] Ba) o] HuA} Afolo] HA] A eko] )
e 7% AviAte BEE2X A2RES G4 olgd Ade o-e AA6A A8 AR E
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B2 Ao
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eZzx g
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EZZAAIUE

28.1.1. E-A) Al <k

AT A7} 71 A E 7)o g B 2e A A sHA IdM(Identity Management)S % 7] A u] 9} H-7)|
B 7ve] BA] A okS AR YT B A Al FS ALE-5HA F AW 7o) dlojE 9} A o] X &H o2 BAlY
Y.

IdML of 2] 9]7]/2:7] B4 2 HAg A&7t o] T oA Bl Alte] AZE RE BARLS ¢
HolES Al g AgstEs FFUA 2 AR FF Ut 54 A= 3 FEFdU -

1% 28.1. v B B2 A o

IdM Server IdM Server 2 (Replica)

Data replication

- agreements -
s DI T
ﬁ Certificate replication ﬁ

agreements
Storage Storage

Directory Server Directory Server

Certificate System Certificate System
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F A AGe BE 599U F Aol F 7R 439 BA Aloke] TR 9L & A&Y]
. ol & o] Au] Ak A1) Bell =1 BA] Aokt T H 0] Sl A4S 154 AR ohd ID G ug
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28.1.2. EZ =2 HuAt

EZzA Frire BA9 dol 82 Agdth IdME domain 2 cao] T 7H4 £ EE2A A
MALE A QAT 7 R AbE MEe] Aulel W] Bal EX 22X Jeiu.

EA Aol 7AAHE F /le] & AHo] FLI Ko EEEA HY A AR HU .

domain suffix: dczexample,dc=com

domain suffixol = 2 & =2l #H doJg 7} g5 o] AdHFY).

% %2 20] domain ¥ A} 2 BAl A oke] Q= AS AR, 2F @ A 2 OAH b
FHdch

olE)

i

ca suffix: o=ipaca

ca gulAtel = Q%M A 26 74 92 e dolel 7t £@ o] 95U th CAQIZ 7187
AR 8 Aol v =] gk,

o
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X
fin)
L
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il
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a9 28.2. EEZ =R Fu|AL

SERVER 1 SERVER 2
Domain Suffix oo R LN > Domain Suffix
Replication .
CA Suffix M ——— ————————————-—-—-——————— R > CA Suffix

7| EZEA A A2 A EAES AX T o ipa-replica-install 23 H E oA 7 A 7k A
AgUd.

o 28.1. EZ 2 X Hu|A}l 17|
ipa topologysuffix-find 33 2 EZ 2 2] Hu|A} BE22S ZT AU

Managed LDAP suffix DN: o=ipaca

Suffix name: domain
Managed LDAP suffix DN: dc=example,dc=com

Number of entries returned 2

$ ipa topologysuffix-find
2 topology suffixes matched
Suffix name: ca

28.1.3. EZ 22X A 1HE

52 o] Gula} ghol ¥A| Aol Y A WA EERA H2HES AFUT 2 EX
2AATHNEE 95 =c 9} 0 2% rew FAPUTG REE B Ao 28 Au Sty

ldMe] EZ 22 AaaEs 34 STFAU 2 AR A AdlA Au] Boll, A BolA A
W AZkA 9] % Al o] BA) Ao et kA ol e F 7hA wake 2 Bal Y.
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Y 283. EZEZX AAHE

TOPOLOGY
SERVER 1 SERVER 2 / SEGMENTS
Domain Suffix s~~~ —————-~ AU N—— > Domain Suffix
) Replication
CA Suffix oo oo > CA Suffix

d 28.2. EZEX A|2HE W 7|

ipa topologysegment-find 5 3 & = uj 2l

ol Ei= CA A vl Aol tlal AR A EZ2A Al
=2 ZAFUD o2 S0 Buled FulAte] 24

$ ipa topologysegment-find
Suffix name: domain

Segment name: serveri.example.com-to-server2.example.com
Left node: serveri.example.com

Right node: server2.example.com

Connectivity: both

Number of entries returned 1

o] oAl oA =w| <l A& H o] €+ serverl.example.com # server2.example.come] & A
Zhol vt A g Y}

EQ AladE O3 A& A w3 A5 ¥ ipa topologysegment-show 3 & & A& o},

H

$ ipa topologysegment-show

Suffix name: domain

Segment name: serverl.example.com-to-server2.example.com
Segment name: serveri.example.com-to-server2.example.com
Left node: serveri.example.com
Right node: server2.example.com
Connectivity: both
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9 28.4. ARFH= EEZXA 4
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|

sarverl serverd4

EZZX Jd= o: 2 EZZX
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ca ca

domain domain
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serverl server3 serverl server3
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o Refresh || +Add | @ Delete = Refresh || +Add || @ Delete
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serverl Server3
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Topology Graph Topology Graph
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ca ca
domain domain .
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serverl server3
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A 27 A

[
1AM #2) 4 1% A Bk A5y

server3

serverl
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28%. BA EZ =X A+

2
2
i
i
J8
!
L
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rO
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2
X
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rO
filo
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o
L
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M-S 5 A1) 7he] EE A MIAES A7 st B Aloke ARl g o] Al EZwA 22 o
A QElo|EE BA] EE2A S EAFUT

1% 28.13. EZ 2 X] A|2HE 2HA]

“——

erver2

~@

server3

serverl

28.5. CLIZ AHg-3te] F AW 7F B4 A4
ipa topologysegment-add & % & A}-&-3l] F A1 7 B
AHA 8 AR

IdM #2) 4 215 A Bk A5

ipa topologysegment-add "3 % S A}-8-3to] 7 A B9 EZEX] Al ZAEE AU v
A A7 ZAIHYE G35 AlFdU o

4 EZ 2 X FHulAl: domain =+ ca

= AuE Yl s 9% =9} on)

ri

r
I
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2 g o) w} Al E] tha AL Ao olF

oAE Sof the3t 2& Uk

$ ipa topologysegment-add
Suffix name: domain

Left node: serveri.example.com
Right node: server2.example.com

Segment name [serverl.example.com-to-server2.example.com]: new_segment

Added segment "new_segment”

Segment name: new_segment
Left node: serveri.example.com
Right node: server2.example.com
Connectivity: both

A A ZAES F7hsha BA Alke] Aujod AAF Y.

418] A} 3}: ipa topologysegment-show & &H & Al &3l A Al ZHE7 FAHAE=A] &

o

$ ipa topologysegment-show

Suffix name: domain

Segment name: new_segment
Segment name: new_segment
Left node: serveri.example.com
Right node: server2.example.com
Connectivity: both

28.6. CLI=S AF&-sto] F AW b BA4] A

ipa topology_segment-del 3 & A}-8-3lo] HH ZoA BA AlFS F5

A 27 A

[
IdM #2) 4 1% A Bk A5y

ol &

Sofof gtk
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28%. BA EZ =X A+

o]E& R 2 7¢ ipatopologysegment-find & & A} &3l RE A IHEE E Ao
E80A o ATAES FFUTHL WA A 7F ZA = F Q3 EZ R A v AL domain =
ccas dgdUth dE Sl a3 25U

$ ipa topologysegment-find
Suffix name: domain

Segment name: new_segment
Left node: serveri.example.com
Right node: server2.example.com
Connectivity: both

Number of entries returned 8

ipa topologysegment-del 5 2 A} 8-5lo] F Ao AAH EZ2ZA] A IHEE A AT
Yt

$ ipa topologysegment-del
Suffix name: domain
Segment name: new_segment

Deleted segment "new_segment”

X
M
e
[t
i
&

At B Aokl AADI

18] X}g}: ipa topologysegment-find = &
A g,

tilo

Abgshel ATHETL | o4 Ud s g

$ ipa topologysegment-find
Suffix name: domain

Segment name: server2.example.com-to-server3.example.com
Left node: server2.example.com

Right node: server3.example.com

Connectivity: both
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Number of entries returned 7

28.7. 9 UI= X183l EZZ X oA A1 A A

IdM(Identity Management) 9] Q18 3| o] 25 A}-§-3le] EZZA A AW E AAT F AFUT

A 27 A

[}
IdM 2214} 15 17k A5,
[}
AASE = AW YA EE2AE AHS el G2 AN E Adsts 98 A7t obdy
o o = <14l the Au s} RalE 4 gleuh
[}

A At = A vpA e CA = DNS A 17} obgd o},

g 5 e AYYUT AN E AASE EZZH
A BH2 A =" A BAES HX 3= AYUd

= = ~— AN H

A=A A 4 2405 AASA &3 EZZANA AW E A A EE b3S FI P
IPA XY - EZ22] - IPA ¥ S A3

AA G A ol 5L S F T
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19 28.14. AW A

28%. B4 EZ =X B

IPA Servers
Q < Refresh
[J  Server name Min domain level Max domain level Managed suffixes
J | serverl.example.com 0 1 domain, ca
O | server2.example.com 0 1 domain
J | server3.example.com 0 1 domain, ca
Showing 1 to 3 of 3 entries.
3.
Delete Server (1] At4l)E 2@yt
28.8. CLIZ Al8-3la] EZ 2ol An] A A
PR E JAEFA N EE A5t EZZA A A E AAT = AdFU
AR 2T A
°
IdM #2174 15 A B sU
°
AASEE A UeiA S22 AHg3te] G2 Aulg Adshs 428 Aurtobdy
th ol = Q3 & MW7t £ HA FsUd.
°

AASE = A ¥ vl u CA E DNS A # 7} oy oh.

®
]
<
]
)
X
Q
3
S
)
0
o
3
ttlo
2
X
o
r.)
)
)
o
tilo
4
&
s
L
£

AWE AATE RS 95D 9t AAYUTh A E AAFE S0 BA

S F YE RAS P A 2T A BARS AA s AU

o2 A1 9 4] ipa server-del & & & 23] 5lo] serveri.example.com & | A}, o] ¥
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Ho U E 717 RE EZEX A IHEE A AYYL.

[user@server2 ~]$ ipa server-del
Server name: serveri.example.com
Removing serveri.example.com from replication topology, please wait...

Deleted IPA server "serveri.example.com”

41 €] A}g} serveri.example.com ol A ipa server-install --uninstall = & 23 s}o] A] 2
Wl A Au 74 225 A AT

I [root@server1 ~J# ipa server-install --uninstall
28.9. % UI—E— /\]——g-’é‘]-oq IDM }\‘]H-]O]]}v] }‘1H'] 9—31??!' l.']‘7]

IdM A1) o] B8 A 2F 7]wko 2 Tk 4u] o
Ut

1o

O

1
ol
32
oy
L
kY
2
it
i
2
i)
o
ﬂ
N
oy

CA ¥

DNS A ¥

KRA(Key recovery authority) A 4.

A E A o] AA| HHL IPA AN EEZA M T FEAUA L.

o] gt status absent = EZZ A 9] A7} TS 5 5HA LSS oY

t}.

2 )7t BAsHE o] Yo EE A oA sl o] ake] Anlo]A Q2L
Sasa gy
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19 28.15. ¥ Ul A Ay 9 &

Server Roles
& Refresh

Role name Role status

AD trust agent absent

AD trust controller absent

CA server enabled

28.10. CLIZ A1 83}o] IDM A v| 9] Au 493 17|
IdM A ujo] AXd AMu| 25 7|dte 2 gt A8 932 54T F AFUL. d & Eo] b33 25

Yt
CA A
DNS A 1]
KRA(Key recovery authority) A 1.
O 882 AHEst EEZRA A oJd 4TS FPst= AHE E F dFUH

ipa config-show 53 2 2= CA Au| 9} x| CA 734 AW E ZA I Y.

$ ipa config-show

IPA masters: serveri.example.com, server2.example.com, server3.example.com
IPA CA servers: serveri.example.com, server2.example.com
IPA CA renewal master: serveri.example.com

[}
EARUIS. A E

ipa server-show B & & =4 oA SAstE A 2=
server.example.com o x| &AslH 9T E5 2

$ ipa server-show
Server name: server.example.com
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I Enabled server roles: CA server, DNS server, KRA server
[

ipa server-find --servrole 2 574 A1 o] BAJstd 2 E A E AAAUT. A E &

o] == CAAYE A geg Fa o

$ ipa server-find --servrole "CA server"

2 IPA servers matched

Server name: serveri.example.com

Server name: server2.example.com

Number of entries returned 2

28.11. 24|22 CA 7 A A8 @ CRL AAX A} A8 = 57

IdM mjj ol A 23Hd CA(Q1S 71#)E AH&-st= 7% IdM CA A v 5= 3tz CA 733 A uj<Ql CA st
9 A28 Q1A A AL shs Aul AU IdM CA A1l 5 shtbe 54 slA 222 A4 sk A
2l IdM CRL AIA 2k A W] @ &2 ghch 712802 CA 7 AW 2 CRLAIAIR A u] o & Al 2]
A2 A7} ipa-server-install === ipa-ca-install 8 & 2 A}-83}o] CA a2 AX 3 A HA A v A3
Pt

A 27 A

1AM #2) 4 1% A Bk A5y

CRLS A4S S B4R S TA T

28.12. AR BAE HAF E£= 54

BAEo] AXHW BAEo] FANAY EAHER ARE FAL F A&UTh
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/ipa-ca-renewal_configuring-and-managing-idm#changing-ca-renewal_ipa-ca-renewal
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/generating-crl-on-the-idm-ca-server_configuring-and-managing-idm

FAA BA B G AT NS A 2

ZHA @ 82 IdM CA 7841 An] W73 2 A2 &

o

Zst A L.

- 1

RHEL 8.19]] 71& Z2|H = =949 47 BAE 752

SIS

BAEL £/ e 9.

fllo

I # ipa server-state replica.idm.example.com --state=hidden

3 Apgale] BARE B S &Y

o

e B3

rr
o

I # ipa server-state replica.idm.example.com --state=enabled

28%. BA EZ =X A+

2
rl
o
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BN
ol
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>
to

RHEL 8.2%-¢
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/planning_identity_management/planning-the-replica-topology_planning-identity-management#the-hidden-replica-mode_planning-the-replica-topology
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/ipa-ca-renewal_configuring-and-managing-idm#changing-ca-renewal_ipa-ca-renewal
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o] ol A IdM ) 3

297 IDM 3] A

o

A

dEF s A LAY

A 27 A

Healthcheck 52 RHEL 8.1 o] /g0l A o+ A}-8-&

% 9 uth

29.1. IDMoJ| A e A=A

IdM(Identity Management)¢] Healthcheck &2 IdM 317 ©] Aejol 43S = F Y= EA

L
e

o =] gYyd.

5

X
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flo

RERAE

Fx

sk
=

Healthcheck =+ Kerberos 215 gQlo] Al S IJ = HH = =7
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H

Ut

Healthcheck:= H| ZE & 93 SH A REZ A H JdFUT
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29%. IDM738l A7 & A 4 243

Healthcheck= =3 /3 {4 & A1&3519 AA

]

+ 9

e

o

9g AT

o

json: JSON & 2] o] machine-readable output (7] 2 3})

human: ALgo] 1S = &9

--output-file 345 ALg35te] & 9 dFS AQ L 5 AsU

a3

7} Healthcheck 2 52 t& 43 =

PJL

U

i
-3

rl
o
L
v}

SUCCESS
g d= 74
WARNING
A5 oAk = F e 7k 7 dH U o
ERROR
A= +EHA ddFUS
Azt

BT dFS VA F Jong qPdE FAEHA EgFU T
29.2. IDM e H3 A=A
ol AAA = IdM Gl I & AAst= WS A9 dd

AR}
ipa-healthcheck =} 7] 1] & 4 X] g o}

I [root@server ~]# yum install ipa-healthcheck
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RHEL 8.1 2 8.2 A] 2 Hl o] 4] yum install /usr/bin/ipa-healthcheck 3 & &
oA AHg- 3 ok

&
of

A14-3le] ipa-healthcheck T+ B.31 @ & B g} &HA 3

--failures-only 4%
W A wsgy.

st 1dM A =)= [] ¢
I [root@server ~]# ipa-healthcheck --failures-only

0

ipa-healthcheck --help & A8l A A== 2 E RIFE FAAH T
29.3.IDM FHl 243 A3
Bl AL 21 3 d S AHE St o2 EEAFoE AP + AFU

A 27 A

[}
Healthcheck o] 413 5o} glojo} gtk IdM 4] 217 A4 = 234441 <.

4% 9 = healthcheckg 23 s}z ipa-healthcheck 3

mlo
o
d
L
)

I [root@server ~]# ipa-healthcheck

!
rlrt
2

o] & =4l 3 U)-&-2 man page: man ipa-healthcheck S %3142 £.

294. F71 &2

[}
IdM Ze] A7 A& g3 o = Configuring and managing Identity Management 7}o] =
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/index
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/checking-services-using-idm-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/verifying-your-idm-and-ad-trust-configuration-using-idm-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/verifying-certificates-using-idm-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/verifying-system-certificates-using-idm-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/checking-disk-space-using-idm-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/verifying-permissions-of-idm-configuration-files-using-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/checking-idm-replication-using-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/using_idm_healthcheck_to_monitor_your_idm_environment/index
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307%. ANSIBLE =g o] &2 A}-8-3}o] IDENTITY MANAGEMENT A 8] A %]

& A A A= Ansible & ALg-5lo] A] 2" 1AM A ¥ =2 4 "o‘}‘“ Y-S Ao Al 2" S
IdM A =2 A 5hd IdM =) Qlo] A =51 A] A= o] A |[dM A 8] A& IdM S2o|AE ) Al 5T 5 3
%4t} ipaserver Ansible & 32 A} 8-51o v X 2 A2 T F Al"‘/lq

A 27 A

[ ]
Ansible @ IdM 7)1 @& ol&| & 4 Y& ).

Ansible &

Ansible ;==

Ansible 214l & 2]

Ansible #¢]

Ansible 2 &

Ansible Z#lo] 2 Z# o] &

30.1. ANSIBLE 2 IDM 2 X = 9|3 o] d
Ansible2 A28 24, A ZEdo] v ¥ B £ YUl EE Y5t dl AHEHE AF3st EYUTH

Ansibledl = IdM(Identity Management) A ¥l o] E£$t= o, Ansible 2 52 A}[8-3}o] IdM A v, B-A] &,
ZeolAE T A IdM EZ 24 493 e A4 39S st + s

ldM<- 412 317] 915) AnsibleS A48 w o] o] 4

flo

g 2=

t}.

& A X9} 22 AnsibleS A}-8-3}¢] Identity ManagementE A x| sl= o] H o] JHU
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https://www.ansible.com/
https://docs.ansible.com/ansible/latest/index.html

307%. ANSIBLE =g o] 52 Al-8-35}o IDENTITY MANAGEMENT A ] A 3]

Aesoz MED 7 520 442 74T Dast deUch di4l Ax 28268 W
st | shibel AwEe stelo] 92 & Y&t

ol 22 A4 Slal A s AL AAE T 5 AFUTHel: AHSA R T2E F7t
M3} o] gl A7 2-e Aol AME FA L AL 5

L )
AFy

30.2. ANSIBLE-FREEIPA 7] 2] 4 %]

X g}

o] A A o] A = IdM(Identity Management)S A x] @ ] 3}17] $]3] Ansible &3 &
£ ansible-freeipa = 7] X1 & A X 3}:= ¥H S AH I

A 27 A

[ ]
A2 ==X 5S4
o
e =271 3R IP F4 9 25 5 371A @21 A7F 9= Red Hat Enterprise
Linux 8 A| =€IQ1A] gl
[ ]
eSS o B¢
o
AEZY7} FaF B 233 0] I+ Red Hat Enterprise Linux A] 2= ¢1x] 3¢l
Ut 284 32 74 oA AX AP F2] Ansible 24 A X 7ol = & FRFHAIA
o
o

m 2

. e

Ansible ZAE Z & d A TS Ax}= AL}

Al 2dlo] RHEL 8.5 % o]d v A 435 A 2o g xA B E S stg T

I # subscription-manager repos --enable ansible-2.8-for-rhel-8-x86_64-rpms
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https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html

Red Hat Enterprise Linux 8 Identity Management A %]
A| 2"l o] RHEL 8.5 o] 3}l 4] A3 F<1 7% ansible s 7] A & A Ao}
I # yum install ansible
ansible-freeipa | 7] A & A X g},
I # yum install ansible-freeipa

oga 9 152 /usr/share/ansible/roles/ 2 /usr/share/ansible/plugins/modules t] & g

30.3. 7Y A 2=le] ANSIBLE & & €] %]

7127 o 2 ansible-freeipa & &-& /usr/share/ansible/roles/ T] 2 €] 2] o] A x] g 1] t}. ansible-
freeipa 71 7] A o] 7+x+= b33 ZHFU

/usr/share/ansible/roles/ t] @ €] 2] = Ansible 71 E = & o] ipaserver,ipareplica ¥
ipaclient g &3 A4y z+ 93 tjd Heli= README.md vl =2 t}-& 9t o| A o Sef djgt
daAl, 712 Mg, efolAx 2 FXE AFFU

[root@server]# Is -1 /usr/share/ansible/roles/
ipaclient

ipareplica

ipaserver

/usr/share/doc/ansible-freeipa/ t] 2 €] 2] = README.md v}=t}-$ 5] 7| 4 2 &
Z 2R 9 g3 FAE A3t =3 playbooks/ 31¢] Tl A E S A3 o).

[root@serverl# Is -1 /usr/share/doc/ansible-freeipa/
playbooks

README-client.md

README.md

README-replica.md

README-server.md

README-topology.md

/usr/share/doc/ansible-freeipa/playbooks/ t] & €] &] & | A] Zd| o] &S A2}

[root@serverl# Is -1 /usr/share/doc/ansible-freeipa/playbooks/
install-client.yml
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307%. ANSIBLE =g o] 52 Al-8-35}o IDENTITY MANAGEMENT A ] A 3]

install-cluster.yml
install-replica.yml
install-server.yml
uninstall-client.yml
uninstall-cluster.yml
uninstall-replica.yml
uninstall-server.yml

30.4. 53 DNS 2! 53 CAE FE CAZ AL vl o] i w7 273

A= =E CA= A X 3}7] & IdM A= A x5}

o] Axte] AlWEe ol = INI § 42 A§ ik E YAML = JSON § 42 A8 &
+ g uth

AP ANED AL JUh M AN 2 A gadE S0 Fstd wdd o F
(HmmgﬂﬁéqqFMNMQﬁﬂﬁg%ésf]Qg@qq

G5 R S E()N S S HULL A E So] WEL 5§54 Lo DNS 977} 24
@ % &

FAE O BL BE 2EA L T
IdM =W 2 9 FRE QPP

the §42 F7lste] 53 DNSE AHE & 212 A T
I ipaserver_setup_dns=yes

DNS A¢ 43¢ AQ U 0 &4 5 shte deghch.

A x| == &2 13 o] Jetc/resolv.conf 1} A o] A] forwarders= AlL3l== 3l
ipaserver_auto_forwardersz=yes 3413 Al-&3 ). /etc/resolv.conf 3} o] A A A o] &
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1] 7} localhost 127.0.0.1 40| A} 71

Zetolyl Wl =] =0l 915 AHS 521 DNS A H]
vt oz B AHUN A4S 5 9l A2

S o] A2 AL FA v 2.

ipaserver_forwarders 8412 Al83te] A2A =S 522 AAFUL. X T2 A4 2
il = A X H IdM A ] 2] /etc/named.conf 2} o] A2 A} IP F42E F7184 o).

[
ipaserver_no_forwarders=yes 34 & A1-§-3to] A AHE- & FE DNS A H & +4
dud.
=31
DNS Ag=171 glod 37 o] R =o] glon ¢l tf& DNS =
o] o] 2 A Yt
5.
DNS 9 & g 2= 9 9 AAQ S A AU g3 34 T4 Ad 3
[
ipaserver_allow_zone_overlap=yes &% & A}-8-35lo g o] ojn] 32l 71534 A4
o % (reverse) 49 S AT F+ dHFUH.
[
ipaserver_reverse_zones 3-4S ALg-3lo] AW 49 S F5 o= (AP
[
Ax Zz Yol ek DNS 49 & WA L=F s
ipaserver_no_reverse=yes 342 A&}
=31
IdMS A}8-3te] e 498 A st 22 A9 AL gy giAl 9
- DNS v 25 A8 5 JFYTH
A
6.

A sttt} Ansible VaultE A3l 5= A A
g QLA A9 QW e sd A FH

Lo

admin 2 Directory Manager 2] 435 =
3taL S o]l 5 3ol A Vault 21
A5 E A I

o

M T
BN

)
)
o

o

rr

(A A IdM A W ol A AL-8-3F AHg-AE A A firewalld G o1& A4 o A8 2 A4 9
oS HAsHA god IdMo A A A2 718 firewalld | 9ol 3713t AHA Fold 718 o
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&2 public 4.

x4 9 firewalld o} o] oo} alm @740 glojol G,

A4 A A7 Qe AN e Ao o (g5 A Q)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes

[...]

A5 AAn Fuk A Auee) shele] (s T

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[...]

AH&-=E A4 firewalld 9 o] J= AMEE] Y 9 o
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[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

Ansible Vault 3} d]] A1 4 % admin 2 Directory Manager ¢} 5= A}-g&-3}o] IdM A v = A A 5
= Zd ol 59 q

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaserver
state: present

olvl & 2] 2o 4 admin 2 Directory Manager ¢S & AL-g-31o] IdM A B8] S A A 3t= =7 o]
59l 9

- name: Playbook to configure IPA server
hosts: ipaserver
become: true

roles:

- role: ipaserver
state: present

166



307%. ANSIBLE =g o] 52 Al-8-35}o IDENTITY MANAGEMENT A ] A 3]

A AA 7] B A L2 ipa-dns-install(1) =] 74 = o] K] 9] --forward-policy 24 -& F=x3}

ipaserver & &toj| A} A}-&-5l= DNS W50 o] & A4 g W] &2 /usr/share/doc/ansible-
freeipa ¢] 2 € ¢] ¢] README-server.md 3} o] DNS 4= A4 g_ ZAZAA Q.

30.5. 2] % DNS % &3 CAE FE CA=Z ARg-3 v o) B & w7l i 44

913 DNS £ 248 A18-35He 8794 53 CAS S E CA= A A 3817] 918 IdM A u| & A=) 3817] 9
@ W ED A TS o] ARE AnF

1 "ake] AmEe skl e INI P42 AHg ghth Ei YAML %= JSON 3242 A}

=k
1.
ARG ol Ed FAL U IdM A8 2 AL s 5 2E90 A73tE £y ol o] =
(FQDN)2 A1 A 3§t} FADN o] t-& 7| &2 =314 zz'l-q_t‘gq];}_
[ ]
YA 2 sto] Z(-) s & HUTH o & Eo] ¥E52 5] 8 HA &2 DNS ¢ /77124
g AFUH
[ ]
FAE O FE BF 2EA GO G
2.
IdM v <l 2 o Fu e ATk
3.
ipaserver_setup_dns 3-49] no 2 AAH I AU EA 1A G=A A3
4.

%2 A4t} Ansible Vault= A183to] 152 A%

admin ¥ Directory Manager ] ¢
15 Fxduc. 2= 2@ AT Z¢ A e sdoA AH

33 Zd o] welo) A Vault 5+
52 AQ P
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(A AR IdM A Bl ol X A8 A& ZF A A firewalld € 9 S A A U o AH8-A A A 4
S HAAsA o IdMo A Au] A2 712 firewalld & 9ol F71gh AFd B ojd 712
£ public ¥4rt}.

2 A A firewalld & 2 o] Qojof 5l G & o =2 9o]of Tt}

A4 A A7 Qe AN E Ao o (g5 A1)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no

[...]

25 A Fr7k e AwED) shelo] o(E T W)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[...]

AH&-A}F A4 firewalld 9 o] I AMEE] Y 9 o
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[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

Ansible Vault 3} d]] A1 4 % admin 2 Directory Manager ¢ 5= A}-&-3}e] IdM A v = A A 5
= Zd ol &9 «

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaserver
state: present

¢l 2] 1o A4 admin 2 Directory Manager &5 = A1-&31o] IdM A v S AA 5l=
89| 4

(il

gl o]

- name: Playbook to configure IPA server
hosts: ipaserver
become: true

roles:

- role: ipaserver
state: present
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30.6. ANSIBLE Z g o] 52 Al-835lo] 53 CAES FE CA= IDM Ay nl 3=

Ansible Z# 0] %2 ALg-3to] B¢ A% 71%(CA)S FE CAZ AHg-3te] IdM A1 & u £52 of
472 dado.

Fx

o] Al QIWE# ol INI § 42 AHgFhith £ YAML £ JSON 342 A1 &
+ g%uth

A 27 A

ge 24 5 e Adste Aua ol dgais iAuss 485y,

53 DNS E A+

Zd o] 5 9 o] (o : install-server.yml )2 A}-8-35}o] ansible-playbook ™
o Ao E AMED HAL AP

mlo
oi'
d
L

$ ansible-playbook -v -i <path_to_inventory_directory>/hosts
<path_to_playbooks_directory>/install-server.yml

V,-WEE -WVIFAS AMSSte] A AR 24 FES AF UG

CLI(E B Z A8 sl o] 2)o) 4] Ansible Edlo] % 23 E9] 22 2 5 dFUth.be &
o 2agEs 0] Yoz YFH o 49E AL nAFch

PLAY RECAP
server.idm.example.com : ok=18 changed=10 unreachable=0 failed=0
skipped=21 rescued=0 ignored=0

o
i

oe g4 F s

A el
w— 1

oo

Yt
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IdM vl Z o] A ] 3L DNSE A18-5l+= 7 -$-: /tmp/ipa.system. recordss.UFRPto.db 3}
Qo] £3+¥ DNS gl&2 FZE £ 7]E 9|3 DNS A1 9] 7131 th. DNS gl Z =2 ¢ b
ol Zz A2t 54 DNS &340 whe} gyt

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

71 DNS Aol DNS g2 =8 571 W74 MW A X7 5 =4 a4

IdM ul ;o) A 53 DNSE AH8-sf= 4

9] =21 2] DNS €] <9J2 IdM DNS =u| 2l o] F7}3 ). o = Eo] IdM DNS
=] elo] idm.example.com 21 73 -3- example.com 9] w2l o] o] A v](NS) g =
=& F7dd.
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3 A7 A St B ES 45 BAE R Feo|AE AV AF o2 TAAY

9] CAE AL8-3te] IdM A H & FE CAZ v X 3t= Wy o gt zHAl & U 82 Ansible
Z o] BL ALE5le] 93 CAS FE CAZ IdM AW X & F X4 A 2.

30.7. 53 DNS & 9|5 CAE FE CA= AL§-sto] vl o] gk w7 273
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IdM 53 DNS £ 74 < AHg-st #7014 9% CAS $E CAZ Axat7] 918 AuEe HIg 7
Qsteld o) A4S AR

Fx

o] Axpe] AWM=
89 5 dguth
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(FQDN)2 A4 gtk FADN o] o 71&2 3534 sl
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2.
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3.
o §4 F715to] 53 DNSE AR 3 22 A4 o
I ipaserver_setup_dns=yes
4,

DNS A2 442 AFFuth the §4 F shte A9 g,

A x| 3 &2 A 2] 4] /etc/resolv.conf 1} o] forwarders=S AlL3l== 3l
ipaserver_auto_forwarders=yes -1 2 A}-8-3]t}. /etc/resolv.conf 3} o] XA H o] &
x11] 7} localhost 127.0.0.1 40| A} 714 Zglo]Hl Y| E ¢ ] 9531 AFE 591 DNS A 4]

tAwHos 28 AHYolN AAT 5 gt A o FAL ASEA GE Hol FHUH

[ ]
ipaserver_forwarders 34& Al835la] AR E 522 AAFULY. A X T2 A2

A= A=A IdM A ¥ 2] /etc/named.conf 3} o] A} IP F42E F715 ).

ipaserver_no_forwarders=yes ¥4 A}-8-3l] d]4l A8 FE DNS A8 & 74

.
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DNS 4217} glom §73o] 2250 glon] qlxete] g DNS &
v Qle] o] §-& sHelE | T

5.
DNS 9% & g a2= 9 9 AA S AF AT g3 34 FolA A3
[ ]
ipaserver_allow_zone_overlap=yes &4 2 A}-& 3} g o] oju] el 7}53 A$
Jd X (reverse) 99 WA = JHFYTh.

[ ]
ipaserver_reverse_zones 342 Al-8-5to g Jd S F5oz QY.

[ ]

A3 Ez A 2ol e DNS 92 A4 stA ekoeim
ipaserver_no_reversezyes 342 Al&3U ).

T

IdMS A}g-5of gk Folg
i DNS A¥l 28 A8 5 AU Th
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admin ¥ Directory Manager €] ¢
st S ol & U ollA Vault 312 &
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A3} Ansible VaultE A18-319] 95
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P23 == 9 okAS 49

SELEEDERIEE
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[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes

[...]

A5 AN ARV JE A E 99| o(¢s 3}

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[...]

AH&-AE A4 firewalld g9 o] J= AMEE] 31U 9 o

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
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ipaserver_firewalld_zone=custom zone

[...]

M) A WA DA O =g o]2e AT CSR(AIZA A H 23)e A7 A
EZ2fdA B ==7 BAlstE RS 9L

- name: Playbook to configure IPA server Step 1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_ca: yes

roles:
- role: ipaserver
state: present

post_tasks:
- name: Copy CSR /root/ipa.csr from node to "{{ groups.ipaserver[0] + '-ipa.csr' }}"
fetch:
src: /root/ipa.csr
dest: "{{ groups.ipaserver[0] + -ipa.csr’ }}"
flat: yes

AR 9 viA g Ao B3] & EdolHS AT

- name: Playbook to configure IPA server Step -1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_cert_files: "/root/chain.crt"

pre_tasks:
- name: Copy "{{ groups.ipaserver[0] + '-chain.crt' }}" to /root/chain.crt on node
copy:
src: "{{ groups.ipaserver[0] + "-chain.crt’ }}"
dest: "/root/chain.crt”
force: yes

roles:

- role: ipaserver
state: present
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Ag Z 4 7] A4 L ipa-dns-install(1) v+ 3] 0] #] 9] --forward-policy 273 & =3}

ipaserver & doj 4| A1-235l= DNS W50 o g 2}A) g U] &2 /usr/share/doc/ansible-
freeipa ¢} 2 € ¢] 2] README-server.md 31 2] DNS = A1 A S FZ514A] Q.

30.8. 2| DNS & 2] 5 CAE AF-§-sho] v o] i w7 23

)% DNS & 742 ALg-3H= #7409 FE CAZ 915 CAZ AHg-3to] M A w12 AXI 517 1% 2l
Eel e 7ASEN e AxE g
4 351
o] Aol AuEe AL INI A AHgFLth Ei= YAML Ei= JSON 342 Ak
88 % A
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G5 R Sl E() H S HUL A E So] WEL 5§54 Lo DNS 977} 24
@ % &

w5 AFAelo} g

2.

IdM =l 2 J o] An s AP
3.

ipaserver_setup_dns 34| no £ AR QAL EA A LA S}
4.

admin ¥ Directory Manager ¢] ¢+$ & %4 g t}. Ansible VaultE A8-3lq 43S E A%
3ol ol 5 FHAoA] Vault Y & Ut = 2 A A9 A e sgdoA A H

l
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(A A IdM A ¥ ol A AL8-3F AHg-AE A A firewalld G o1& A o A2 A4 @
< AR A o IdMo A A 22 7] & firewalld 9 2ol 713tk AL A old 7|2
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2] A A firewalld g 2 o] Qojof 5l G & o =2 9o]of Tt}

D5 Mu A7 JE ANED FA 9] o(¢3 A Q)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no

[..]

25 A ARot Y AWMED el o(E £

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[...]

AH&-AF A4 firewalld g9 o] J= AMEE] Y 9 o
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[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

[...]

AFUth CSR(ATH M3 23) AA stz A
Ut

[

A7) 2] A wiA Ao gt a0l %S A
EgolA B w2 Balsls AL Y

=

g

- name: Playbook to configure IPA server Step 1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_ca: yes

roles:
- role: ipaserver
state: present

post_tasks:
- name: Copy CSR /root/ipa.csr from node to "{{ groups.ipaserver[0] + '-ipa.csr' }}"
fetch:
src: /root/ipa.csr
dest: "{{ groups.ipaserver[0] + -ipa.csr’ }}"
flat: yes

A7) 9] wpA e gAlo] 3l ohe Saol %S A4

- name: Playbook to configure IPA server Step -1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
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vars:
ipaserver_external_cert_files: "/root/chain.crt"

pre_tasks:
- name: Copy "{{ groups.ipaserver[0] + '-chain.crt' }}" to /root/chain.crt on node
copy:
src: "{{ groups.ipaserver[0] + "-chain.crt’ }}"
dest: "/root/chain.crt”
force: yes

roles:
- role: ipaserver
state: present

2] % DNS 4 9|3 X d CAE AHS-35t IdM A & AR T o AHES 5 e A dig
ALA 3 U] 82 Installing an IdM serverE Z%3514 A1 2. 53 DNS7| glom £ E CA= 9}
CA7} 9= Y.

30.9. ANSIBLE Z g o] 52 Al-835}9] 9] CAE FE CA= IDM Ay nl 32
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=

42 A3 o(d: install-server-stepl.yml ). -i Ao 2 A e A& XA F ).

$ ansible-playbook -v -i <path_to_inventory_directory>/host.server
<path_to_playbooks_directory>/install-server-step1.yml

V,-WEE -wWV IS AE S GA AR BA FES AZ U

CLI( 3= Qg o] 2)o| A Ansible Zg 0|8 2aPES 82 B £ JFUtd. g3 =
He 2APEJ 0 Aoz AgHoz A3A AL naF Y.

PLAY RECAP
server.idm.example.com : ok=18 changed=10 unreachable=0 failed=0
skipped=21 rescued=0 ignored=0
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A ) o] HF A (o): install-server-step2.yml o] t) st X Ho] £3HE g o]& 5149 o]
&2 2 ansible-playbook & & A ). -i Moz duEL 7A S AT

$ ansible-playbook -v -i <path_to_inventory_directory>/host.server
<path_to_playbooks_directory>/install-server-step2.yml
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L2 =l S
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i

A el
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zd

Yt

IdM ujj o] A 9] % DNSE Al-&3l+= 7 -$-: /tmp/ipa.system. recordss.UFRPto.db 3}
Ao £3HH DNS gl 42 FFE E 7] 9|5 DNS A v =713 t}h. DNS d|Z =2 ¢
O|EstE= ZZ A 2AE 54 DNS &3 49 wa} o5 4.

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server
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[ipareplicas]
replical.idm.example.com

replica2.idm.example.com
replica3.idm.example.com

[...]
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I [ipaservers]
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server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]
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[ipaservers]
server.idm.example.com
replical.idm.example.com

[ipareplicas]

replica2.idm.example.com
replica3.idm.example.com ipareplica_servers=replical.idm.example.com

2] 9] o o A replica3.idm.example.com & o] u] v £ ¥ replical.idm.example.com
L T BA 222 AEF L

Al @ 3

shute] wj X o] o 2 EAES v £15L A 7bo] -l H = S v Al BAE v E71
43 5 dFUt A ER gdo) 54 BA| & 15 (o [ipareplicas_tier1] 2
[ipareplicas_tier2] ). A 2] 3} 32 install-replica.yml Zd o] &-2] z} Z2Fl djs] Hx 2] =4
o] & AAIF Y.

A AZo] AolH AMEe 73 o

[ipaservers]
server.idm.example.com
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[ipareplicas_tier1]

replical.idm.example.com

[ipareplicas_tier2]

replica2.idm.example.com \
ipareplica_servers=replical.idm.example.com,server.idm.example.com

317 ANSIBLE &8 o] 53 A1-8-3l] IDENTITY MANAGEMENT 5-A] &2 A X]

ipareplica_servers o] 3 WA @ %ol A& HLTh 7 WA F2o oA §HOZ ALE
AT 1dM BA 2L W28 7] 9l o] AF L AHg e A9 SalolHol A M) el g
8 WA tierlo] A HA] 22 w] £@ th tier2o] 4| B2 228 of ok,

2 HAR 250 dal GE Sdolzt e Falo) % HA o o

- name: Playbook to configure IPA replicas (tier1)
hosts: ipareplicas_tier1

become: true

roles:
- role: ipareplica
state: present

- name: Playbook to configure IPA replicas (tier2)
hosts: ipareplicas_tier2

become: true
roles:

- role: ipareplica
state: present

el e 4

B o] 712 Qo UlAl A H firewalld 4ol AHESHES stelw AWz o]

AR = dHUth e =
firewalld 92 Alg-3sl8 =

e AR 49
Utk Abd Aeld 7]

s

EEEE

gowm

1oz AR w2 9o oAl [dM Ao Y
A4 488 5 AU

IdMol) A] A 8] =2 7] 2 firewalld % 9 o] 3713

o 2 public Y4t}
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A= firewalld g Qo] Jojok 5l G702 glojof gt}

AHgRE A4 firewalld Qo] Y 2rera AWM ET] S2E 59 o

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[...]

[ipareplicas:vars]
ipareplica_firewalld_zone=cusfom zone

AlvE Q5

H A 2o] IdM DNS A B A& 5 283 == 32 ipareplica_setup_dns=yes 3] 2
[ipareplicas:vars] A Aol F7}U ot =3 48] 3 DNS A 22 & AR o 75 X4 Y
t}.

£ 34312 H ipareplica_forwarders ¥ <=¢} [ipareplicas:vars]
2 F71gYo(9) : ipareplica_forwarders=192.0.2.1,192.0.2.2).

per-server forwardersE 1Al 5} %] o 2@ [ipareplicas:vars] A A9 T} 3}
2 F7184 ). ipareplica_no_forwarders=yes.

Bz ¥ 9] /etc/resolv.conf 512 o] 1} A = forwardersol] w2} Aujd A2AE 7

= =

A5t H ipareplica_auto_forwarders ¥ =% [ipareplicas:vars] A A of| 7} o}

28] 20] %] DNS 2 Aju]8 AGAE 4

il
o
ol

Ir
X

N
o
30,
rr
ro
£
ft
A
g
e
lo
2

I [ipaservers]
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server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[...]
[ipareplicas:vars]

ipareplica_setup_dns=yes
ipareplica_forwarders=192.0.2.1,192.0.2.2

ipareplica ¥ 5=9]] o & A} 4] & U -&-2 /usr/share/ansible/roles/ipareplica/README.md

Markdown 32 & F%34 A 2.

31.2. ANSIBLE E 80| 53 AH8-sto] IDM A4 25 A A15H7] 1% A4 5% A4

M A2 AR o )& A Lol s A o] A2 Sa gk

A 27 A

Ansible 71 E £ 2] 9] ansible-freeipa 371X & A x| 3 &},

EAESMED Aol d= AHEAE] G E AT (ol : IdM &2 A ).

rf

Red Hat& Ansible VaultZ A}-&351o] ¢35 & A A3l Sd o] & npe o4 Vault 3
S Fx35= Aol EHY K : install-replica.yml ).

Ansible Vault 31 o] QI &2 9 8l 45 9] FAHE A5t Edlol s 39 9

- name: Playbook to configure IPA replicas

hosts: ipareplicas
become: true
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Red Hat Enterprise Linux 8 Identity Management A %]

vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipareplica
state: present

Ansible Vault A}-8-5}= W ol ol @ 413 U182 F4 Ansible Vault 494 & &
E RN

[}
g i@ 44, AW ED sHdolA Jg admin o] 47 FHL AT L. AWE
2] 92 9] [ipareplicas:vars] A 4 ol 4] ipaadmin_password 342 A&t} el £ 2
3} 7 install-replica.yml =3 o] & 3d & 33} 75U
hosts.replica 3} 2] 4]
[...]
[ipareplicas:vars]
ipaadmin_password=Secret123
olwl &2 19l 9] principal 2 passwordE Al8-3H= S o] & o] o
- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true
roles:
- role: ipareplica
state: present
[}
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317 ANSIBLE &8 o] 53 A1-8-3l] IDENTITY MANAGEMENT 5-A] &2 A X]

ipaadmin_principal $41& Al-&351 32 <3 9 ipaadmin_password 342 A}&3 ). 21
Wl £ 2] 512 3} install-replica.yml =g o] 2 g}l 2 0} 23 74U}

hosts.replica 3} 9] 4

[...]

[ipareplicas:vars]
ipaadmin_principal=my_admin
ipaadmin_password=my_admin_secret123

olwl &2 19l 9] principal 2 passwordE A}8-3H= S g o] & o] o

ipareplica Ansible & &l A 5|83+ 34 ol o 3 AHA g
/usr/share/ansible/roles/ipareplica/README.md v} =t} -8 3}

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true

roles:
- role: ipareplica
state: present

ftilo oo

31.3. ANSIBLE =¥ o] &2 A}8-3}o] IDM 2] & u] =

Ansible Z o] %2 Al-g3lo] IdM 24| 22 W] a2 W o] B3}

A 27 A

e

i

IdM 52| 25 A=) s17] 93 A Ee] 312 S FAJFU
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Red Hat Enterprise Linux 8 Identity Management A %]

IdM EA] 2 A2 2 93 A H oS FAHAIAFU

Ansible =3 o] 5-& Al-8-31o] IdM 5A| 28 A x| st H Zd ol &5 Y 9] o] 53 3
ansible-playbook 3 & 2 A}-8-34 t}(d: install-replica.yml ). -i 340 2 AWl Ez] 3A-S ]
A3

$ ansible-playbook -v -i <path_to_inventory_directory>/hosts.replica
<path_to_playbooks_directorys/install-replica.ymli

V,-WEE -wWV IS A SH GA AR BA FES AZ UG

Ansible2 Ansible Z# o] 5 23 HE A3 i3] LelsUrh. b3 &892 2AHETH0
N Adez AgHoz 43849 AL BoFU.

PLAY RECAP
replica.idm.example.com : ok=18 changed=10 unreachable=0 failed=0
skipped=21 rescued=0 ignored=0

o|A] IdM E-A| o] A2 H o] FYth.
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327%. ANSIBLE &3 o] 52 A}1-8-51o] IDENTITY MANAGEMENT Z2}o]1 E A X]

327. ANSIBLE Zdl o] 52 A1-8-3}¢o] IDENTITY MANAGEMENT Z2lo|dE A X

& M A E Ansible & A}-§3to] A]2#)-S IdM(Identity Management) Zelo]AE 2 1A &=
P S AT A 2E L 1AM ZElAER 743 IdM Eu|lo] 55512, A28 o] =l 2lo]
1AM A u ol A [dM A 0] 28 283 5 Q=S gt

vl ¥ = ipaclient Ansible & &) 93] #e]|gUth. 7|2 A 02 o] T2 A5 AM REF AHE-51o
IdM A 1], =]l 2 7]ek A4S 2@ 3]}, Ansible Z#]o]3o] M Ex] HAddA AR AL A}
SIAES QTS 54T F YFUh

A 27 A

[ ]
Ansible A o] ;== o] ansible-freeipa 3| 7] x| & A XA F5t}.

Ansible 2 IdM 71 @ & o]3l & 4= I HFU .

Ansible &

Ansible ==

Ansible <18l £3]

Ansible Z¢]

Ansible = &

Ansible Z o] € Zg o] &

32.1. A5 A SEo|JE A X R g AW ER] 3o v/ A3

Ansible =] o] 22 x}-83}<] Identity Management Sz}o] A E S A x| 5le] W <l Eg] 5AoA] o
A 3 2E 7] M4E AT Ao : inventory/hosts ).

o
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Red Hat Enterprise Linux 8 Identity Management A %]

IZE U} AR

qlol g A3 Kol

Eg gde w3 ey S8 22l uE o8 2 = Y 4 A5 INIgL §-A1H3 &
% nsnble4 718 g,} —s}qo]rq o}e o Al o A AF&Ht}.

2

RHEL®] 22} A}-2%} o1 H o] 29} 37 AulE 7= 2 1252 Ansible =] o)
-9 ipaclient_mkhomedir H4+E ¥$}H5) of g ).

A 27 A
[}

Alo] == A v] £ A& &<l install-client.yml 21 o] wjj 7] ¥ 5= Q1S FxaH4 A
o]

ldM 2ol =7} d s 2Ee] A75HH 5AE o] S(FADN)E A4 dhich. A 3H8 wul
91 o] 22 47 3 DNS o] 2ol o] of it

%2}, GEA D o] Z(-)ut 3| P o 2 So] WEL2 585X kom DNS 25

fol
[
m
L
uli
flo
ko
i
B>
M
N
2
L
s
v
£
=
1
N
p
>
op
e
H
5
oy
W
i)

IdM DNS 9 e}o] SRV g Z=7} Sul=/) 448 A$ 23QEd A 02 R E A5 %S 2
Fo2 AAFY.

2] E FQDNo] A ojd g QI Ee] 3 2E 31U 9| o

[ipaclients]

client.idm.example.com

[..]
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327%. ANSIBLE &3 o] 52 A}1-8-51o] IDENTITY MANAGEMENT Z2}o]1 E A X]

ZeolJE 55 44 39 AFTUh B2 AF PP AT F A5

o
Ansible Vault2 A} &3lo] 452 A A3 Zd o] & Ao A Vault 32 S Fx
sl= A o] &Y (9 : install-client.yml ).
Ansible Vault 3} o] Qlul & 2] 31 2 ¢F3 o] FA & ALEsh= S o5 #d 9 4
- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true
vars_files:
- playbook_sensitive_data.yml
roles:
- role: ipaclient
state: present
o

t] ¢HA 34 inventory/hosts 312 9] [ ipaclients:vars] 4] A of| A] ipa admin
_password 54 & AH8-5te] admine] A4 FH S A FHA L. B Ao A=
& AH&AHE A s A AHE-AL o] -l ipaadmin_principal 3-8 & ARS-5haL 9kl
ipaadmin_password 342 Al2-3t}. inventory/hosts 219l £ 31 9 install-
clientyml g o] & 392 o534 25U

=

AWl EE T2E 9 o

)

[...]

[ipaclients:vars]
ipaadmin_principal=my_admin
ipaadmin_password=Secret123
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A e FAoNA Bk FA % 5 S A= Helol %9 o

- name: Playbook to unconfigure IPA clients
hosts: ipaclients
become: true

roles:
- role: ipaclient
state: true

o] 559 ETolAE 7I¥ o] ASK AHE 7He A5

o] A& A 2¥lo] o] Ao ID #e] FTo|AER T 3¢ AT 5 AFUh o]
Q1% Why S x}-g-3la] A #ipaclient_keytab 34 9] 34 & A 7 5l keytab3 A F 3= 3
g 2E A A (o : inventory/hosts 2] [ipaclient:vars] 2 A).

55 Fol A4 oo A3lE ¢F (OTP)PUTh o] A5 WS ALgatad Awe
2] 9} o)A ipaclient_use_otp=yes &4& A2t} ol S So] inventory/hosts ¥} 9
[ipaclients:vars] A 4 o]l ] ipaclient_use_otp=yes 49 42 & 4+ J&H5Ud. OTP=

Agaa e 84 5 s g Agelok gt

o] £ So] inventory/hosts 3} 9] [ipaclients:vars] A 4 o]
ipaadmin_password g2 A 53t S0l AE 55 Aol A= AR oY
o}

o £ 59¢] inventory/hosts 2] [ipaclients:vars] 2 A o] ipaadmin_keytab ©] 3
2 A F3te] admin keytab.

ipaclient Ansible & oA & &3= Aol A AA T &2
/usr/share/ansible/roles/ipaclient/README.md README 3¢ & %314 A L.

32.2. 2ol E A F A5 74

o

al

e

T e AT JdUEY o] misiEs 23

Ansible =] o] 22 x}-83}<] Identity Management Sz}o] A EE A x| 5le] W <1l Eg] fAA] o
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327%. ANSIBLE Zd o] 52 A1-8-351< IDENTITY MANAGEMENT Z&}o]91 E A ]

A 3 2E 7] MSE AU g : inventory/hosts ).

S2E,IdM A 8], IdM =] == IdM g ol digt A n

2q1ol v g A ol

B 9d 2 B ey Zealdd et oy 4 F st & sy INIgH fA R 9
% SIbIe4 7127k = slitolm ot o Ao A ALYt}

51

RHEL®] 22} A}2%} o1 # o] 2 ¢} 37 AulE 7l=2 X125 Ansible =] o)
59 ipaclient_mkhomedir & Z g3 of gt}

A 27 A

[}
Alo] ;= A vl £ 2 S gl staL install-client.yml 2} o vl 7] ¥ = 24212 =314 Al

}:o

IdM Z 2ol A7} B 52E9) AF5HE E2E o] S(FADN)S A4 #ich. A735H8 o)
9 o] Z-& #53 DNS o] Zo]ofof Gt

574, GEA L sto] ()W Sl G P ol & Sol WEE 3| §HA $or] DNS 05
7w 5 gt

F2E o] & BF &EAelol Fth dEAE AT 4 AF U

inventory/hosts 5} 2] A& A Ao o & 4L AAFU.

ZolAEV 553 IdM A & Je = [ipaservers] Al Ao 1= A1 2] FQDN
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ARCIIRLC

ofr

oe F A g4 F

Zalo]AE7F 523 IdM A ¥ o] DNS =12l o] 22 e = [ipaclients:vars]
A A 9] ipaclient_domain 4

[ipaclients:vars] A A4 9] ipaclient_realm -4 2. 2 IdM A v] 9| A] A o] 5}+=
Kerberos g 9] o] &2 Yetdyrh

Ze}ol = FQDN, A1u] FQDN 2 4 o9l 5wl g ALg-3H Ml Ee] 2 529 o

[ipaclients]
client.idm.example.com

[ipaservers]
server.idm.example.com

[ipaclients:vars]
ipaclient_domain=idm.example.com

[..]

ZeolJE 55 44 39 AFTUh B2 AF UL AT F s

Red Hat-& Ansible VaultZ A}-£3}lo] ¢+5 & x| Astal g o] & nld oA Vault
98 Fxsl= Aol 45Ut install-client.yml ). 23 : Ansible Vault 312 2] B
ol A 2 U459 Bl FA = A3 . examples S o] & w1 ).

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true
vars_files:
- *playbook_sensitive_data.yml*

roles:

- role: ipaclient
state: present
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327%. ANSIBLE &3 o] 52 A}1-8-51o] IDENTITY MANAGEMENT Z2}o]1 E A X]

t] <A 314 inventory/hosts 71 9] [ ipaclients:vars] 21 A o] 4] ipa admin _password &
A& AH8-3te] adming] 317 SH S A A L. e Ao d&= & AHEAE A A s H
A& 2} o] £ ol ipaadmin_principal 342 A18-3} 3 ¢+5 o ipaadmin_password 3413 A&
gt} install-client.yml Playbook 319 & t}3-3} 7ro] A2 4 A5

A ED] T2E 3 o

)

[..]

[ipaclients:vars]
ipaadmin_principal=my_admin
ipaadmin_password=Secret123

AMES Ao) A Bt FA) R 5 E A SHE Eelol %9 of

- name: Playbook to unconfigure IPA clients
hosts: ipaclients
become: true

roles:

- role: ipaclient
state: true

old

olft
J

o] FolAE 719 o] A& AL 7@ A4

o] $A L A 2dlo] o] Ho] ID Be) Feo|AER 528 A AHE
vl S A1-g-5HE A ipaclient_keytab 34 9] 3412 ) ki
A A g o}(el : inventory/hosts €] [ipaclient:vars] 2] A

X
=
e

T TARAET A 23§ ¢ (OTP)IA U o] A5 " HS AHE-shea A e 3
29 A ipaclient_use_otp=yes XS Al &3t} o & S o] inventory/hosts 7} 9]
[ipaclients:vars] A A ol A #ipaclient_use_otp=yes 34 2] =42 & F A5U OTPE A}
|5 o5 34 F shE AA sl oF gyt

d] 2 Eo] inventory/hosts 312 9] [ipaclients:vars] ) A o] ipaadmin_password 7t
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2 A g ZeolAE 5= Adko] 3l AFSAte] 5

d] £ So] inventory/hosts 9] [ipaclients:vars] A A o] ipaadmin_keytab 2] 72 Al
335} admin keytab.

ipaclient Ansible & &) 4| 3] §-3l= FA o o g ZA g W] &2
/usr/share/ansible/roles/ipaclient/README.md README 3¢ & %314 A 2.

32.3. INSTALL-CLIENT.YML s} ol A wjl 7} 'H 5= 82l

install-client.yml Z ] o] & s} ol = IdM Z2}o| A E ul| Zof] dl gt X H o] 235 o] AHFUh

Az

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true

roles:

- role: ipaclient
state: present

A 2ol el e The 241

i
i
&
1
ol
[
m
Lo

hosts 322 ansible 2= 9 E 7} ipa-client-install 23 H E
FQDN & 7 A 3l+= inventory/hosts 2} o] AH-& X4 ).

become: true 322 ipa-client-install 2= Y EZ 23 3l= St roote] A4 Z o]
IEHEF AZFUL.

role: ipaclient 342 & 52 E0) 4 & A &L NG o] 2% ipa Ze}o]AE

g
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32%. ANSIBLE =3 o] 52 Al-&-5}o] IDENTITY MANAGEMENT Z&&}o]9lE A X

state: present 52 S lo|AEE A X A As= Al AX =S A A K|l

U=

32.4. ANSIBLE PLAYBOOK=Z A}-2-351o] IDM S0 E FE9 digh A3 o 4

o] Fx A= IdM Stol|JAE ST g 7iE A3
AE AsFUS

du 2

o 1oor ot
10 > oo 2

go L 30 g2t [m

—_

du 2

o loor ot

go 3% ¥ % |
N g0 > o oft 2

gdelel o
54 9%
(one-
time
password
YdY T

LA

ok o 2

o oo 2

OTP + &
R s

[..]

[ipaclients:vars]
ipaadmin_password=Secret123

[ipaclients:vars]
ipaadmin_password=Secret123
ipaclient_use_otp=yes

install-client.yml =g o] & 59 4

- name: Playbook to configure
IPA clients with
username/password

hosts: ipaclients

become: true

vars_files:

- playbook_sensitive_data.yml

roles:
- role: ipaclient
state: present

- name: Playbook to configure
IPA clients

hosts: ipaclients

become: true

roles:
- role: ipaclient
state: true

- name: Playbook to configure
IPA clients

hosts: ipaclients

become: true

roles:
- role: ipaclient
state: true
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ol ] 7 o install-client.yml Zg o] & 51 o

deleld  OTP+#

JddE AT H lipaclients:vars] - name: Playbook to configure
(one- ipaadmin_keytab=/tmp/admin.key IPA clients
time tab hosts: ipaclients
password ipaclient_use_otp=yes become: true
YA
=42 roles:

- role: ipaclient

state: true

2

re lo
Iy e

N oo
i O

[ipaclients:vars] - name: Playbook to configure
ipaclient_keytab=/tmp/krb5.keytab IPA clients
hosts: ipaclients
become: true

roles:
- role: ipaclient
state: true

32.5. ANSIBLE &3 o] 5-& A-&-3le] IDM Zgto|A E | 3

IdM 37 o)) IdM Z2to] A EE vl £ 3}+= Ansible Zd| ] 528 A18-31 W o] A& 4=

A 27 A

[}
IdM S eto] A E v £ 2] v 7 57} vl £ A} Qo] A steS A Ho| sy
o
As AN Sl E HA Red g A Ee] A o] wjsi e 24
o
FeolAE A 5 A5 AL FPT F Qe A ANED Ao vl A 24
[}
install-client.ymlo] A vj7] == A HU
Az}
[}
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327%. ANSIBLE &3 o] 52 A}1-8-51o] IDENTITY MANAGEMENT Z2}o]1 E A X]

Ansible Z# o] 58 A18-31o] IdM S glo|AEE A At Zd ol 5 #Y 9 o]
ansible-playbook 3 & 2 A}-8-34 th(d: install-client.yml ). -i 8412 2 vl E¢] 9d S x|
.

I $ ansible-playbook -v -i inventory/hosts install-client.yml

V,-WEE -wWV IS AESH GA AR EA FES AZ U

Ansible2 Ansible Zdo] % 2= 9= Ao tjal FeFUch o 22 Aol A3}
A pgh7] WEo] 2AYEt AT Ao APFALS HolFLh

PLAY RECAP
client1.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21
rescued=0 ignored=0

Ansible2 T3t M 3S AL8-3t] A3 2 Z2Z A 2 O] g I /3
o] A B = A F3 . /etc/ansible/ansible.cfg 3} o] [colors] A A o] A 7] & A
23S 53T S AL

[colors]

[...]

#error = red

#debug = dark gray
#deprecate = purple
#skip = cyan
#unreachable = red
#ok = green
#changed = yellow

[..]

o]A] Ansible Z# o] 5& Al8-3to S 2E9 IdM ZEo|JdESE AXAFY.

32.6. ANSIBLE 4 %] & IDENTITY MANAGEMENT Z2}o|QlE H XA E

CLI(" ¥ = <13 o] )= ansible-playbook @ & o] A Z 3 A gt A} HZEES £33 % IS

deFy

ID 2] Fetol AL Aulo] B8 ALgAo) U@ AHE 7HAL 5 DA H2Es@ Ao 4
AH ALERE FAT 5 QA FAFU T ol & So] 712 admin ALEAE FASAW G VG
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U,

[user@client1 ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

AZo] SutzA AE oA Bl AEstH su- 7} oju] ZAhs T IdM AFE <= 25 g o

[user@client1 ~]$ su - idm_user
Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[idm_user@client1 ~]$

32.7. ANSIBLE &3 o] 5-& Al-8-31o] IDM Zto|AE A X Al A

Ansible =g o] &2 A}&35lo] IM S To|AdER T2EE A AW o] 32 A5t

A 27 A

[ ]
IdM 22} 218 =4,

IdM Zete] A =5 A X A A E Sd 0] % 5 9| o] 53} 7 ansible-playbook 3% &
AHg&-3H tH(ell : uninstall-client.yml). -i 402 QW Ee] AL Qs A H O 2 -y, -vv
EE-WVFAE AE S AR R B FES AU

I $ ansible-playbook -v -i inventory/hosts uninstall-client.yml
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327%. ANSIBLE =g o] 52 A}-g-3lo] IDENTITY MANAGEMENT Z&o] 1 E A 3]

FetoldES thAl AAS71Z AR s A5 SelAES 712 IdM 74T S2E
AN AASNAR e o) 74 Qe T2 et w42 ARl E}%Jr Ze A
& Ahatol &Y.

IdM LDAP A B0 A] Zeo]AE T2 E J22 A A 25Ut A A
A 32E 555 A2 U

IdMell A Sgto] A E ] &= Aul 2= AAHA S5UT.

IdM A ] o] 4] Ze}o] A E o] DNS 22 A A 514 41 th.

/etc/krb5.keytab o] o}d 715 2] o] A FA| = A AHA L5Uth

AA AAE IdM CAd A T2Ed i3] 49 2E ASAE AAFHH-

IdM S0l A E A A& F=3AHA L.
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33%. IDM3} AD 7+ A1 3] A X

337 IDMz} AD 7+ A1 2] A %]

o] 74 ID &2 IdM A 1] ¢} AD(Active Directory) 7Holl EZAEE Tt== A S 53X 2 311, F A
7t L@ AZ dFY

A 27 A

[}
A %] Identity Management<} Active Directory ¥4 71¢] 713 2 A2 2 A9 g oF gt}

AD:= =HQl AEE2 9 o AX gt

e

IdM w7} A5 o] A3 FAu .

ZHA| 3 &2 Identity Management 4 3] 2 F x84 A <.

Kerberos= 5419l A 0] 5& A do] FQ317] wliFo] AD A<} IdM A ¥ 25 A A7} &
718l = o] of ).

unique#150 names:= Active Directory =421 S 2] 3l = H] - T 8.317] "ol 4=
v ]| z} A w9 o] 3t complete names.

Active Directory =+ IdM =1 ¢l 2] complete name& 2 ukz o 7 &3 DNS = uj 2l
o] A WA HE ). DNS =12l o] ad.example.com 21 -9 complete o] &2 dutz o
=2 AD 9y 28y 2 2 351%] &4t important is that the rfc name is just one word
without periods. rootfs o] 2] o Zo]+= 15xY Yt}

IdM A) =5 o)1= Ao IPv6 =z =2o] 43t o] gojok Ttk

IPV6S ¥ &4 5151 1AM A 1] 20 4] A}-8-51i= CLDAP Za]1elo] 275457 e
.

33.1. X1 g === WINDOWS SERVER W &

RHEL 8.49] A IdM(Identity Management)-2- Windows Server 2008 R2 == o] d B A S A3 3l +=
Active Directory v ¢l A E 22| = A}-&3} Active Directoryel] tl 3t 212 A S A A5HA <5yt
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/planning_identity_management/planning-a-cross-forest-trust-between-idm-and-ad_planning-identity-management
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/index
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RHEL IdMo9j] = o] A Windows Server 2012 o] Ao A 9t X A== A= AAE AT o SMB ¢+35.3517}
a3

023 e 59 =9 2 =l /)% %2 A14-3t= AD(Active Directory) Zoll x| 9}¢] E g
2E #AE AR T & dFU

Velero 715 & ¥ 9 : Windows Server 2012 — Windows Server 2016

= el 715 & H9: Windows Server 2012 — Windows Server 2016
IdM(ldentity Management)2 t}5 24 A A E 43 5l+= Active Directory =u|Ql AEEHE A&

@ A7 43 AdFUh
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016

Windows Server 2019
33.2. M =9 &5 04
Identity Management IdM=} AD(Active Directory) 7+2] 4l =] = Cross-realm Kerberos 41 =] o] 43

AUt} o] £742 Kerberos 7]5& AHE-8te] A2 th2 ID &2 74| A= & AR {T mabA =
AD A&t = b3S 738 + dFUth

Linux A 281 2 2] & 20] o4 252w =22 g

SSO(Single Sign-On) A}
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33%.IDM=} AD 7+ 21 =] A X

EEIdM e B A E = A5 9] IdMo| 4] F] g

®EAD QA EE A3 e ADIA el Huoh

B3 B0 = 9 IdM 22 o] 2] AD forestsoll 423 = AFUTh 0|23 AR S AHgshA =
Ao gt 7| A dFE B adH oz T+ A5 AD A= AHSA¢ HE A A
42 2 AA ) FHL = 5 2o Linux &2 A= Linux 1 =22 44 3] Alojd 5= AFUtt. o] 3

7% 1dMol) ]3] Ao} 5] = Linux 99 AD 2] 42 Eulel T ook §AF5HA ¥ Linux A| 28 3 f-A}
gy,

AD<] #3 o| A Identity Managementf ©el AD v ¢lo] Q= Wk o] AD AR o= JeEhd Y.
AD forest = E =l 3} IdM =<1 7+e] 2zt Ea]AE7 AAE A9 AD domaine] A& A= IdM =
w21 9] Linux A] 28 @ xJu] A9} A5 2838 5= 91t}

22 87014 1AM 18517 ID 32 A1-8-3f] 1dM 2] ¥ o] 3] AD A1-842] POSIX

S48 7AL S v

33.3. AD #g] A3

AD (Active Directory)<} IdM (Identity Management) 7tol] A2 S 75l = A9 2435 AD 93

o= AD B % AH S Aok .

ol&l @ AD #el R T 1% F shtel Wujelof Ptk

AD forest2] Enterprise Admin 25

Active Directory =<l 2] =2l &2 FE =l =l =Wl =Wl =9l =v<l
(Domain Admins) group for your AD domains

¥ Zelo] = ] &l g A 3 U] &2 Enterprise #2215 FH25H4] A 2.
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Sl Fef el of g A4 g 82 =2l e Ak

il
s
BN
o
o)
>
>
o

AD 2139 t 3t #A 3 &S How Domain and Forest Trusts Work & X354 A1 2.

el

33.4. AD 2 RHELY| A 3% ¢33 7%

2

71¥.2 o 2 |dentity Management:= RC4, AES-128 = AES-256 Kerberos ¢33} 3
@A gole] NS AP T

o

EEET

RC4 ¢t53t= H 4l AES-128 2! AES-256 ¢153t IR D ¢HHG AC =2 5B R 7| 2A O R
t] o] A A& 5 o H|EA35tE o] YUt vig = AD(Active Directory) AH82 A2 Z9 3 AD
=2l 7He] 412 = RC4 4535 A Y3t AES ¢33t 32 A Y3sA &2 F dH5Uoh

Qw9 ¢35k f-F o] glow IdMst AD 39 =<l 7] &
= ddseE e 44 3 s 5

rO
ol
1
4
g0 -
oy g
W
)
L
r'lﬂ OBL
X
]

Active Directoryo A] AES ¢33} X @43 (B3 &4)
Active Directory<] AD 4|2l 7+ A= 7} 323 AES ¢+53 3L A D= S slgd ohe
Microsoft ¥4 & =34 A1 2. AD DS: Bk A= g 5 = =l o] 2] &z HAj2=g o

Kerberos "Unsupported etype" &+

RHEL| A RC4 A o &/ 3}

i

IdM N =] AEZ#, 415 oo]dE @ AD |2 AEEZJ U3 2AZFo] =3l gy}

5

o

update-crypto-policies 8 3 2 A}-2 3l DEFAULT ¢33} A = <] AD-SUPPORT
¢33 59l AA S 4353

[root@host ~]# update-crypto-policies --set DEFAULT:AD-SUPPORT
Setting system policy to DEFAULT:AD-SUPPORT

Note: System-wide crypto policies are applied on application start-up.
It is recommended to restart the system for the change of policies

to fully take place.

FAEES A AT
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https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/active-directory-security-groups#bkmk-domainadmins
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc773178(v=ws.10)
https://docs.microsoft.com/en-us/troubleshoot/windows-server/windows-security/unsupported-etype-error-accessing-trusted-domain

33%. DM} AD 7+ A1 5] A X

AD-SUPPORT $}5 3} 319] % 21 RHEL 8.3 o] ol ¢ A}&-3 5 Qi oh.

RHEL 8.2 4] RC49]| EHUP A4S ddststEd s = RC4-128+ & A%
stel AbgA ol Qt5s wE RS g*é o B st oh Al @ Ul 8- A
YA AL atel Al AA sl B A8 AY e FEAAUNL.

RHEL 8.0 @ RHEL 8.19]] 4] RC4¢] tj 3l x| & &A3}3staA /etc/crypto-
policies/back-ends/krb5.config 3} o] permitted_enctypes 349l +rc4 & =
7y o

[libdefaults]

permitted_enctypes = aes256-cts-hmac-sha1-96 aes256-cts-hmac-
sha384-192 camellia256-cts-cmac aes128-cts-hmac-sha1-96 aes128-cts-
hmac-sha256-128 camellia128-cts-cmac +rc4

33.5.IDMz} AD 7+ 5410 R e ¥E

AD(Active Directory) 2 IdM(ldentity Management) 37 7] 5412 &4 3}sleid AD =92 A
EZe 9 IdM A o] B x o3 T EE YUt

¥ 33.1.AD 2= HQ3 ¥ E

A H] 2=

£ 7 &<l portmapper 135 TCP

NetBIOS-DGM 138 TCP % UDP
NetBIOS-SSN 139 TCP % UDP
Microsoft-DS 445 TCP % UDP
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#customizing-system-wide-cryptographic-policies-with-policy-modifiers_using-the-system-wide-cryptographic-policies
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/planning_identity_management/planning-a-cross-forest-trust-between-idm-and-ad_planning-identity-management#trust-controllers-and-trust-agents_planning-a-cross-forest-trust-between-idm-and-ad
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A2 ¥E Teez
Dynamic RPC 49152-65535 TCP

AD 229 7lg s 3268 TCP

LDAP 389 TCP % UDP

TCP X E 389+= A= & 47] 9138l IdM A Bjol A & F 8 = QUIA| 7 IdM A 1] ¢} 41 3t
= ZgolJdEZF 2 e

firewalld X8| 2= EQ Y EZ A 381 A Y} TES X361 T2 A0 22 A5 F

241t

FreelPA 212 A4

[o]

LDAPE A}£3}+= FreelPA
[o]

Kerberos
[o]

DNS

AA U 8- CLIZ AL ale] 2= Aol 2 241X 2.
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_networking/using-and-configuring-firewalld_configuring-and-managing-networking#controlling-ports-using-cli_using-and-configuring-firewalld

Fx

1300 ¢] RPC X E W 9|7} X35 o] o o]

65535 = 450 2 Foof gt}

.
.

AN H

RHEL 8.2 2 o] A wv A2 A& 3l+= 749 freeipa-trust Firewalld A 8] 20| = 1024-
[

firewalld A ¥] 2= 7]t

L

lo

RED HAT ENTERPRISE LINUX

|E| server.idm.ex.

Networking

Firewall

Firewall

Allowed Services
Service

Cockpit

DHCPV6 Client

DNS

FreelPA trust setup

FreelPA with LDAP

o] )& v 2 18504189)| 4] RHEL 8.3 o] 39l A 5 o] &ulE 52 RPC ¥
33l = £ freeipa-trust.xml B o] = ¢jd]o] Eg ).

il

Aol 9= Ul RHEL § &

9090

53

546

53
135, 138-139, 389, 445, 1024-1300, 3268

80, 443, 88, 404, 389
FreelPA with LDAPS

Kerberos

80, 443, 88, 464, 636

88

138-139, 389, 445

88, 404, 123

88, 464, 123

88

Aol T e Al e Ul 8-

H4E O
=

=& & ALgshel

21

33%. IDM3} AD 7+ A1 3] A X

Uth. RHEL 8.2 € o] d WA

AXxa A
o)l -] = freeipa-trust Firewalld A v == &A1 3}5l+= A 2ol TCP £ E ¥ 9] 49152-

_CH

i

3L

Add Services

shuf o 4] ) 28


https://bugzilla.redhat.com/show_bug.cgi?id=1850418
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_systems_using_the_rhel_8_web_console/managing_firewall_using_the_web_console#enabling-services-on-firewall-using-the-web-console_managing-firewall-using-the-web-console
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RHEL 8.2 21 o] A ¥ A& A}-§-3t= 7% FreelPA E]2E M7 Au| 2o
1024-1300 ©] RPC X E ¥ 9|7} 35 o] o o] Sut=4] g5y RHEL
8.2 @ oA Bl Ao A= RHEL §] £& o)A FreelPA 213 A& Aqn|~2 84 3}3}
£ R 9ol = TCP X E 9] 49152-65535 & 450 = dojof Pt}

FA4+= vz 18504189 4] RHEL 8.3 o]}l =& = o] &ulE 53 RPC
E 33 = freeipa-trust.xml F o] = ¢ o o] Eg}.

U o

%)

3 33.2. 49 IdM A o] 283 X E

A H] 2~

Kerberos

LDAP

DNS

ze B4
88, 464 TCP % UDP
389 TCP

53 TCP % UDP

3 33.3. AD A= 9] IdM Z o] Eo] B Q3 X E

A H] 2=

Kerberos

& Tholo] 2L IdM Z 2ol A=, IdM A ] 9 AD |l AE S a7t A= SAe o) AFg-a

a1

XE ZTEEZS

88 UDP g TCP

libkrb5 2}o] B.2 2] = UDP= A}-&3}l KDC(Key Distribution Center)oll A A4% ]
ol 7} vF 3 TCP =2 &7 Eol3}ty ). Active Directory:= KC(Privilege
Attribute Certificate)= Kerberos E]Alo] A4 35l 27|15 F7IA| 7|12 TCP 22 EF S
AF&-3loF o). 7122 © & Red Hat Enterprise Linux 7.42] SSSDol| A &) 7} @A 5}

Tl —

A &3 Yol AHEA 156l TCPE A8y o libkrb57F TCPE A18-317] Al 2715
FA 52 /etc/krb.5.conf 1< o) A udp_preference_limit & 2 ot A4 3 Y&
2 jenkinsfile 5.conf(5) "l 7 & o] A= F X34 A L.

Xx

e

EQ I edS vaFU.
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https://bugzilla.redhat.com/show_bug.cgi?id=1850418

337%.IDM3} AD 7F A1 5] A X

<4—p» TCP/TCP6

External Intergated UDP/UDP6&
DNS “@4_ IdMDNS? P /
«—p TCP/TCP6 & UDP/UDP6

DNS
53 a
> IdM environment
Kerberos
88, 464, 749
« ' IdM server
HTTP
IdM client < 80, 443 >
Kerberos CA HTTP LDAP OCSP
LDAP 88, 464 8443 80, 443 389, 636 8080
389, 636
4 |-
- Ll
ggp IdM server
Kerberos
88, 464
Kerberos
88, 464
d .
« >
Global Catalog
3268, 3269
g -
- Ladl
LDAP & CLDAP
389,636
AD < >
Domain RPC
Controller 135, 49152-65535
g -
- L
NetBIOS
138,139
4 b
- >
Samba
445
< >

Windows Server 2008 o] 2] =2 RPC EE 4 9] o] o sl #}A| s &2 Windows Vista
2 Windows Server 2008 o] & TCP/IP29] 712 5% X E W= FXs4A L.

33.6. A1) U3t DNS 2 g A4 4

A1 2o A4 IdM(Identity Management) @ AD(Active Directory)S A 43}17] Aol A7} A 2S5 B
=l o] 58 Eut=A Rl oF ). o] Ay QA = g3 22 =]l o] 52 AMEEIEE
DNS /4 o sl Ao
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https://support.microsoft.com/en-us/help/929851/the-default-dynamic-port-range-for-tcp-ip-has-changed-in-windows-vista
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539 DNS A1 2 13 712 AHg-ahs shibe] 712 IdM A s g ok,

DNS A3 o= g0 Z a3
IdM 2] w 2] DNS 99 +4
ADo| X =ZAX DNS Ag 74
DNS 74 ] A2ty 2l

33.6.1. 23 7] ¥ DNS =4l

Windowso A 2 E T el2 Kerberos 93} SA]o] DNS =921 Ut} Tu| el AEE A &

T aa—==

g ol e T2l 273 718 DNS g g o] 2l ofofF g . IdM(Identity Management)o] Active
Directory(AD)ol 4] A A 2] & o = A& t}. ADE IdMo)] ZHA] DNS £ 2lo] IS Ao = o A3
o} A5 A o] 2F 3l DNS =121 S Linux 373 Ao 3 Ag-3of .

Zt A| 2"l = {3 7142 DNS Qo] 4 H o] lojof gyt dl & So] a3 2FY
AD2] 7 ¢ ad.example.com 2 IdM-g idm.example.com
example.com for AD ¥ jdm.example.com for IdM
AD2] 7 ¢ ad.example.com 2 IdM-g example.com

7}781?‘13]@ A2 £5F4L 7 DNS = ¢lo] 53¥ DNS A Bjol A A = A7 & LF 53 DNS

Kerberos ¢ ¢} o] 22 7] DNS 1)<l o] 2] JEA= EA|
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33%. IDM3} AD 7+ A1 3] A X

Kerberos 49 o] & A tEA7F = 712 DNS =¥ ¢l o] 53 FLd3of gt d &
Eo] =2l o]F 9] ADA —°r ad.example.com ] 3 IdM-g- idm.example.com 21 73 -3- Kerberos
4 o]&& AD.EXAMPLE.COM 2 IDM.EXAMPLE.COM <o} gt}.

A= o] 2= DNS v QoA gl 4= 9= DNS ==

Nzge Az

| =4 —

@7Ao] AP 2= DNS =12 o] DNS @) 1=5 318 5 glojoF Fth,

I

L~

IdM 2 AD DNS =w| 3l

IdMol] A3td A 2~"l-S o] 2] DNS w9 v 23 5= 951t} Red Hat-2 Active Directory7}
43 A7 o} 2 DNS g 2o IdM S o] A EE v £35l= Z o] £5Uth 7|2 IdM DNS = w|¢ld &
AD EZZE S A A5t7] 915 - SRV #l =71 2lojof .

IdM=} Active Directory 7kl 21 =] 7} ,}% 2 73 ol A= Active Directory DNS =
welo] £3H T AEJ IdM S2lo]dEE A ]‘% Al}\q]:}' a3 S2EE IdMe]
Linux 54 71b% 283 F dFUY. ol= AFHA gom 2 7R A g Aol dFY
o}, A}A 3 &2 Active Dlrectory DNS =2l IdM = }lo] A E AL A XA Q.

Oe 93 Adstel A29 At BAY Y5 SRV A BE B

o

AL 5 dsU

I $ ipa dns-update-system-records --dry-run

EEEE

R

oA T3 2ol 2E F AHUh

flo

IPA DNS records:
_kerberos-master._tcp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos-master._udp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos._tcp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos._tcp.idm.example.com. 86400 IN SRV 0 100 88 server.idm.example.com.
_kerberos.idm.example.com. 86400 IN TXT "IDM.EXAMPLE.COM"
_kpasswd._tcp.idm.example.com. 86400 IN SRV 0 100 464 server.idm.example.com.
_kpasswd._udp.idm.example.com. 86400 IN SRV 0 100 464 server.idm.example.com.
_ldap._tcp.idm.example.com. 86400 IN SRV 0 100 389 server.idm.example.com.
_ipa-ca.idm.example.com. 86400 IN A 192.168.122.2

A3 1dM F o] £3h= o+ DNS v <19] 7 ADo| th g 2127k 74 59 SRV gl ==& 74
@ a7} gt 2 ol AD vl el A= Belol 4 SRV A= AF8 A 93 trusto] Hl 2 ol &
Hulak k48 AR 7oz

33.6.2. IdM 1 UlelA] DNS A2 49 +4
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-trust-between-idm-and-ad_installing-identity-management#assembly_configuring-idm-clients-in-an-active-directory-dns-domain_installing-trust-between-idm-and-ad
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A Ai = IdM ) UIS A}-£-3lo] IdM(Identity Management) X 8] o] 2] DNS A2 99 &

4
N
i..h

DNS A2 992 A58 54 o] tj s DNS 712 S th& DNS Au =
=3

=24
£ o] AD(Active Directory) =21 tj gt DNS # 2] & ADDNS A v = Agd 4 )

A 27 A

[}
#e)2 Agko] e AL8A AL A3k 1dM ) Ulo) o4 =3k 5= gl o),
[}
DNS A ¥ 7} ent2 A 745 0] YFth
Az}
1.
HE A Aoz IdM §] Ulel 22 ok A& g2 51 Bek9-A o A IdM §) Ul 2]
22 Az A 2.
2.
Network Services ¥]-& &2 3.
3.
DNS 92 23t
4,

=Eoh-$ w579l ] DNS Forward Zones 322 Z g gt}

RED HAT' IDENTITY MANAGEMENT & Administrator ~

Identity Policy Authentication Network Services IPA Server

Automount DNS ~

DS Fones

Automour

DMNS Forward Zones

DNS Servers
Search < Refresh | | 1 Delete || 4 Add

DNS Global Configuration

[J  Location

O | default

showing 1 to 1 of 1 entries.
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/accessing-the-ipa-web-ui-in-a-web-browser_configuring-and-managing-idm

AddHES 29

%
L
k)

337%.IDM3} AD 7F A1 5] A X

DNS A& Qo) %7} st Fatol A 9o ol 5L F7Hguth

Zone forwarders 3} =0 A F7} v EL ZFE g}

Zone forwarders Z = oA A AF G 7= AH 9] IP F4E F719 o

Add W E2 2

%
L
)

Add DNS forward zone

() Zone name *

() Reverse zone
IP network

Zone forwarders *

Forward policy

Skip overlap
check @

* Required field

ad.example.com

192.168.122.3 Undo
Undo

Add

® Forward first O Forward only O Forwarding disabled

Add | | Add and Add Another || Add and Edit | | Cancel

Aadx o] DNS A A F71= o] DNS Forward Zones A Ao 4] &<l1a 5= d &5t 4 Ul

o
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w7 22 F AR E A S e &Yt DNS Forward Zoneo] g4 22 F7tH 54y

Fool Al A 9o & F7he 3 Web Ulo) DNSSEC 7% 2slo) tjg 327t £A1E
+ uth

RED HAT IDENTITY MANAGEMENT
@ DNS Forward Zone successfully added x
Identity Policy Authentication Network Services |

Automount DNS ~ A
DNSSEC validation failed: record 'ad.example.com. SOA' failed DNSSEC X

validation on server 192.168.122.2.
D N S FO rwa rd Z ones Please verify your DNSSEC configuration or disable DNSSEC validation on

all IPA servers.

Q

O Zone name Status Zone forwarders
[0  ad.example.com. + Enabled 192.168.122.3
P!

Showing 1 to 1 of 1 entries.

DNSSEC (Domain Name System Security Extensions)= 34 S 2 B£] DNSE »
337] 915] UAE Ao DNS vlo| 8 & BEFth. o] Au| 2 IdM A u oA 7] &
Aoz FAstgd . 97 DNS A 1o x| DNSSECE AH&-3HA] &7] wjiol] 727t A
HYth. 17 DNS A ujo] 4 DNSSECE 243}t R0 £5UTh

917 Aujo) 4] DNSSEC A%< 24518 5 §1 74 1dM A 1] o) 4] DNSSECE ¥]

#4318 5 J&Hh

oX

¢ <l
N,
e
X
i)
r (
By
oX
=)
e
ftlo
2
i)
o
L
fu)

IdM A v]o]] A1 RHEL 8.0 == RHEL 8.1 & A} &3+ 4%
/etc/named.conf 3} Y & ).

IdM 2 v} 7} RHEL 8.2 o] }& A}-8-3}+= 7% /etc/named/ipa-options-
ext.conf g & grj}.

© DNSSEC w7/l 42 3743 o

dnssec-enable no;
dnssec-validation no;




33%. IDM3} AD 7+ A1 3] A X

>4 shede A

oN

5}

K
g
i)Y
L
£

DNS A | 22 thA] A1 ZHaH414] 2.

I # systemctl restart named-pkcs11

o
ol\
L
X

A7 DNS A1 9] o] &3} 7] nslookup 2 &2 A&}

$ nslookup ad.example.com
Server: 192.168.122.2
Address: 192.168.122.2#53

No-authoritative answer:

Name: ad.example.com
Address: 192.168.122.3

wulQl Aol gut=sl 741 2% nslookup 23] 917 DNS A ¥l e] IP 547} EA 9
U

33.6.3. CLI9|A] DNS A2 49 +4

o] A Ao A= CLI(H H = <lg # o] %)= A3l IdM(Identity Management) A ¥ o] A} DNS A&
YIS F7tet= S Ay

DNS g 99} 3 AH8-3tW 54 J<Jo) U] ¢ DNS 72| = b2 DNS w2 A

g JdFU dE
Eo] AD(Active Directory) =) ¢l tj 3t DNS 2] & AD DNS A v = Ag23 5 J&Y

A 27 A

[}
#e)74 Aol Y= AHEA AR O CLIo A28 5 A5tk

DNS Al 7} &uj2A 74 5o} AU,
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|

AD =vi ¢l tj g DNS A& g A4 3L -forwarder 342 A8
°IPF25 AU

to] 997 DNS A H|

[

# ipa dnsforwardzone-add ad.example.com --forwarder=192.168.122.3 --forward-
policy=first
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33%.IDM3} AD 7+ A1 2] A

F7}38t % /var/log/ message A] 2#] 2 10] DNSSEC 75 2

named-pkcs11[2572]: no valid DS resolving 'host.ad.example.com/A/IN':
192.168.100.25#53

DNSSEC (Domain Name System Security Extensions)= 34 2 B£] DNSE »
337] 9151 tAE Ao 2 DNS dlolE & mE gt o] Au| 2 IdM A s oA 7] &
Z oz FA31g ). 947 DNS A oA DNSSECE AH&31A] 7] W&ol 737t FA]
HUth. 97 DNS A u]o] 4 DNSSECE 4 3lal Zo| 25U

17 Avlo) 4| DNSSEC 152 &
2431 5 AsUh

318 4 gl= A% IdM A ¥ ol 4] DNSSECE 1]

oX

¢ =l
N,
e
X
)
r (
By
oX
=)
e
ftlo
2]
i)
o
L
fu)

IdM 4] v] o]l /1 RHEL 8.0 ==+ RHEL 8.1& A} &3l 24 ¢
/etc/named.conf 3} Y & ).

IdM 2 v} 7} RHEL 8.2 o] ¢S A}-8-3}+= 7% /etc/named/ipa-options-
ext.conf 74 & ).

}3- DNSSEC w7/l i4+& 3715 .

dnssec-enable no;
dnssec-validation no;

74 e A geU.

DNS A | 22 thA] A1 ZHaH414] 9.

I # systemctl restart named-pkcs11

]
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A7 DNS A 9] o] &3} 7] nslookup 33 & A8t

$ nslookup ad.example.com
Server: 192.168.122.2
Address: 192.168.122.2#53

No-authoritative answer:

Name: ad.example.com
Address: 192.168.122.3

=l Ago] 2ul=Al 74 H 7 nslookup 23] 17 DNS Au ] IP F47} B4
U,

33.6.4. AD9| 4] DNS A& 14

] A4 o] A = IdM(Identity Management) 4] 1] o] o] g AD(Active Directory)ol~] DNS A &S A4
e Ao,

i

]_

ofr

A 27 A

[ ]
AD7} A x]=l Windows Server

T Aujol 4 DNS xE7} €2 syt

A=t

1.
Windows Serverol] 21215},

2.
Aw A2 A L] .

3.
Open DNS Manager.

4.

Conditional Forwarders 9| /] t}&& A}-&35ld A ZAE AGAE F7184 )

IdM A IP =4
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33%. IDM3} AD 7+ A1 3] A X

A 3319 =1 <l o] (4l : server.idm.example.com)

i
oX,
o
)
o)
o
i
v

33.6.5. DNS 4 32l

A E A 3517] A IdM(Identity Management) 2@ AD(Active Directory) A v 7} A= sjA S 4=
A A

A 27 A

[ ]
sudo @3toe 7 Z1lsfoF ).

TCP Au| 2 Y == E3] UDP 2 LDAPE %3j| Kerberosol] o DNS # 2] = A3 g

[admin@server ~J# dig +short -t SRV _kerberos._udp.idm.example.com.
0 100 88 server.idm.example.com.

[admin@server ~]# dig +short -t SRV _ldap._tcp.idm.example.com.
0 100 389 server.idm.example.com.

WA =E 1dM A & s of gt

IdM Kerberos 9 o] &< Ag-35te] TXT @l Z =9 B s DNS F 2 2 A3t 714 L
2 1dME A X & u] XA g Kerberos & 9 3} A X3 of 3 t}.

[admin@server ~]# dig +short -t TXT _kerberos.idm.example.com.
"IDM.EXAMPLE.COM"

1A ¢k 7A$ Fe+e Y2 == DNS 742 dlo]

ol

ol A RANA 4 ALES wE W
=3,
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I [admin@server ~]$ ipa dns-update-system-records

IdM $73 01 4] 53 DNS A ¥l & b3t e 49

IdM AJ 1] o) 4] IdM DNS & 7= 2 949 2 o 3] o,

[admin@server ~]$ ipa dns-update-system-records --dry-run --out
dns_records_file.nsupdate

o] W& #AH IdM DNS g Z =& A18-35}o] dns_ historys_file.nsupdate 2} =

nsupdate € 2] €] 2 dns_ historys_file.nsupdate 3} ¥ & A} 8- 5}<] DNS A
o] DNS ¢jdl°lE 2 S AZ=F . AHAl gk H 82 RHEL 7 A A 9| 4] nsupdate=
AH&-ste] 9] K- DNS #22= el o] EA FxsH4 A Q. = DNS 3= F7}o =
DNS Au] A9 A& Fx34A] Q.

TCP v = @2 =2 %3] Kerberos @ LDAP<] tj & DNS 2] & A3 al= W H S 2183}
o] AD9] MH| A I =S BT 5 =R AP

[admin@server ~]# dig +short -t SRV _kerberos._tcp.dc._msdcs.ad.example.com.
0 100 88 addc1.ad.example.com.

[admin@server ~J# dig +short -t SRV _Idap._tcp.dc._msdcs.ad.example.com.
0 100 389 addc1.ad.example.com.

33.7. ACTIVE DIRECTORY DNS w2l IDM Z2}o|AE +4

Active Directoryll 4] Al o] 3}+= DNS = H|¢lo] Sao|AE A|2Hlo] Q13 3| F Zo|AE }RHEL
71%S &83517] 950 IdM A1 9] 7}4) 8 oF 3= 79 Active Directory DNS £1[219] S A E o] &2 A}
2 3le] S do]AE 9 AN AFEE AL AE AT F &5

ol& iﬂEIXl 2o 9 71A] A g Atdke] 95Ut Red Hat2 33 Active
Directory7l &3t 23 ¢} £ DNS g 99 IdM Z2}o]AdEE v £33 IdM 22 E o] &
2 ol IdM Zeho]o =) o4l ~alt ol F 4ok,
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33%. IDM3} AD 7+ A1 3] A X

IdM S g}o] A E 74 & KerberosE %3 SSO(Single Sign-On) 2 & o] R0 wia} by Ut}

33.7.1. Kerberos SSO(Single Sign-On) gl o] IdM Z&}o]d E 4

E 7} Active Directory DNS =12l )&= 7Z-F AFHEA71 1AM E&8ol9 &
L3 A F W Y o2 A Ao A= Kerberos Single Sign-On gl o]

43 AFL IdM Zold
o] g azo] MM 2T 5 e /L
Zelo|AES TS S A9 Fug
3] ;‘q_
A 5 AES -

1.
SSSD(System Security Services Daemon)7} IdM A v] ¢} 5
domain=IPA_DNS_Domain 34 3} 37 IdM Z2to| A EE A X3t}

v & 3k

o
m il

BA 7

I [root@idm-client.ad.example.com ~]# ipa-client-install --domain=idm.example.com

o] &< Active Directory DNS x| 2l 4] tj 3 SRV g Z= A5

U,

letc/krb5.conf -4 ¥ 2 & 31 [domain_realm] 4] A o] 4] Active Directory 1| 219] 7]
Em3S FHFUT

.ad.example.com = IDM.EXAMPLE.COM
ad.example.com = IDM.EXAMPLE.COM

%+ 32 Active Directory DNS & 9 o] 9= Linux Selo]d E 9] AF3td el o] &

(FQDN)S- IdM g o} ol] vj 3 3l= @52 2 nlgy o

I idm-client.ad.example.com = IDM.EXAMPLE.COM

7] % v} 3 & )| 31" Kerberosoll 4] Active Directory =1 219 th 3k @ J 2 IdM
vz ek 4= 9J &t} tj 4l Kerberos:= SRV DNS #) =

e
= 25U

Kerberos vl = A €](KDC)Z R U
=2 &3 A% 7ML A14-3le] NetNamespace

33.7.2. SSO(Single Sign-On) glo] SSL 214 &8 F

L ol=
1- - O

SSL 714k Aju] 2o = A2 (A/AAAA) 2 CNAME 8 2 =71 B 5 Q15 A o glojof ste g B E A 2=H)
A7t 2 23k A A IdM gl o] g o] 2=

I X2E o]52 tF & dNSName 32 g2 =7} 9
IdM gl o] ElHjo] 22 S BHAEES 3 AEFE d Y QAZA S W33}
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AFE 7153 SSO(Single Sign-On)7l §l+= IdMol = o] ] djo]gu] o] 22] FQDN<] tj g 3 2~E 9 ¥
A E 7} Yo certmonger = ©] o] 52 AH8-3to] JAFAE 23T F+ dFU.

A 27 A

[}
Kerberos SSO(Single Sign-On) glo] IdM Zzlo|A E A A=}l oz} IdM SEo|dEES
CE DL AR

FQDN2 A}-&-3to] Q1542 @ 3 sl A certmonger S A& o).

[root@idm-client.ad.example.com ~]# ipa-getcert request -r \
-f /etc/httpd/alias/server.crt \
-k /etc/httpd/alias/server.key \
-N CN=ipa-client.ad.example.com \
-D ipa-client.ad.example.com \
-K host/idm-client.ad.example.com@IDM.EXAMPLE.COM \
-U id-kp-serverAuth

certmonger X 1] 2= /etc/krb5.keytab 2} o] A FH 71 S 2E 7)1 & AL&-5lo] IdM Q15 7]
(CA)l 15Ut

33.7.3. Kerberos SSO(Single Sign-On)= IdM Z&lo] A E A

IdM Z&}o] A E 9] ]l A 2o A 23512 Kerberos SSO(Single Sign-on)7} & 2 3 7 ¢ Z&}old
E = |dM DNS =9 ¢l (e] : idm-client.idm.example.com ) U o] 9l ojoF g}, IdM Se}o]dEe
A/AAAA I Z=E 78] 7] = Active Directory DNS =1 2l 9] idm-client.ad.example.com 2 A A ]| o}
Iy

Kerberos 7]t o] Z2] Al o] A A W] 2] Z-9- MIT Kerberos+= <l Z&]Al o] A 9] 7] Sl A] A& 715
S2E 7|vt Het A E 5 5 A= HEH S A4

Azt
IdM =g} o] A E o) 4] /etc/krb5.conf 74 3} ] [libdefaults] A A A o1& SAHL AA s}
3=

o] Kerberos A H & t]/3 2 2 3l+= dl A5 = Kerberos A 9] A3 AALE v &4 514
t}.

I ignore_acceptor_hostname = true
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33%.IDM=} AD 7+ 21 2] A x|
33.7.4. SSO(Single Sign-On)= A}-&3ta] SSL 2154 23

SSL 7]k Au] 2o = Y& (A/AAAA) 2 CNAME dZ =71 25 Q1Z A 9] Qojof e x R E A AH
S2E o]22 == dNSName 83} g Z=71 Y= A=A 7} rﬂgﬂqc} AA IdM g o] g uj o] A=
IdM dj o] ElHo] 9] S BAEE $AEFE U ZAE w3 ).

o] A x}o| A = IdMe] A] ipa-client.example.com 2] 3 2E Q9 B A E = MA 5151 A A IdM A] ==l 9]
S2E QHAEYL o] 3AEES FE = WES APy

A 27 A

[ ]
Ao A= U= Kerberos A1 H & d| A&
=3 l 435y

ol

Kerberos Single Sign-On2 = |dM Z&}o]AE
©2 3} ) A5 = Kerberos ZA4 9 U g 942 7

¢

IdM Aol Al 525 o nAE S 44T

I [root@idm-server.idm.example.com ~J# ipa host-add idm-client.ad.example.com --
force

S 2 E o]Fo] CNAME g =7} o}d A/AAAA g =0]2 F --force ¥4 S A& .

IdM 4] 1] o] 4] IdM DNS &% E o] &2 3]4-3o] IdM ] o] €] ] o] 2] Active Directory =
~E 22 B2 5 AxUh

[root@idm-server.idm.example.com ~]# ipa host-add-managedby idm-
client.ad.example.com \
--hosts=idm-client.idm.example.com

Active Directory DNS =] 1] o] 52E o] o] tj 3 dNSName 3¢ @ =9} g7 IdM
Zelo|AE SSLAZAE 2 AT = d&5UT

[root@idm-client.idm.example.com ~J# ipa-getcert request -r \
-f /etc/httpd/alias/server.crt \
-k /etc/httpd/alias/server.key \
-N CN="hostname --fqdn \
-D "hostname --fqdn’ \
-D idm-client.ad.example.com \
-K host/idm-client.idm.example.com@IDM.EXAMPLE.COM \
-U id-kp-serverAuth
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33.8. M= A4

o] Al M= HH =S AHE-31 IdM =9 o3l IdM(Identity Management)/AD(ldentity
Management)/Active DirectoryS -4 3= vy S A= o).

A 27 A

[ ]
DNS7} 2ut=7 745 sU T IdM 2 AD A1 5% M2 g o]52& AT = o
of gt AbAl g U &2 4= e gk DNS 2 99 A4 748 Fxs4A L.

A5+ AD 2 IdM A o] wj ZH Yt} ZHA 3 g2 %] 95 += Windows Server v S

Fx5A 9.

Kerberos B] < w2 5 glgruth A4 & Ul Kinits A-g-sto] IdMe] 5502 =19
e S FxaA L.

33.8.1. A1 F & 913 IdM A 1] F1]

ADZ A1£3 A E 733517] A IdM A 1] ol 4] ipa-adtrust-install §-2 2] €] = A}-&3}o] IdM =1
QIS F=Hlslof gt

ipa-adtrust-install ¥ 3 & 23 sl= A 2=HS 5oz AD 212 AEEH 7 gy
a8 IdM A v 9| A ipa-adtrust-install & 3 W gt 2 3 3] of g}

A 27 A

IdM A1 7} 215 H o] Rle]of g,

AAAE AR IdM A1) 28 thA] sl e £= Aol Baghid.

SR FEERSE L[N
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33%.IDM=} AD 7+ A1 8] A X
I [root@ipaserver ~]# yum install ipa-server-trust-ad samba-client
IdM 2]z = 1Sy o
I [root@ipaserver ~]# kinit admin
ipa-adtrust-install 22 €] & A3 ).
I [root@ipaserver ~]# ipa-adtrust-install

IdMe] 5351 DNS A v 9} 87 A" 7249 DNS A v 2 g3Z=r A5 o= A Y.

53 DNS A glo] IdME A X3 7 -, ipa-adtrust-install & DNSoj| =52 2 713
of ste Mul= A RE 552 A4

2 A Y E | A] /etc/samba/smb.conf7} o]u] £A] 513 A A DL EE= WAA S TAF
Y.

WARNING: The smb.conf already exists. Running ipa-adtrust-install will break your
existing Samba configuration.
Do you wish to continue? [no]: yes

ZAHEA oA Linux 20|AEZH AT F Y= AHEAZ A9 + e 384
2 221Ql slapi-nis S22 & FASES TFZES IA UYL

il

Do you want to enable support for trusted domains in Schema Compatibility plugin?
This will allow clients older than SSSD 1.9 and non-Linux clients to work with trusted
users.

Enable trusted domains support in slapi-nis? [no]: yes

Wl AR 7} A5 IdM =9 21 o] NetBIOS o] 52 912 171} Enter & 2 &9t o8&
gy,

Trust is configured but no NetBIOS domain name found, setting it now.
Enter the NetBIOS name for the IPA domain.
Only up to 15 uppercase ASCII letters, digits and dashes are allowed.
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Example: EXAMPLE.

NetBIOS domain name [IDM]:

7.

SID A7 AH& AP st 71E AHEA2] SIDE A4 stet= WA A 7 A Y o
I Do you want to run the ipa-sidgen task? [no]: yes

ol Blas YA FPo| B R AHGATL B A @ W o] AL APT & YF)
c}.

8.

(A xS 71 B F o 7 Dynamic RPC £ E ¥ 9]+ Windows Server 2008 o] A} ol A =
49152-65535 = A o] g }t. 79| djs] o} Dynamic RPC £ E W 9= A os|of 5= A ¢
& XEE AHE-6 =5 Sambas 743 5taL W3ty A A g X ES QU b3 A A A
= X E ¥ 9] & 55000-65000° = A A3l

[root@ipaserver ~]# net conf setparm global 'rpc server dynamic port range' 55000-
65000
[root@ipaserver ~])# firewall-cmd --add-port=55000-65000/tcp
[root@ipaserver ~]# firewall-cmd --runtime-to-permanent
o.
Eg~Eo] DNS 74 #<lo] 498 g2 DNS7F 2ut2A $AHQEA FAgh
=8
ipa-ad trust-install & 233 5 A =X DNS 4 &2lo] A3 e =2
DNS 74 & 813 212 225 A3Frh 53 IdM == ADA] 53 DNS A
W E AHg-aA e S
10.

ipa AJH] 22 ThA] A 2l A] 2.

I [root@ipaserver ~]# ipactl restart

1.

&

smbclient §€ @] €] & X183} Sambar} IdM Z9j 4] Kerberos ¢1Z 9] &3351=4] 3
Yt}

-l\?l

Nl

[root@ipaserver ~]# smbclient -L server.idm.example.com -U user_name --use-
kerberos=required
Ip_load_ex: changing to config backend registry

Sharename Type Comment
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33%. IDM3} AD 7+ A1 3] A X

IPC$ IPC IPC Service (Samba 4.15.2)

33.8.2. Y ES ALg-o] A2 Ak A

A 3 o} IdM(ldentity

ol AMolAE PP ES At A3 Aok A ste WS
A%+ dHFUh

Management) A ¥ & A}-&31H A 71A] -39 A AkS F+

gk A 2] data bind-default 3-4. @4gk E8 2~ E & A18-51'd AD(Active Directory) A}
22 2F0] IdMe] 2] 420 °“HI’\“’ T AA N GE WYL AT 5 glFU L IdM 2w
2 AD forest2 41 =] 3142k AD forestol A IdM =1 21 & Al =] 51K &5},

o oo

AD A&7 9 179] IdMe] 2] &0 AN 2T 5 J =5 213 41 3] tektonTwo-way E &
Z2ES AHEE F sy

A= AAE 53 s 5 == S4U2Self 2 S4U2Proxy Microsoft &73o] o] 4= =
Microsoft SQL Serverg} e 2 Z A9 O3] sk A2 E FAS oF Utk RHEL IdM 3 2
9] o =g Al o] A2 AD AL-8-Ao]| tf & Active Directory = v ¢l A E £ | o 4] S4U2Self ==
S4U2Proxy AR & 93T 5 J o i3 A== o] 7|52 AT

o] gk Al 2] 7]%5-S IdM A& 271 Windows A] 2"l o]l 2 1¢15l= AL 5]-8351A kon,
IdM2] 33 213 &34 AL A Al ADe] Tha A= £ Hl3) 71 S Fo5A

e AE e HsAYW FHo) ge 842 F715144] 2. ~two-way=true

27 4= - IdM3} o2 extrae] AD =l 7o A= AA Y ). tree A =] = 33 Active
Directory domain®] IdMz} £ E £ H|¢l 7+o] A S AAstE vhA, 91 A== IdMo) A
domain W] =vj¢lo g AAs = AHUth #g == 232 o] f = dejoration FE =12l 7+
o] Failed E8gj2EZ Higa_);g; 7o ut o] MY S AL L= Ao] =&

B AZE AP A FH o g3 348 F7HY o --external=true

A 27 A
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[ ]
Windows #] 4] AHg4 o] & 2 ¢Eduith
[ ]
IdM 411 7} 21 2] o) 1§ & 117} =l o] 25Uk,
A%
[ ]

ipa trust-add & & A}l-8-3l] AD =2l 2 IdM w2l o] djgt A =] AloFS A

SSSDE A8 31o] STSE 7]uto 2 AD AL8319] UID 2 GIDE Ao = A48 5 9
== s}29 Active Directory =<1 ID ¥ 9] #-F 3e] A3 AtS A AT 7P Lt
A9 YU

[root@server ~]# ipa trust-add --type=ad ad.example.com --admin
<ad_admin_username> --password --range-type=ipa-ad-trust

Active Directoryol| A A}-&%}ol] o 3+ POSIX 54 (<] : uidNumber 2 gidNumber)-&
TA 3513 SSSD7) o] AR E A= 723 POSIX 44 ID Y9 322 Active
Directory =413} o] A= Aoks A4

[root@server ~]# ipa trust-add --type=ad ad.example.com --admin
<ad_admin_username> --password --range-type=ipa-ad-trust-posix
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33%. IDM3=} AD 7H A1 =] A X

'@ 9]
FS AR god IdME tree FE =121 2] AD

A= WA IDEY &3
dold AT ARE agetel 44T W FIL AEoz AG)
AR 51A] om AlF x| ./:EL%EO]]H Active

Fich

EvQ AEE
t}. IdMo 4] POSIX
Directory =121 ID ¥ ] = A 9]

(e}
)HE

IdMo] forest £ E =12l o] POSIX £4 & 7% A *1§J AR 23 HEA
POSIX &4 ID ¥ 9] & A3t Active Directory =<l S A9 35 UID 2 GID7}
ADoll Zut=A Ao AT 7P gy o POSIX £ o] ADOlA| Zut=7] A4 5

A e 7% AD ALEAE A8 5 &Y th

w1 ‘o

= Q9]
E‘l}
ﬁ

3 O
= 9a
R R

Zo], IdM A] 2"l o] o) 4| 23] oF 3H= AL& 29} 15 0] Lake
ﬂ%ﬂ%EﬂﬁﬂADﬁﬂﬂﬂﬂAQNEM%

ko= JKe)
=

s E

L7} obd 3¢ 4
28 £ Ad&5Uth o] A9 A= AAT o POSIXID ¥ &

He Aol 24U

8 XN
ol

33.8.3. IdM <1 Ulol| A A1=] Al A3

| AAo A= IdM 9 UIS A1-835}<o] IdM =9 IdM(Identity Management)/AD(Active Directory) 41
2 Aks A= YEHS AEEY L.

AR 27 AHe
[}
DNS7H 2uh7A 745 o] 9141k IdM 2 AD A 55 M2 ThE o] 52 S 5 Yo
oF ghch.

A 5= AD 2 1dM ¥ A o] vl £H Ut}

[}
Kerberos E|Z & w5 + AHU T

oy
e

A Ul A= & A sH7] Aol a3 2ol EYZEE 918 I[dM A& vy o A1 =

A8l 1[dM A B] F9].
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°
IdM 2] 22 2 298] oF g o).
=
1.
#E A Ao 2 IdM §] Ulel 22 ok A& g2 51 Bek9-A o A IdM 5] Ul 2]
22 Az 2.
2.
IdM < Ulel ] IPA A8 912 223
3.
IPA A v ol d A3 e 2L Fc
4.
EFTe vlirelA A gAe At
RED HAT IDENTITY MANAGEMENT
Identity Policy Authentication Network Services IPA Server
Role-Based Access Control « ID Ranges Realm Domains Trusts ~ Topology
Trusts
RO | es Global Trust Configuration
5.
Add (37h) WES 2 3FYth
6.
A2 F7} i3} Al Al Active Directory =w| 212] o] &< =gt}
7.

AR 2 s P = A Active Directory ] 2to] #E| 2 A4 S9H S F7HdU o
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33%. IDM3} AD 7+ A1 3] A X

Add trust x

Domain * ad.example.com
Two-way trust @ O
External trust @ ]
Establish using
(=) Administrative account

Account * Administrator

Password * SENNNERRINRE

(48] A1) AD A8} 1Fo] IdMe] gl A2of AN AT = U E Jejd gUdF Ef L
E & A9 28y IdMe] 3k Al =)= AFgALol Al ADe] Tgk A =] &5 43 v w3}
o F71 @3S A 2SR ST T &5 25 7| E cross-forest trust traces 2 E & A A
S =2 e FYSHA AT Ao = ZHFFH Y

(&2 #1%) Active Directory 2] FE =vQlo] opd AD =] 1S AL§-5te] EJ2ES 7
Asl= AS R A E A9 3. tree 21 5] = 373 Active Directory forest] IdMz} £ E =
ul Q1 7he] A& AR S oF 5tA T, IdMol A AD domain W] o] X E Ew|1o 2 o) A g 5
& AFHh

(A A1) 1 EA oz N2 A7) 2aget A4 DB 43¢ GAGIT b 94
F shte Adstel ID WY 432 902 A48 FE d&U

a.
SSSDE A}l STSE 7]¥ko = AD A}83-9] UID 2 GIDE A5 02 A4 4 9
%% 3h2i W Active Directory =v1 9l ID 9 %32 Meguch 73 Qurg el 7YY
o
b.

Active Directoryol| A A}-&%}ol] o 3+ POSIX <A (<] : uidNumber 2 gidNumber)&
T4 8t31 SSSD7 o] FRE AT sl = 4 POSIX 44 ID ¥ 9] 43 o2 Active
Directory =1 & A& g}
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oY
ol
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Range type ® Detect

O Active Directory domain
O Active Directory domain with POSIX attributes

W
N
il
i
)

IdM Aol A7k E A0z 75w IdM 9 Ule) 3581 g 32 2 5 &t of
29 om g

9

7] AN A0 A Range 43 AA L a2dl2 59 IdML tree
FE =19 AD =l ZEEZ A AR FARE g H st AAg
A FE S A5z Adgyrt. IdMo A POSIX £4 5 A 6HA] &
om A= Ax 23 Y E A Active Directory £W[21 ID ¥ 9 A9 g
h=

IdMo] forest +E = 2l2] POSIX &4 74X st A= AX]
2AYENA POSIX 44 ID ¥ 9] & AH8-3lo] Active Directory =<l
< Mgsta UID 2 GID7F ADd)| L8 A] A o] { Yttt 71A o).
POSIX &4 o] ADo|A] 2ul2A] AR &2 A9 AD A2 AE 39l
2 syt

o2 Sol, IdM A] 2 € o]] ol A] 23 oF 5} = A} &AL} 18 0] Lake
2ZE $yole dBylold A Ax A3YEY} ’8}—?—] AD =gl F
o€ POSIX 54 & 7<l<>‘r7<l 2 F AFUTh o] A NS AZ DS
o POSIX ID ¥ 9] §#38< BA Aoz Adst= R0l 5T

ES‘J
k3
o

e

o

o
i)
alf




33%.IDM3} AD 7+ A1 2] A

Windows Servere] A-8-2} o] & 9 ¢t5 71 SHIE2 A F7HE A5

RED HAT IDENTITY MANAGEMENT & Administratar «
@ Trust successfully added. Established and verified x
Identity Policy Authentication 1
Role-Based Access Control +~ ID Ranges Realm Domains Trusts « Topology API Browser Configuration
Trusts
Q £ Refresh || G Delete || 4 Add

[J] | Realmname

O | AD.EXAMPLE.COM

Showing 1to 1 of 1 entries.

o]A] 415 A7 4 Kerberos 1352 7

IS

HEES F dsU.

33.8.4. Ansible & A}-g&3lo] A= Ak A

o] A A A= Ansible =d) o] &< A8l IdM(Identity Management)=} AD(Active Directory)
of 33 A= As AAst= WS AU 23 22 Al 7HA {E 9 EYEE A %S A4
F dFUh

1

[ ]
gk 21 2] data bind-default 3-4. @3k Eg ~E S A}4-31'd AD(Active Directory) A}
|4 2 aFo] IdMe] gl &2 AA AT = AR o Y-S AT = glFy o IdM v
¢1-2 AD forest2 41 =] 3}x] 9t AD forestoll 4] IdM v 213 Al 2] 51%] k5 ).
[ ]

AD AgA 2 15 0] IdM2] 2] 420 AA| 2 = == 213 A1 2] tektonTwo-way E &
ZEE AT F A5G

A F] AAE 538 2535 == S4U2Self 2 S4U2Proxy Microsoft &-3o] o A5 =

Microsoft SQL Servere} 772 &£ Z Ao ds] sk A FE A& oF . RHEL IdM 52

9] o =g Alo] A2 AD AL-&-Ao]| tj & Active Directory = v ¢l A E & | o 4] S4U2Self ==
S4U2Proxy AR & 93T 5 J o i A== o] 715 AT

o] PP N2 71% & IdM AH-§ 47 Windows Al 2=51o) 2291 5H= 22 31544 ko],
dMe] P N &8 AFgAol7] ADS] B g A &F Aol Ha) F7 AGL Yol

FHF A E AP st of Ed ol E FAY o v WS F7Hy . two_way:
true
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QB A= - IdM3 o2 extrae] AD =<l 7He] A =] AA YY) tree A =] = &/ Active
Directory domaine] IdMz} £ E =<l 7] A S AA 1= vhd, 9 B A== IdMo| A4
domain Y] =u|¢lo g A 4= AdF5Uth A £ X7 9 o] { & dejoration FE w2l 7+
o Failed E8]~EE 43 & —’F A= AFolTt o] BFE ARst= Aol EHFULL

E A S A A ol Zd ol & Zed el v WS F71H Y . external: true

A 27 A

[}
Windows # & #}o] A}&A} o] 2 9 ¢+ Ut}

IdM #2) 2 ¢t U o).
IdM A1) 7} 21] o] X188 Z8]7} 5o o

4.8.7 WA 2] IAME 218513 U Th Al o] A3 1dM 42 129 ipa --version &
SR LAEICH

o 87 A3HS 5-=31= Ansible Alo] ==& FA A FY .
Ansible 8] A 2.8 o] 42 A}&-313 51U
ansible-freeipa ] 7] x| 7} A x| 5 o] Y FY ).

~IMyPlaybooks/ t| €]l o 11218 74 3+ IdM A4 w] o] FQDN(H 78t 8 =<l o]
£)2 AHg-ato] Ansible 21wl 2] 52 & A1 o,

~/MyPlaybooks/ t] & €] 2] 2 o] 53},

I $ cd ~/MyPlaybooks/
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33%. IDM3} AD 7+ A1 3] A X

o

AFE Apelol whe ok Avhel @ & st e Ae g,

ID wjs3 A=) AokS AA e A SSSD A libcE 7]vto = AD A2 2 189 UID
g GIDE Aso= Aste A5 ta T2 E AH8-sto] add-trust.yml &0 55 A

Ut.

- name: Playbook to create a trust
hosts: ipaserver
become: true

tasks:
- name: ensure the trust is present
ipatrust:
ipaadmin_password: SomeADMINpassword
realm: ad.example.com
admin: Administrator
password: secret_password
range_type: ipa-ad-trust
state: present

ool At the-2 Sa .

o
realm & AD 94 & o] 2 Ex¥<L A oh]}
o
admin 2 AD =v| ¢l #2# £AES F oyt
o

password = AD =w¢l A2 22 ¢35 EAE S Aot

POSIX A13] 7 ¢k w52l W SSSDoj| A ADell A 3= POSIX 44 (o : uidNumber 2
gidNumber )& =] 2] 3= 29 o3 SR =25 AH$-3t9] add-trust.yml =3 o] 5-& wrF Y}

- name: Playbook to create a trust
hosts: ipaserver
become: true

tasks:
- name: ensure the trust is present

ipatrust:
ipaadmin_password: SomeADMINpassword
realm: ad.example.com
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240

admin: Administrator
password: secret_password
range_type: ipa-ad-trust-posix
state: present

VirtloO FE =129 AD =2l AEEZH A T3 FH=E ALL5lo AL AR E
2 A 5lo] IdMoll A A A3t ¥ 9] 73, ipa-ad-trust === ipa-ad-trust-posix & A 5o 2 A9
stele A3 Ak Y e 2UN=E Aol add-trustyml Falol =2 H 4 Y
t}.

- name: Playbook to create a trust
hosts: ipaserver
become: true

tasks:
- name: ensure the trust is present
ipatrust:
ipaadmin_password: SomeADMINpassword
realm: ad.example.com
admin: Administrator
password: secret_password
state: present

%91

=S A o ID W9 32 A A A 23 1dMol 4] AD forest =
E Eu|19] POSIX 54 & A M3A efom Mg 43 23JE0)A Active
Directory =421 ID ¥ 9] = A& g},

IdMo] forest =E Tu|2lo] POSIX &AL 71As}H A3 Ax A3
E oA POSIX &4 ID ¥ 9] £ A8 3lo] Active Directory =<l & A9 s}
32 UID 2 GID7} AD9ll &ul=A] Ao = kil 71 o

0

[

221 POSIX 4 o] AD A Zut2A] A4 =] o™ AD AHS-AH=
FAE 5 YUFUG A E S0, IdM A =8 o) A A 23] of sh= AHS-AH9F 1
w°] Lake £ E =iQl9] A5L7topd B¢ A X 2AHEV} 519 AD v
el F o8 POSIX S4& &AsHA 22 5 A5y o] 3¢ A5 43
€ o POSIXID 9] #3& BAH 2 HAdst= Aol F5UTH



33%. IDM3} AD 7+ A1 3] A X

H
4
o
2
o}
L
L
v}

Ed o)y vd 2 AN EL] HLd S XA sto] Ansible 80152 A3

I $ ansible-playbook -v -i inventory add-trust.ymi

/usr/share/doc/ansible-freeipa/README-trust.md

/ust/share/doc/ansible-freeipa/playbooks/trust

33.8.5. Kerberos -+ 4 3¢l

Kerberos 74 & &<l @ IdM(Identity Management) A1-&-2} 9] E]A-S w2 4= 2 31 |dM A1-8&-#}
AN EAE 2 T 5 YA H=EF

moh Jo

A%}
AD(Active Directory) A1 821= €3 E]Z1 & Q 34 A L.
I [root@ipaserver ~]# kinit user@AD.EXAMPLE.COM
IdM =w] Q1 W o] Au] 2o g Au| = EAS 23 d
I [root@server ~]# kvno -S host server.idm.example.com

AD Mu| = EZlo] g or Haoud @ Fd b =& ¥ 37 cross-realm ¥ Zl-
granting ]2 (TGT)o] 7] A = o] 54 Th TGTE] o] 52
jenkinsfiletgt/IPA.DOMAIN@AD.DOMAIN$} Y o}

[root@server J# klist
Ticket cache: KEYRING:persistent:0:krb_ccache_hRtox00
Default principal: user@AD.EXAMPLE.COM

Valid starting Expires Service principal

03.05.2016 18:31:06 04.05.2016 04:31:01 host/server.idm.example.com@IDM.EXAMPLE.COM
renew until 04.05.2016 18:31:00
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03.05.2016 18:31:06 04.05.2016 04:31:01 krbtgt/IDM.EXAMPLE.COM@AD.EXAMPLE.COM
renew until 04.05.2016 18:31:00
03.05.2016 18:31:01 04.05.2016 04:31:01 krbtgt/AD.EXAMPLE.COM@AD.EXAMPLE.COM
renew until 04.05.2016 18:31:00

localauth =2 1212 Kerberos A & =2 SSSD(System Security Services Daemon) A}-& %} o]
£ w33} o] = E3ll AD A& A= Kerberos Q152 A}-8-3132 GSSAPI Q152 A A A=
Linux A 8] 2o AA 23 5 5.

33.8.6. IdM<] A1 =] +4 391

A E A 3517] A IdM(Identity Management) 2 AD(Active Directory) A |7} A= sjA S 4
A sl g

AP 27 A

[}
A Aoz 28 o it
23
1.
TCP Mu] 2 =% 53] UDP 2 LDAPE 53| MS DC Kerberosell tj gt DNS # 2 & 4
Py
[root@server ~]# dig +short -t SRV _kerberos._udp.dc._msdcs.idm.example.com.
0 100 88 server.idm.example.com.
[root@server ~]# dig +short -t SRV _ldap._tcp.dc._msdcs.idm.example.com.
0 100 389 server.idm.example.com.

o] M& < A3 ipa-adtrust-install o] 23 ¥ 2= IdM A 67} YL gt A wA A
= AAE AR5 Aol gubA o 2 IdM A v 9 A ipa-adtrust-install & 23 31A] &S B =
o] W] YUt

2.

TCP A~ g7 == £3f Kerberos @ LDAP9] o 3 DNS 2] & 23] 5o IdMol 4] AD
o Nl & Y RES 1S 5 YA FAF .

[root@server ~]# dig +short -t SRV _kerberos._tcp.dc._msdcs.ad.example.com.
0 100 88 addc1.ad.example.com.

[root@ipaserver ~]# dig +short -t SRV _Idap._tcp.dc._msdcs.ad.example.com.
0 100 389 addc1.ad.example.com.
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IdM(Identity Management) & € x]{u] 2= AD(Active Directory) A vjo]A] &2l st 4 2}
R l=

AD xju] 2 AD Aol A B e 4 A1

A 27 A

[ ]
#A Aoz zalsef gy

A
1.
AD A H] o] 4] nslookup.exe fr2 & El & A st A= YI=F X3P
C:\>nslookup.exe
> set type=SRV
2.
TCP My 2 g3 =E 53] UDP 2 LDAPE %3l Kerberose] =12l o] &2 4}
> _kerberos._udp.idm.example.com.
_kerberos._udp.idm.example.com. SRV service location:
priority =0
weight =100
port =88
svr hosthame = server.idm.example.com
> _ldap._tcp.idm.example.com
_ldap._tcp.idm.example.com SRV service location:
priority =0
weight =100
port =389
svr hosthame = server.idm.example.com
3.

AH) 2§82 TXTZ W7 3513 IdM Kerberos 49 0] 52 A18-351o] TXT Al Z =0 )&
DNS # =& A3y 3.
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C:\>nslookup.exe

> set type=TXT

> _kerberos.idm.example.com.
_kerberos.idm.example.com. text =

"IDM.EXAMPLE.COM"

TCP Au| 2 g Z=E %3 UDP 2 LDAPE %3] MS DC Kerberosel o3t DNS H & & 2
P

C:\>nslookup.exe
> set type=SRV
> _kerberos._udp.dc._msdcs.idm.example.com.
_kerberos._udp.dc._msdcs.idm.example.com. SRV service location:
priority =0
weight = 100
port = 88
svr hosthame = server.idm.example.com
> _ldap._tcp.dc._msdcs.idm.example.com.
_ldap._tcp.dc._msdcs.idm.example.com. SRV service location:
priority =0
weight = 100
port = 389
svr hosthame = server.idm.example.com

Active Directory=t} 2 AD & H|2l AEEZ 2 IdM A= AEZ 9 P2 ADEA =&
EZ oA $HE F d+= = AEE T A A o ipa-adtrust-install 52 A}-8-3}<
IdM A v = 22 AEZ8E 573}l ipa server-role-find --role 'AD trust controller' 33 &
ALE-3te] o A u 71 A= AEEZHAA 1T + AFH T

AD A Hjo] 4] AD AH] =8 318 4 QA I

d

C:\>nslookup.exe
> set type=SRV
TCP Mu|2 g Z=E 53 UDP 2 LDAPE 53l Kerberose] =12l o] &2 4}

> _kerberos._udp.dc._msdcs.ad.example.com.
_kerberos._udp.dc._msdcs.ad.example.com. SRV service location:

priority =0
weight = 100
port = 88

svr hosthame = addc1.ad.example.com
> _ldap._tcp.dc._msdcs.ad.example.com.
_ldap._tcp.dc._msdcs.ad.example.com. SRV service location:
priority =0
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weight = 100
port = 389
svr hosthame = addc1.ad.example.com

33.8.8. 415 oo E A

A= do]dEE= AD =gl AEEZH A dall ID 231 3T 5 Jd+= IdM A A Y.

o & Eo] Active Directory<l2] 2127} 1= IdM A B o] BA| 2 WA= A9 BA 2L 213 o o]
AEZ 44T 4 AHFUth BAl o= AD 213 dlo]dE Jao] a5 oz AXHA iy

A 27 A

[}
IdM-& Active Directory E 2] 2~ E 9} st/ A X Ht}.

sssd-tools 3} 7] x| 71 A ] = o] JFH .

71& 215 A EE o)A ipa-adtrust-install --add-agents 3 = 2 A3 ).

I [root@existing_trust_controller]# ipa-adtrust-install --add-agents

ofr
rr

o
of.
ot

lo
=

5h 74 AL N ASI o] AES MRS ¥l B A

i
o
JH
g‘L
i)
fr

A= ool E A IdM A H| =5 ThA] Al ZHgy o).
I [root@new_trust_agent]# ipactl restart

A= ool A E 2] SSSD A A e FES AAFY
I [root@new_trust_agent]# sssctl cache-remove

EA ol AD A =] A o] HE o] AR Ho] QE=A] At
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[root@existing_trust_controller]# ipa server-show new_replica.idm.example.com

Enabled server roles: CA server, NTP server, AD trust agent

Al L.
[ ]
217 doldEd it AA T WE-2 A ID & 7tol=9] A= AEZE 9 A oo]d

33.8.9. CLIo| 4] POSIX ID *3 ¢] el th g A5 70 2= vl 3 &4 3}

712A o 2 SSSDE ADel| A Z¥ POSIX gl o] €] ©|£3H= POSIX 212 & 44 & 79 AD(Active
Directory) A 8- A5 93l 71 25 S vl PR LHUth AD AHgRLO Al 718 150 +AH IA &
7% 1dMe Se1a 5 glayTh

S Az}l A= = H Zo) 4] auto_private_groups SSSD v/l 5o T 3 slo]lH= S AA
sto] ID Ml T AHs /i) 25 B S E438e = S AW Ut 23F 2 IdM2 AD9| 7]
aF°] FAEA %2 AD AHEAE SR F AHFH T

A 27 A

[ ]
IdM=} AD 87 7+l POSIX .3t 71 81 A

of

Moz 4 AFUT

H
it
]
e
do
i
kd
>
9#,
R
+
o
gg
o
fr
>
o
O
e
do
i
N
Ju
o
L
fu)

Range name: IDM.EXAMPLE.COM_id_range
First Posix ID of the range: 882200000
Number of IDs in the range: 200000

Range type: local domain range

Range name: AD.EXAMPLE.COM _id_range

First Posix ID of the range: 1337000000
Number of IDs in the range: 200000
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33%. IDM3} AD 7+ A1 3] A X

Domain SID of the trusted domain: S-1-5-21-4123312420-990666102-3578675309
Range type: Active Directory trust range with POSIX attributes

Number of entries returned 2

2.
ipa idrange-mod " & & A}-8-5te] AD ID 9] 9] A5 719 & &84S 283U
[root@server ~]# ipa idrange-mod --auto-private-groups=hybrid
AD.EXAMPLE.COM_id_range
3.

A A& AH8-st=5 SSSD A Al & AR .

I [root@server ~]# sss_cache -E

AD L& A2 €18 A 1FS AFO = Pt {4

33.8.10. IdM WebUIll| 4] POSIX ID ®H 9] o] dl gt 25 71 1= vl 3 &4 3}

7124 0 2 8SSDi= ADol| A1 3¥ POSIX vl o] E] o] 2] % 3t= POSIX 412) & 47 & 7 AD(Active
Directory) AH-8-2H= <18l 719 152 w8 814 &5H . AD ARE- Aol A 7] 50| #4350 A &
o 7% 1dMe g3 5 gl

o] Az}l A = IdM(ldentity Management) WebUIol| 4] auto_private_groups SSSD vl 7l *H =] oj
gk slolH el 348 AAste] ID Yoo dig A QI 25 mi3S &3t S 2B dUn. 4
HFA 0% I[dM2 AD9l| 71 2570l FAHA 22 AD A8 E 398 + AFH

A 27 A

[ ]
IdM=} AD 317 7}ol] POSIX 23 A A2 A

of

Aoz AZAFUd.

e A} o] 2 9l o+ T = AL}l IdM ¢ Ulol] =291}

IPA A8 — ID W9 < ot
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3.
AD.EXAMPLE.COM_id_range ¢} 72o] 4 & ID ¥ & A9 ).
4,
A% AN 21F SFTHE vl ol A stolHHE A A g
IZ|E"'|Eit'_-," Po i-::jg,-" Authentication Metwork Services IPA Server
Role-Based Access Control ~ ID Ranges Realm Domains Trusts « Topology
ID Ranges » AD.EXAMPLECOM_id_range
D Range: AD.EXAMPLE.COM_id_range
Settings
& Refresh || D Revert | | & Save
Range Settings
Range name AD.EXAMPLECOM_id_range
Range type Active Directory trust range with POSIX attributes
Base ID * 1045000000
Range size * 200000
Domain SID 5-1-53-21-4029230055-4155305145-370140224
Auto private groups w
true
false
hybrid
5.

A W ES 2Ystel WA A AgEh

AD L& A2 918 A 1FS AFoZ WPt {4
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33%. IDM3} AD 7+ A1 3] A X

o] & A= IdM(Identity Management) $+73 7} AD(Active Directory) =<l 7+ Eg]| 2 E S 1A 3}
= ZR2AE FA s A dia] A gy

et

33.9.1. ADE A} L35l 71 ZH EHZEE AAT v oWl E A A X

ipa trust-add 3 & A}-83lo] AD(Active Directory) =9 ¢l Z1EE2(DC) =1 ¢l 71 EE2(DC)<}
o B} EY2ES AR A BD L FIL 2D AHEAES NG 2530 1dM A el A o
292 334 o). If you have trouble establishing a cross-forest trust, you can use this list to
help narrow down and troubleshoot your issue.

AF 1 EEe 44 2 A 34
1.
IdM 4] ¥} o] Trust Controller & & o] == A g}
2.
ipa trust-add B3 o A<2d FHA S AP
3.

AN+ A=tree FE =W AZE IDHASE ARIFUT. IDES I L EAX S
ipa trust-add 3 = o] Ui 3t 422 XA 31KA &2 79 Active Directoryol] A A gt}

EER L8

*

ofl

A E 2 o] 9 2 Active Directory =219 g EZ2ES HA

4.
7t %) wrakol el MEe] A% enAES AT 72 LBAEE Gu(IdM = AD)
oA AR AT B A2 E APt A9 2 SolA sl AR AR

IdM A 8] = Samba A F & A1-8-3lo] Active Directory?] =W|¢l AEZ 7]%5< g8t
3 Ui/ AD PDC| 412 e BAEZS AT

IdM A 8] = o4 DC9] IPC$ &5l gt vt A4S g th. RHEL8.4 o] % A
AL Add A18-= = AES 7] 43 31 E AHE-5le] A o] FE3] kA FA] dlstr] 9l
Windows Server 2012 o] 42 A}2 3= SMB3 Z 2 E & o] A}o] & Q 3]},

4}

et

+ 9

e

IdM A ¥] = LSA QueryTrustedDomaininfoByName =& A}1-83lo] A5
=l e HA E(TDO)E & At

TDO7} o]u] &A)3l+= 749 LSA DeleteTrustedDomain 552 A& 51 A A o).
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o] %2 Incoming Forest Trust Builder 25 2] #4943} 73]
domain Admin (EA) === Domain Admin (DA) d3lo] gl A% o] % 9]
At} o] 7 TDO7F 4502 A A A o AD 2|27k ADAA 5

502 A As)oF BTk

IdM 4] ¥} = LSA CreateTrustedDomainEx2 & & & A}-£3}o] A TDOE A},
TDO #+7 582 128711 9] 929 A7t A= Samba Al ¥ 435 WA 715 AHE-5te] P9 =

AR HI .

248 & A Z-$ TDO7} LSA Set informationTrustedDomain 52 AH£-5to] A
Ho] Al oA A Pst= ¢33t fFHol Sul=2A AR = A=A AP Y.

Active Directory2] t]z}¢1 W] wj o] RC4_HMAC_MD5 ¢} % 3} 3 o] 843}
® 79 RC4 7] 71 AH8-HA 25Ut

o

AES128_CTS_HMAC_SHA1 96 2 AES256_CTS HMAC_SHA1 96 %53} &
o] &Astg .

Lake E&] A~ E 9] 739 LSA SetDataTrustedDomain 332 A231 U] w2l 9] A 50

=98 5 94 g

LSA RSetForestTrust Information 32 A} 83} AD, AD9} 541 49 AD9} A&

735 o2 forest(ldM)oll th &t 412 EZ2X R E F7H o
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ol A= g Al 7HA ol T stu=E &l S=o] 24

e

+ AU

LSA_SID DISABLED ECDHELICT 272 H 315+ STS v Y 23 o]
27t 2E@UT o] 2EL A4S 5 AaUTh

2.
tekton y] J 2=9o] 2~ FE2 LSA NB_DISABLED octetsLICT 2. &
2 RIHYFUT o] FESMZA T F sy
3.
DNS J] ¢} 23| o] 2= LSA_TLN_DISABLED_octetsLICT 2 F2 B3
g HZ 9 o] &(TLN )3 =T IdM A B = O & tree= &l 2A 5=
A4 TINFES Aoz 828 4 sy
TLN =<5 sl 3571 8l IdM A v = b5 2A1S 334
1.
FE3E A @ EY2E AR E F A3 . Retrieving the
trust information for the conflicting forest.
2.
IdM DNS ] ¢} =3 o] 2 9] A 9] 355 AD forestol] F713 o}
3.
5 st evgtol=d o) @ Ed2E Yug 4Y T
4.

4= E e gl A= E A4 g o.Retry establishing the trust to
the original forest.

IdM A 1] = forest EZ|2EE W7 T 4= 9= AD #2|#9] AO =2 ipa
trust-add 4583 A5 Ao olddet TS AEAT F AFUT. old A
gholl t gk A A 2 A 3o] gl= 79 Al delatore] 2] 2= Windows Ul Ul9]
Active Directory Domains 2 Trusts A A A $]2] GAE =522 F3A3 o}

Fuioh
e A AT 5 e = ID WIS AT,
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For a forest trust, query Active Directory domain controllers from the forest root for
details about the forest topology. IdM A 1] = o] A B E Al&-35la] A= 5= J= HolA F7}
=l gl@ 371D WelE A F.

[ ]
N AEEZ 9 A5 do]HE
[ ]
7N & &4 (Microsoft)
[ ]
714 %A (Microsoft)
[ ]
Active Directory(Microsoft)e] dst A= AA L 25F

33.9.2. AD M= & A4t/ AT AP &7 AL Al A e

g& AZYLES AHgato] AD El Aol A E ARG AR D a7 AFL AED F A
U,

3 33.4.Hol&

T4 894 AA FIHARE AR
A= WA Active Directory =] ¢1-& =] 9] 5] 2] ¥ %] = Windows Server 1 #

= Windows Server 1] 1 & A}-& 5}
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AD #e) 2t A% Active Directory &8 A& & o}&
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15
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J B E |dM A ujell thal Linux 714l 1dMe] IPv6 & A}at
A 1PV6 x| o] &g st
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https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-winprotlp/4a1806f9-2979-491d-af3c-f82ed0a4c1ba
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-winprotlp/e36c976a-6263-42a8-b119-7a3cc41ddd2a
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-b??privileged-accounts-and-groups-in-active-directory++
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-trust-between-idm-and-ad_installing-identity-management#supported-versions-of-windows-server_installing-trust-between-idm-and-ad
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/preparing-the-system-for-ipa-server-installation_installing-identity-management#ipv6_requirements_in_idm
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/preparing-the-system-for-ipa-server-installation_installing-identity-management#assembly_time-service-requirements-for-idm_preparing-the-system-for-ipa-server-installation
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/preparing-the-system-for-ipa-server-installation_installing-identity-management#support_for_encryption_types_in_idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/setting-up-samba-on-an-idm-domain-member_configuring-and-managing-idm#enabling-the-aes-encryption-type-in-active-directory-using-a-gpo_setting-up-samba-on-an-idm-domain-member
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-trust-between-idm-and-ad_installing-identity-management#ports-required-for-communication-between-idm-and-ad_installing-trust-between-idm-and-ad
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/installing_identity_management/installing-trust-between-idm-and-ad_installing-identity-management#configuring-dns-and-realm-settings-for-a-trust_installing-trust-between-idm-and-ad
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I a4 F7HAR AR

EZ2A N AESHZ TARIMAE A AEESH % A ooldE
N EREEEE CER e
A el gt

33.9.3. AD ElAEE AAS 7] Y A= g1 21 53

IdM 27 31 AD =#|¢] 7Hol] A5 & AR sk dH A7 HAst= 3 tha @A & AHS-sto] &A%
LHEASEA 35}0}04 AFH2E 12357 Y3 A5 232 FA3 5 d&5Uh oly3 2212 AES
of ¥4 sl 2 =&°l= Ay Red Hat 714 A A o] 2o Alg& F AFU

A 27 A

IdM A ¥] 25 T4 A] A] 232 9 root A ghe] E @ 3t

A3
1.
IdM A B ol th & Ol w] QS B4 s}hstelw o 2El= 2 AHg-3le] /etc/ipa/server.conf 5+
S A A L.
[global]
debug=True
2.
httpd ] 22 T4X) XA Zske] Oul 7 74& 2=
I [root@trust_controller ~]# systemctl restart httpd
3.
gcow 2 win bind 8] =& FXx] gt}
I [root@trust_controller ~]# systemctl stop smb winbind
4,
rootfs @ winbind A ¥ 22| O] 21 =S A}
I [root@trust_controller ~J# net conf setparm global 'log level' 100
5.
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33%. IDM3} AD 7+ A1 3] A X

[global]
log level = 100
o|d Samba £ 1E A A ).
I [root@trust_controller ~J# rm /var/log/samba/log.*

qcow @ win bind ¥ 22 A Zg ).

I [root@trust_controller ~J# systemctl start smb winbind

[0
oft
I
i

AN A0 XA REJ BYSE EGLES 47 b Bl 2R S 2 P,

Fel 5L

I [root@trust_controller ~J# date; ipa -vvv trust-add --type=ad ad.example.com

o.
Ao e F AP FRE O3 0/ 22 A S FEFHA L.
a.
/var/log/httpd/error_log
b.
/var/log/samba/log.*
10.

EEPERYEREL SN

m i

[root@trust_controller ~]# mv /etc/ipa/server.conf /etc/ipa/server.conf.backup
[root@trust_controller ~]# systemctl restart httpd

[root@trust_controller ~]# systemctl stop smb winbind
[root@trust_controller ~]# net conf setparm global 'log level' 0
[root@trust_controller ~]# mv /usr/share/ipa/smb.conf.empty
/usr/share/ipa/smb.conf.empty.backup

[root@trust_controller ~J# systemctl start smb winbind

1.

ol
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2
lo
o
rO
filo
i)
rO
e
4>
52
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o,
o

(e AFgH) 2

Aol AT 21 A £ 2 RAFY .
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[root@trust_controller ~J# tar -xcvf debugging-trust.tar /var/log/httpd/error_log
/var/log/samba/log.*

Red Hat 71& A g Alo)| 22 4
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>
k1
2
X
uf
=i
1>
l l:l

2oz 2as AU

IPA - AD Trust Troubleshooting

33.10. t-& i A o] Au| 2o B3 S}l AE NA X EA 82

IdM(Identity Management) 2! AD(Active Directory) 373
Ev} g mv2le] Au| 2o A 2e 5 gl BAL 2
o EAE Ao

33.10.1. AD forest = E T 1|2lo] T AE 7} IAM A oA] B 22 Qs u AR 52

o} tjo]o] 13 o] Al = AD(Active Directory) Z&}o] <l E7} IdM(Identity Management) =] <1 of] A
A2 e ZJT o AR 558 APFU.

ZHol AE A IdM A u] 20 &) 23Hs B EA7E QE AS- ©] FRE AHG3to] #4312 =
e A % YHUh

AD client

A

e Service

| -

o KDC e KDC IPA-KDB LDAP
AD Domain Controller IdM server —H
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33%. IDM3} AD 7+ A1 3] A X

AD Z3g}o] A E = AD Kerberos Distribution Center(KDC)dll 124 3l IdM =] Q1o A A
v 2o B3 TGS 8 3 & 3}

2.
AD NetNamespace= A H] 27} 2123 5= Q= IdM = 2l o] £3HS 214 gt}
3.
AD NetNamespace= Zz}o| Eof 2153 5 = IdM NetNamespaceel 533} 37
TGT(Cross-realm ticket-granting ticket)S ®j1c}.
4,
AD Z oA EE wxzt AA 7 TGTE A1L-5lo] IdM NetNamespaceo) €] 2 3 3t}
5.
IdM UUID= 22} 4m TGT= A4 = Privileged Privileged Attribute Certificate (MS-
PAC)9 faAd& A5dYT
6.
IPA-KDB =2 2212 LDAP t g £ & IRl3to] o A7} @ F € A v = d g A
S WS IdeEA AT F dsHH
7.
IPA-KDB £2]1¢12 MS-PACE 393 a HolHE A5 2 ZHI33 Y. =43 253
24L& F7H A B2 MS-PACE R 7}s|of at=A] <213}7] 913l LDAP A vjol X 23| & 33
t}.
8.
IPA-KDB &2 2212 PACE Q1393131 A g 5lo] AH|= Ao AZA3% & AD S0l E
o AFdrh.
0.

o|A] AD Zz}o] A EA IdM NetNamespaceol 4] @3 s+ A H] 2 E] 7 & A}2-5}<o] IdM A]
H| 2o Fo]g = JHFU

AD 39 =vQle] SAETJHIAM A ¥ oA Mu|2E @ J T o AR 55

33.10.2. AD 3}¢] =vj2le] 3 2E7}IdM AbjoA U] A2 QAT W] AR
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T} tholo] 2ol A= 319 =v]2le] AD(Active Directory) &2~ E 7} IdM(Identity Management)
EYoA A5 23T W AR 558 AW o] Ay QoA = AD Eto|AE = 519 =
¢l ¢] KDC(Kerberos Distribution Center)ol] g 43k t}2 AD forest F E ¢] NetNamespaceol 414 3}
31, upxjuto 2 |dM serviceo] i g AA| 25 S 3= S IdMe] A4 ¢

AD Zto] A=l 4] [dM A H] 2ol oA 251 o) A7} 932 A

D Zao|d E v} AD forest £ E 9] 3}
A = 2w E3te A F o]l AR E ALSste] £A ld =85 F

S|aL FAl ] AU AAT

2=
itk
AD client P =
host.child.ad.example.com - i

é Service
v }
KDC
o KDC e KDC o IPA-KDB LDAP
AD Domain Controller AD Domain Controller 1dM server —@J

AD child domain AD Forest Root domain 1dM domain
child.ad.example.com ad.example.com 1dm.example.com

AD Z3}old E = A4 v <l 2] AD Kerberos Distribution Center(KDC)oll 42 31« IdM
Q1o A Auj 2o gig TGS 8 S A FU .

31 9] =) 212l child.ad.example.com 2] AD NetNamespace:= A H]| 27} A1 g = J =
IdM =w) Q1o £3HS- 14 o

319 =1 <19 AD NetNamespace:= Zo|d Ed AD forest £ E 1| <l
ad.example.com || tj gt =3] E|A S By},
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forest +E % uj 2l o] NetNamespace= A H] 27} 213 & 4= Q= IdM =] 21 9]
Ao

AD NetNamespace+= Zzo|d E ] A2 T 4= ¢J+= IdM NetNamespaceol 53 3 g
TGT(Cross-realm ticket-granting ticket)S ¥ j1c}.

AD Zgo|A E= w3} A A7 TGTE AH-&-3lo] IdM NetNamespace©l E]Z1 2 2 A gt}

IdM UUID= 22} 4m TGT= A 4= = Privileged Privileged Attribute Certificate (MS-
PAC)9| 845 AS5dUT

IPA-KDB =2 721 LDAP &l 22] & &l5te] 93 417k 239 Au 2o vl @ €A
2 we 5 A FA% 5 AU

IPA-KDB =2 1912 MS-PACE H=Z Y3l dlo|HE A% 2 YUY 22 21§57
22 F7F A2 MS-PACE R733loF 5t=A] &2lst7] 98 LDAP A ujolA =3 & 3 g
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1.
IPA-KDB %2191 & PACE Q159813 AW ate] Au] = Bl Ao] A3 F AD Zejo]AE
o A4t

12.
o|A] AD Zz}o] A EA IdM NetNamespaceol A @3 s+ A H] 2 E] 71 & A}2-5}<o] IdM A]
") 20 o 4 JQFU

ot
afil

AD forest FE =19 S 2E7}IAM A HoA Au| 25 S H T o A

33.10.3. IdM S gto]AE7} AD A Ho|A] Mu| A& e HJS u] AR 55

-5 golo] 2ol A = IdM3 AD Aol o] Ik EZAEE 143 739 IdM(Identity
Management) &} o] ¢l E7} AD(Active Directory) =uj| 21 o] A Hu] =& ﬁfﬂ o AR 5SS AHAYY
Yrh.

IdM Ze}o] A= 0 4] AD Au] 20l o)Al 2 3he B FA17F 1 A9 o] AuE AHgste] B S =
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o} =, AD charts?] 2 429
Uttt A58 4 AJ= AD

71827 o 7 |[dM& ADoj| dHl3s E8{AEE A A

o3l cross-realm ticket-granting €] 21(TGT)2 w3 & 4= gl
=l QoA Au] 2o i3 )20 2 W telw e NS

A
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AD Domain Controller

IdM Sd}o]Ad E= A4 35 = AD A H] 2= 2] IdM Kerberos Distribution Center(KDC)<l| A
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IdM NetNamespace= 44| =7} AD g9 & 0}3’_, Aol &z A
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i
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IdM directory Server?] A}-8-2 F=A) ol tj gt A 1B 5 AL-8-3l IdM NetNamespace:= A}-§&
2 FA o] gk Ae Q= &4 AZA(MS-PAC) 8l 2= 9} 37 cross-realm TGTE A A o).

IdM NetNamespace7} IdM 22} o] ¢l E o] cross-realm TGTS By t}.

IdM Z2}o] A E= AD NetNamespaceol <1723t AD Au] 29 3t ]S 8 A 51 IdM
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33%. IDM3} AD 7+ A1 3] A X

AD A= PACO] 42 SHel @ WE|F 513 AD Aju] 2o Tj 3 Bl AL whakgh o,

ol Al IPA Zeto] A1 E 7} AD M| 0] AT 5 AU th.

33.11. P 2 AL shel A= A

o] AR = HHZ= g o] AE ALL-31o] IdM =9 U] 3 IdM(Identity Management)/Active
Directory(AD) E&] 2~E & A| A sl= Wy S A4,

A 27 A

[ ]
IdM 2] 2t 2 4] Kerberos E]71 & & 4= gl th AA & W] -2 9 Ul9] Logging to IdM
< Fx314 A 2. Kerberos €] AL-&.

Az}
1.
ipa trust-del 8 & & A}1-8-31] IdMo| A A =] A4S A AF
[root@server ~]# ipa trust-del ad_domain_name
Deleted trust "ad_domain_name"
2.
Active Directory -/ ol A trust Q. VA EE A A ).
AS5 @A

ipa trust-show 8 3 & AH-8-3l A1 71 A A=H A=A SjAFH -

[root@server ~]# ipa trust-show ad.example.com
ipa: ERROR: ad.example.com: trust not found

33.12. IDM § UI= A}-23}o] 212 A 7]
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/planning_identity_management/planning-a-cross-forest-trust-between-idm-and-ad_planning-identity-management#one-way-trusts-and-two-way-trusts_planning-a-cross-forest-trust-between-idm-and-ad
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/logging-in-to-ipa-in-the-web-ui-using-a-kerberos-ticket_configuring-and-managing-idm
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o] A A A= IdM ¢ UIZ A1-8-31+ IdM(Identity Management)/Active Directory(AD) A 5] = A 7
ste WS Agddd

A 27 A

[ ]
Kerberos ] & & 4 AFUTH ZAA g U182 <] Ul9] Logging to IdMS- ZH=35H4] A 2.
Kerberos €]7 A}-&.

=E!
1.
el A Ao 2 IdM §] Ul 22 ok <A & g2 ] Beks-A o) 4] 1dM <] Ul 2]
22 Az 2.
2.
IdM <) Ulel A IPA M8 512 S8yt
3.
IPA A1) ol A3 92 2Tt
4.
AAL A= A3
dentity Authentication Metwork Services IPA Server
Role-Based Access Control ~ ID Ranges Realm Domains Trusts ~
Trusts
/ Q
| ___Realm name
W | AD.EXAMPLE.COM
Showing 1 to 1 of 1 entries.
5.
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/logging-in-to-ipa-in-the-web-ui-using-a-kerberos-ticket_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/accessing-the-ipa-web-ui-in-a-web-browser_configuring-and-managing-idm

33%. IDM3} AD 7+ A1 3] A X

6.
A= AA A3} ZAelA AHA & S gu
Remove trusts b4
Are you sure you want to delete selected entries?
¢ ADEXAMPLE.COM
Delete || Cancel
7.
Active Directory -/ ol A trust QL VA EE A A ).
s 2
°

A7 A FA oz AAEE ) Ule] gl 2E o} oA =54 o] APt

RED HAT IDENTITY MANAGEMENT

& Administrator «
_ _ - _ @ 1item(s) deleted x
Identity Policy Authentication Network Servi

Role-Based Access Control ID Ranges Realm Domains Trusts ~ Topology API Browser Configuration

Trusts

Q ZRefresh || @Delete || 4+ Add

O Realmname

Mo entries.

33.13. ANSIBLES A}-&31o] A12] 7] 7]

o] Al Mo A= Ansible =3 o] &S Al-&35}o] IdM =9 g g IdM(Identity Management)/Active
Directory(AD) E&] 2~E & A| A 5l= Wy S A43hg.

A 27 A

[ ]
IdM #2] 2= 4] Kerberos E]21 & W& = gl Ut A4 @ W82 9] Ul€] Logging to IdM
< Fx 35142 2. Kerberos E]A A}
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Te 27 AL $53HE Ansible Ao] ==& TR

Ansible ¥ A 2.8 o] -2 A}g-3t32 Q&L

ansible-freeipa ¥ 7] x| 7} A x| 5 o] Y FY ).

~IMyPlaybooks/ O] B g 2] o] X A= A Adt= IdM A1 2] A73lE =W <l o] &
(FQDN)& A}-8-3l4 Ansible 214l 2] 31 S A5

=E
1.
~/MyPlaybooks/ t] | €] 2] £ o] & o}
I $ cd ~/MyPlaybooks/
2.
g ZEl=E A18-39] del-trust.yml Z3 0] 52 A o).
- name: Playbook to delete trust
hosts: ipaserver
become: true
tasks:
- name: ensure the trust is absent
ipatrust:
ipaadmin_password: SomeADMINpassword
realm: ad.example.com
state: absent
A Aol A realm & AD 99 o|& EA2S A odr}.
3.
e AZFU
4,

Edol& vd 2 A EL LS XA sto] Ansible S8 0152 AF g

I $ ansible-playbook -v -i inventory del-trust.ymi
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/installing_identity_management/index#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index#creating-an-ansible-inventory-file-for-idm_using-ansible-to-automate-group-membership-in-idm
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ipa trust-show 33 & A}-8-31o] A3 71 A AH A=A SAFU .

[root@server ~]# ipa trust-show ad.example.com
ipa: ERROR: ad.example.com: trust not found

/usr/share/doc/ansible-freeipa/README-trust.md

/ust/share/doc/ansible-freeipa/playbooks/trust

33%. IDM3} AD 7+ A1 3] A X
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