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SOS clean obfuscates potentially sensitive information such as user names, host
names, IP or MAC address, or other user-specified data.

RaAqe) $78 FrolE 74 AR Pu, A28 Fr, RHEL A| =8 0] Ag g 1 ()7 £ o 9]
4t

[ ]

Ad) F2 A AU
[ ]

ZrI A RE
[ ]

Al 2" 9 Ao XA A 9
[ ]

A gy =9



Red Hat Enterprise Linux 8 7]1< R 9l t] 3 B 314 A A

479 9714 Z=4d.

sos §2 8 El= 53 3 ol o] § £ sosreport- <host_names - <support_case_numbers - <YYYY-
MM-DD> -<unique_random_characters > .tar.xz ol %1 t}.

fre g el = ob7lol B9} 33 MD5 A =24 S /var/tmp/ o @8 2] o A3 .

[root@serveri ~]J# Il /var/tmp/sosreport*

total 18704

“FW===nunm . 1 root root 19136596 Jan 25 07:42 sosreport-server1-12345678-2022-01-25-
tgictvu.tar.xz

-rw-r--r--. 1 root root 33 Jan 25 07:42 sosreport-server1-12345678-2022-01-25-
tgictvu.tar.xz.md5

sosreport(1) vl 77< o] X

1.2. & Zol A SOS 3| 71#] A X

sos 9 E| S A18-3121 9 sos AR E AP}

A 27 A

)

ol Aoyt

FEA

Az}
[ J
sos #H 7| A& AAF}.
I [root@server ~]# yum install sos
A5 9
[ J

rpm 22 El & A8-5to] sos 3| 7|1 X] 7t AA H A=A FAFY .
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[root@server ~]# rpm -q sos
sos-4.2-15.el8.noarch
1.3. §@ =4 SOS v A A

sos report % 3 AH-&-3to] RHEL A B]ollA sos B A S =}
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1.

sos report ¥ S A3 513 351 o] A A E wrF Ut -upload 345 F715te] sos B LA
& A4 ¥ 5] Red Hatol] A3 5 lFYch

[user@server1 ~]$ sudo sos report
[sudo] password for user:
sos report (version 4.2)
This command will collect diagnostic and configuration information from
this Red Hat Enterprise Linux system and installed applications.
An archive containing the collected information will be generated in
/var/tmp/sos.qgkn_b7by and may be provided to a Red Hat support
representative.
Press ENTER to continue, or CTRL-C to quit.

2.

(#1€] A}3}) Red Hatol| 4] 7] A4 Ao]2& olv] A 7]
report file namedl] 44 4+ Ao, --upload 9—@_% A
Al = WS 7 Yle P% °] =29 FUGY A2 MTE HdYsl= AL AE ALgolH
sos FE22E 9 FFol= TS v A A LHU.

Please enter the case id that you are generating this report for []: <8-
digit_case_number>
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Finished running plugins
Creating compressed archive...

Your sos report has been generated and saved in:
/var/tmp/sosreport-server1-12345678-2022-04-17-gmtngng.tar.xz

Size 16.51MiB
Owner root
md5 bba955bbd9a434954e18da0c6778ba9a

Please send this file to your support representative.
3

batch 42 Abg-stel st ® A 2F3kA &3 sos wIAE AT 5

A&

I [user@server1 ~]$ sudo sos report --batch --case-id <8-digit_case _number>

i

35318 = sy

@

3 --clean F3& AHEste] W T BN

I [user@server1 ~]$ sudo sos report --clean

sos 2 E 7 ¥ &3 o A3 AR sl /var/tmp/ o] o} 7ol HE HEQ =X gy

[user@server1 ~]$ sudo Is -l /var/tmp/sosreport*

[sudo] password for user:

“FW===nunm . 1 root root 17310544 Sep 17 19:11 /var/tmp/sosreport-server1-12345678-2022-
04-17-gmtnqng.tar.xz

Red Hat 71& A Qo t g BuA S AFst= Y.

1.4, 0] A 2dol A B A4 2 53
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sos 22l S AH8-3to] o8] A|=®lo] A sosreport B8 & EX AT  AsUH. HiM7tF 54
U7k 719 a7 A48 R E 1IA S SR

A 27 A

2E X 2H ] root ARl 3 ssh 7] 7} A A1} -password &L 53] root Y43 E AF
3 4 dFYh

sos collect ¥ & A3 331 shH o] XA & up 54U

712 F o Z scollect = RIANEFASG = =50z

e = Fo/2H 535 A2ste e gy

EECMIEE B

--cluster == --nodes & & A} L3dlo] FHAEHEE 2E {3 LS 5oz AA
Y&

e

2~
T

-—-master 393 AH8-5te] 97 =04 sos FEIAHE 72 v sy F&
ZH 7334 =5 555 AAS v dgUT. g8 BuAE FFseE S ke
& oo 2290 B} Glg o fa=E o] o] YL T 7 i

--upload 52 37}l sos H 14| =5 Y4 ¢ 27 Red Hate = 53 + &1

174 91 sos report 542 Fo1Z A g€ + 9l onf --batch ¥ --clean 57 72 &
=sos H Al AP oz A

[root@primary-rhel8 ~]# sos collect --nodes=sos-node1,sos-node2 -o process,apache
--log-size=50
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sos-collector (version 4.2)

This utility is used to collect sosreports from multiple nodes simultaneously.
It uses OpenSSH's ControlPersist feature to connect to nodes and run commands
remotely. If your system installation of OpenSSH is older than 5.6, please upgrade.

An archive of sosreport tarballs collected from the nodes will be generated in
/var/tmp/sos.o4155n1s and may be provided to an appropriate support representative.

The generated archive may contain data considered sensitive and its content should
be reviewed by the originating organization before being passed to any third party.

No configuration changes will be made to the system running this utility or remote
systems that it connects to.

Press ENTER to continue, or CTRL-C to quit

Please enter the case id you are collecting reports for: <8-digit_case_number>

sos-collector ASSUMES that SSH keys are installed on all nodes unless the
--password option is provided.

The following is a list of nodes to collect from:
primary-rhel8
sos-node1
sos-node2

Press ENTER to continue with these nodes, or press CTRL-C to quit

Connecting to nodes...

Beginning collection of sosreports from 3 nodes, collecting a maximum of 4
concurrently

primary-rhel8 : Generating sosreport...
sos-node1 : Generating sosreport...

sos-node2 : Generating sosreport...
primary-rhel8 : Retrieving sosreport...

sos-node1 : Retrieving sosreport...
primary-rhel8 : Successfully collected sosreport
sos-node1 : Successfully collected sosreport
sos-node2 : Retrieving sosreport...

sos-node2 : Successfully collected sosreport

The following archive has been created. Please provide it to your support team.
/var/tmp/sos-collector-2022-04-15-pafsr.tar.xz

[root@primary-rhel8 ~]#
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sos collect 5% o] 5% =g 9] 433 235} /var/tmp/ T g E] 2] of] o} 7Fo] HE 4 =
=] 2ol g o

[root@primary-rhel8 ~J# Is -l /var/tmp/sos-collector*
=P Wemmmmm . 1 root root 160492 May 15 13:35 /var/tmp/sos-collector-2022-05-15-pafsr.tar.xz

--batch % --clean 8412 A&

\0'11'
iy

oAl 57 Fo) 4] sos B 2] YL FEFHAL.

1.5. SOS 1 4] ¥ =]

sos 7 € 2] E] = A&} 01,: SAE o] F, IP 2= MAC 4 = 7]e} A&} X 7] 9] =2 Zro] &
A H oz vlzel o] Bl & U=}l ;s,r;;lg A gl P sos H 24 E=sos 77 & WG HA]
2Fo o 4 = 2 *-obfuscated.tar.xz 7} &l o] WA = 7 EJAL} 58 - 5 "L/E}

=} 57
sos H 4]0 O Z# 3 7] 5& F7F5HA v -~clean 54 & A8t FHE THE T
Het

[user@server1 ~]$ sudo sos report --clean

Al 27 A G

[ ]
S0S H 7 A] FE= sos 7} tarballg- -7 &1

(A AP AFE A o] 5, EAE o] g & WS se] = Fe} Hlo]H o] 2] 2] £ 7] 9= 2=
o] 1]},

sos H 7 4] 9 x] sos clean % &£ &3l slof tarballL =7 5132 3l o] X] L = A] Q.

keywords §-#& F7}ste] X FH 7] 9= 5L Fl=2 F 2]

et

7 Ao
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--usernames 55 F7Fs}o] o Vgt AFEA} o] FE WS e 7 gy

UIDF 1000 o] 591 AF§-3}o] tia] lastlog 72 5l B2 8 AF§3}o] ta] -5 AF§
A o) Jelst AEez JYF . o] $HL YA 2290z g} P EY 22
Feo 4] WY& 7 2= LDAP ARGl A AFE-FL L.

[user@server1 ~]$ sudo sos clean /var/tmp/sos-collector-2022-05-15-pafsr.tar.xz
[sudo] password for user:

sos clean (version 4.2)

This command will attempt to obfuscate information that is generally considered
to be potentially sensitive. Such information includes IP addresses, MAC
addresses, domain names, and any user-provided keywords.

Note that this utility provides a best-effort approach to data obfuscation, but it
does not guarantee that such obfuscation provides complete coverage of all such
data in the archive, or that any obfuscation is provided to data that does not fit the
description above.

Users should review any resulting data and/or archives generated or processed by
this utility for remaining sensitive content before being passed to a third party.
Press ENTER to continue, or CTRL-C to quit.

Found 4 total reports to obfuscate, processing up to 4 concurrently
sosreport-primary-rhel8-2022-05-15-nchbdmd :  Extracting...

sosreport-sos-node1-2022-05-15-wmlomgu :  Extracting...
sosreport-sos-node2-2022-05-15-obsudzc :  Extracting...

sos-collector-2022-05-15-pafsr : Beginning obfuscation...
sosreport-sos-node1-2022-05-15-wmlomgu :  Beginning obfuscation...
sos-collector-2022-05-15-pafsr : Obfuscation completed

sosreport-primary-rhel8-2022-05-15-nchbdmd :  Beginning obfuscation...
sosreport-sos-node2-2022-05-15-obsudzc :  Beginning obfuscation...
sosreport-primary-rhel8-2022-05-15-nchbdmd :  Re-compressing...
sosreport-sos-node2-2022-05-15-obsudzc :  Re-compressing...
sosreport-sos-node1-2022-05-15-wmlomgu :  Re-compressing...
sosreport-primary-rhel8-2022-05-15-nchbdmd :  Obfuscation completed
sosreport-sos-node2-2022-05-15-obsudzc :  Obfuscation completed
sosreport-sos-node1-2022-05-15-wmlomgu :  Obfuscation completed

Successfully obfuscated 4 repori(s)

A mapping of obfuscated elements is available at
/var/tmp/sos-collector-2022-05-15-pafsr-private_map

The obfuscated archive is available at
/var/tmp/sos-collector-2022-05-15-pafsr-obfuscated.tar.xz

Size 157.10KiB
Owner root
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Please send the obfuscated archive to your support representative and keep the
mapping file private

=
P pes

r
X

sos clean 3% o] 3§ =8 o] Hg3 A3} /var/tmp/ t] g E 2] o] U5 A 2] H of 7Fo] H
o} o5 2] S YYHA=A gl

[user@server1 ~]$ sudo Is -I /var/tmp/sos-collector-2022-05-15-pafsr-private_map
/var/tmp/sos-collector-2022-05-15-pafsr-obfuscated.tar.xz
[sudo] password for user:

=P Wemmmmm . 1 root root 160868 May 15 16:10 /var/tmp/sos-collector-2022-05-15-pafsr-
obfuscated.tar.xz
=P Wemmmmm . 1 root root 96622 May 15 16:10 /var/tmp/sos-collector-2022-05-15-pafsr-

private_map

*-private_map 5} &/ oA 5 2 2] of gL gl g .

[user@server1 ~]$ sudo cat /var/tmp/sos-collector-2022-05-15-pafsr-private_map
[sudo] password for user:

{

"hostname_map"': {
"pmoravec-rhel8": "host0"

4

"ip_map": {
"10.44.128.0/22": "100.0.0.0/22",

"username_map": {
"foobaruser': "obfuscateduser0”,
"jsmith": "obfuscateduser1”,

"johndoe": "obfuscateduser2”

Red Hat =] ¢]-& ¢l 2 ©] #] 2] 5 =] g2 of7}Fo] H 9} “private_map 74 JS 272 27
Z #A] ¢/} Red Hat <] ¢l gzl zlo 2 wasfo} 5} U5 2] dH §o]E F= -
Q&

1.6. GPG 9/3 V3315 AFg5fo] B Al Y4 & Bk

o] HApoA] = s08 1 LA E 457 95 & Fpko 2 1] F GPG2 95 548 4§ 59] 1192 43
£ gye dGFYT ol E So] 38 NEHTE Foll BALE Aok eGP, ol E So] T2 B

13
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HA]E AFEEle] H A E B S g = 9151 . You might want to secure the contents of an sos
report with a password if, for example, you need to transfer it over a public network to a third

party.

27

915515 Sos B A E TS u YA 2T F7H2 F U E AEHEE FEE F1ho]
PESE LR EY

sos 7 Y2 El= ¢Fo ol 5 R 32 sos B A E Yy g

2.
e = HIAE A FU =2 S5
3.
Z8 gL g = o535 &L ofFfo] HEZ A A L]}l

A 27 ALY

sos 7] =] 7} M X ¥ o] 1]

FE dgo] dagr.

sos report 'J gL & P 3} —-encrypt-pass 5HE AFg )] ¢9FeE =g gl -upload
5L F18lof sos H A E 4 oF ¥ S5A] Red Hatol] d43 + Q&1 .

[user@server1 ~]$ sudo sos report --encrypt-pass my-passphrase
[sudo] password for user:
sosreport (version 4.2)

This command will collect diagnostic and configuration information from
this Red Hat Enterprise Linux system and installed applications.

An archive containing the collected information will be generated in

/var/tmp/sos.6lckOmyd and may be provided to a Red Hat support
representative.

14
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Press ENTER to continue, or CTRL-C to quit.

(X9 #1%F) Red Hato ] 7]& |8l A o] =& o]r] A -7 A|o] = ¥l & & 923} sos
report file namej] #}¢] & 5= gl 2, --upload 515 =gl F-¢ s G A o] =9 J=Z=H1]
tl. A o]= WS 7} Qli= G 7 o] BEE H| 9 FU ) Ao]= WeE ¢ F6l= AL 8 AFgolrn
sos 7 g 2/E 9] JF o= FFES r]AA] G

Please enter the case id that you are generating this report for []: <8-
digit_case_number>

o=
[

Uy

=9 £ ZA|H sos Bx] HY o]FL | F5 FHAL.
Finished running plugins
Creating compressed archive...

Your sosreport has been generated and saved in:
/var/tmp/secured-sosrepori-server1-12345678-2022-01-24-ueqijfm.tar.xz.gpg

Size 17.53MiB
Owner root
md5 32e2bdb23a9ce3d35d59e1fc4c91fe54

Please send this file to your support representative.

X

sos 7 G El7} thg 27 AFF2 FF i POl o} YHHALEA ol gt

NS}
e,
S,
i
Mo
k.
ro

}oz Al GH T,

NS}
e,
S,
i
Mo
Q

g4z 2H,

Nar/tmp/ 5] 229 2l 51] o,

[user@server1 ~]$ sudo Is - /var/tmp/sosreport*

[sudo] password for user:

=P W==mnmnn . 1 root root 18381537 Jan 24 17:55 /var/tmp/secured-sosreport-server1-
12345678-2022-01-24-ueqijfm.tar.xz.gpg

15
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ots3fof] Al Z G S 9F5 2 of7}o]H ] ¢} 2 =3 5 Y= golg] .
gpg F S A&l ofFFo]He] ¢t s E S5 g

[user@server1 ~]$ sudo gpg --output decrypted-sosreport.tar.gz --decrypt
/var/tmp/secured-sosreport-server1-12345678-2022-01-24-ueqijfm.tar.xz.gpg

b.
H A A 7} EAHE o7} B g ¢k s}t b A& FEF 9 Fin
|
1
Enter passphrase |
|
|
Passphrase: <passphrase> |
|
<OK> <Cancel> |
|
il
C.
9pg 7€ 2] E] o A] .tar.gz 7 & g9 g 915 55 A] &2 ofFFo| B Y Y H U=
=] g9l g,

[user@server1 ~]$ sudo Is -I decrypted-sosreport.tar.gz
[sudo] password for user:
-rw-r--r--, 1 root root 18381537 Jan 24 17:59 decrypted-sosreport.tar.gz

Red Hat 7] = =] gl o] oj ¢ H 4] E A &3+ ¥H.

1.7. 7] 4 7] ¥F GPG 9531 & AF&3}of B A Y4 = Bt

o] FApoAli= GPG 7] 5 2] 7] 4 7]vh0 2 GPG2 9531 5 A1§510] S0 K2 A& o} 1
she WS A FL T ol & Sof AHo] X FH s0s LK E BEGE G oH e 70 FEHE
41§ 51<] S0 1 314] 9] &2 HEY 7 gL,
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7
ot 5 51l s08 H A E vFHE o QA OJA7 F7He = HjZ Al gsle 2 23 F27ko]

PESE LR EY

sos 7 Y2 El= ¢Fo ol 5 R g2 sos B A E Yy g

28 gL g = o535 &L ofFfo] HEZ A A L]}l

AFE 277 AFE

sos 7| x| 7} H =] 5 o] QlF1 .
FE fsgto] .

GPG2 7| Y¥ A 51 .

sos report 32 & 5] --encrypt-key 542 A& 5l GPG 915 7] & £ 5f= A&
A} o] 52 A3 §11}. -upload 42 F7]519] sos M 745 44 ¢ 7 54 Red Hato] H4:
g = &),

37

sos report F F 2 P 5= AFE A= s0s H A E QP 5] W 1S =5l
bl AF& 5= GPG 915 7] & 247 8F= ALEAFSF Zrofof gl AFE-AF7F sudo &
Al-g-3}o] sos report %2 ¥ sl= F - sudo E AF-§5le] ¢l 7] S dF s oF
. g gro vl A g o)A G A-F o ot FF & HA = Hgto] glof
of gl

[sudo] password for user:

[user@server1 ~]$ sudo sos report --encrypt-key root
sosreport (version 4.2)

17
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This command will collect diagnostic and configuration information from
this Red Hat Enterprise Linux system and installed applications.

An archive containing the collected information will be generated in
/var/tmp/sos.6ucjclgf and may be provided to a Red Hat support
representative.

Press ENTER to continue, or CTRL-C to quit.

(X5 Al3}) Red Hato #] 7] & X g A o] =& o]o] ¢ F-¢ A o]~ WS E ¢fZ 3o sos
report file nameoj {}¢ & + gl © j, --upload —3—/,‘_%’ 2 X Z 5t 72 )5 Fo] Ao = =HL]
. A | P Y G5 o] BEE W FrIe). Ao~ WS E Y= A A Aol
sos 79259 Eo= J &L v A i)

Please enter the case id that you are generating this report for []: <8-
digit_case_number>

==
[

h

=58 Zo ZAH sos 1A 71 o] FL ]| F5 FHAL.

Finished running plugins
Creating compressed archive...

Your sosreport has been generated and saved in:
/var/tmp/secured-sosreport-server1-23456789-2022-02-27-zhdqhdi.tar.xz.gpg

Size 15.44MiB
Owner root
md5 ac62697e331f3271dbda92290583d1242

Please send this file to your support representative.
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Naritmp/ T &= 2o glg 1]

[user@server1 ~]$ sudo Is - /var/tmp/sosreport*

[sudo] password for user:

= W==mnmnn . 1 root root 16190013 Jan 24 17:55 /var/tmp/secured-sosreport-server1-
23456789-2022-01-27-zhdqhdi.tar.xz.gpg

oLE 3ol A8 A7 FAo T2 o}7po] ] 5 E A58 5 2] FelFhin.
OPg F G2 A& 3ol of7po| 1 9] 95 F a5 g ).

[user@server1 ~]$ sudo gpg --output decrypted-sosreport.tar.gz --decrypt
/var/tmp/secured-sosreport-server1-23456789-2022-01-27-zhdqhdi.tar.xz.gpg

WA 5] 7} A 5 GPG 7] 45 & u) 41§ 5 E Y gk,

|

Please enter the passphrase to unlock the OpenPGP secret key: |
"GPG User (first key) <root@example.com>" |
2048-bit RSA key, ID BF28FFA302EF4557, |

created 2020-01-13. |

Passphrase: <passphrase> |

<OK> <Cancel> |

opg B0 4] tar.gz 72 G339} g7 915 5 A Ghe olFFo| B} H Y H Y=
A gel g,

[user@server1 ~]$ sudo Il decrypted-sosreport.tar.gz
[sudo] password for user:
-rw-r--r--, 1 root root 16190013 Jan 27 17:47 decrypted-sosreport.tar.gz

Red Hat 7] = =] gl o] o] ot B 32 A] & A &3]+ 3.

1.8. GPG2 7] 4§
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2 Ao A= 953 7 HEloNA AFE 8 GPG2 7] E Yot g2 4

=

T

1t

A 27 ALY

FE Aeo] o g

pinentry 7€ 2] E] & &3]

\O'E

7 7

w

1,

[root@server ~]J# yum install pinentry
[root@server ~]# mkdir ~/.gnupg -m 700

[root@server ~J# echo "pinentry-program /usr/bin/pinentry-curses” >> ~/.gnupg/gpg-
agent.conf

HE sl A4 B E AFg o] GPG 7] 42 Y4 ot v AFgHE 7] 98 9L v
of :

o

[root@server ~J# cat >key-input <<EOF
%echo Generating a standard key
Key-Type: RSA

Key-Length: 2048

Name-Real: GPG User
Name-Comment: first key
Name-Email: root@example.com
Expire-Date: 0

%commit

%echo Finished creating standard key
EOF

(A5 AFF) 75 0 2 GPG2i= 915 7] & ~/.gnupg 7} o X Gk AFE A} A A5
7] 913 & A)-4 5}2 e GNUPGHOME $173 ¥i+-5 rooto] 4] v 94 =8 = = c] g e 2 4%
gl

[root@server ~J# export GNUPGHOME=/root/backup

[root@server ~]# mkdir -p $GNUPGHOME -m 700

{
[N

7] 918 Tele] Zel=E 7jvhoz Al GPG2 7] & 44 # .

I [root@server ~J# gpg2 --batch --gen-key key-input
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GPG2 7] & Hoslefd ¢fe & 9/ g gt o] o & A1E 5} 9h% )5S 93] 7] < 7]

o 4 2 g ol

*

|
Please enter the passphrase to |

protect your new key |

Passphrase: <passphrase> |

<OK> <Cancel> |
|

£4] ¢ 8 5to] SHHE 95 E ol

)

1,

Please re-enter this passphrase |

|
|
|
i Passphrase: <passphrase> |
|
|

<OK> <Cancel> |

A GPG2 7] 7} 44 H] =] 812l 1] .

gpg: keybox ‘/root/backup/pubring.kbx’ created

gpg: Generating a standard key

gpg: /root/backup/trustdb.gpg: trustdb created

gpg: key BF28FFA302EF4557 marked as ultimately trusted

gpg: directory ‘/root/backup/openpgp-revocs.d’ created

gpg: revocation certificate stored as '/root/backup/openpgp-
revocs.d/8F6FCF10C80359D5A05AED67BF28FFA302EF4557.rev’
gpg: Finished creating standard key

1] 2] GPG 7] & 1} & §1]ch.

[root@server ~J# gpg2 --list-secret-keys

gpg: checking the trustdb

gpg: marginals needed: 3 completes needed: 1 trust model: pgp
gpg: depth: 0 valid: 1 signed: 0 trust: 0-, 0q, On, O0m, Of, 1u
/root/backup/pubring.kbx

sec rsa2048 2020-01-13 [SCEA]
8F6FCF10C80359D5A05AED67BF28FFA302EF4557
uid [ultimate] GPG User (first key) <root@example.com>
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GNU 7ol gH HS HE
1.9. 57 2175 o]+ SOS B 74] 4y
RHEL(Red Hat Enterprise Linux) $2E7} Agj 2 Hygx] gton s EZ HZ 317 oz Hy 5]

of sos HAE THE T AFH

H Iz 3172 A8 5} g3 A2 H-L /mnt/sysimage o} & o) v} E S} ZEHI= o] Wi~ F sos
d e

A1d 27 AR

[ ]
SRE} o] WG A 9] G5 A2 H o] ek F2] 5 o) el B2 e

BAET} A} A ZF ] G5 spo] s upo] 2] o)A Fpy Al L H 2] &g ol Al of G,

RHEL & %] £2(4jl: ISO o] v] x] 2], & 2] DVD, netboot CD %= RHEL &3] Ez] & A &
3l+= PXE(Preboot Execution Environment) 7-7.

HA] frox] FAEZ RYFh.

43 vjr]o] o] 15 ol #A] A $4e S g
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Red Hat Enterprise Linux 8.6

Install Red Hat Enterprise Linux 8.6
Test this media & install Red Hat Enterprise Linux 8.6

Troubleshoot ing

24 s 2 v]i79] 4] Rescue a Red Hat Enterprise Linux A] =4 %

Troubleshoot ing
Install Red Hat Enterprise Linux 8.6 in basic graphics mod
Rescue a Red Hat Enterprize Linux system

Run a memory test

Boot from local driwve

Return to main menu

If the system will not boot, this lets you access files
and edit config files to try to get it booting again.

Rescue mir9 4] 1 £ {85} Enter 7] & =2/ /mnt/sysimage t] 2 E] 2] o] A] 2 H-2 7] ==

o
=
v} 2 E 53 vF£E g,

The rescue environment will now attempt to find your Linux installation and
mount it under the directory @ smmtrssysroot. You can then make any changes
required to your system. Choose '1l' to proceed with this step.

You can choose to mount your file systems read-only instead of read-write by
choosing '2'.

If for some reason this process does not work choose '3' to skip directly to a
shell.

1) Comtinue

Z) Read-omly mount
3) Skip to shell
4) uit (Reboot)

Please make a selection from the above: 1_




w| A] 2] 7} FA] 5@ Enter 7] & &2] €L 7}AS 1o

Rescue Shell

Your =ystem haz been mounted under -mnt-zysroot.

If you would like to make the root of your system the root of the active system,
run the command :

chroot mmt-/sysroot

When finished, please exit from the shell and your system will reboot.
Please press ENTER to get a shell:
sh-4.44

Rescue Shell
Your system has been mounted under -mmtrsysimage.

If you would like to make the root of your system the root of the active system,
run the command:

chroot /mnt/sysimage

When finished, please exit from the shell and your system will reboot.
Please press ENTER to get a shell:

sh-4.4# chroot smnt-sysimage

bash-4.4#%

sos report F 5L s} s} o] A E nf5 1o} -upload §HS 7 7}5f o sos H 24|
£ Y4t ¥ 54 Red Hato] 353 + 51



bash-4.4#% sos report
sosreport (version 4.2)

This command will collect diagnostic and configuration information from
this Red Hat Enterpri=ze Linux system and installed applications.

fim archive containing the collected information will be generated in
svarstmprsos. e jodZan and may be provided to a Red Hat support
representative.

fimy information provided to Bed Hat will be treated in accordance with
the published support policies at:

Distribution Website : https://was.redhat.com~
Commercial Support ! https:/wmmi.access.redhat .coms

The generated archive may contain data considered sensitive and its
content should be reviewed by the originating organization before being
pas=ed to any third party.

No changes will be made to system conf iquration.

Press ENTER to continue, or CTRL-C to gquit.

(415 A} %) Red Hat} 7] =] €] A o] =& o]r] 92 sos 1524] 72 o] Fo E g o] =
W5 E 9257 —upload 342 X g5tz &=} AE o] A2 5] 2 G g A o]~
of 9= =Fr]) Ao] s YETF gl G5 o] BEE v Firh Ao = WEE ok AL
A A} 3ol n] sos G E] 9] ol §FS FAN Feri]ch

Press ENTER to continue, or CTRL-C to quit.

Please enter the case id that you are generating this report for [1: 12345678_

& 28 Zo] ZAHE=sos HuA] 7Y o] F 2 J]E5 FHAL.

Finishing plugins [Rumming : yum]l
Finished rumning plugins
Creating compressed archive...

Your sosreport has been generated and saved in:
svarstmpszosreport-localhost-2822-B5-24-wnzsrby . tar.x=

Size 14.78MiB
Owmer root
shazb6 f177?bfeach2?7Bab7aabZ9ccA5895d4a2e9769460b79bY3ec9418f 72ebb57306A

Please =zend this file to your support representative.

bash-4 .44




Red Hat Enterprise Linux 8 7] & X ol O] gk H 314 A

o=

g

F2Eo A Ad] gl d7 scp 9 g2 7Y HF 7 E2EE AFE51o] sos HAAE
WEF =79 & S2E0] A4 9 o5 Red Hat 7] = x| ¢l A o] = ¢ 2 =gt

oy,
ol
R
X

. 1 root root 11277136 May 23 H9:3Z rsvar/tmp-/sosreport-example-hostname-ZA2Z-B5-23-meuimsqg . tar . xz

--. 1 root root 65 May 23 89:32 svar/tmp-sosreport-example-hostname-ZB822-B5-23-meuimsy . tar.xz.shaZ56
“ru--——--— . 1 root root 18781168 May 24 12:54 rsvar-tmp-/sosreport-localhost-Z2B22-85-24-w»aygzio.tar.xz

-ru-r--r--. 1 root root 65 May 24 12:54 ~svar-tmp-sosreport-localhost-2822-85-24-wygzio. tar . xz.sha256
bash-5.1#

[ ]
RHEL & =] DVD ISOE t}2Z=35}2/™ Red Hat 277] ¥ 9] i} 2 Z = A2 FZ5]4A]
L. AF o2 EE FEIHA L.
[ ]

Red Hat 7] = x]¢gl o) g3l H JA]E A 5}= B

1.10. RED HAT 7] = x]-¢g H37A] A 3> B4

o H
0237 7+ w2 il 2351o] Red Hat 7] & ] g of sos H A E Q28 4 Q41

sosreport FF o 2 ¢ ==

-upload 5% A& 3519 sos H A& 4431 7 54 Red Hato]] d4& + Sl

[ ]
o A] X] 7} FEA] H H F| o] & vl § F A 375} AL} --case-id FE+= --ticket-number 54
Al§ 5= F - sos 7€ 2]E]= Red Hat 27) ¥ Ao 2 0215 ¥ 55 # o] %] sos H
24 & 9= =g,
[ ]

A o] 2 W& E A&} FA} ASHA &2 F-7 7 22l E] 4] sos B 74 = Red
Hat 5§ FTP A}o]E9] ¢ = = g}1]c}. Red Hat 7] = X8 A Xt]o]ofj7] HA =8 7 =5
sos H 374 o}7}o] H o] Z2 Red Hat 7] = =] ¢l AX]1]o] o)A A& gf1r]r}.

[user@server1 ~]$ sudo sos report --upload
[sudo] password for user:

sosreport (version 4.2)

This command will collect diagnostic and configuration information from
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1. 714 A Lol 3 SOS B34 A A

this Red Hat Enterprise Linux system and installed applications.

Please enter the case id that you are generating this report for []: <8-
digit_case_numbers>

Enter your Red Hat Customer Portal username (empty to use public dropbox):
<Red_Hat_Customer_Portal_ID>

Please provide the upload password for <user@domain.coms:

Attempting upload to Red Hat Customer Portal
Uploaded archive successfully

Red Hat 77] ¥52 5§ 52 9=

Red Hat A}- &3} 7] g 2 A}-&3}% Red Hat 3:72) 4 ¢ AFo] E o] ]-g Fo]2 Ao 22935}
sos H A& 7]w X g Ao] 2o J2reg + s

Z29l5pe]Hl 5] €] 0] 2 F YA L.

Red Hat =] ¢l =& Al-& 3]

o
e

%

by
[r

Red Hat <] €] i 75 A1-§ 571 5@ &4 Red Hat 7] <] ¢ A|o| =2 5§ A2 Y==g 5
P DR RS TY AT

[user@server1 ~]$ redhat-support-tool addattachment -c¢ <8-digit_case_number>
</var/tmp/sosreport_filename>

FTP 2 curl 7} 72 Red Hat 7] = <] -g& &3] Red Hat 7] = X -E& A 33} ¥ o of o*
2}A] F ] &2 Red Hat 7] = A & #4] & &2 314/ 4] 2. Red Hat </-¢] (vmcore, rhev
logcollector, sosreports, heap dumps, 2z 7Y 5)& FZ51§A] 2.
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